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F REpRAE % 1030 % > ~ T w02 i % % (Computer Fraud and Abuse Act,
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Y oREE G /1 4ENER K EEEL - 22 1 Kerr, Orin S. Computer Crime Law. 3rd ed., West Academic

Publishing, 2012.
21d. at 78
3 1d.
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4 1d. at 81.
5 1d.
61d. at 82-87
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18 U.S.C. 1030Ca)(4) r#w“ﬁ;c%é AZARFERE B A DR BT B ISR | o

BEZIRBBE RN DR AER R A2 > L ERL AR DN AR

AT

\v
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(2) & iy
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" 1d. at 90.
81d. at 90-91
°1d.
191d. at 92-98
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2000 2 1996 # & United States v. Middleton, 231 F 3d. 1207 (9th Cir. 2000)%=
% United States v. Sablan, 92 F 2d. 865 (9th Cir. 1996)% ¢ - i*d 3§ :

11d. at 100-101.
2d.
1B 4.
14 1d. at 108-109.
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6. 18 U.S.C. 1030(a)(6) " T *&3k & T Lol R
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X BT R E RFCRTR F Ao
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Y 1d. at 113-119.
18 Charles Doyle, cybercrime: An Overview of the Federal Computer Fraud and Abuse Statute and Related
Federal Criminal Laws, 2 CRS Report for Congress 2008).
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' Dni.gov. (2018). Foreign Economic Espionage in Cyberspace, at 5. [online] Available at:
https://www.dni.gov/files/NCSC/documents/news/20180724-economic-espionage-pub.pdf [Accessed 24
Oct. 2018].
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(3) USA v. Xu

Xu Jiaqiang >+ 2010 = 2014 # F > &% & IBM = @ E%‘iﬁ%P% AR o Fm Ll
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FHEMEIBM 2P P e R BT B3 BRAFERE - Flt o B BR

Wl Ak LA oA IBM AP PN A AR - "FBL EARE A 0 Xu e R AZ FBL
R Bt btz R4 > P Sl dcties > i B 5 FBI RAKER > Xu B 7 7 R
I BAE R gt B FBI4F R R H pIE > 22 A BT Xur 273 % R4B %
A& IBM = P i o A F BB Xudein 2 6% Lo 235 0 (1) g P % 1 (stole
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SPEFSF AT ERD - Nu e Bk 22 RFEY RN BRYL £ PR

e

2. $pev23 ¢ % (child pornography )
PRERQE PR EARLIFALER D DAJES A PR LR ST R
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B S BB AT 2R m £ W (reproduces)Z ;

(3) p= ¢ (sells) BBV S B8 k2 23 ¢ FR

() ZBEF» % » 247 (accesses with intent to view or possesses)i if i
é%ﬁ@ﬁ*wiﬁﬁﬁ@

'8 jd.at 4.

19 Justice.gov. (2018). Chinese National Sentenced for Economic Espionage and Theft of a Trade Secret
From U.S. Company. [online] Available at: https://www.justice.gov/opa/pr/chinese-national-sentenced-
economic-espionage-and-theft-trade-secret-us-company [Accessed 27 Oct. 2018].

20 USA v. Xu, Superseding Indictment, SI 16 Cr. 10 (KMK) (2016).

2L Justice.gov. (2018). Chinese National Sentenced for Economic Espionage and Theft of a Trade Secret
From U.S. Company. [online] Available at: https://www.justice.gov/opa/pr/chinese-national-sentenced-
economic-espionage-and-theft-trade-secret-us-company [Accessed 27 Oct. 2018].
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2218 U.S. Code § 2510 ( 17) “electronic storage” means—

(A) any temporary, intermediate storage of a wire or electronic communication incidental to the electronic
transmission thereof; and

(B) any storage of such communication by an electronic communication service for purposes of backup
protection of such communication.

2318 U.S. Code § 2711(2) the term “remote computing service” means the provision to the public of
computer storage or processing services by means of an electronic communications system.

24 Orin Kerr, The Next Generation Communications Privacy Act, 162 U. Pa. L. Rev. 373, 409-10(2014).
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% Justice.gov. (2018). Chinese National Sentenced for Economic Espionage and Theft of a Trade Secret
From U.S. Company. [online] Available at: https://www.justice.gov/opa/pr/chinese-national-sentenced-
economic-espionage-and-theft-trade-secret-us-company [Accessed 27 Oct. 2018].
2" Walker, K. (2018). Digital security and due process: A new legal framework for the cloud era. [online]
Google. Available at: https://www.blog.google/outreach-initiatives/public-policy/digital-security-and-due-
Egrocess-new-legal-framework-cloud-era/ [Accessed 12 Sep. 2018].
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29 United States v. Microsoft Corp., 584 U.S. (2018).
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ik L P ERBIE L P R MR 2 BT P Rt
ALfCB ] o 2 EA S AN F - MPRFERP PRBELE
Blo 2 BB s o NTRRSLA NG G A
(1) $AAEE =p P RFFR
TRFEASN R GIRIA LI  §RIRT FG CRPENERBRT H2L R
BN RBEEPRE S RAZE G FT %uvia%;% ZEFTMLAT IMFZET N e BTG
BERMBP ARG ARIEE A hH o " ZéﬁfiW%mﬁwust%@ﬁ
BT A BEP &SR ERRRRGREY > LR ZE R kG R _f“ b
2 F MK FE o BB A "‘f%fﬁxrﬁzzl‘méfﬁt@er» Jid-m 4 > 11 r%‘; NN R SREN -
FRATA LR AP HE S SRR 3? e o W CT n«»‘ fﬂfq‘%@igm@%%
“t @]fv:}ﬂ- (qualifying foreign government) o & = 3 & ¢t RrFcf» & F%ac st 2
Bz BB R P L EREE T R %3}—%—%&# s LA A EF A LB e
ARG RRILG Bl o 32 R i‘ci”ém Flftd B EFT S L gL > T
LEAE ER :'; 7 - -’é’-{?%ﬁ‘zﬁ’d i i er| %7 2E B (comity analysis)”
(MDERAZE CSFLPFRET UREFDE A F;
(B) & # *t WsciHES 41 & ’é#‘;v MEEZAIE
OFFrpsEEype R AF2ERPOTL > a P H2 TR0 H @ F )0
Tt s R R L
(D) it #4008~ PPRGE R % For e ~ B 0 2R Y R X WA & T m B
E)FRfEge 2 ML BEFR 2 ik L7 220

FULH R HRERT
v 2 IR R Rt

ETE

30 «A provider of electronic communication service or remote computing service shall comply with the
obligations of this chapter to preserve, backup, or disclose the contents of a wire or electronic
communication and any record or other information pertaining to a customer or subscriber within such
provider’s possession, custody, or control, regardless of whether such communication, record, or other
information is located within or outside of the United States.”

3 COMITY ANALYSIS.—For purposes of making a determination under paragraph (2)(B)(ii), the court
shall take into account, as appropriate—

“(A) the interests of the United States, including the investigative interests of the governmental entity
seeking to require the disclosure;

“(B) the interests of the qualifying foreign government in preventing any prohibited disclosure;

“(C) the likelihood, extent, and nature of penalties to the provider or any employees of the provider as a
result of inconsistent legal requirements imposed on the provider;

“(D) the location and nationality of the subscriber or customer whose communications are being sought, if
known, and the nature and extent of the subscriber or customer’s connection to the United States, or if the
legal process has been sought on behalf of a foreign authority pursuant to section 3512, the nature and extent
of the subscriber or customer’s connection to the foreign authority’s country;

“(E) the nature and extent of the provider’s ties to and presence in the United States;

“(F) the importance to the investigation of the information required to be disclosed;

“(G) the likelihood of timely and effective access to the information required to be disclosed through means
that would cause less serious negative consequences; and

“(H) if the legal process has been sought on behalf of a foreign authority pursuant to section 3512, the
investigative interests of the foreign authority making the request for assistance.
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32 Jennifer Daskal, J. (2018). Microsoft Ireland, the CLOUD Act, and International Lawmaking 2.0. Stanford
Law Review, [online] 71. Available at: https://www.stanfordlawreview.org/online/microsoft-ireland-cloud-
act-international-lawmaking-2-0/ [Accessed 16 Sep. 2018].
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% Id.
% Rumold, M. (2016). Playpen: The Story of the FBI’s Unprecedented and lllegal Hacking Operation.
[online] Electronic Frontier Foundation. Available at: https://www.eff.org/deeplinks/2016/09/playpen-story-
fhis-unprecedented-and-illegal-hacking-operation [Accessed 20 Oct. 2018].
;“1) Supra Orin S. Kerr, note 37 at 215-216.

Id.
*2 Supra Orin S. Kerr, note 37 at 216-217.
3 Orin S. Kerr; Sean D. Murphy, Government Hacking to Light the Dark Web: What Risks to International
Relations and International Law, 70 Stan. L. Rev. Online 58 (2017-2018)
** Ghappour, A. (2016). Searching Places Unknown: Law Enforcement Jurisdiction on the Dark Web. SSRN
Electronic Journal, 69, p.1075.
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> Supra Orin S. Kerr, note 43 at 61-62.

% Cox, J. (2017). The Strange Case of a Hacked Dark Web Child Porn Site Just Got Stranger. [online]
Available at: https://motherboard.vice.com/ en-us/article/the-strange-case-of-a-hacked-dark-web-child-porn-
site-just-got-stranger. [Accessed 18 Oct. 2018].

" Cox, J. (2016). AustralianAuthoritiesHacked Computers in the US. [online] Available at:
https://motherboard.vice.com/en-us/article/australian-authorities-hacked-computers-in-the-us [Accessed 28
Oct. 2018].

“8 Supra Ghappour, note 44 at 1117-18.
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9 Supra Kerr, note 43, at 66-68.
* Supra Ghappour, note 44 at 1117-18, 1128-1131.
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B% 2016 #pF > QB4 — BARL 2TRenz 2 ——2016 # A4+ 2 (Investigatory
Powers Act 2016, IPA 2016 » = %ﬁiiﬁ,f?—‘ﬁié % » gsnooper S charter) - 3%/ + #fLeniz &
THAAEEOPNF BRI RZPUATB AT LA AP F R AP TSRS o T 43
HEEBRREL LR R F A5
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e TR TR o T TR £k Rdp @31?1" 2 TR R B
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fz2o T~ %% % , (the process of hacking)z 75 » ¢35 1 @ * X F % » AL A 4
TREXE  BREHTERE ~ » BT RM 2 TP A5 a R TEAL - FEF R L RB
B A B2 4BE E'F’EE?E;'FT fo AR ER S EFTREEAAFEL B AZEEF 1380E 5% 178
LT PEIEMER A B Sk o Rkl (1)a ki F (overseas-related
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*

T F M kR 4p B 3 (overseas-related equipment data) o @+ B A A4 R P &
WFEETAERZLEM: (1) ARE 2 -UDEPZBAL S PR~ (11D FRERZ S
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iz % 138 iF ~ % 178 ¥4 kP F s TR #2375 TEEF 284
(double lock mechanism) » F & E % ~ AP-FT AL 4 > 2w B (the
Secretary of State)#& 11¥ 5> Wi g a4 R &ML > ¥ A LEH o R
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= ~ ¢ E,L:}’"L;I—

°1 2016 Investigatory Power Act, Article 136.
°2 2016 Investigatory Power Act, Article 138, 178.
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%3 2016 Investigatory Power Act, Article 18.

** Medium. (2017). The UK Investigatory Powers Act: A Bad Example for the World. [online] Available at:
https://medium.com/privacy-international/the-uk-investigatory-powers-act-a-bad-example-for-the-world-
4e51b0d126b0 [Accessed 18 Sep. 2018].

% Ryk-Lakhman, 1. (2016). The Investigatory Powers Act and International Law: Part | | UCL UCL Journal
of Law and Jurisprudence Blog. [online] Blogs.ucl.ac.uk. Available at: https://blogs.ucl.ac.uk/law-
journal/2016/12/26/the-investigatory-powers-act-and-international-law-part-i/ [Accessed 21 Sep. 2018].

%% Liberty v SSHD, [2018] EWHC 975 (Admin)( 27 April, 2018).
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*" Theregister.co.uk. (2018). High Court gives UK.gov six months to make the Snooper's Charter lawful.
[online] Available at: https://www.theregister.co.uk/2018/04/27
high_court_ip_act_unlawful_november_deadline/ [Accessed 16 Oct. 2018].

%% Supra Ryk-Lakhman, note 55.

%9 Ryk-Lakhman, 1. (2017). The Investigatory Powers Act and International Law: Part 11 | UCL UCL Journal
of Law and Jurisprudence Blog. [online] Blogs.ucl.ac.uk. Available at: https://blogs.ucl.ac.uk/law-
journal/2017/01/09/the-investigatory-powers-act-and-international-law-part-ii/ [Accessed 21 Sep. 2018].

%9 Scl.org. (2018). The CLOUD Act: Cross-border Law Enforcement and the Internet. [online] Available at:
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®1 Tonya L. Putnam, David D. Elliott, International Responses to Cyber Crime, DP5 HPCYBE0200 06-25-:1
11:57:25 revl, 35.

82 Council Framework Decision 2003/577/JHA of 22 July 2003 on the Execution in the European

Union of Orders Freezing Property or Evidence, OJ L 196, 2.8.2003, para. 1.

8 European Union, "The Stockholm Programme - An Open and Secure Europe Serving and
Protecting the Citizen 2010/C 115/01" (Council of the European Union, December 2, 2009), OJ C 115
4.5.2010.
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