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AM lunch PM
Date venues 8:30 9:00 9:20 9:35 10:00 11:00 12:00 |12:30 13:00-18:00 18:30~
lD[:S;eg‘ (Univ. Tokyo _— Reception B s LEUC —
Mon. Fukutake Hall) SDeeChx E3 (ch ICS) (NCC.]C ICS)
lltinsdep‘ (Univ. Tokyo Reception Lo e Networking
Tue. Fukutake Hall) (NCCIC ICS) (Nacic Ics)
12tirsde Recegtion Hands On1202 Hands OnJ202
wgd,p‘ (IPA (Bunkyo GC)) (Or. Mitsunaga) # (Or. Mitsunaga)
Thar,  |AOTS) (Mr. Komiyama)
Sth (IPA(Akihabara UDX)) %
14th Sep. ISCoE taur (Dr. Kobayashi) ICSLecture —
Fri. - Beception w (METI/Mr. Sasaki/Mr. Yamamoto)
1 RIERFRR
=1 FEEERE
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9/10 | Introduction to Control Systems Cybersecurity (101) Gary Finco (NCCIO)
Training
9/11 * Intermediate Industrial Control Systems Cybersecurity » Gary Finco (NCCIC)
(201) Training-Partl = Melinda Cebull (NCCIC)
* Networking * Chris Johnson (NCCIC)
9/12 | * Intermediate Industrial Control Systems Cybersecurity Takuho Mitsunaga (Tokyo

(201) Training-Part2
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9/13 | " Introduction of Recent Trends in Threats in Asian Region | = Koichiro Komiyama

and Cooperation among CERTs (JPCERT)
* Introduction of Industrial Cybersecurity Measures in the » Yukako Uchida (JPCERT)
United States = Ken Katayama  (Microsoft
Japan)

= Jeff Gray (DHS)
» Nathaniel Jones (DHS)
» Abel Torres (UL)

914 | " Overview and Demonstration of Facilities of ICS CoE * Yoshiaki Ichinoatrai (IPA)

= Introduction of Industrial Cybersecurity Policy = Toshikazu Okuyu (METT)

= Introduction of Measures of Electric Utility Security by = Hiroshi Sasaki (McAfee)
Electricity Company » Keiji Shinohara(TEPCO

Power)
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1 TR ZE MPTC (Ministry of Posts and Telecommunication)
9 ElfE NCEA (National Cyber Encryption Agency)
3 k=45 MPTC (Ministry of Posts and Telecommunication)
4 EAPEEE | NACSA (National Cyber Security Agency)
5 4l =) MTC (Ministry of Transportation and Communications)
6 JEEE DCST (Department of Information and Communications Technology Office)
7 Z= [ ETDA (Electronic Transactions Development Agency)
8 =] AIS (Authority Information Security)
9 M CERT Australia
10 ES BruCERT
11 PG CERT NZ
1 | EE CERT-In
13 | PH¥ERE] | TWNCERT
14 iR KrCERT/CC
15 | i SingCERT
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3 EREEH AfH William Hagerty 2457

% 1 HiRfEd2EE] DHS National Cybersecurity and Communications Integration Center
(NCCIO)HY Gary Finco 44 z+4% ' Introduction to Control Systems Cybersecurity (101)
Training ;> WAHL & TIEPERIRREATTI: - 2008 ~ Bg i TREELZEFEMERE - K
WEERAR S -

223 Introduction to Control Systems Cybersecurity (101) Training A4

AR N ]

1 Describe ICS deployments, components, and information flow




Differentiate cybersecurity within IT and ICS domains

Discuss cyber risk to ICSs

Explain a cyber exploit in an ICS infrastructure

DNl B~ W o

Recognize sector dependencies

(Z) P THeE 2

% 2 HEf 2 HZEE] DHS NCCIC HY Gary Finco 44 ~Melinda Cebull /N & Chris Johnson
Se A E T T Intermediate Industrial Control Systems Cybersecurity (201) Training-Partl ;» A
HHEEEE IR AN PLC B ERE - WERI2EIS ~ Ml T4 K (E R NIST fiE
R THERS (AT A SRR aE IR - R4IsER R 4 0 MHEISRER R SFRE 4
BrifE] S

724 Intermediate Industrial Control Systems Cybersecurity (201) Training-Part] A4

THK R4

1 Describe ladder logic

) Describe network discovery

3 Discuss the three main stages of an attack

4 Create a baseline using CSET

5 Describe network defense, detection, and response using the NIST cybersecurity fr

amework
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Z%5 Intermediate Industrial Control Systems Cybersecurity (201) Training-Part2 A4 ELE {E&7 B

IEHR | EEEREA
1 Industrial control systems AR/ B EEIRIR R E
overview
» | Network discovery and  $2/F Nmap T E(f£7%5 1)
mapping  ¥{E Wireshark T B ({7 2)

 #2{F Nessus T E(f£7% 3)

3 Exploitation and using = #/E Metasploit T E#{T MS17-010 ILE({TL 4)
Metasploit

4 Network attacks and exploits » {7 SQL Injection({L75 5)
» #5/F Mimikatez T E({£¥% 6)

5 | Lateral movement across ICS | = SRS T E HEEERE 7)
networks - WS R (5 8)

~ 8 Gateway falikas (£ 9)

= FAHL OPC falfkas B HE (S 10)

= $t¥ PLC $TEHAIE 1((EF5 11)
- Bt PLC STEE2AIEE 2((F75 12)
- $1¥F PLC UTEE A% 3((F#5 13)
- Y8 OPC falfless 1((EHS 14)

* K% OPC falfless 2((E#5 15)

- Y8 OPC falfiess 3({E#5 16)

6 | Network defense, detection, ¥2{E NetworkMiner T E({F% 17)

and response
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jp01 Network 20 9 corrected

jp02 Network 20 9 corrected

jp03 Network 20 9 corrected

jp04 Exploit 20 9 corrected

jp0s Exploit 20 9 corrected

jp06 Exploit 20 9 corrected

jp07 ICS 20 7 corrected
Networks

jp08 ICS 20 5 corrected
Networks

jr09 ICS 20 4 corrected
Networks

jp10 ICS 20 4 corrected
Networks

o1 Ics 20 0

m/jp01 s

&8 E{FEREMERE T S 4Tk

(1) TIEE 7 I S Bl R i

54 HERfE 5y E NS B4 5H H A JPCERT Koichiro Komiyama 5648 Yukako
Uchida /NHE#EZ " Introduction of Recent Trends in Threats in Asian Region and Cooperation
among CERTs s N5 3£ R DHS Jeff Gray 44 Bid Nathaniel Jones 24E ~ fif#k Ken Katayama
SeAz ke UL Abel Torres 4425845 Introduction of Industrial Cybersecurity Measures in the United
States ;> SR RGUEERE O - N FIGE RMEERE 6 -
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Agenda

Introduction of JPCERT/CC and ICS Response Group

Incidents around ICS
Activities for Incident Prevention

Possible Attack Scenario Using SHODAN database

and countermeasures
4. ICS Response Group Services

2 Copyright ©2018 JPCERT/CC All rights reserved. ...

& & Lyt cc

[EICRN e i T EWN ]
R N
THAR B G
1 National Cybersecurity & Communications Jeff Gray (DHS)
Integration Center Overview
) ICS Malware/DHS IoT Principles, Priorities and Nathaniel Jones (DHS)
Challenges
3 [oT Baseline Security and Policy Abel Torres (UL)
4 The realization of Society 5.0 Cybersecurity Policy Ken Katayama (Microsoft

for a Safe and Secure Cyberspaces

Japan)
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