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Introduction

* To prepare for the implementation of IWXXM for
digital OPMET exchange to meet the proposed
mandatory requirement in 2020 in ICAO Annex 3

* |nitial tests on IWXXM exchange over Extended
AMHS were conducted in early 2017.

* Thailand, Singapore and Hong Kong China
collaborated to conduct the second phase of the
joint test on end-to-end IWXXM exchange
between MET service providers in early 2018.
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Preparation of IWXXM OPMET messages

* Hong Kong Observatory (HKO) and
Meteorological Service Singapore (MSS) were the
originating meteorological services responsible
for the generation of IWXXM bulletins of
METAR/SPECI, TAF and SIGMET for the test.

* HKO and MSS generated IWXXM bulletin of
version 2.1 and 2.0 respectively using a TAC-to-
IWXXM OPMET translation software.

* The translation software used by Hong Kong was
developed in house while that for Singapore was
from its Message Switching System.

Preparation of IWXXM OPMET messages

* To discriminate IWXXM messages from Traditional
Alphanumeric Code (TAC) messages, a new set of Abbreviated
Headers has been defined by WMO (see Table B7 of WMO
GTS Manual (http://wis.wmo.int/file=3558)).

* The following are the headers used in the test:

Bulletin Hong Kong China Singapore
Header TAC IWXXM TAC IWXXM
METAR SAHK LAHK SASR LASR
TAF* FTHK LTHK FTSR LTSR
WS SIGMET WSHK LSHK WSSR LSSR

*valid time > 12 hours




Test environment

* The test environment as close to the future
operational environment as possible to that
mentioned in the "Guidelines for the
Implementation of OPMET data exchange using
IWXXM*“

* IWXXM test messages were exchanged via
Extended AMHS servers (Message Transfer
Agents (MTAs)) provided by Hong Kong Civil
Aviation Department (HKCAD) and Aeronautical
and Radio of Thailand Ltd. (AEROTHAI)

Test environment

 AEROTHAI, HKCAD and MSS have joined hands to set
up two Virtual Private Network (VPN) connections
over internet to connect Extended AMHS MTAs and
AMHS clients among three States to ensure
operational link is not affected

Hong Kong China Thailand Singapore

AMHS client AMHS server® AMHS server AMHS client
(HKG MTA) (BKK MTA)

*Test AMHS server, with settings the same as the operational AMHS server
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Detailed test configuration

Hong Kong China Thailand Singapore
P1 P3
Il\lem;ork VPN over INet'.n;ork VPN over Netmi;ork
n’;er ace e n;er ace e Interface
Device (NID) Device (NID} Device (NID)
HKG Router BKK Switch
HKG AMHS BKK AMHS
HKO Terminal UA Terminal UA Terminal MSS A.MHS
Terminal
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IWXXM message exchange test result

* Two main scenarios
— HKO to send IWXXM messages
— MSS to send IWXXM messages
e Each time HKO or MSS sent an ATS message

with IWXXM attachment to the other three
destination AMHS addresses (Appendix)

* Each recipient would verify if the IWXXM
attachment could be received and opened
correctly




Messages sent from HKO

IWXXM bulletin was compressed in ZIP format
and sent as an attachment to the ATS message

HKCAD and AEROTHAI received the AMHS
message with attachment and opened the
IWXXM bulletin.

MSS was also able to receive the AMHS message
and the associated attachment.

MSS client software could read the correct size of
the attachment and read the texts in the message
body, but the software was not able to process
the ZIP attachment file or open it.

Messages sent from MSS

IWXXM bulletin was in TEXT format without
compression and was sent as an attachment to
the ATS message

AEROTHAI was able to receive the AMHS message
and open the IWXXM bulletin

The same message with the attachment had also
reached HKG side correctly

However, it was found that some ATS header
attributes, such as Priority and Filing Time, were
missing.




Observations

* During the tests between Hong Kong, China and
Thailand in 2017, attachments of file size larger
than 6 KB could not be exchanged between HKG
and BKK MTAs in the test environment.

* |In the latest test, compressed and uncompressed
IWXXM attachment of up to 30KB could be
successfully exchanged between HKG and BKK.

* Larger attachments would be used in the coming
tests to test the capability of the MTAs to handle
sizes larger than 30KB.

The way forward

e Discussion with the Message Switching System
vendor(s) of the observed issues would be
conducted, and the client software would be
upgraded as necessary.

e Further tests will be conducted to check the
interoperability of AMHS messages.




The way forward

In the next phase, routine test of live IWXXM messages
would be conducted among Hong Kong China, Thailand
and Singapore when the observed issues in opening
IWXXM attachment are solved.

Validation for IWXXM bulletins received at HKO and
MSS would also be conducted using WMO/ICAO XML
Web Validator.

— http://wmo-icao-validator.rap.ucar.edu/

The joint IWXXM exchange test will continue to be
conducted on test AMHS servers and VPN/CRV test
links until it is confirmed safe with all issues solved.

AdRAsmERXE

@’ HONG KONG OBSERVATORY

Conclusion

* The test successfully demonstrated the

capability of Thailand's AMHS server in
relaying AMHS message with IWXXM
attachment between Singapore and Hong
Kong China.

Moreover, end-to-end IWXXM exchange
between MET service providers was achieved
and IWXXM message generated by HKO could
reach MSS.




AMHS Addressing

Thailand address
C=XX, ADMD=ICAO, PRMD=Thailand, O=VTBB. OU1=VTBB, CN=VTBBMHSA

Hong Kong China addresses

HKCAD:

C=XX., ADMD=ICAO, PRMD=HONGKONG, O=HKGCAD. OU1=VHHH, CN=VHHHMHSA
HKO:

C=XX, ADMD=ICAO, PRMD=HONGKONG, O=HKGCAD., OU1=VHHH, CN=VHHHHKOA

Singapore address
C=XX, ADMD=ICAO, PRMD= SINGAPORE. O= CAASG, OU1= WSSS, CN= WSSSIWXM

Recipient MSS AEROTHAI HKCAD HKO
= SINGAPORE THAILAND HONGKONG HONGKONG
= CAASG VTBB HKGCAD HKGCAD
oul= WSSS VTBB VHHH VHHH
CN= WSSSIWXM VIBBMHSA VHHHMHSA VHHHHKOA
P = private-domain-name
O = organization
OU1 = organization-unit-name1
CN = common-name
(- b .t

IWXXM Exchange test between
Hong Kong and Beijing

Marco Kok
2018-05-23
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Test Setup

CAAC CAAC HKCAD HKO
AMHS AMHS AMHS AMHS
client server server* client

Configuration of AMHS systems between Beijing and Hong Kong
connected through VPN Gateway (VPN GW)

Test result

e All IWXXM messages sent from Hong Kong (AMHS
addresses: VHHHHKOA (HKO) and VHHHMHSA (HKCAD))
were successfully received at Beijing (AMHS address:
ZBXXMHAA) and vice versa.

 Messages with large size attachment of about 900KB
had also been exchanged successfully between Beijing
and Hong Kong.

* The uncompressed IWXXM bulletins had been
validated at the receiving end using CRUX (Command-
line Refuter of Unshapely XML, an IWXXM validator).
All received IWXXM bulletins were successfully
validated. (IWXXM v2.1)

e Sample IWXXM message: see PDF attached




Roles of translator and aggregator in
Hong Kong

e As a Regional OPMET Centre, Hong Kong China
will follow the current arrangement as defined in
ROBEX scheme to collect OPMET messages in
both TAC and IWXXM formats from upstream
centres, compile them into bulletins and relay to
downstream centres.

* |If upstream centres can only provide OPMET
message in TAC format, Hong Kong China plans to
translate them to IWXXM format as necessary
and aggregate them into IWXXM bulletins before
relaying them to downstream AMHS centres.




Past, present and future views of
providing meteorological services
over cyberspace

B.L. Choy
Hong Kong Observatory

Aviation Meteorological Services provided
by the Hong Kong Observatory

W (CA0

As requested by aviation community
including Civil Aviation Department,
Airport Authority. Airlines, pilots, etc.

As required by ICAO Annex 3
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1930s to early 1990s

Meteorological information was
received over radio, through
dedicated links and later on from
satellite broadcasts

Paper documents with relevant
meteorological information were
provided to dispatchers and pilots
to prepare their departing flights

No cyber security issues so far
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Face-to-face weather briefing in the Airport
Meteorological Office at Kai Tak Airport
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Late 1990s to present

Usage of the Aviation Meteorological Information Dissemination System

« The moving of the Hong Kong
International airport from Kai Tak L
to Chek Lap Kok in the 90s gave i
us the opportunity to use web :
technologies to deliver our
products and services over

Internet

Number of visits per annum

Both the number of visits and
amount of information
downloaded* has increased
steadily in the past 20 years
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*1.3TB per year or 3.6GB per day in 2017

* Furthermore, new interfaces were
developed to support the
replacement Air Traffic
Management System (ATMS) and
the Airport Collaborative Decision
Making (A-CDM) platform
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AMIDS user

Dedicated firewalls to protect Dedicated and isolated network

servers from external attacks Dedicated irewalls to protect servers from external
Bi-annual security audits to identify attacks

and mitigate potential weaknesses Bi-annual security audits to identify and mitigate
SSL/TLS with client certificate potential weaknesses

authentication Username/password authentication
Username/password authentication Multi-layer resilience in place to improve availability
Resilience in place to improve

availability

The future

» The System Wide Information Wbl Bl
Management (SWIM) environment
shifts the ATM information
architecture paradigm from point-to- ICAO METP WG-MIE
point data exchanges to system-wide
interoperability

The ICAO Meteorology Panel (METP)
Working Group on Meteorological
Information Exchange (WG-MIE) has
a workstream to work on how
meteorological information and
services can be delivered through
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De-centralized and centralized
dissemination architectures
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Services and information may
be available across both AFS
and Internet

Global, State and commercial
providers may co-exist

Standardized information
exchange formats

« SWIM inevitably increases exposure of MET services to more consumers

» The move from Traditional Alphanumeric Code (TAC) messages to ICAO
Meteorological Information Exchange Model (IWXXM), a XML/GML based
format which allows validation of the messages against its associated
schema, should improve the quality of information being exchanged

SWIM is expected to provide enforcement to security policies at the core
SWIM services level covering authentication, authorization, confidentiality,
integrity and access control functions




How far away is SWIM?

The mandatory requirement to exchange MET messages in IWXXM format
will be effective in Nov 2018 and become applicable in Nov 2020

The United States Common Support Services — Weather (CSS-Wx) system
is slated for operational use in 2019

There are activities to try out SWIM related technologies (e.g. HKO Web
Services and the ASEAN SWIM Demonstration Project)

SIGMET monitoring web site HKO Web Services Electronic Flight Bag application

Conclusion

MET information is becoming more important to ensure safety and
efficiency of international air navigation, especially over busy airways

To achieve this, MET information provided is not limited to those exchanged
over AFS but from and via other channels

Current technologies allow the provision of MET information and services in
a secure and reliable manner, albeit implementation across global, State
and commercial providers could be very different

SWIM provides an “interoperable environment” for operational information
exchanges. The SWIM infrastructure layer is expected to provide the core
SWIM services on service security which are necessary for MET SWIM
services
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