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FEFE(CFIZEF

ENSERH PGB B R R E SN2 TE T BSR4k, ITC) WY - 1TC
E19784E11 A 223 LI - 15 18( H 2231 2K - Fil26E B T 2k B 72 & S E1I884{ 22 & » 1L
FE LB R H AT R R e FEA L TARZEINGR - AIGRIZLGERE R - /st
IR ~ Bt - B S R EM 2% T W LB R AR E R - i B
L LN T IRLAE A B (BT - EEEAFES) » 2B B A5 EV3I%E > sEsEE 0
Ul T EHEIE R Z ANV ERS B 7705 » fEE ORI R EBIER » DR SEIT
VRHT S B 1 S e SR st (R 22 B B RS I8 RE 1) - [R(RAZ T3 M g B +4)
FHERE 2 B AR E S (G0 R IS SmRE T Ry PRIEA T3t Tkl 2 24 -
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= - HEEEERE
— - B

B & -T-RE445 (IAFA: International Atomic Energy Agency) Byl ffi2er
B EA ANV RE B AL ~ mI B R EIPisiA% 5eti E ~2 & B (Sabotage ) K%
YIREE 78 (Thef )Y AA » ZEE3EEIREJRES (Depar tment of Energy, f&f# DOE) " E2
MTEEZ B R | (Sandia National Laboratories,f§fé SNL) ¥ ©EIFEZT
TRZTE | (The International Training Course on the Physical Protection of
Nuclear Facilities and Materials, f&fE ITC) » FEIRITBECHEDIRE S -

"ERERZ T ORZAE  (ITO)FESRER - B 1978 £ 11 A#EWE—mlk
FEE 18 EA B 1 K SHFCES 27 E(ITC-27) » fiE ITC-1 2] ITC-26 KA
B T2kE 72 e 8RR 884 T2 & (E 1) @ B H RiBIMEE R TE - EAZ
A IRZI4R - A (1TC-27)E 2K E 40 &g 2 AT 51 25 (A 2) - 55 M
frFFIR M 22 B M EHAG TR HFREEIR— B2 > ol —EA3EG 58
ANE] DAL FEEZ R e g A HEINER - SREREEER T IRE
RN TTE (T IR L E BRI EEH - TR BlE s - DR BIR S5 2R
Al ~ AR -

L >
EﬁNTEHHM'IONAL TRAINING COURSE

@ i Physiml Prestion of Huaiear Mersrial amd Mucioar Fanlises
Participating Member States in Past ITCs
Albania (1) Egypt (25) Libya (2} South Africa (24)
Algeria (5) Finland {13) Lithuania {21} Spain [13)
Argentina (25) France [19) Malaysia (14) Sweden [19)
Armenia (5) Germany [18) Maxico (29) Switzerland (7)
Australia (20) Ghana [10) Meorocco (6) Syria [1)
Austria [2) Greecz (3] MNetherlands (£) Thailand {17)
Bangladesh [11) Hungary (16) Nigeria [4) Tunisia [4)
Belarus (13} India {32) Morway [2) Turkey (12
Belgium (5} Indonesia (26) “Observers” (14) Ukraine [21)
Brazil (33) Iran {1) Pakistan (17) United Arab Emirates (4)
Bulgaria [18) Iraq (5] Philippines [16] United Kingdom (1)
Canada (55) Israel [5) Poland (13) Uzbekistan (1)
Chile [11) Italy (6) Portugal (2] Venezuela 3]
China [23) Jamaica [1} Romania (25) Vietnam (8]
Croatia [5) Japan [31) Russia |25) Zaire (3]
Cuba (2) Jordan (1} Saudi Arabia [1)
Czech Republic (22} Kazakhstan (8] Serbia [3)
Denmark {1} Korea [23) Slovakia [20)
DR of Congo (2) Latvia [2) Slovenia (16}

1. FiEERe BEEE s Total Participants: 884
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AFE B A S BT RIR A BB 7T - SEE IS ) &
i 2S5 ARINAR » BSOS B IR T SRR 2 245 (Phys i cal Protection
System » fiff PPS)AVEERESERPE 1732 » 158 CA9R L ERETERT » LUBRTHS IR
PRI TF RN T2 SN (R 2T T A ) D T
AR T IR 2 B - B R SRH ( T- 5 SO s BT B kAR

e E o RER T SE R T YR e

'gﬁ'hEHMIoﬂﬁL TRAINING COURSE
&7 i Phrysimnl Priveion of Hivar aartsl ans Nucivar Foolisen

2: NEg 2EEEE

51 ITC-27 Participants from 40 States
Australia Hungary Romania
Belarus India Serbia
Belgium Indonesia Slovakia
Brazil Japan Slovenia
Bulgana Kazakhstan South Africa
Canada Republic of Korea Spain
China Lithuania Sweden
Democratic Republic Congo Malaysia Switzerland
Czech Republic Mexico Thailand
Denmark Morocco Turkey
Egypt Nigeria UAE
France Philippines Ukraine
Germany Poland Vietnam
Ghana




AR AR B TP EERE] 107 404 H 28 HE 107405 H 21 Hil: - #5124 K

TRENAEAT ¢
HHA HbBE ES

428 H Edb—EEH AT N A EE AT FiE
4529 H PRIARZE AT HeF
AH30 H~5 H 4 H TR P e I BRERAE
5 H5H~6H PRIARZE AT TR
5 H 7 H~11H LSRR By e IBRERAE
5 H 12 H~13H PRIARZE AT FR
5 H 14 H~18H Hdni R B E 3[R ERIE
5 H 19 H~21H SR EH AT —> Atk KA

= STEREEAR

I HEEBETER (EHN) ¢

ASNSRERAE Fy B2 o [ 22 B B 28 (SNL) (IR EEIREIRE(DOE) Arakst :

1 B2 HAR  FEERIRSE I - B2 B R IRBER I T A B A s T I e A A% 1
St AR SR B PR R FE 2 SR - (U = B RS ITRE -

2 BREERGET T o7 RyaRED ST (Lecture Sessions > & S % Guest Speakers) ~ 77&H
B {E(Subgroup Exercises) 5z 7~ #i B (Equipment Demonstration) 3 /5 21T » K
REWEALE AL & — S HCAFAEN ipad » DAFEAR(E » £ —BIT4E R
IF ey A =/ NG - oaRE EATRISRET AN IR - $HEE SRSy

i

» IZRIHETTE SmER A - BN SR AEURETR - SR I LSS R #He & (Final

Exercise Report){E Fy&E4s -

2.1

ERTEEERY ¢ fikiE DEPO (Design and Evaluation Process Outline) Y i RI[ZZ
FEREIL T3 B AR V5 . 45(PPS) » DEPO 73 By = #557 © &85 75 K (Define
Requirement) ~ Z&iaxat(Design) & &t ek st w5 (Evalution) (K7 21T
DEPO sRf251H 26 (8T - F—BErtgh E S A (e ey - R
HIRTHEF  WARSREANS LR - BESa0ET) - 2fEHER



2.2

2.3

JLEEHETT o 94 A B S R B s - HVTE s b IR oL
SHETAR H TAEA ~ #%& & (Nuclear Regulatory Commission, NRC)ZEE 5L
T IRZAHBARRRE ~ AN USSR R - IS5 0PE - MIREDE
B~ FESR B R (EBE AT IRV R ~ 1)/ 48 BB R T IR -

SR EFRAR » SR SEET EIFERALRE 53 (2B 0 & 6 /NGH » /N
8~9 & - MEITAHEFSRE - N —EM A% ot AR EIFSE
R $HE R PPS EMESREIERY » EE R B EHE X IE T
4HF52 E(Subgroup Instructor) > fEEEFLEE B ¥Z B TAE —#L TR (05T 5
BILEEAR - Bt il H 5% 558 M {IE RE bt st > 3 4H DA—1{REIBH 52 K2
JE =3 (Hypothetical Atomic Research Institute  facility, HARI) ~ 55 3 4HLA—
JEE % B (Lone Pine Nuclear Power Plant, LPNPP) » #E{T8LEEE IS5 £
Saxat o M2 B QIR E M 25180 o re2ny 48hs - /NH—#E 58 pldasat
RS R B IR (EE L it . PPS 247 - 4halll /R e il
TERCSR s - A aSEI H/NHimom 2385k - REszdm N MR B
TR a2 -

TREREREE © T(EER B AR R HA B IR SR - IR EEALAE
SNL Hll%ks5 > onEfaeEds - #idE - B8 - 30T - S IR ES i
W ABEE T H > Wi ER AL TIF N SRR - $Rad ~ St -
AR B DARORS JE 48 57 [ (Delay Barrien) > 3 FHEE: B DURS A THF 52
R ERIRF [E] > 8 DUt e 28 A [5) T BB A [RIBE i e R Y e 2 1R
JEE R P REHFfE] -




7 SNL /Y " {ReEE BEENEES | (Test Field) - 2 S {MIREI22 0
FE5 &5 & (Laser) ~ ¥z #f (Vibration) ~ #7 JJ (Taut Wire) ~ 41 4p 4%
(Infrared) ~ ¥R (Microwave) ~ E5155(Electric Field) ~ %48 (Optical
Fiber Cable)&igZ #4287 (Video Motion Detectors)Z: A [E]hAE
R BB e E B B B DAy 40 Ry B R 2% B R ER
5% BIEHEURCH =5 B8 S BOHIFEE - 758 EC ik -

SN > EMERAr 2R B T E R SIS0 BIEISR LB E
HETHIER EURED - KT8 ~ ZKAEtE - EEhe KR R oE 5% B as 5
AU SR B B HLB IR ) - AR B AN TSI SRAT 8 52 B T B Lo
R DA BTN B Se B IR IREE A ~ Lot HE SRR e A -

I1. SRERE

Bz TR 2N RERAR RS T 22 - (R DA 50t B A 538 &8 PPS) g a e
Y T HERR AR RE S AFRK ) (Define PPS Requirement) ~ T B G558 2 4iak
5T, (PPS Design) ~ " HHGI5€ Z4ta¥(d ,  (PPS Evaluation) =#{7) /& £ -
PPS RAG AR E(E T HARlREaa T SR , (DEPO) » {RIZEEMRAE
R HNEETT 26 THEZERIE » sREEDR(AIE 4) S HBRIE R 3 AT

Design and Evaluation Process Outline (DEPO)

Define PPS Design PPS Evaluate Final PPS

REC]LI"'EH‘IEH'IS PPS DEEiEJI"I
Introduction to DEPO Physical Protection Systems Evaluation of PPS Redesign
PPS
N55-13 Path Interruption
i [ I ] Analysis
Risk Management! Detection Delay Response
Regulatory | | | .
. Adversary Sequence
Requirements Inuussiun Detection Delay Response Diagrams
Facility - -
Characterzation/ Contingency Multipath Analysis
Target Entry Confrol Planning
Identification Meutralization Analysis
Prohibited kem . i
i Scenario Analysis
Introduction to Detection lysi
Hypothetical .
Facility Alarm Tabletop Analysis
Assessment )
Th Definiti Transportation
reat nition :
Alarm Communication Security
and Display
Performance Testing

5
4 ~ DEPO Jiitie o H: 26 THESEIRTE




1. e

TR B A% 5B oK (Define PPS Requirement)

DEPO HVIEf7 15 Se ML (REEFEHVI B AR - (F Rk E R SEET ~ PG
BB > SIS R AT

11

1.2

1.3

HGl g T R 2 (DEPO) /14d

PR 2 HAER PG IEAZPIRIN (E A~ G 2 g B R 1 5 RE(Theft) 2
et~ 2 i aR O P g ~ Bt (Sabotage) S AR R L R A 5
a8 o AR TSR TR L S8 DEPO > (2R EH A [Fl 3 RHIER
B> BRI IS > DIARESRAE 2 B -

INFCIRC/225/Rev.5 1% R4 @ (NSS-13)

IAEA Ry(Hpl SREA FT IR EIAVARED - EIAZ T IR RS BIPREAE > 1975
SRR LA © INFCIRC/225(F% T-PRZ £:512F 13 5 - NSS-13) » ik 5
{fE > A 2011 2 1 H383R56 5 BB IE - ASREEERBH INFCIRC/225 55 5
RRIEIE HH ST RN > BfE T bR ESEUZ IR, ~ T =ElE
JRARFERZIRE )~ T DEERERLE ) K T RS R R, B 4
KERE > YR EARRVEALI(CPPNMYEIER 12 REARFAN(BEEEE
FUE ~ B ~ FRERE ~ ZesE ~ @iREE) o DLUREATRHEE R
B~ OB 2B SR > SR T —IHRE N B RN Y
BUE © IR EAGORE ~ T ORZE AR AZ YD RHZE R Y BE S S oA B R
PREUSTEEFENE - LADT (R 4ER B8 ~ BRI B R -

JeE e s B AL A B 5K (Risk Management and Regulatory Requirements)
Ry E b B B RE R D5 - SRR 4E R Al bR E T - BEER
BEHEE B E A A AR - FE P T PR 2 > DA D R ey 772 -
- ORD B EHE = R I Y AT AT (Pa) ~ B RCE AR
PPS RIh5 (B 5K EE(Pe) » & BFEAR Pa BRI ~ $271 Pe RV AT (AL
T ORBTG B © PR Pa A4S HHFABLE R AR Y, - SEEESE I TIPETE - 75
SPATTRABAR IR - T ~ MEREEBLFESER A RE LR 2R T Pe © ff% > MRERE
PR (A0 DFEF AN [ > E R fE PefE -



1.4

1.5

1.6

Notional Pg Matrix

G e e s M
Vault QOutsiders Overt Attack
(Terrorists)
Vault Outsiders Covert Attack 0.90
(Terrorists)
Vault Insider Remove during  0.90
maintenance
Vault Insider Falsify shipping  0.95
paperwork
7% 1 JEFER#E A

PR AR M H R FUE

Ry 7w e lisg s deaeat ~ SHETRE - MRS et A -~ BRET - g
FOERER R R RS il T BRI R IEHERE nTRE I 2 AR (R RE
HRFEE RS IT Y AE &) - {iE INFCIRC/225 2 T2kl o fik |
(Categorization of Nuclear Material)77~47 27 P4 61 Bz 75 32 2 A2 W s 2 40
=IESFO N, ) Z OREEHE0K - FUE P gy HAR - (A 08

B | EAZ it~ PRk (protected area) -~ [RAilE (limited area) B X 2[5 (Vital
Avrea) o (REHEELEFTEER R R E - A [FHY E bR Bl e R - 57
JTE B BT BE IS Rl A R 1252 YRS 1% 5 (unacceptable radiological
consequences, URC) =, = #&5f1% 5 (high radiological consequences, HRC)
HIRZE LT D DL PREE -

R BERZ Rt 4

TrERE R TR > SIS TR 2 MR ~ Bt~ LB im0 RERA
HREVEESGETATE 2SR > BaEA -~ mEEHTE - B - 1
SRR H ~ WREEFEASE > Wl RS b 2 AE i i B R g
R BEAZ SRR - B0 & e fe 25 S Y B A e 0 > AR A R dkE] 2
Visglg - &g T EfmrIe - fGeE - RICIREERAL > SE2P
B 3D EHEGBIEEAsERH o R B M IS R AL ~ A
AT ERRVEM S B TRE 2GR E R -

B L



farE(Theft) B 2 E 7% (Sabotage) & PPS At ST — KB » stk
JALMBIEZ B K AT RE U AR A o B Ra T s St 2 248 - I — B e
Syt BB 7y (Design Basis Threat, DBT) » AGRIE /4w (i S il it
ST AR YD BRI

(D B ] SEACHEREZ S & > Bla - FESIEES - siusiiErge ~ A sH Ak
AT -
(QFREBEEEFRERE - fl40 - EEIPRE ~ 3~ iR -
Q)eHEIEZEEEST > B0+ ANB > EAEERA ~ BRI R -
BB T A, - i - 2 E) - EEER - B AWEVERBER T
A~ BB S T IR S pEE B T RE > FES ERTREEZ R
JE\B - By AT RE VR AR (DBT) - fERF(h DBT i > LIS H IR
FEEFEEEIEY EEAY > Na b - SatirERE R
RHEEIRPUEE - L2 AlgE & RE -

MRATEE INFCIRC/225 T K% TPkt Bde% 1o <~ B AGPReE | BoK > 25
BUFRBEITE ESGTRERE - F5 B & A BB E R
sTE - MR REAG BRI T 82K e & (B 911 Z X B8) A 51| £ DBT -

2. ERPGEAGEGET(PPS Design)

SERVHERL B Ba 58 247875 °K - DEPO Y N — HiIE Bsla T E RS 8 240508 - N
BatH + PPS = RINFE((EM] ~ MEIE ~ S ESE)ETEIE - P R TAEEGET R
RI(HEZEDTE ~ 55RER &M K m] SEREEEOK) - i EX%0eE )T NGRS
FEZENFRE ~ SOFERFR - SEeR B RLAER) - DLURAERER (77T (insider) 2 [}/
FFEHESE - sREHAI T
21 ERELRSIERE
PPS Wi/H B {5 ]l (Detection) ~ ZE#E(Delay)Ed g5 1, /7 (Response Force) =k
IREMPHEL A48 - B > BV EAR - WABFEREETIFE » DS 1k

IR EIARTTA > BT B (RERZ TR SR A% 2 (i rF) -
It PPS WHAFBEE NI BEE & H H BB AR - WaeE % E IR



B FHUES R IR SR > 15 DARFIH (- & 1€ AT RE 2 pRAYBIR - DLEFT
At ] AR ek <R [ (1] 5)aEA -

iR TR SR
e (R Z AT >
1 1 2 Ts T4 'l 5
| ol |
[~ o
ENERE N SRS A S
EEEREFME Bh S E IS

5~ PPS Z &R HF[E]dili 4R [
T1 * FERIRBUT S Z]
T2 : PPS (] Af= 1% 5 H Bl £
Ts + AL A\ BFAGLEHEI 25X
Ta  BEE1H A B 58 Rl 28 1 e R B B 41|
Ts © & HESE TSI X
T1 £ Ts * & {ESERAEHS P FEHR
T2 2 Ts @ PPS S AR Z 40 8k H B iy 22 S e S B A it 0 P B HRF ]
Ts 2 Ta + RECHT N BIERTEE) & dy 7 FER IS B I & A 7R 5

T2 & Ts: Z fE AR 2 50 BB PRI - FRIS L ER B [ET 7R & PPS
SR A S R FR A AR B S B AR T U S i A\ BB B - SR BRI
*FEZ%E@H%F& °

FHLLE AT > PPS ZERERDOT R Se AR 2 Ta<Ts > BIEZERHE
N B RLE S TESE AL B AT SE M B AL R B BT S DR Ta<
Ts > —AJ5fF Ta$2 0 (He R e E T B) 8 2B (e [H]) - B Ta 52 i (4 R B e i
SolRFfE]) - B T2 fERT(FE S R EMAE ST - R FHERSEAR) » 55—
TR R Ts - BIREEZ Ty e g il RE S EARITEEA T
B DISAHUESE R I8 8 2B (ke -



2.2 A{ZEHIECH] 2.4 (Intrusion Detection System, 1DS) 144

FHI Ry PPS HYBAT4R - 1DS Al 5 IR0 2 B S 57 - B FFRAR
{E R Bz ¥ {h5 2248 (PIDAS - Perimeter Intrusion Detection and Assessment
System) ~ =M Z &R - (M5 HY R A & 1% =R (Probability of
Detection) ~ 28{E =& (Nuisance and False Alarm Rates)Ed55%E(\Vulnerability to
Defeat) - it » FHPRASAEERHIEERA - 5550 BREMEFREFEK -
BRI T RN BRYEIE - fx(& - A ER AR A A [E YRR (59750)
FORPHERER - (NI - 1R EE (ORI es I - VR BHERES ~ SRR ~ DR H
2~ (AR IF ARS8 - AFEIP IS IR o] AR EC e/ - Earse %
HEN N ZEE - DU IR DR -

2.3 FIEEEH
PIEE I B IE R G 2 — » LR O] E I AT - B2 F 1R IR
TN HE A R S8 ERE B A BIERRL © ASERAE /48 RIS PR E i S 4 Y I
H o GE g AN & rY(LFTATERI(Something you know) = 415G (PIN) ;
()P #EAHY(Something you have) : 2181 ~ #Et 5 () RNV AIET
f#1(Something you are) : AIFE4X ~ HLHE KRB B B E SR IIDAREET -

Types of Personnel Entry Control

Personnel Authorization Verification

Manual Automated
(Protective Force Guards) (Machines)
|
Have - Exchange Haxlfe - Ar'e -
Credential Credential  Credential Personal
(Photo) (Coded) Know - Characteristics
Memorized (Biometric)
Number
(PIN)

6 : FIEYEHE
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A EIFTEE B 2B 5 AL K IR > BIAN IR R TR 245 - AT REFRSH
GRS  Algss - FTlL > (R IAEE T A4y - iR ER S B3R
HVERYE » AR R E T FUERERSECEE A - nieT e RIRY 5281 -

HEEIL RAFIPIZYE S R8T > HEBE MIRER - (DVEEWSSHE QAR
A Q)R AN BVGE - (Aiediaie PiRiEzies - (Gt
HAEHEBERHPIT AT RE - (6)ZRZRIETLEE -

2.4 EZEH (Contraband) (e H]

W5 1E BB > SCFHABEE R ESH - ERE S T RE AL Hds - B3~ TR
FOREI RN - & AN B ATZ ~ B HH OR2e &Ikl - A T RS an 00
O LRI, - T RFIELR A - RAZPPRIE Y - (A0
A LU SRR B\ T i (UM (U es T E@ ) ~ X Oedmim(fT
2~ prEA IO R ) KRS (SR RN E - Hop > LA
(EEERN) B e e R BURE - HRERE R R EIe =N - {2
g7 > HAEIRRAHER > e AR © & DA (e oA = > (HAH
HEE AR - NI - S E T B RV ERR M E BN 2T - TR
FCA ERHAY (AT 3 > PURT 2R IR S B -

2.5 EIREEE(Alarm Assessment)

B R B REN A RERN 3 B EIREZIR R - 29
FETLRNER B EHoRE - HETE S RN T (R ) SCEEY) (A EhY0) R
FEHEERANE > LURB eSS N B EEE R UURESE AR - {EAE
eI A E A R HIEIRDE - AR RS s » ad il o0 s A JT R R e
m A > A DRHE RS ~ EEH D SEREE > MiEmA it G e
F = NJTaHs R R Eh Miam a8 R R Rr R IR (EERRE AR & S
MRS i (B R A] Rl A MRV BN - I A EC AR5 > SRR
HEREEEENS - PHELR EEEEBRTZGRGNER > 8 —(E
GRS R AE i E B = RNER R - A% ~ SR ROEIR - AL > FE7E
BEAGETHL R00  HBHEAN RIEREE ~ KR ~ =~ 58 - B0 &
M [ERVEH & o 20—l H B se B s E RO RO 85450 » 0 G it ik
Al > BN AN E TP ARt A > AR - & REV 8 A8
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I PR EE R 2475 (Closed Circuit Television - fiif CCTV) » 2l (G55 5 4%
(Thermal Cameras) ;7 &% 8 {E 5 HI#5 (Video motion detection)Zs -

2.6 EHmzNEiEE~(Alarm Communication and Display, AC&D)
AC&D FEIjpE iR AT I - RIEE RGN 280 R Y S THERHB
W AREAEH - PIZEER ~ CCTV 2 GBI RBEHEEF) « 48R R HIE -
FIJrp o g TR o3 FE PR B e R (ROHI BSOS - RO e PR R Ba P2 == R 1F B A HL
HyE s BRI &R > LIFIAHRE S N B (P S A 8 - JERE ) -
FEARED T ARIGEEAES NI ARFIES 8 HIrE N 52+
#® > BUR TR AVEE & AR TR - (IREEM D B XIMEUR - DIEEEFE A
BEPERBIRN - W R EN -
27 EEAZITE) (Delay)
## F el (Barrier);is Af= & A BEBEFE Z RIS » DATH S sllif e B0 S FR e DL
A ETE) - Y EIRE HEEYIWIS RTE R - KBS ) S B ZHy R -
RE SeHRFIH (A FETTEY - Axasit o B AT 7 W fe 5 P 24 s
(1) WeBhAGRRE « —fim s - Ry T &5tk | (Structural Barrier) » F7 &%
g R E R - BIRSHENE - RFIH AL ~ EHfgdE i maE - A5EE -
P ~ ERIH - B -
(2) EFNEIGEIE © FBEETIRE) - oy FhiifiifL 57 & (Dispensable Barrier) -
BaniE e ~ R ~ JEE RIS T LM BIE AT H# B2 =
2 a5 (Pop-up vehicle Barrier) - FRitt - fa iz &t BAAELETAE -
—IMNE > B FFEEAS - B T RIS EREEA - “Firakst AP
HEGIHRE DA B R

2.8 JfE5(Response)

fESE Ty PPS HUm R —HRLGT » 70— (Guard) © S8 feE ~ Bifll - i
FHRINRE K5 IEATESHE N YR HE 0T 8075 > By © AR
REJTHUDRIRFT BN > AB Ry BRI RLESHEE - EE T EHBEA
= E-RERESTEARENERER - DH R IRHE T & T E R BB
FYERR > DI T I EBOE1T R+ H 2 R HR st &7 fE LA 1 Lz BR
BRI HY o T HET T —ERDDAY R > DR IREERSTREAY (] ~ BTl ~ A58

12



A R TSR S 2 AR RE S IRPEEAT: &7 T FITE 2 H ISR RG22 0 25 B T - 1T — {8 52
Y PPS HpfElat RIS RESE — IR M 2 2 18 1 H PEHUREAY ] -

HEESEEEBGE - 20 - B5 - MiFTH%E > A ERmEER T
DU BE P 1B A 58 B AR 12 B S R ] - S0 Fe R HE s S ARy ]
RE A R HF I T TEANETLES - TR EEERI/RE A EFE - a8 AE
T E IR R e E T AR > AR I TE LB PUERR - DUORRHEB TR

HRIAETT °

2.9 {EHI B AR YR AE HI SR (Performance Testing Detection and Delay)

FlES PPS HUECE TR S REZFIFTEORAY HAR » MFRTREE MG - AR
B F5 5% 7F ke Dy mE M 54 (Operability and Functional Tests) ~ - 2 & M &
(Subsystem Performance Test) 5z #2#8& £ 478 Hl = (Whole System Performance
Tests) Z SR » BERER - B /e B & —(EDAEL - $Taz il - EEE
B~ AT AR R SRS IR - B HBYIENEHE PPS Z A ~ 127 Blas i
IF5 il 2 20 kE - HoH nTRE S5 MEELERRS PPS BYRE ) » DURE(R E SunIlEE -

AT RENE R ERGE R » ] DIEEAFER ¢
Number of Successful Detections

estimate =
Fp Number of Trials

Po ToREETHEMNIE - s & RAAd > HEFZEKEHRA - o] DLFHEF
85%~99% [} > Ppo L& MR A frse iy {= (. E (confidence level) ~ JlEX 7y
BV IR E RS -

2.10 FESERYEENEL (Performance Testing Response)
RyEBSHGEURE 2 — > seatBE sl BIAF) - s iEs e ) - St -
PH B FE SR A I 5 2020 TR SR B AGHIE 2 T AT e f2 T & 1 E T Bl e g 5H 1
HOF o RGN EL AT DL S AH 5 U (Tabletop exercise) ~ 15 # #i /52 (Computer
simulation) i1 & I 8 4 (Force-on-Force) 73 Ui T » HEYFESR L PPS AUERM:
(Pe) -
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Computer f—

Subsystem Data\' ( Subsystem Data\' /5ubsystem Data )
+Rules of engagement *Chain of command *Training issues
+Poor tactics +Equipment failure *Poor tactics
+Poor communication +Lack of knowledge «FPoor communication
of contingency plan

7 BFEEST

3. EBEGE LG HETEREE (Evaluate the PPS Design)

J5 DEPO HYZ5 =18 » 1R HI%REARE (Performanc-based) J772% » E1LaF(E 7

MrEAER T8 240 R H s » DAHHA 58 214 1Y 550G AT B -

3.1 HHASPIE ARG EE
B RS R AR A R (Pe) TTFE FH ORI P E R P EZRHERD > BIREHRFE
AENAERMEREF F ELBEREI > (Pe=P*Pn > PI=PPS R IJ{EH]
( Interruption) #3& > PN=PPS I5EE ( Neutralization) EZmyfeR) -
Pi EEEASE AT H "B ) S T RSO o BTE TS AR H e
YIEAR PRI - T AR 2 81% - Bl B e =Gt R R -
Pn (HEHEERRTTH "B 1SH40 > JR0] B I e sR R A S
g G -

3.2 BEISHRE T

WEFTE Y E AR AMRIVRTE » T ERG DT 240 2 (HHIFIE 2 /2 A5 B fE

ALY Pr (Pr=PPS STk (Interruption) %K) - sZ BT RS

{ECATERS ( Critical Detection Point, CDP ) 7 FijHyE I ERIFER » HAESE (1
— [ SR IR i 25 BRI S (25 UOER SR ) (AN 8) - B S (R AR =T A A

& HEsE A s E Rl (Adversary Timeline ) BB G738 2 470 B S0 ] i
(Response Timeline ) $et - RESAE 9 » AU 2 G H PR ER SN

BE A HVER - A RE A RAREY 1 TE) -
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P; Depends on Location of CDP on Path

Probability of Interruption (P;). The cumulative
probability of detection up to and including the CDP
* Pp=1-(1-Py) x (1-Ppy) x ...(1-Pcpp) where
* Py is the Probability of Detection at the jth opportuh\'ty
Pcpp is the Probability of Detection at the CDP

Example
PD1:-8 PD2: 6 PDS 6 Adversary Task Time
< 5 & O O >

5
\_Y_)

Assume the 3 sensing opportunity is the CDP

P, =1-=(1-Py)*(1-Pps )*(1-Ppa) = 1-(1-.8)(1-.6)(1-.6) = 0.97

RREINCH S INCIE R

Using Adversary and PPS Timelines to Find the
Critical Detection Point

Adyersary Sensing opportunities that Adversary
Begins Task provide timely detection Completes Tas
CDP

Adversary Task Time |

u s =

Y dversary Task Time Remaining After First Sensing
COMES
,(\\“ . PPS Response Time
3 Adversary Task Time Remaining After First Sensmg
N i
R @ PPS Response Time
Adversary Task Time Remaining After First Sensing
3 —-( |
X P PPS Response Time :
AN i
S
Time =—— A c

1

9~ T HESERAT RIS Rl (Adversary Timeline ) BB 4558 £ 47
SERFR#l (Response Timeline) 7 [&]

3.3 RAEZE AZFIKEE (Adversary Sequence Diagram, ASD )
RIBIRGE L - 80E R B IR BT A Al RE 2 1B AR RIS > g aFa
HIESEIEF > He B ER L ZH A EI (Physical Areas) -~ &€ g

( Protection Layer ) K [FEEERY) » B2 $1 & BRGS0 o fe/ MEUHI TS
ST - (& I HNSE AR RIEFIL(ASD) » #5 LB IESHEE G
FE RGN EE_ LRVESTRL - IR

15



3.4 EEE TG

PR AI A Sandia EIZREERER 2 MPVEASI #88 (Multi- Path
Very- simplified Estimate of Aversary Sequence Interruption ) zZKRE H 4 &5
AIRE AR HIEIHIRTE > BIR Ry 2 318 - oy =208 > E/eF
ANBEABZZENERKE (ASD) 8 - GiEE—EIEEUERY) 2 HHIT
R (Po) e HAERRIF ] - P8 AESEIFE B0 © B EAGT3E LAY FEEENT
[~ ESEE RS (S ERERTT ~ T TEN R =15 SR A Rls )
F o w&FE N ThRE SRS E i &S IR - s SR BRIy RTE(P) - AL H]
sTEL CDP » BIEEITHIE GREAD) - HHUARND) - S /HEHE PPS 2 {H
A~ R EAESE 3 THN R NIFE%E

3.5 SHEESJ47HT (Neutralization Analysis )
ERE AR ot EE RIS BA e SHIAE IR IH 1 4 eS8 iR
BT R HRERE T 2 KEsE - ABREFEEEIRE 2050 T > 7E
EEFTR 20 NEMEEE T PR IR SRS R TPy 2 HR Py
( Probability of Neutralization) -

% 2~ AN[EEFREE PR R

Number of Responders

1

2

3

4

5

6

7

8

9

10

19

12

13

14

15

16

LT

18

19

20

Number of Adversaries

0.50

0.83

0.96

0.99

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

0.17

0.50

0.78

0.92

0.98

0.99

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

10.04

0.23

0.50

0.74

0.89

0.96

0.99

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

0.01

0.08

0.26

0.50

0.72

0.86

0.94

0.98

0.99

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

0.00

0.02

0.11

0.28

0.50

0.70

0.84

0.92

0.97

0.99

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

0.00

0.01

0.04

0.14

0.30

0.50

0.68

0.82

0.91

0.96

0.98

0.99

1.00

1.00

1.00

1.00

1.00

1.00

1.00

1.00

N OB WN e

0.00

0.00

0.01

0.06

0.16

0.32

0.50

0.67

0.81

0.90

0.95

0.98

0.99

1.00

1.00

1.00

1.00

1.00

1.00

1.00

8f0.00

0.00

0.00

0.02

0.08

0.18

0.33

0.50

0.66

0.79

0.88

0.94

0.97

0.99

0.99

1.00

1.00

1.00

1.00

1.00

9] 0.00

0.00

0.00

0.01

0.03

0.09

0.19

0.34

0.50

0.65

0.78

0.87

0.93

0.96

0.98

0.99

1.00

1.00

1.00

1.00

10]0.00

0.00

0.00

0.00

0.01

0.04

0.10

0.21

0.35

0.50

0.65

0.77

0.86

0.92

0.96

0.98

0.99

1.00

1.00

1.00

Probability of Neutralization for Different Numbers of Adversaries and Responders

3.6 1EE T
FEHRTES T > DA TAYRA RS BEA FIR B IE 5 © BLRE & TERR AL
FEEHIR 2 B T5 3~ FEATREERALHTERAE ~ & (EFRA Y B SR AT /K AR K
AIREERNVEIRT - oS BN E R B Eee ) - (R JEEEETE
PRZBUR RAZ A RS AL SR 2 T 998, (R REE 2% -

16



4.

3.7  TetHHEEE ST

TepHHE s nl s AN B 57 Rl T-4H (Adversary Team) -~ [f5%4H (Guard and
Response Force Team) -~ 5f{5%H (Evaluation Team) kzEkF4H ( Exercise
Moderator ) VUH » F 52 15 EE & TE R BBl - 575 B RSl RE A 808E -
DUST 7 st BT B B G B B TR eI - e EE R A ()
U157 EART R R (R A AR ~ (T HRp 2 H )R T RE SR ~ JE
SIS TS ) TR ECH: - SR Z &S EEEGNTRE
A2 RS RL - R N SCED BT RE R

3.8 STAGE(Simulation Toolkit and Generation Environment) T.E. 1142
& Sandia Bz Bl =FA¢ ~ 3D EHRE RS 1] DAL PPS 2 RS -

3.9 fH M EYrkENETE (Nuclear Material Accounting and Control, NMAC)
L EETTAE M 4ERZ IR e 2 EE M S E WY E PRI IR > TIBIE S
FESIR AL B EMCITZ 244 12 IAEABE T » BIEELT -

3.10 NERER{+ (Insider) Z[f51F%

NECER (G FHIATREREA = TH F 2 AFNTERER © LFIEE 2.5 3405
Aoy s FENAV BB - HEI TR S EEMIPRE (AR BUAEEEH
EEL) - MBRE - BOGRERE - BAELESE o 5T REER - 7T DE
JEH N BRET— L eER o PllFEET R EZESE RILI L - &
&R A R EHE - AR A RS LTS - SEY)E
EEMER A R N 2% N RIS MRS IR A G AR~ B iR
A~ B A48 NMAC S48 « SR DU SR B 38 AR 22 fsE g e 25 AR 7Y
SRR EAL RIS - AR 0V E R PR P O [ Insider JUE S -

HAth - FEEEERE S
41 EElL=E
EE W B E B ER (AE 10) - A A& R Z & T E R P E AR %

SR RS - LR BRI SOR R N B iR EE N LA S
REENERG (PIAIZEZRE) STRBENE - REENRSE TR

17



HEHINTE ~ PR EEAARGRG T RAMERDEE - SSOMERES L =IEA
Aoy R PAN 3 5 H

4.2

4.3

4.4

A TR BLHIGR  BORIEE0 (EESEERL) - DURAEAsp 8
TEE T - FEE M a /N RER Al (POLA - Principle Of Least
Authority ) -

B. EHGIIEE + BN EERE B 28 S AR e ~ A EIRas T AE I
JENRE AGTE -

C. BIFEIA © ursiReE®E - EEEmER - MEEE R - 16
RHELH TR AR R 2 F R P8R TT -

Computer Attack Phases

Not within the awareness
1. Reconnaissance or control of the defender

5o active defense must

anticipate adversary and
limit information

2. Target identification

3. System
compromise

4. Attack execution

5. Asserting Increasingly, control
deniability system attacks and tools
are becoming more
sophisticated

Successful
attack

10 - EERH R E

IE L KR T ==

Ry URIEIZENE 2 BRI ae BRI 27 2 - WEOR SR [ 2EsE > T
ZEE R st e~ ESETE AR T BN ETETE - BT ER AR
ERIER T > HAEFEGREREE N HmfEHE -

[ g zs

Fréa R /K = FE RS 2 WRR T8 S B M PR B S B 2R Orasas i > WA =18
ELZE{4-E1 Stationery Low Power No. 1 (SL-1) Reactor &= 7 fE 25 B 5
EERIA R B2 240 DFIEERF el w8 B A -
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4.5

PRI A oy Ryze i il - [ ERER e e EEEE B &
R~ R > BREYIRHE L 2 L2 & 4aET - 5k DEPO Jiifzsk
st BRI R 2 e DABNRE T U T - AR I o s Hps g
PErRET AL > PGPSR DL T BT ) B T B S A,
LA (AR AR A > BT DUZEDIGS AE 3E T A 5 HUE BT ] > 559 MEH
M~ R SEOKIMEE T > IMAEHEEZE R AR
BREH -

b

|

R &

SIISREIREE 2~ 3 R EER IS G Sl E - 2 8%
Bt E - HEEE - BIME - &1F5ER T SIS I
e o RS E SRR R o sHE RIS AT ~ Bfam 245
am SRR E - MRALARE H o3 Baes T ’E Betxasit © Ho— Rybit 5T FOHE
#5 (Hypothetical Atomic Research Institute facility, HARI ) ~ 55— Ef% &5
% (Lone Pine Nuclear Power Plant, LPNPP ) =ity B Hal & 4% » W H
Featdi ~ EILRHPEENRE - &1~ e /Af T - VRS - &
FREENRGFEHEE R -

Flskii e — KRRy &SR, - 2RI - RIEIH
Fr b2 30 r - FrA S8 BH F 2w » WHEZATAERD - 7r4HTE
HE REREENVERRIEIE & EEIEE IR > a2 E I aEM
GhAlllEE = -
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MATTA-HARI GROUP
MATTA-HARI

Final Exercise Presentation on:

Hypothetical
Atomic
Research
Institute

11 ZRGHER B 2B oy $H s Z SRR B R 336




A - HEOSEEE

— ~ ARUTEREZE 40 BE 51 LA S5 > NEEJE IARA §8E > #E
ERRLBZE A2 - 8BNS IRERMS NS GRS B
BAHEEE - BB R TS TARA RGN E &2 7580 - /£

ARGy SR AR R G R B AN B - (AT Ay HEAE P KR B A B R Y AR
fgel > 5 R CESRER LAV -

27th
%TERNATIONAL TRAINING COURSE . i
on the thulcuIA Pg';.fl;.é of l:/‘uzl\:slr éa;t;?:; and Nuclear Facilities 12 : @ﬁgﬁ,\j\ ( HUEE

fEHAE 2 L 231 E

T B RS EEEEE AR - SHERE R FEEE SRS - W
HE—fir SNL HE B HRAE(THEE S (Instructor) < 458 BN /4R SR AT
SeATHE R A B R MR T R S A - SR BRI E O
Rig > MEGAEESE I8 BHEE - OB - /NARER
TEGRENE - MR KECHE R AHERE I TP ABUNE & - T
PIBESE RN > W 3 (A e - R o R 5 &
BAA 0] RS B TR R B

=~ W 18 EAA REZIE - HEETUBERESMZGER - HHFEGEE
orfic - AEA SEwIIAHEIER  BEAFRE ST U - AR EKERZ
PRZIR R EETR > BRI B E B IR NEA -

PO ~ SNL §[%55 » &L 2 AEgISREIEEre B - (A2 BHVE B E - NIEERE
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TG EZIGHAT > GHE=EAATE T4 S ST THA - £
R > BEZagbeiZE—i%4 - frasBE Rt BT > SRIEHE S A
EECARPNSEEE

~ AR A AT A Py A PR A RN TA R A B 52 R g R (A 8 R A AT S A A B L

KR~ BINREE B E IR S - RERIHDRBEEERE ~ th& A
BRI R S E R N BRI IRSSEI R R A > IR RZE
i AT RAE R LRI R A R B Rl R

v PRZ AT IR R4 - B DTSR T I TR AIESN > BRI RE IS RE

SN MEREE L EIR I - S8 > B AR TR RS B R AP T B AR
SO TL4E [ Sl R Y B R R

T a i B RGP RS (N ~ SR ] - AR AAE S R

SR asit A REL (- BTH Y o Bk H AR a] H R AU ~ TR A AR E DL R
HR 2 EE R T - st BB R RITI BN (Balance) » NEEA JIRESES
WEE B IR 5 50 B B8 B KA X fE AR RS AR LA i 2 2 (A
(Multiple Detection)BL 7=l (Defense in Depth)—EZFIAE & -

2~ BEREH

v FEWZ T ORZITHES AN » A ATRE BN SNL Z3lll4hs5 - RyEEsa AN w7

%2 —EEEIE SIS IR IR - ST AL
SR -

 1TC EEEIRAYISK - AREFFZERNREE - SaFE VN - geff it a

LIGBRE S - EATEE - i 18 EHA8iM— > BRZATA
RETPET - HERFMHE MRS - TR EREAE 1TC RS e R
SEREFINR -
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B~ HE

L

FEHE A
AC&D-Z&57 i/ ={ B EE TR (Alarm Communication and Display)
ASD-23E N Z ISR B A (Adversary Sequence Diagram)
CCTV-FAREE i .47 (Closed Circuit Television)
CDP-i& 575 HIEE ( Critical Detection Point)
DBT-i%a 74 #7 (Design Basis Threat)
DEPO-E B8 st B 7 A2 (Design and Evaluation Process Outline)
DOE-Z &5 %5 (Department of Energy)
HARI-F&E #eh72 F 2 E 2% (Hypothetical Atomic Research Institute facility)
HRC-=#E511% 5 (high radiological consequences)
IAEA-BR IR 5 T-BE 442 (International Atomic Energy Agency)
IDS- A {2 A1 HI Z:4% (Intrusion Detection System)
[TC-BRPEAZ T IRZMTE (The International Training Course on the Physical Protection of
Nuclear Facilities and Materials)
LPNPP-J# #¢+% 2 Wz (Lone Pine Nuclear Power Plant)
MPVEASI-Z & & A= (G B8 EE ( Multi-Path Very-simplified Estimate of Adversary
Sequence Interruption )
NMAC-#Z¥fHiEFZE  (Nuclear Material Accounting and Control)
PIDAS- & 5 A A= {8 ] Kz 54k £« 48 (Perimeter Intrusion Detection and Assessment
System)
PPS-1% T E H& 528 (22 .45 (Physical Protection System)
SNL-EE 4 55 5] 57 B B == (Sandia National Laboratories)
URC-AR B[ H71VEE511% 5 (unacceptable radiological consequences)
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