TEH TR SN AHBE A S HEHEE
(LB « HAth)

il T ZIE R A SR T <R R B
FHE SR ¢ Information Security
Vulnerability Management |

BRI S

stk - e E R EghER
TGRS - MFE FE

IRELEIR * 5

FHERHARE - 106 4210 H 21 HZE 10 H 29 H
HWEHE 1074 1 H 16 H



HE

ZINEFEFRAE A $R1T (Federal Reserve Bank of Chicago) (%35 EUMHFSAE (SR T
(Federal Reserve Bank, FED)12 {ElH & i FREEFHRTT 2 — @ 3¢ & STREAM FlrE s
= fet A8 - BEEEISERE © Wiherl B A BRI S &R R
WP RV E 2B B B > DU 2255 R E S T A BBt -

e FREFRERATRY 2017 £ 10 A 23 HZE 27 HEWMAEH 5 K ~

" Information Security Vulnerability Management ; W&t » #5IRIEEBEFLAERRIT 8

L & aHAT - BB B — R E e 2 99 RE T 2 BLBRRL il - #E It oR (LR Bty

A B 2 &7 apk(dentify) ~ £ ( Protect) ~ {EHI( Detect) ~ FE#%( Respond)

BA{EJF( Recover) ZREST » DAUR IR il s BR B i A5 NE R F EH G - ARSI &35 £

~ FRE ~ EIRE ~ SRR ~ Hr B ~ SRPGER IR B T (S 26 (iRt
HAE20 -

AR ARG G - BRI SRS R IR i S B e R T BRI T R &
a2 g 2 B PR R4 - WERE IR L% B B A N B O B B KA &8 BR
AN BRI RS R SRl 2 5508 - Rt A R E SRR RS, - e Bl
BRI P SRR SR bAn B £ B R R B e e L B -



Wl

¥

)

= 1
- g EN 2
- et i 3
~ BEY £RE 5
— ~ JyREE 5
= R 10
= mAERER 16
Y~ §YEEIRHA B2 G 22
1~ BERERE 27
N~ BLEMFEE 30
T~ BEEREEIH 34
VSIS 39



2.

ij

i

" Information Security Vulnerability Management BT & | {4 = ISR FL 5
RITEM . 5 Kikg » 29I R FEREEE AR - A 19 2R -8
R ZAN A & - EER I IR R (FDIC) ~ S5ET# B R FE(OCC) ~ FRB
District(FRB St. Louis + Chicago 5 Dallas) 5 &) 2 BEsHIERIE > 5548 T L3I A&
AR E R KM o B EARAS - 0 A2 TR0 ~ B ~ R ~ o= oM as ~ BT EHRE R
spaaf o EER FERRE RN e E el - S9REHE EUREIEA - 99RHmR R
BB BRERE - BB R ER » DU E A B IER T 2 Be T SR
Rt E R E EEE - BT ordHETam - S BRI E ZEET
g ERHE B -

AREEE Mok TOErEgEN o S ERREA B & 2 HIY R
GIRE B PR - Mo Ry TR o RHUREREERT - 2158
B~ FERANEBLUTH - =80 TR R SRS & £ R BLE]
N o BUUE Y B DO ERED%%}DDKQ’ZEEEHL R -

=111



A - et g EHS

A2 T Information Systems Vulnerability Management | BFE & £ 2 ZEE =0
SHR SRR (IR T < BIR B S AR - SRE R 2 L& SN Z 2 R E B
(Information Systems Vulnerability Management) 127 4 & 5 81 =5 4= 5 B (Security
Information and Event Management) 5 £l ELFEAEES AT 280 Ba % et A AR -
EEE A E LS EE - EBREFHREZENE - ARy EE T
B o DR LR T E S 2 B R T AR RN AR R A s s A Y M -

" Information Systems Vulnerability Management ; #R#E/ZH Federal Reserve
System, STREAM Technology & bz 22%% » STREAM(Supervision Technology Risks
Educate, Analyze and Manage) =44 S RHY Efa Ba H B e > (h=EIR AR RT3
RZ IS A B emEE R E A& 2 BRI E% > FrEsR 2 H B2
F S.T.R.E.AM./Technology EEp=&ER S = 2 BHE » 2 MAVEEASE: - &
EERERZERESFZEY] - ZEE O HEETE - EREFEEA R
J2 5 7 MIat e g A ZE0ET > 3B 1T (&R B N B O E iR
G0 -

ARbta e B2 H AR (R Ba BR B A & A\ B AE S R I B 3 PR R B B 5+ A
Bl RS - E LR IR TIESZ H P E S S TR R R R R s A S - s Py
FiE b E TR EEEE (AR tERENE) REERSE (NEFIFN
B0 BB R o WOETIRE S - (% 0 SRR ERE S b 4R AR R
HEATEE - DGR E AR USRS S ACHY A TR B - TR S %
HA R ERHE RS - ST S THIISE B REH5E R NPT AR » WREFE T RZR L
{EHEE -

— ~ IR SR E T R A AR T R RS B A L et E NI T E E s & -

=~ DRSS M E A R R B A A T AR
- IRFRREEEER R SSRETAS DUSORE T EAYER -
» BT Em R 2 A AR P e EE T -
» B Em R A L B R ERE PR R R R -
- B TR E B 5 D alfhiRA s E AR - KEEE GHE -
: Hﬁ@f’ﬁ@ﬁﬁ%ﬂ%@%ﬁﬁ@%ﬁﬁ??ﬁﬁiﬂ@%‘% °

[1]

D G~ B

[_t.



2 - Uit EBE

~ SREMEEHE A B

KR EREHENEE 8 AL - A 7 {L{&EZ 0 FOAE (5 3R 77 (Federal
Reserve Bank of Chicago) %5 & B 45 B 0 P & i /& ¥ & (Department of
Supervision and Regulation) BB F1& # > {5 » TEBBOEL
STREAM (Supervision Technology Risks Educate, Analyze and Manage) E =
HIBEF RS & ~ B ER PR AR (FDIC) ~ S50 B 5 HE(OCC) KN
G EIITERE R ERRROHTEE IS - LSBT EHRHE S
@2 > F1FE Mr. David Balka ~ Mr. James Gilbert ~ Ms. Colin Gavin ~ Ms. Sandra
Rolnicki ~ Mr. Roger O' Farril ~ Mr. Nathan Viets 5 Mr. Ariel Briskman * 55
—{is#El Mr. Frank Greenwell 2K H #EBSIH D.C B FSE S 2408 < ER AN Z

W
hsh

AR g 2 2 B EEER -~ HE - FEiE - SEAE - SrEE
+~ BPYEFRIREEE T B 26 Rl EER R A =

= - R

(10 A 23 H * JESITE G5 SR RE - & /o IR ALE TH
G - A2 B H R4 - BRI BB T & AL = B
PRE G ISR - BB RRE - B H AR Bl e 2 55RE
B~ bk i b R ISR BURIR o WA Ry (TG 99 1 B RS e M
JERE 2 s > ELfm FAR A N RENE  Soad e B HIAI ER -
AR R E R T REA » SHERESS e TE. -

(5010 A 24 H - sk EE s EmE Ve AR R - 56m K EmIE
MRRFURIEHE Z M EHE MR VEE S TH - S8R R
RAEHNER - REEMET - REAREREZREEMHEH -
godbimis ~ 2EME - ERAEEREAR Kali Linux 228 -

A FIEHE ISR P A IR (A B DI E
3



()10 A 25 H : Gl FEGIESHAHRREH - S E RIS E 2 5
R HEERWRENR BIEL - 9GRS EAR 2 252 -
B NEE S AT - BRI - 3 DUE ZERFE 7 =0/ 4840
(T B e LB > IR i B — (B S R R T R O R B 2%
TR S A B Y VBRIV > Bt SR TR O T DR I Ay 8 B B[R
ot o B R AR R R -

(10 A 26 H : il FEEEERELENBFRERE - ELEF
L A B B O TR B R A e BR[O FEEIRR - Ay SRR U
HfEIHY H 558 BAIR IR (R b7 R B 8% WirhER B34
shAEZE > 1T B\ B e & M Tt o e o 4H R 1% > FR BT L 5y 4R
e T R IR R T A R BRI EOR A
il e A -

(D10 H 27 B -« sl ts—I8 T B FER 5108 30 p %A DL oy 406
517 4H Verizon #4F2 2016 FEYEERZE &I 5 (Verizon 2016
Data Breach Investigations Report) » Wi i 1% B Pfian] J H1 FED AHE5 455

s

FSA=;



B~ PR EE
— - F5BEE T (Vulnerability Management)

(—)ITREE R
G9EE(Vulnerability 5 BB 28020 2 H HAVERRG - (FIFEAER - &
4t~ S ECH BRI R - SeEEME - FTRIME - FHEE SR B
FHEEEE - iR bug ~ B - FRPEEM > HTT R E R TR
BRLRRE » 5 ERZ 2 ITREE AR R EEH - A AIE
A& ethaR (Security bug) » (HAH S RIZEHAERFEREEERR
FTEE - & RITEA B 2RA (Zero-day exploit) ~ FEHEEE(SQL
injection ) ~ 4F &1l (buffer overflow ) 55
()95 BE R A

1. &%aTPEEE(Design Phase) © FEFIAVEEL » B ABSE RS A ZRE
FINRIRE > SUER%ET$E3R(Design error ) > AR ZISATIEE » £
FEFINZ LM -

2. B FP&E(Implementation Phase)  PRIG 2 B 58 35 AT A AV G
Wi A SRS 2 (Input validation error) » 57 PR (G [E]) i 25 1Y Bt 30
(Boundary check error) » BGEZ#TH2 (Process) Wi 77 HUH: &K -
F B U AR R T B 22 B IR P DR TR 7T 28 R 35 1
it (Race condition) °

3. #1FFEE(Operation Phase) * {f FIE#IFEAR E HIER B - RSEEAAY
SE B2 0 BOER R E AR A » RIEHES ERE IR - 25
W T B AL A SRS 2 -

4. N FsBi# (Human Nature) © AN BRYS5EEFTEEL > AIAEIIHYZ S
(Weak Passwords) » -~ RHY{#E A H (Unsafe habits)F

Y 4EELERE - Vulnerability - {3522 420 (Security hole ) » $5EEHS 245 2 T HINIEG - (15
LA HTEFERIERENE ~ 28 ~ vTRM: ~ RS HIF N h E m e -
5



(Z)ITRE IR
1. SSREHEIITE
REATT4HITRVE RV E BT R BRI e R E ST astE

AREELE LREAERN SRR - el & A A/ ~ meat(h - Bfk
i REEHEHE - RN - Z2FH - BLEFREE - Bl
1%~ IR AR EE ST -
2. Bl &iife

SRR ~ S S ERARSL - BTTRASRE RIS Z G K
RS AT RE NG RASE ST ~ B FEERF EAsE e BRI S EOE
el B SR 2 R BT ER AR TR H & - I
BYHECK RS - EREAEE > JonbENL e FEBEE
BN Z e - R AN R CLA = EE - BT
(Confidentiality) ~ FE#M:(Integrity) ~ ] FH M (Availability)

aehiliE B R (=AY & AR st B DU A 2 b o 5L
(A0 ) - Seasp S P9y ME SRS 2 4 b > P (5 P PR R S
A TECRERE R - MR IERs 22 BT - B sda Y
W =B RIS L 2B ERIE - W IEE SRS -

Bl EER AT AR A

Information Security Process !What the process does

» |dentifies threats, vulnerabilities, attacks,

Information Security Risk Assessment =
probabilities of occurrence and outcome

T

_ _ (o Plan to mitigate risk
Information Security Strategy « Integrates people, processes and technology
» Approved by Board of Directors

¥

(o Acquisttion and operation of technology
Security Controls Implementation « Assignment of roles an responsibilities, ranking
* Deployment of appropriate controls

¥

» Gaining assurance that risks are appropriately
Security Testing assessed and mitigated,
» |dentify that controls are working as intended

¥

(o Continuously analyzing actual attacks and new
Meonitoring and Updating threats and vulnerabilities,
+ Used to update risk assessment and strategy
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| Vulnerability Exploit Cycle
Novice Intruders
Use Crude
Crude Exploit Exploit Toals
Tools Distributed Automated ]
Scanning/Exploit Intruders Begin
g/Exploi
Advanced Tools Developed Using New Types
Intruders of Exploits
Discover -
Vulnerability :\;l,::::::i:se
Scanning/Exploit
Tools

threat
severity:

High

Medium
Low
ATTACKERS: Tier1 Tier 2 Tier 3 1a
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Threat
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Opportunity/
Vulnerability
Intent

Credibility

Capability

['\GETEI Gl Information from | Actors possess Non-targeted Attacks of | Systems potentially | Moderate impact
(1) normally reliable | Moderate to high | Organization's systems vulnerable to to Organization's
source but levels of affecting confidentiality. | known vectors or Programs. Project.
unconfirmed sophistication integrity, or availability | methodology Operations,
with moderate (CIA) of data. E.g. web | and/or potentially People, Data,
resources defacement. botnets. etc. | available to known | Systems. or Cost.
Actors.
Information from | Actors possess “Drive by” or Systems not likely | Low impact to
unreliable source | Low level of opportunistic attacks vulnerable to Organization's
or source without | sophistication (or Unknown) known vectors or Programs, Project,
established with little methodology Operations,
history resources and/or not likely People. Data,
(or Unknown) required. available to known | Systems, or Cost.
(or Unknown) Actors (or Unknown)
(or Unknown)
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Asset Vclue Cost Analysis

A(s;essnﬁ;n | 009959 30000000
ection

Vulneroblllly
Assessment R“k(se:;:ﬁ')""' + Mitigation Options
(Section 1.3) (Chnplers 2and 3)
Analyze how mitigation
i D0 options change vulnerability
Threat /Hazard

and ultimately risk
A Benefits Analysis
ssessment
(Section 1.2)

Analyze how mitigation
options affect asset criticality
and ultimately risk

" Decision
(Risk Management)
(Section 1.5)
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e EHEERZ 2 AR ERE - RS EEZ 55RSORIFENAS T ARt AER A R &R -
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Z A& R, - CVE (ERF HAE R P &G
I A HERZ B SRR AR Ry 59 R E R -

3. CVE HHi—{Ef§ % CVE {miEZ By HitE R - ZH
TBZ B UK R RS R P4 T ERRE
LR RIBUN > DA CHAMZ 222 MRS > HATH MITRE A
HEE4EE CVE iRz B gt -

(ICVSS 8 IRIERE T 2%t
1. SCAP ZEWEHEMERE
WREER > Z2NABHENMERHE (Security Content Automation

Protocol » SCAP") 2R B EMLRIAEE « SR FIRART SRy —

e EFFEFREZERE (NVD) EERBUT B2 EEE#E

i E R ERIRIEREE - SCAP f&—ZF R sk s aG iR Fra A 22 e A A

R BAIUREAE » B S SOHIEAASE BRI > SRR Rl o] RE 1S Y 52

BERELEPMEAE - SCAP fop 4B BT ¢
(D#EFREHEE (CVE)

(2)iEHEC & 25 (CCE) (prior web-site at MITRE)
()P &5 (CPE)
(4) IR %88 (CVSS)
(5)Extensible Configuration Checklist Description Format (XCCDF)
(O)BHRURFEHSEE S (OVAL)
2. CVSS EHRIERE T %t
ST 4B IR ERESY 248 (Common  Vulnerability Scoring System °

CVSS) » B —EaHE &AL V58 Rl B B AR AR 5 b e -

CVSS I ={EEE4H - EFE " Z&B¥-Base ;> " BffH]-Temporal 5 A1 " 2

15%-Environmental | » B—%H X H—26 8 S F5IR4H R0 T E])

WO BB R > 274 N E B{E 175 (Security Content Automation Protocol » SCAP)
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5 ¢ HATRCERE > 28t

Based off of 3 metric groups:

Exploitability Metrics

Attack Vector

Aftack Complexity
Integrity Impact
Privileges
Required
Availability Impact
User Interaction

-

https://www.first.org/cvss/specification-document
https://www.first.org/cvss/calculator/3.0
BEHRIARE - Federal Reserve System, STREAM

FLUE I B AH F o] A P T AR B S R M AH TS ARAE R RO T — ([
RIS BIEAREE I A A PRy & bm e L = FIA
FEIEA I R ] LA A A S BRAR FE AR i B st e RERIRIE 2
AR 2 BHE RIS E R DO P2 Rl o] LB S B RS R
LIk 2z s BrE R IR GEEE R oy e S A R e — (18] m] e e e 7 528
{EAYIRTERH L BRI B A AR — (LR 2 A P A e EL e
IR
3. CVSS Hy{EHs » AIfE
V) —EE&Z R TELE
(BB HEZR
(3) /i 2 ]

4. HHRFERF T 2 E AR - S
VR~ ESE R
(A e R LR

Confidentiality
Requirement
Integrity
Requirement
Availability
Requirement

()H&ERH =

Q)R EIFEATEE A&
GC)ZeEHAE
OLIFWNE!
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(F.) JE{E#EEHE (Patch management)fy 28 2
1. PR A
(1)3&ATEREA 2015 47 APWG MpsssUE Bl R4 35%
HI(E N EERS R T B AE - APWG 8 BB % (Panda Labs)f&
HUT 8400 EGETHVEEREGEEA » JRiF S HiAURCFEA A 2 fE Ry 22
PESEHE/ N T (B R SR B S T DO R AR R
(24 2016 FEETUZRAEREEY FUEENEZ i ds § - Panda Labs R {lT4%
B SRR S S ATET Luis Corrons 288 » R F i m 2 By el
ZoeHE (47.090% ) > HIE T HH (42.88% ) F1578 (38.98% )
(RO NE) - H—FREER T ER Y] -
[ 6 * RS RIS ZE-2016 F U=

Ranking | Country Infection Rate Ranking | Country Infection ratio
1 China 47.09% 36 | United Kingdom 24.54%
2 | Turkey 42.88% 37 | Germany 23.66%
3 | Taiwan 38.98% 38 | Belgium 23.32%
4| Guatemala 38.56% 39 | Switcherland 22.69%
5 | Ecuador 36.54% 40 | Netherlands 22.43%
0| Russia 36.02% 41 | Tapan 21.79%
7 Peru 35.75% 42 | Denmark 21.54%
§ | Mexico 35.13% 43 | Finland 20.78%
9 | Venezuela 34.77% 44 | Norway 20.51%
10 | Brazil 33.13% 45 | Sweden 20.03%

BRIZE © APWG, 2016
2. JREME S A B T

(1)E#ETiEREH 2016 4E Flexera Vulnerability Review #2545 H1 » 75 % HI4H
P& A EE T (o P S R e SERICAG Rl - T 25 B 4 B A =] DART Ik
i 8496 R B 1% » TR 2B 50 (@2t > HEE
B—EEE R PR e R B = AT B8 1% 2 8 H oAy i
Bl T EEATHHE G B RN TR L 2 E
BTSRRI AR o Fele (NIST) Al SANS 20 Beg#Z 4

YOAPWG 0 £ B F %8249 41 f22 % (Anti-Phishing Working Group - ff 4L APWG ) » & F 3% &%
B4 fiE AR E AR £ o
" GHEF 4RSI TR kiR Flexera Vulnerability Review, 2016
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P
QRYE R NERY L ERZE
D14 Verizon(DBIR)” " BB A FESI A He5 2016 F5tH - 89%HITL
BBV SO EENERE - A — R A S i E
% HEE 225 RE ARSI ARES » #E R E
HIBE 2 « E L 0 85%A ARSI e - #Y e s
RS BA-KRE - EES RO - RS8R
AT AR TP - AR 2SR B B B = BRI 24 T -
QEEANFTHIEREA » 1F Verizon BIEAFERERET - A2 190E
RHEEEUT A T7E VERIS BiFE &% FHREs T e ) ivF4
EE L BRMBEINFETHE BeEEN "MK, 5 TIERE
HHA1 -
3. FESUE AL P i b
(L) < Rt DR () i e B 4% T P IE R T L 2 U AR K -
()RR L PR - EEENEE -
(3) <z Rl EOR) 25 O B HL
(4) Rt s -
(5) Rt > ARG (40 HIPAA" » SEEU{ERE (RIS
{32 (Health Insurance Portability and Accountability Act) «
(6) <Rl tAHE o] sE B AT -
(NI E e 3TH
1. eREEENEHEE - s EmE
(DR LNV ER - ERE R ERERITEE -
()t AR A et -

B i E 4 fmida (Verizon Communications) » #.% M- 34 & T 1 28 » 234f L
BT G RAMR EH 0 P 2008 E B 4sF £ DBIR FALA AL o
YO ECERE > EEIEURT 1996 FEAEAT HIPAA - SEANH T B etk i B A TS AR -
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()t A IR DA E B2 =CAYIRAE -
2. eEERIEE
(V)RR e B SRS RA AR -
(2) 7 < R A Al 528 B A 1 SRS M AR
(3t L A 8 1) T 1) 2 D BT S
(At RSN 2 GUEBE - ERE B ~ B TP fdh ~ A%
A/ ERRERITREE - EIRIFERGEARCR » FEERE
T~ [EIRBRARA R IR E AR -
(5) Rt < R RS F A AR ] > FE A RB AL/ TP frsik i & (E (R
%% °
(6) 15 < il B RiT 8 A B9 (1] B Bh S w2 20 B Ry A
RRA -
(NigtREmitrE et HER RGN E FiiE M s r iR & -
3. AR
(1)fes i i E (Scope)
O ETTEZNFTEBEMEA - E5E DMZ ~ (F¥EAR4% ~ TfF
uh -~ fEIfR e -
Qg & - BIESN ~ NS -
(2)f&sitE=E i (Patch Evaluation)
OERFETHR A B2 GRS EmMmiE=ny@s ?
QR E DA AR N BB TIERITE BT ?
OB RMERS L MIREERT T VRN - EEMERZaN 2
@ ERiEAE T TR E M e e ?
ORIt E O ATERERBIE BRI 808 HEREER
EANEARERIAN R ©

(3)4H HEE% 7E & Pl (Configuration Management)
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O < Rl R A0 ] 1 O A SR VSRR BC B A AE 5 25 21 IE U
?

RS 2 & A A REE e B E YRR P ©

Rl S A B A R4 O 2 [ (e AR 2R i i R ]
@RI A e R I REROE EER 2

© BRI E A5 2 AR SR AH RE S e BUR B B IR R L [HI Y 72
5

?

&
5
Q%
Ok

(4)% 5§ 5 # (Change Management)
SR B BRI R S T
R TRIBE AR - B SaME B B i Ty
Y
O Rl i > 8 A TR BB LS S (EEEART ©
(5)#E ki & # (Release Management)
<5 Rl PR A (] 14 2 1) T =R o 2
@ < Rl A Rl A TR 2
OF i = R R )L S REIC e R T v T = e
@RS S SR B8R AR FERThRA 2

*

» IREFRHE2 E s

gkbimin o2 E NS ERE - SRR LR AW EIR(F - 585
B HZENF T HEKali Linux - BHEEZE KR TE  REZFEME ~ 54
e T > N EETRITRON ~ 482 2 KRR AR E S > B
(e AW 2R - BEgRiaisg ~ A - SR - BT ESER
A AT P22 ] -
(—) 55 B (Vulnerability scans)

VE SRR Rl SR - 48Rk DAVE RIS ENRURARE - hEE
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DIEE AR AEARERS AV ZE 20558 - (NIE > B 2058 - Br 7 RHEHE
AIRKHE ~ Besiie R ARG R AT - SR miiirt 2 & 20
EHERTZ— -

SRR 7 A ST BRI & 5 H BB A S A e W 2 2 5
SIRHRIE IR T 2 RIS B E R O WERE A ERERE S
{0 FH 28 FH RS T B T 99 BRI R S B R A8 AR - FHLUEEZE
It R B R GSEHT A B

1. S9REfIA TS - B
(PR G HETEBAT -
()4 L4557 > Y Digital Defense ~ Riptech &L 2RI
Q) et EZ /RSN E] » 41 Security Focus ~ ISS ~ Tru Secure 44
PR N ] o
(4)F R (Tiger teams”) » HERZ LB -
ONT EfLANE - ##H(F ket e A ay M (Software Development
Life Cycle, SDLC)MIEA T 26— 57
2. SRR B TR 2 (R
(VD)EFEMIEE  ELH5H B S SR M EETE - RNk

BRI T EHIRAGEE =TT -

(QEGRAEHEAE ] * BERAiTE S E T S8 - ISR

S BLR T E o

(B)RIFFILE S - SIS AIR MEBEEERAE - SRR

X~ &SI - RIS -

(A)FIHASE  FEZ RSB RE B TR s TR A SR 12 4

R SRR -

Tiger team () s —(HEEISHITI 44 - (TIE5ERIERR B & B » 4N ERAY 2 E
B S EE PRI B DU R R R B R
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AR A TR 2 F BB L LR S R0 TR - B

TR RS TR AR R - SR s ki = UA

B RIEIME  RRREATEA - #HEaERENGEER > X
ERY sy e = ot e R DD R A S 2 o ai N S T R (ST
REXEIME A RSO FiE s AR A e whE
HEEMOTRATE L R R R AT TBEN
ol R Ry BB NP et Y B R 2 M R 4R BT A R BRI EAF -
(A AR I - AR ~ A AR S

B ETE2 A EREA -

EEES 5 [n] AT I B Im) (L ME R PR B SR 5
FEFH 245 > 28 REUSEAGFE ISR E » PR & TR e
RS B IR A SRR e 10 S B T BT R e H T FH
SR - SEETRT » AR ERESH ST LAV EASRIE S B0
BTG R > BRI = R T - EREE =
JiRAIE Rt e MR I B EEE e - BRI e S A 2
S HR &R

Vi35 13 (Penetration Testing)

s BB A E R lihT 92 Bt (National Institute of Standards and
Technology » NIST) ft 2 HiHY SZ 4 " Guideline on Network Security
Testing s » JZE AR ER Ry BB EHEAEFEHE Web EH
TRAERET DU THYIR A - 5B 828 2 A2 208 DL B By
—HEZ MR > HIVEEHE AN TE RS A SHER 0 T
TR T A Ry AR HIEA(Black-Box Testing)Ay—F o
BB E M
(VISR > BN & R AR 2 5 e AR I A

i
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(MFH AR 2 RO E S Z S MY BRI IR - B AR T
FEREATEYE ORI E dumpster-diving * ~ 138 TAZ 2 gl [E]
FERETT -

QLRI E N AR ERF GRS i 2 S A
NG > SRR AR 4T B (snapshot ) ©

(AT E I EHRE -

BB NEHE R

(WD) ARFEASKECE RS - SRETH I & MBS - AT E R

REFAEH D HIRRTE -

(QEEEENARJHE(L > AReEARgoR: - 2ENENEESR -

QR)2IEAFAA IR RN - AN B EREA AR -

(OAAAFBEFHAN B ARSNELZE ~ HENRD A -

O) AT RIS I B &R - A A RER IR A (FIE ple &

BB NE AL AR

(DHEE - ATLAFEJRHE FHAERE N ~ 59bimin ~ (IR TEFTIEA -

(2)adies B LA - A AR DS EE FRITESE 240~ AERIEATTE
HRRA RS L E RIS &R -

Q)ITEEAHTETHHERR + U3 EARAYE B F EUREIR -

(AHEFRHFEL : EEE(EEE - BEFIEEZENEI EHE e
[BF S 2 gy e iR R TR A -

(B)EFR AR BN * HECRARARH T2 AT 7] FI M ~ R 1& P9 (backdoors) »
THERIA PR S (sniffers) - SEATRFHIETH > —SLREREIE IR 2 EHIE
rEp TR AR ELA AT SRR (L e R fe Ay
sUE B TRHE > (T —fE 5 = E A R -

CUERLERL  HIHRI% S Dumpster Diving SHAEHLE W EFTIBEINIII - (EHI T LSRR E

FSRER BT -

VO R RL  IEERS S o BREZ (snapshot) %é{l,%iﬁf FERSEEE EAIREE > EEEE T
4t (System image ) o FEEEMS 240 F PR RERE > w] DUPRERIRAE 2R H R RE AT AR -
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BB S 2 BB R R e e B -
BAEHPERERE ~ WEHRRE  RFEREAL ~ R AT
EfHVERT - BRI REHI R MRS - $HHELR

HELTIEM -
sRRE AT REAE B oe 2 Z 1% > RS IR R Y H
TN el Emr h=UE R 5% BB IEE IR
T KOS - ADSE A S 58 -
Al r4E R BN AN TR Kali Linux - 582 8ARE
PRIER > o Re i (E R as (VM) B 24 Kali Linux 2EME LA -
HILZEMNGIRE > AAEHMITIEE - 171 - By So8 - 3
SEBEE BN TA > B2 RN HLURRE - W2
R TR ZAHBARTS -
(=) F9RHTREELSIE M 2 7 BT
1. HEEAHE
(M) FSRHATTERY HAR © SHETHIAYITRE - e 28 5E5IRL -
@)ZIEHAFHNHAE : sHEEXRNIRFIATITE - FHBE Z MR 21E
R R AR TR E SV R AR #2400
VL RN o
2. BEEAE
(1)sghbfmmaVanE « MEEREE - FERY - BhE - EREAE -
(2B NEAVEEE © HEESZE -
3. T A
(1) sghbfmmalEL - AIMER HEEAv R L H - AFREHZ > A
E e GIUN=EILIEZ (i
(2 ERMEAIEL © b B R KR & 2 M A T2
B 0 4 St R RIMTUEHE DU SR A 2 2RI -
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FEEEEEAA -
4 [FRTERE
(1)55HsfmH ST RIS RIRIN(EH Z T HA Nessus » Openvas
Nexpose * Web §5BEIFHERH > T EA ZAP(OWASP Zed Attack
Proxy) ~ Acunetix ~ Weblnspect ~ W3af 5k T B -
2EMN - k2 ENERAEE EHAE TR (fFHZTEHA
L E B REOMIEAE R F A 228 » 5 Kali Linux ~ Metasploit~ PowerSploit
Acunetix WVS ~ NetSparker ~ Nessus Professional * Burp Suite
Professional ~ Wireshark ~ Nmap &5 °
£ 5 (el R A R B A PR - SATfEEE B ERPTET
s Y EE B L HE RS (2 (LR B 2 > A BRI FR h  2eiE
BB LAY RE ] -
(M) hm e £ B RS
B 7 AN g 7 e (A O 3 21 e el R O o R S
A E BUH H R R 7
AT RS AR?
A A BRYER ?
- s BT A I 2
RIS T I 1 A R s A S 2R TR 2
e R E I 2

}_&

N O O B~ W Do

7~ BREREDatabase Vulnerabilities)

(AR BB CE R N,
s Hl A AT RSN, ~ BRI AR B - fR9% Verizon
2016 DBIRHY " B L RasR &SRS | fall > SEIUIRAVEERE - NBFER
P AR B ETHEHI S - DURORA R Ry B 2 2 2 E

fifes\ - HEO3DHIEZET - BEE- P E RS MR I A4
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Ve MAE28% EfEZE R > AR E R R s N H L > (EFa A
TIRER (225D SEREAE/ DY — RAVEF I N 3530 S0 AR EE
HNEL > Ry (SR I e BB E ERHH R A SR EF -

=B B BLEENE S B 28 SRR T R P74 (Internet
of Things, IoT)astffi-Z 27 e VEIENKY - SRR AITEREEE 8 - BEP Verizon
20165-81201 SEEHIDBIRER 5 AHES - {TEVEE R Ve B T 8
ARVERBARKBE - BREPEL > SPETEEREMYIBER
BAYRESIIERERS - S e R R E R MR AR A TR A1
» SR E S TR YB R R e R RS - R E
ZIRE

(D) ERHE L =R

s Al /T4 IMHOSH 8% 33 /Y 2016 s & 0 i+ KRB RHE 2 & i
(AT T (&) - SEATTERE A M B Rt B N b - MERZ A ST e %5
TTHAT - AFEEREEERE N BIVELEH - WEEGRE - Kz
> PARSEE AR R b s Al -

&7 © 20165 K& RHHEZ 2

1 2 3 4
Excessive and Input Injection Malware Misconfigured
Unused Privileges Databases
5 6 7 8
Denial of Service Unencrypted Data Weak Audit Trail Storage Media
(DoS, DDos) Exposure
9 10
Database Security
Inconsistencies Expertise
IMHO 2016 9

ZEHRICE ¢ Federal Reserve System, STREAM
1. A2 AR P HYHRFREMRESE (Excessive and Unused Privileges)
THR B R R RS 2 abany - 25 B T TR
TRHVEZHER - R EEREIR Y I BCE = (S R £ 2R - Bl
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W TR AT E A LOEBERT - LR EIRIE IR (E A

WA T AREAZREN A B B R F e B R A - HARZH

PN A TRTE > ZEERE A7

. BfHEEg; AU A (Database Input Injection) *

A1FESQL injections ~ Buffer overflows * NoSQL injections ~ Weaponized

Malware % » SQLIFE AMNE R/ E RAVERIERME » 1 20WASPAHES

JEFH 2 2 513 T ARSI -

EEHRAG B (Malware)

H1#EPhishing ~ Hopscotch ~ Botnets % i B2 =15 » Rl FREFTHIAR

iz

KA RHEERC B & (Exploitation of Misconfigured Databases)

BFEMIE R REHEMERERRE - R ZEERER - ik

RS -

. TEAE AR 50 % (Denial of Service Attacks) :

FPEIET R SR AR E RS < 1% - ST RE B &R0 lEE

BlE SRR R RGER - DUHSRE R FRE AT K

AR5 Z AR -

- BURERER N2 (Lack of Data Encryption)

FEERINE - e R AR ERHF R E RS - =] PUKIE R

B HIEE » FEILE R NRGEE(DLP) - B 520 2 58 3R & e e

RN BURE R - B s R EMERR - BRI E

FH = i s At (8 s g -

 FERZHNPIAN 22 (Weak Audit Trail) :

RSN EE BT R RE S B RHFAURRE T IERE H A R0tEC
HEITERHRERE R - BEREYT - BERHFRENE LTI RS

Sy RIEALIT LT PR AN 2 SEN 7 it AR BT w e il ES -y e
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10.

FEfEIR eV &R0y ~ BAEER T SN R RS EE
H B SR EE ke o B - DECRTRE JIHIRER 2 BEECR - s%AT
IHEEEER B R SRR - BFEGLBA ~ Sarbanes-Oxley (SOX) »
HIPAAZE S IEAERYARAE0K -

. EEAF L BEINA (Storage Media Exposure) -

iy BB R BRI (0 AN - RER R BRI (0 R 7
fife R I E gy > EH O ABUSERIEHFHTE - BA I RER
BRI R R - USRS RHE AT i ik -

. EEREE RN —2(Inconsistent Management of Multiple Databases) :

EHH R E R B R — B MR - A B EER
BEEHE - ZEHE REERFZ AR - HOAEREE P SRR
BRI o

FLEIERFAIEE R 2 (Limited Security Expertise and Education) :
NBHRZRGERINR09% » 572 (A B2 ) SR A #
BRIREE ] b o WORPEE B GUEAN B S Ry R Mt - i b
AER B LIRB DR & 2 A B S ECE R - 5 RE ke 2 BT
B o

7N~ BLEA O FE(Incident Response, IR)

(BEZHFE

1.

BL BT ET R RPN B ERR R a0 - B
ERNR ~ BRI - NEERER > DURERIREZAESTE
BHIEREE)  FEER L AR - REH BEHVLIRHEA
SEH[E(FERY -

IR - FS BRI AR S R » 30

SRR Bl FE A A a8 3
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&8 : () ELZEIFEIER L e

Assess damage
and cost

Notifying proper P -
revention of re- |
external infection

agencies

Restore

Evidence /
Affected
Preservation Systems ;

Documentation

BRI © Federal Reserve System, STREAM
() B REAE TR B fr
1. BRIV R BRI IR S B e - Bl e &2
SR — (T EER . BURNER E BN R R B
2. B FE D AR RPN P DUE RUET HeF i Sy i
T FERE Z4 BUFRE RS T GRS A =P8 B - 815 ~ i flsRs -
R DR ) QPN /AR
4 . 448 ER 2 2 (Cyber Investigators)
(DF TR ERESIUSEVRH S S -
QTERE PR - AN EHREEE -
()t > PRI A TSR 55 -
(4) B[Ol FERR 0 R SR AR 5 47
(5) <Rl 2 A B A ST BB R T BRI, ? WA - 2
A HABAGNIEAEOE ?
(6)FTA SR THN EZ ST E PIHEECR -
5. B EH
(e ZE A %0
QEREEER » —SLIRITHE N E R ZEt T2 BN Z s
TTETEAIMAE - ot A SRR E R B & L e P22 (SOC)
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TRV AR - (H2 - SHATIERE R & S e Ebe -
QEEFRARAYZE R AT T - BLAEMERTR T R MR PRas
(SmEFEHHE
1. IR 2RI RHE
()RS SR R B e L 2 RFEE E ?
(2Rl AR B AR AUAER S AR A0 ?
(3)RLERERE S 2 U AR BRI ~ IRsleRHAE ~ (BRI =i
FIEYHRIE ?
(4)RLERE TIF N\ B ARSI I RE(F (AR 7
(5)R AR AR LI BRI o L EE -
(6)<E: R AR E AT RERE SR IERR 7
(7)::Ri AR S S REBREE UGN S LIS R HBEA TR - B
O AP BB aGIR I A AT 344 2
QUL E 7 BT S {E P B 1] A ] RE A B & -
O5eEEH @ ATAHVEEL - AISEFSE ~ TR - HEEE
(8RR E I RIS AR AR P R b B > A4S
QAR ATRESF A YT IR > FREE HT e AR L R R A i

[ ?
@G A GRS H Ay ESEIR M #258 FRHYEE -
O AR fE iz -

2. ZisE AR R V)RR A

seblia I PERUR PR T - RERCERIEENEE » [

R Rk S e ERA R 8  H R AT RE AU Rk AR A R A
HY R R E > Wi B

(D E AT R - B AR SISy WA Her ey

FYZEGRIAIE - R IRSE MNEP Y SRR, - (I PSRV T H > 3
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TEREERY ~ —2HY ~ BERVIE P ACR R

(R FETAE HFR - 1S R B ry TE PR R AERSE - £
RS EEUE dRscekas - HIRFETTRE R AT -

e STEACFREEN - FEH L EACRAFHELS R -

3. ZIEIE & B SUEHACE: » S R
(MU) teEfER L EH
1. WEF@A - NEIEE

BFEEAPVER RS - BRI - FEERER - AR
a0 BT EMEE) - STEEOITHE SR BRE P E X -
 HftEimEIEE o /s

WEZ SR NERVER - &EfEEEEES8EE -

(QEZ LRI/ NHERACE/ IRT Gagilss: -
RYELEFHIER -

(A E LSRR BN H AL R RS FHPC a1 -
C)EZHMHENETE

(O)EZZEF R/ NEAE A ~ PREBERIZERPE EZ(Containment Phases)

FY A -
(7)4gi R 2 B (Cyber Investigators)FHEliTEE 11314 » T E 8 r 8 5

>

=

@) &L E B RAEFEF AR ER -

(9)EZH MBS IR (Chain of custody) YFE 7 153 1 & & HoAh 5L
ff: -

(L0)EZFHFRA AT -

() E LS 2 BRI fESE -

(12)5 2z = TE AR DS -

(WRBYEZ S HEHIE R e - BE T ] ete s BRI AR IE

33



B THE - BFEERNVEREESE - EEEE
TR BRI E -

t - EEEREER

(—) B2 SRR B B S e S R A R B R
1. BEEHERR A

(Ve lrE IS e 2 S rE SR EE - AEE &R ?

Q)RR &R EERINETIE ?

(3)sE:Rl ARy Bl 2 i EBE (Information Security Building Blocks) »
Z/VERE
O HEHVE HL RBOR -
@it EZEBEMEEH  EEAL - B -
@i LB AN F R T B e 2 BRI (B R ¥ 245 - Apps

BRI ~ Bk )
OEEI TR ET -
O EFEITH ] EHL -
© g5 R Fo2 B Nl T2 O ERTHIE) -
QIR E LB ElERE
®SERBUR ~ B RAEF -
O EE THIEE -
OF FE#ER -
2. B GSRE T ERR T SR

()Rt & TR AR A BT -

(2) <5 BT IE BE 1R R A EAS T -

(3)< Ml H BN R HI A S (EERRERERR ) -

(4) RIS S ~ BN ~ S ERIVRRE Z BRER AL -

3. HHEH EEIER L EH
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()EREE S HEITEE B &R -
(2) =R RAE Y BB At ~ (A = S B A (AR O SR
LHNEC RIS (B ESERAE S -
()Rl it A IR E TR
(4)E: Rl H B S FE RS EmiEr -
(5) &R iR =R B EHrTHEURAR -
(6) &Rt Y (F (D FIE IR AZ P -
4 EL RO R
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