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Cybercrime: Key issue and Debates. (Routledge Taylor & Francis Grou, LONDON AND NEW
YORK, 2016), 1.
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" T. a. Loader, Computer Crimes and Digital Investments. T. a. L. i. Walden, Ed., (Oxford University

Press, 2007), 19.
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1 J. Fairtlough, Introduction To Cyber Crime Investigation. (LawTech Publishing Group, 2014),
466-467.
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B3 R. G. Smith, in Crime over time: Temporal perspectives on crime and punishment in Australia.
(Newcastle upon Tyne: Cambridge Scholars Publishing, 2010), 214.

4 Alisdair A. Gillespie supra note 6, at 3.

' 1d, at 4.

18°s. Furnell, in Handbook on Internet Crime, Y. a. Y. Jewkes, M., Ed., Willan Publishing(2010) , 46.
Y7 |57 By Traditional criminal activities that are expanded or enhanced by the internet.”

18 JF S By Traditional criminal activities that are generalized and radicalized by the internet.”
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223, Morris, "The future of netcrime now: Part 1-threats and challenges," Home Office Online Report
No. 4 (Home Office, 2004)S. Morris, 20.

2 1d, at 21.
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% |. G. Secretariat, "ITU Internet report 2005 : the Internet of things," Internet reports  (International
Telecommunication Union, (2005)

% Alisdair A. Gillespie supra note 6, at 8.

2|, T. Union, "ICT facts and figures : The world in 2014," (International Telecommunications
Union,2015).

2" Sophos, Security threat report (2013) , at 27.
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% Australian Bureau of  Statistics, Household use of information technology, Australia 2012-13, Cat.
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2], Clough, Principle of Cybercrime 2nd ed. (Cambridge University Press, Monash University,
Victoria, 2015), 8.
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% . C. a. M. Felson, Social change and crime rate trends: A routine activity approach. American
Saciological Review 44 (1979), 588-589.
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3L J. Fairtlough, Introduction To Cyber Crime Investigation. (LawTech Publishing Group, 2014), 276.
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It Ry R R SR A R R D IR FEAE [ IR B A S 4B VSR I AT T B
WEHHRRAYEERSGAUIE (content-related cybercrime) | » FEAEIUIE £ HEEHFAE
ARSI S R} - G DA B taiR s B - a8 F o 30K ~ UIRE
s R IR IR B M B = EEAR R R LS S B D 2 IS E e 2 A .

FIUE B LERZBEIEIERE

s EIE > BIUIER A IR — B R R ) > Hodr g Ry AFTRIAY
B2 " B%& AT Fy (hacking) | » A I BT RIBIARTILE—E " $HEERS
SCAERSIUSE | 0 BT REEEE BB T IREARERE (unlawful accessing of a
computer ) | BEEATEHERSHVEG AL KFEAE T E R AT EERSH
BRI NS o A RETEZEAT RIRLA RS S T B e 2 > AR
T TR RS 2 R R R BB N ANEE”  1E T AR A0 e R B
BT R Z AT EYeVE T R TR T Ry ?

FHEE > “hacking” —3 AR EALKUEM ETEEHYESE - &%) “hacker” —
s E RARES B DEEH - B2 BHAEREETHEE - AR SR
BB T Ry RERPIERES © 2800 - sz FHEE IR B3RS - BN R Btk
TEEARIEIEREEIT Ry - R R EE RO TR (H3 S BB rTRE R
RiEI AR ABI R4 WNIMEEHEE RIDAVAE - A i 2R B EY
R HEEIATEAS AT (1) BNERER (EREERE ARIE RS L
fEFXE) ~ (2) BIHASIREEN - (3) WRAGFBCSFETHIR -

% 5. Furnell, supra note 16, at,174.
¥ M. Yar, Cybercrime and Society 2nd ed. (Sage, 2013), 8-31
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BEERE - (4) [HETRBAIEE ~ (5) AufiEaiz=(E - Hss—Eiy » Al
IS EIRAIREHL > BEELERHIREECA ] - M ATE PRSI AT E K T B4 E
SRR B E TR - HARE EFEIEAYYEEN - o] e B AR R R R I T
M ERZ SRR T A IS © RO - BZ IR rTRE 2 1 R A AR G A S AT S B
iSER - EWEAE T AFER - HEFEE HZARATA & IP rkk > Ik
#ARS > ILHIERIUIE Z E A MR R e - am L ERE > BT Rl A 2R
PR ZEfE] > BT RoliE 2 SR A VR R SRR IR A FR P PR 2 i Ah Y
dek > ERE NP DA H B EE R AR ER - A awak B R ARTE -

PrEZ=1T RO - FEB L B RAVERIUIESE A=
— RS BISEES A% ¢ (Unauthorized access to computer or

computer systems)

BEAR L REMEAREI TREEEIITARETAIMEA » M2 E &
Ko AITRTRER ke 5o (I PR AR RIS B 47 A RS R S E B HERE
e 52 R Y R P (AR U e AL e ol R SR SR Y PR » T B = oKL |
IERTFIFHELESTEE" » FrEgey " B2 (zero-day) | BIRIEERHATERZEF]
M -

=~ EEWE (Malicious software)

Fiagey TEERER (malware) | BIfAHRETE H RSB EERSHIERES > i
HHEERI BRI R RS S (virus) » 2230 PASEREERE == T (D)
s (Viruses) ~ (2) EEhIHER (Worms) ~ (3) AREREZ (Trojans) © Z4it
e =R ASER AT

(1) %5 (Viruses) :

BT S i T E I E R IE 2 — E R ERERNRER - Ak
B0 07 ZHAR R EAE R B EEFEL TR EEN BV GaT B R T2
WM TR TTRENE > BB S » 1999 5 —{E%4 s " Happy 99 4 AR H T R
A AR R A AR B E K (B P RE s DL a2 et R i T BHRUE & -

% A.H.T.C. Centre, Malware: Viruses, worms, Trojan horses. High tech crime brief no. 10
(Australian High Tech Crime Centre, 2006),1.

® Furnell, S. and Ward, J. ‘Malware an evolving threat’ in Kanellis, P., Kiountouzis, E., Kolokotronis ,
N. and Martakos, D. Digital Crime and Forensic Science in Cyberspace(2006, Idea Group), 28.

16



(2) HEhtiFE: (Worms)

R R L i — R ] H FerEEY (self-replicating) - {HHA%A] B EH{EREHY
(autonomous) * - HAF 7 » FFEHE BT IIFEE S EFEEEN =0 - 1M
ik IS I R 4 0 G5 M » HACTR S /o Ho Pl 57 Bt e 1 A PE s o e
HETT A B 45 2 QRS A R RS T AE AV 5955 (E SIS A (A FERE ) »
iE R RT RN - PRI AR 2 AR A A (L ) 71 BB RS R DR A -

(3) REFEF (Trojans) -

ARERR (Trojan) RIGZHHEHIER - HE R EIR 5 BURSAHR T -
B g s FIRERY - AR TR Bt K HE B ISR A
FnEEA s RERAF—EA AT LURIEE R RS - (5 EAS DI R sia
= LEREATEER - B th AR (A > R —(E AR LUE AR
AR (E R - HE i AR AR B TS EE A -

53N E AT TR (spyware) | R ELEMETEEE S H 1L 0 H
EREHEA T RE RIS A AT AR - (B GRLURICRALETE R HHY - B2 ERIREE - &
E2 R A FLZ RN > IR E E N R AERIRIE IR 2 4IE L
EESE RIS AN - HARE R A AT EE © BB - ST & EEN
41 Google™ ~  Apple & & 2T FI I SRS -

= - [HERER SR % (Denial of Service attacks » f&§f% DoS attacks )

5 2 B (I P B A B RS T S S S BB T4,
FEE L » 25— (BB A P L RS oK » BT AT A (2 T B R P
TR - BIGR » —RON T S G SIS EN E  E E  AS
RIS L TR PR  — B B o SO R J L — R » 7 L T DA
BTN~ (AIREE - MENEERABRS © AT SRR T A T LU BT R ke - e
AREPIERIE (8 T S BT O T B s R SR 5 R A 2% -
B 5 2 Wt T B B R S B4 T SRt B (T
(brute-force cracking ) ACHE R FHTERT ISR M AR IR R ERHTTHER - 72 US v

% 1d,.29

%S, Furnell, supra note 16, at 185

*Google &AIF " FAVEE) | % EE N (http://3c.]tn.com.tw/news/25035)
¥ Apple €88 F M A 1Y UDID(Unique Device Identifier » S5 HE— 3% FIHE)
(https://www.bnext.com.tw/article/19876/BN-ARTICLE-19876)
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Phillips"—Z&H > W5 2B AR U A B T (R B KR E S RE s
T HREY 20000 {E 55 KAVEGE - BEANEIEEA 1200000 EFEKECE » ERASARE

HE - B EEIHET IR B A 4ErE 7 (internet protocol ) AR
TR R H R R  ARPRAE RS < 4845 SR e HORE TR E 0T BE R eI AR A S - b
ORI EE o RAVE R E] H Ay - BEPE 5205« & P ImY EE R ( the client computer )
EEFKEE e - MO EER LS 7T - SS—(EEE " MR E
s (internet control message protocol » ICMP) | ° "Pings” g% {5225 21| = BE A%
EE A Al {68 FH B FAH F A pE Y (0 NaHEE - ICMP T Ry B0 R H A K&
HI RS ping HE EIE =EF A EIIRES » B ping sHE & RA e E
= NERSErs At ol > ARt G L RIDUK B0 FE - i ZE IR ER S EE
NERS > MRS - 28 nTRE g A EEIik 258l E 55 \ BRI g - 7 —(E 7y
HUPHETAR %5 =( % (DDoS) # » B2 R[5 DAFZE il Hofth BE A 2 P B2 H A ER R B
HEps 5 1A 2010 4F > —(EEREIEEE T RIS B BB A T3V EERS - R
TR BEAE A SR AR 75 = R i g IR

AR B TETEAE P A 5 A S 38 e HoAth (8 = e T o R
FFRE B AH S R E NEAHIFAREE N Tk T E e ton]
REIEARFTERY T EREAG ) - SR R Y BRI TG % L (5 S R AR A
FIUFRIVES - WAHAING TR EOEAESGRAE EEEVER" - E
NGRS T3S ) SaRUARRBI AR IR BRI T - RS G TR
TEHBZAYERNE > HEIT Se R T Ry e A R B T -

FUUET  RESR{TARREINE R BB EE

F—H HAYEERERSE

0477 F 3d 215 (5" Cir. 2007)

1 J. Clough, supra note 29, at 43.

%2 US v. Raisley, 466 Fed Appx 135(3" Cir, 2012)

3], C. C. Center, "Internet crime report 2013,"  (Internet Crime Complaint Center, 2013),.13
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BRI ERIDIRH A AR AGIRGE - REIHIASS 323 RIFRER © T BRI
AREZ G DR o Hig o RREI86F 10 H 8 HIBIEAT A ¢+ T &AE - 24
RE S HAMAE BBV ER AL 3% - BN AR 2 TR > DABhEEsm o JEIRE T ERHEAC SR ) 1EY
FeEEE" S Witk - FRERE 24 6 A 25 HEIEAT A ¢ TER - s RHAM
REE - BNAE IR DIEE R - ATUETARILEB EEE Ry © T AR 86
10 A 8 HEIERY - FMREEESr BAKILTE - P IEMIC sk DAB A m 2 HUE - (15
WELCERIR R R B FE 21T e - WEER SR R S SRR s © TR i 2 85
JARFENUREMASTR ~ B HCRAZEZ M MEMAC B R - 1B
RE ~ BRE B At RE B E R R R Z R AR BT A AREILHCRA
R > AR [FIRF R fth A\ B34 EEHEAC IR 2 17 - INIL R R HAAC B R A A B R TR
BEARED BURDAEGR R SRR E A P TS - RIAERENIACH: 2 TS
N FAE BRI A AU TR AR A 2 S5 B B AR R FE A AC sk B (B TP R
THRE N FE RO R 21 T Ry AT 2 0 SRR (E I SR P A -

Hit - RE192 AR =+ % " EENEATERE ) > HAfES
359 RBIHAZE © T ESCIUS - MERECE At \ BB AR B (< EBAAC 8% » L
AEFRAREMASE - BE S FELUTAIER » REREHR 20 TPl T E
& ZBRZIDEREEAE  TERCRAESHEEAEZEETR  REY
B Z OIS A EE T E R A RIS - MEREEE T KEE
HE A Z ERIRE > R SR B S T AP R HAE T Ry IR B ST RE
RWETALR - | EBEAERR > TEM B TER ) R G 2 BT > I
RolEgeaamc M - HE "&:f,  (information ) —FaA{EFEJTEINAL T 56
"informatio” » FE{EEE M MBREEANZE T ER ) RIGRERERZMR > FrAkE
YIRS BEEERY) B2 T BESSTIR > e ERZ RN - w i
FER - T EHACE ) RS (EEHER > HLIEHEN - S 2 BUSEIRES
ZHUS - BENESE 323 (REBHIACHIEEIEZ REBZRRAEIHIACH: © Frirg 2k
mHE B EAVEEE &N N ERB G WA ESER
(TR e - BLUILMHRAR - T a8 SERaE ) i e R T &R

YR - ARIETEFIRETIASS 339 R 1 T RIEFI FUCE R HEFIRTE ) - 58 339 ez 27K
IEFIH B RGHEEIRGE | K38 339 Rz 3T AIEFIFHEMTENSE  F =58 RS 343 %
HUAEF] & JRRUE HIBR TR0 ) (EREEEFIINES 339 iR 3~ 55 340 fik ~ 58 341 fRREE 342 fik
238 BN ERE 88 FNABIERHEIES 343 iRy " 55 323 RIS 324 fRZHE  RAT 7 1%
ZIRERZ - | S 2 > EHISCHR REE ZHUE - RS ETFIIE - A IEFAUCE R T ERGE -
A IEFF B B R iz EIGE ~ A IE(E P EERSERIRTR - H2EaRRGE - EFEGR R B (B IR B 1524
Z o 2 HEPBURE - O REUESERER 0 55 7 &% 2 B0 2010 £ 5 69 H -
PREINRE 85 FHIFTEREIME R A E IR (RIS LI 4 S e B B Rk
ARAE G AR - (S RZES 1 FRED)
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BEHESEMAEESE 2 RARE BRI  ZER > Bl ¢ T JTE - Bl - AR
fers ~ f2t  sata T A R - Y E &l - ) BIR8%0"° 408
fheC sk PR I ERE B S SR AT ReE 2 & AR [E B i At A
BT 21T Fy > Bl R EFEACH AT 2R MRS E N T Bl BB skt
MEfEA 5 (the exclusive of information) - FEFERAZE A ERZERIHEMES 323
PREBHAACSFRE S SRAT SN - HE RSB R AL % 2 S By DUE Ze v i 1
BRHEZE ~ TR HEST ) B SHER T B AR SR ETE "5
Y, EF% > RILARTT 92 FEFVAZELE -

WS @ ILEE ZFTLME 86 FEIEMIESS 323 Rty " EEACH: , (5
DIghzEsmt& - BT 02 FFHR SR 359 fik (P RS =+ N\ E 0= Bk E M IR
B —) o SRR EER R EFTAEZ A RE 2 B B A E
EE  IEBEHN B # 2 OReE - BREUT e R BRI E 2B B & H
TR sk (R SE R R T e By - FRIE BRI A Z (Ra ik rTRE E B
FZEhE

Mgk As Ore& 2 BRI = > NASE 359 R freihas - b T EalBl& k2 A
e SR S RIEERIE AN FIREAEE TEE ) o NUEEERE T &
BERLZ RN ~ e B ~ mEAME )  RUREERRE M St ARF A T Z R AR
B - ERSEHIBINE - M EIHZAM T HERE | R > 10X
BAEZ RSP IRIN  BEREN AR ) Z RN B RS L IR A R
ZEFAEE"  DIFTHESNZ 25K [iIkd 2 pREl” - BlEa s SR E A T
RVEEILTR - AESS 359 FRIESAUS BRI ETEAIRRIN BRI 22 2 AR
92 FHLAEIEAAR  EEMACHRE G TR S LA iR L SR A OB A
HEEMRIINESS 359 REESHUS BRI #RIEAE © BEFER L > WA
i > JREERS | HIEHLER > HVESS 359 ik T iU EHEAC#R IR ) BELL T 2L
AIRE ) REA > ARERASEE LIRFGE WX E > EBERILZEE - HER

RDUERE ) B AREECE ) FEloRE  RAEREREREZE
b R ZIBE - WAME - FEIESERT - R T 5H ) Bl &N
o EIEE AR TS o BARTE R WERIRE - T

ORSERNESES ) T T ARSI - (A5 TE - Bl - BURR - U7 RER - B &
oA AR AR ~ BYE A R TS AT B — ~ JE— W B A -
= AEREETT A RSB KB EEE - = A ADRISE > (AR - |
S ZEEDS BRI ERERUET B AR chIEAEEETIE 13 B 5 109 HES 119
H

BoR ZEES > BRS04 156 HES 158 H

OoR B FEREEEISEAREEES [ L] EmEA AR 54 B 55 243 B
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FIESS 359 Rz THUS 175 B AR R > #ZERFRE 2 | RSUSE
&CEk ) o RLERER ARG RATE - LT R - RIBEEIRIE R AL A
B W ERAS T ERMN S ERMKIT A A G 53 5 BB s f B s
ZHEIR > USRI AN R BN e AR s % S B At (0] 5 AR (NPT Ry AR,
R Bt s HEY - BIAN BRI REFIHNESS 359 FRireE - BRI EREIRAR
[ S SR T DA iR BRSO TR 2 AR -

MERATE  EENEEFTRE L % ME ErE T &l 27
fegm 5 92 FEMABIE AT 2 EEHAAC SR AR TR - HIBUBTAR Z VAR, 350 fAREHEY
FERACSRTE - IWEME Y TEIDEA B - IERT Ry E R ReE - DUR
SR IEHS 2580 21T By HPERIT 2R AR A RUE N F RS Z R
DRI SRR BRI R BRI Z A ] - 125 EE Z AR
Z o MAERT A Z SR BB B AT - TREUIAZ B RS E > g
S E Z AR REE > IR B (4 > (RIS AECR I S
IR - AN 588 2 B R E R AR IR Z EER AR DS (R A 2 1L
AR USSR TR R - SRS IR FIE S FETT R
TFIRBR ST E » T2 -

FIEILACRE A 2% 0 Wik 2 —EEIRAAL i USRI e
NP E B R S 2T RSB EE - LUESEWE P BN AREEENE
ZThy > EEERE THG, ~ TR, BT ER ) FEE - O AT AR
B LA BB EME IS 2 RN &ERE - RS E 5 T &R I EENER 2
ANERRR )~ T BRI EEMER I AERER ) TRERUFEERE, - Th
ERUFEFEIE R ZATERR )~ T NEIUFEEWE R ZANEER ) FEET
FoRERE » FEREERTTIREE W E IBEILEHIRT > b | G7EHISEEMER
ZAERR )~ T ANERSESEE ) AUSURES  HER ST R A
AIEEE 2RSS - BIYARILARTT - BIL - REa Bl e R IR
R Z I EARIREE - B Sot&ie th S AZE - BFEAR D FRoUB R

CHIg I ERLEIEZMNESE 255 Rz 1~ B 255 2 2 ~ BIEYIEWHEIEE
TGRS 31T BREAEETSE 31712 1) ~ PR EEE T RUBIERE ~ B
EILAREE ~ BUBRH RO RS R I LA R R E SRR RT RSB IR FE SR (M

5 H, ZEEDY > AT 0 55 163-165 B ; AR - FEAS TR (L] o & 555 H
SR TR FABRGE R R EFIIE  FIAETIE 54 B 4 W1 55 8990 B
YR ZEESS 0 R 5 181 EE 182 H o
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BIEE 1S RZ 11522 ) > RRESERRMERRETRIDE” « MIE R
BHER ~ S AR 2 T BUAERM A 2 B - I Ry 2 SR AT AR FR 2B AR 2 — 2
e - ZEA R EEWE RE AR GRIER - HETDEFRFE 2 70 H
HEE T AR T R ISR IRA | (R T RSP ERILA | Gesetz gegen den
unlaute ren Wettbewerb » ff UWG ) N ZH#E il - WHHLURLE S 2 & 704
RS > LEIEERE AR S A A (R Y T EAUE - IER S E ¥
MM ETEML B BRVEZ R RE » OEFTE Y T EFEME | » WARERIEAREZ

" TEEME ) A E BRI RS ENE R EREES - B
HEh = 2R R 2 B T AR EL N BURIE » HDASS 359 FRIEHUHS EREAC#%
JEHATRE > T ARECESM AN EBRS 2 EEAC R | o (R A RS R ATEE » HIE
R ~ RPRAR IR A ERAACS: - W B ER TLUERM S - 2L &
BHENRE  ENELERREANER §TERZ IENEEFEA] TR NERETER
1SN E M 2 ERAC s, BRI AR BN EMURES - (REEETTREZ
A 317 ORRER FRIZRZ TrtihagE ) ~ 318 CHURAES ERIZR Z Trbih
#IE) - 3181 CRREBIEEHRA M AIE ) ~ 318-2 (IIEME) ~ 335 (&
MREIE) - 336 (AW MEREETE) - 342 R (FEFR) FERSCZMEK
PR BIRETREL - S 2 0 FVESFE 359 Rz sdibr il A &S > &
BRI 2 BT » ZH DASIEECIBRAth A BERS e AR REE 5 < BEMEACSE » EETEEINS
B N R B HBSEEA RSO A T AL s RSP IRE = T RS A -
M3k " ERSFEZERTA A 5 XATEE TR T EERAAC R T R AR B A
HRBRREF IR B BRI S -

H# o AP RN CHEE - SLVE T ~ MEME: - JeSR sk AR T =LA
Rk AR 2 &8k > FVASS 10 -5 6 THE A IS REE - FASE 359 ik
Z S AUS M B IE EE R ARy T INEEMIACIRBA T n &8 | 2Rk
MaETE » AMETT R NHUS Aok (BIMERIERIACER) AR - IR G [FIRFBER
fit N Z BBHEACER Z 15 > A ARVERAGI rE R AR 2 2 > JHh Bl — it e
RIRZREBEAE 1T A NHUS B R E - 5 R BRANEA - A gRD#
FARERGM ERE > MEIEGHERE NBRRYERSELEZES > BHRITHA
AR R AT B - B DL a8 BoPmall 2 T 18 (il A\ FERG I Z el -
JRBIFE R D#E NI Z iz e SRR AR i 15 2 M4 > U IES I — 183

Vo B o EEENE I E DL AR EEAILEEIgE o B R AR
RT3 - 2006 45 - 55 113 %55 276 B - B S HA RIS DR thie
7 -

MoH BEE HET E 278 H o
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RIS ERACH: T 2 BEZES (WRATRARUSERCHE  ~—EY
BRENMTTR > SHUSEHAC s BRGNP R TR - AIEUSE
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SR EFILEIRE » INAIRIILEB G T EHTS ) AREUR T R8I, 2
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SFTATE - WA L@ T EEERIV EN R 2 UTE ) - S ERIEE A IEUTR
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EEREMENG IUIR ) - BURLIE TR 7 (F EE AR R - H
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51> Bt 3 UFRREAIG DL T AR TR AR A ) R - IE 3 AU IRAEER
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HIME  TTRA—A TR, 217 F - BIE SR E A E AR EEEZ
kDo JREMERR TR L o Al T BERFR AR R SARE LY
AR Rl EBCE B HIAER R T BUERE N A REMA ) TIRILEE R TR
LA BORFE T - TRET R AER TR | BRI 21T Ry L
[ ZH % B MEAC R AT R Bt N AR & Z W EE (E (E Bt 1 > AR s F(E BT LA
s TT Ry NHOMERTT Ryt T IERERS § B > A RIUTE - DU s i
557 AL 0 IAERRC SIS ERIACSR 2 TERE” IR T RIS ) B
LR ZIT R EARENE R TIHER, ~ TEEE 0] BARMGEREZ RAERIRE

S REEER 104 FRETTES 2335 SRRISEENE ¢ T JIBESE 359 RFTRE RIS -
Prlosss 5 il \ BB RS AR RE R M 2 AL ST » BURIREN AR EMA | 5B BINGERIE » WHZ
TREEEBRENARSM A ZGEE - GHEIRTE - BRI GEAHEEUS - MR 5 A =S
B AHRE R 2 EBRVEAC ST By MR B IEE N A RS N 2 45 5 REZ FR iR SR L 2 IS0
HARRILEZIE - 52 » HVESE 359 258 > DL T REIRE ) AR A SR A » B
GERIE > EEMEDL TR DIAERE ) AR N BB R 3R BIORLEASE 210 R {BiEfRL
ESE  LERERFNATEMA Z Gk - BT » EAARE o -

"SR EEER 104 FEG EFE 5205 SRAIERGE © T RANESE 323 (RIEEEER
LA ELA TR S B ER A - EABEAS(TE AR EIDERE A Z AR ED TR AN EIIEC
FrAlS > Rovg B RM A H32 BHEAC SR R - S BRI E SRR e 2 BIRESSE
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1Tk » i S BT ER AU S M A EEREA DU IR

— ~ HEEHE (Universal Jurisdiction) : IE—iEHE rI (LM EIZ BT TEERE -
EEBEARERAT - HIARE A ST R R A IR ACEAS - LA TR
O IERZ ARSI LLEST » M AZHS E (extradite) JEIRZE HEFEFTBEIZSULIRTT
Ry et o

™ Alisdair A. Gillespie supra note 6, at .21
™ M. Hirst, Jurisdiction and the Ambit of the Criminl Law. (Oxford University Press, 2003),45.
™ A. Aust, Handbook of International Law. (Cambridge University Press, 2005).,46
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— ~ tra8JFHAN (Protective Principle) © {ra 5 All /RIS S 0K 5 MEHE RE DARE R
B 2 B E RN o b I o] RE B A R ZE A R LT Ry REAEAE R
PRI FT REH R AF B SR AR R s i A T S A BU B 5 B (government
listening outpost ) Fra&A: AYAEREILEE -

=~ 1@ A JRAl (Active personality principle) : [tt— R RI/E DUETETT B AHYEEE

g ~ HiRE A BRRY] (Passive personality principle ) * [h— R RAIM{H LA E N AVEEE &
ELHRE o A FLEL S 0] BE B {2 A 48 E M B {E (habitual residence ) e

F=f1 BIUEEEEIAEEENTS
( Concept of Jurisdiction )

(55 S B AT R UIE T RE AR AR (B Al g B ml e s AR o SR
BTt THAESE T R N EIREIAEEERE - B B SR E HA U IR Ay £
FFTE - FHAA2E T R4E4E 22 (cyberspace ) f& (BRI TT » HEEK T A
PR EREGFRA - AMBELIRAL - AR L SERE—EHE
ey DAt IR R BBy AR A RE P Y 48RS 1T B - 6 HR A EAE 4@ R R A 1 R FE IR
HilE LAYMYSEI" - TERISE AR — T35 N H A - SR A DR R 4R 1R
Foie HAH £ 7 JE i - IS EEERE ARSI M T ? AEpa T I — IR AT A SERE
EREREZ N T LU - H RS ER

1 BREBEILEEA R & H R TT B8 K 3R e M EEERE (prescriptive jurisdiction)
2 ?

2~ AR RS AEREFRIR E TS (8 T HFEEERE (adjudicative jurisdiction) | 2
) ?

®1d, at 45

7 J. Clough, supra note 29, at 475.

"8 U. Kohl, Jurisdiction and the internet: Regulatory competence over online activity (Cambridge
University Press, Cambridge, 2007), 11-12.
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3~ BFERAEEEREARSITIER (MR " BUEEEERE (enforcement jurisdiction) |
IHEE) ?

Ll bR E R R P A FE RS TR A R SR T

y=

TIE HEMEEERE (Prescriptive jurisdiction)

"HUETEREE , B R T IAERERE (legislative jurisdiction) | AEEEAC
TEANGISE 22 R BT E ERERERIE 16 T80 - EAPR— BRI B AT T
HAP ARV ERERE" - B —TEBRIUT T R EHE LN - B85 TR0 8
S5 (the Principle of Territoriality ) | ™ » S HURATHIHE A E R RS Y
LB o AL — (BRI H EREE LN ARV UIR T RS R AE R - (2
A HBIIMET AT sE<E L R A RIS MT Ry o

B — (B2 T DU 3 B IS I A A B L8 SO AR S 28 E 3 AU T RfT
(HE T EHERE - BIOUSEALIBEIL I MHEAARED" > R L R O
RIEJAAEA R 22 0t & wE fulE 2 (NAIMRA s Zz 88 - R T X EEHR
Al (the Principle of Objective Territoriality ) | fEFHIF B #E#HE DIYMEERVIUIET
Ry LR EHNEENEAEERE  MEUTEAGVEN RIERE AR Z NS S EE T
PEHI BT BT eR 2 ARSI v 288 FH 0 Ry ok i IR R BRTRR | ORat R
A1 (the Protective Principle ) | » Hh—JRRAZER LIRS T AT HAVIE K ZEHIFRAS
i 2 1B -

HEALTE AL R EL IR B E AN S —(E AR T EFE[R A (the
Nationality Principle ) | > ZK&E S ABEBRIC TSI THELEEERE > A smi

™ Cybercrime Convention, Art.22(4): This Convention does not exclude any criminal jurisdiction
exercised by a Party in accordance with its domestic law. 5 When more than one Party claims jurisd

8 Cybercrime Convention, Art.22(1)(a): Each Party shall adopt such legislative and other measures as
may be necessary to establish jurisdiction over any offence established in accordance with Articles 2
through 11 of this Convention, when the offence is committed: a in its territory;

8 Cybercrime Convention Art.22(1)(b)-(c): Each Party shall adopt such legislative and other measures
as may be necessary to establish jurisdiction over any offence established in accordance with Articles 2
through 11 of this Convention, when the offence is committed: ...(b) on board a ship flying the flag of
that Party; or( ¢) on board an aircraft registered under the laws of that Party...

8 J. Clough, supra note 29, at 477.
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SRR o FERIUSEE] CRAA JAZE TP v DS 55— (3 s/ MERERERY
Bl FFHEBAT T2 RERERS (protected computer) ™| > HIEFR HEIE

" R B B NE B M ZE BRSNS | - BRSO BB MRS - HAFE
FZ S NIE S I B E AR - B L BISE 2 RNFREAL
TSR - [ - VAT A S B ooy N A S i
—IEZ 0 N n DMER B R NEEN 2 R ATA B E 18US.CS 1030
FIT R T2 CReERYEERES , ™ -

TEEE R 22 2 TR B A B R RE AR S AT RE 2 I FO T B B A B
HIFEFUGROE « B0 - FFZEEIBRENRERTE T INPERGZE (interstate commerce ) |
JIR RS EEERE - (FRERVUSEERT » MR A Bl o R PR
THE 852 SEEfErR AR A i EEE RTINS EREIR R - 7
RN P P 2 gy - T A A4S0 TR A 0 R BB (B A8 48 HIE T - IR FRN RS
EERER A E AR ™ -

FHE AR 2 — (& A R 2R ] A i) B AR E B Ay AR RR AT - (HAE
FHEPTHE 2 AR R T - BB 5 - L FAIE R E R s 22
TESFAE R F o B e By SR B BB AR ST (Yahoo! litigation) ZE4:
HEFE/AE] (Yahoo!) &8& —(EJF{L eBay HYAERSFHE 4Euh » 2K B T 523y A1
AT DAINLARI - HAA i S0y A B a4 KR EE 50 (Nazi memorabilia) £
ECE SR YA I AR E Y R (E s B RS LICRA K UEIF R4k KSR EC 5 11
gk b o G EERE B A SR A RS AS BRI S R S Y A A A - R A EIHI
FIRERNERE 54 F B IA N A AN -t —SE P R AR AR (the
Tribunal de Grande Instance de Paris) ; JEREd B AR I HEA T HIRE » WBRTE
PR EIZE AR RS DLRS 72 48 = 284S » N SR ABUHE A S &S
MIFZE IR EEN  FER A SR Eaf TR S EOR R R o7y - A
FHEEZ A TR A 2 EEEES —EIEZE (the First Amendment to the U.S.
Constitution ) FrfrbE 2 FEAFER] 5 ZNEBIERAE 2000 4 11 H B EFER A =8 F

8 Cybercrime Convention Art.22(1)(d): Each Party shall adopt such legislative and other measures as
may be necessary to establish jurisdiction over any offence established in accordance with Articles 2
through 11 of this Convention, when the offence is committed: ...(d) by one of its nationals, if the
offence is punishable under criminal law where it was committed or if the offence is committed outside
the territorial jurisdiction of any State.

818 USC § 1030(a)(2)(C)(4), (5), (7).

818 USC § 1030(e)(2)(B)

8 ). Clough, supra note 29, at 479

¥ US Const. Art. 1, § 8, cl. 3.

8 ). Clough, supra note 29, at 480
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Jt o Hig - MEFRAEMFERM AR (District Court) $2HIEFEA » 38R ERD AR
AN E N ZEFES —BIEEN- AN BEARTT - HEMTARFEEZE - A
BB TR R il 1 A ER BT R 510800 B3l e > (H 32l oR (e 1 LR dr
HAVITT] - MR A FIRETEA Ry — RETRL - HAEE —(HFE —— &8 AR
BB R LR e T A BT A B R - MRS MR SRR TR <
FHTANVRE PR I A E R A - 2 — B o] DUE R A B RN > JFAE
{EAE H AR OR LIS AT B Z AU T A -

T FAEEERE (Adjudicative jurisdiction)

—HHEEERE O RERENR EN A B EAEN
ST B RN FEEAESEAERME P ERENZILIR T R
ExRZEFEAE—E " EEMEERHE (real and substantial link) | BI&EE - I
— IR E BUPE ANARIEE A 2 i M 09" © {ERTHE Yahoo!, Inc v.La Ligue
Contre Le Racisme et L'Antisemitisme ZE4-H » JABL AR S KHERE A T ER L — D)0 22
HE I - (EOAEIE S S AN A RIRENE, S FE AR R IEAR < i
FIHERL IR IE B — (IR R AV I T DA @R S B BER AT iRl
55 (EIEZ EBNE MR T HEEN 2NN Fr 2RNESEEE 5
fE—J5H @ EHEEA BB ER G ANEEH - 55— - HWEZ
BHEAN T EHN E R RIEENEE)  (E(ERR B BT a8 e AR
AR IURET IS BT ZE - RIS EULSE BT R EEE -

RIBHEESIEIRALY fEEEER [ S EBRRHFEEBEER T DS
B BN R AE R » B R AR A e - FAE A e H At
FHVERE - DU IS RN BB BT A A IR T2 - BIRAR—MEK
BT ERERELAE A > I BORE RAVECRIA AR - fl40 > 415
— AWER S — A G SR TE) > B e rlRe GG A SR - Al R e
BRI ARERNEEN - 52 HSRE LS AR - 85

8 433 F.3d. 1199(9th Cir, 2006)

% J. Clough, supra note 29, at 481

°' 1d,at485

% Cybercrime Convention, Art.22(5): When more than one Party claims jurisdiction over an alleged
offence established in accordance with this Convention, the Parties involved shall, where appropriate,
consult with a view to determining the most appropriate jurisdiction for prosecution.

% J. Clough, supra note 29, at 485
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FRALHHIEL ~ JUIEANIZHE NHEIFE ~ EBERHIVE RS ~ SR BN SRR
&% - BIIUIREEGIUIEE R A BB BN R FAAE 2% fili

FEIRERILIRT - JUIRTT il & RAE — (M T B - B REIUTR nlaei ke 2 =]
EEEEE FGH AEIEERILIR T 2 F AR B SR g HE A

B ERIUSERY B G IR - JUSEE BB v] BB FRHREAY B (A R - B b
EEERTEIE R M T SUAEEEE ) AR - RrALES AR -

B=IH  BOAEEERE (Enforcement jurisdiction)

BRI " BUEMERERE ) A0 T UM, - SmH B sefledT
ARE I Bl EE R T s B REAIIRE] : —fRI = > — B A e
AT TEET T EEERE - MEIRA LR T 518 ) Al — B R B R ek
TEFEY AL SR KB 2 A s NI IE =R e - M BTS2 BPRAG R R - Ik
[P EARE HIZR S R - I HL A 1 AR S A B RN N 1A T T L © A
BET785 - QB ADIR ALITRELS ESGEER RS -

5 AR BORER S R — T Az AFTE R 28 2 I AE T B UTR (dual
criminality) §  #EZ > RIBR(EEVAEEEAAR > SEIUI T ORISR
&IHIET - £ " 2155 (Love Bug) | HYZERIT > AEDIHIEREN T8 —ZORFTEEH
FIPREE - 2P EEh 2000 FEFAET AL - PMRHURIE R IREE - Bhst » 3%
WL SRS THEE 4,500 HAHF - BEREEEINTZENTRS (NASA) FIZEE T
RiEHE (CIA) FEUFEAENN 2 ERER - BREER T BHEFITHE
KRBERE > 2RI E DA SE R (B IR EHE IR 224 > Bl
AR Tl S B R - PRI AT Ry A5 [ B SR TS

B Al DESETHY B E AR SR DIy - 5 ERGUEE Y8 a] 5 [JEAYSEST  BNfE AT
5UEIRVBEI I - B —E&UIFAE - BRPKER - 19765 A e Ed 52 2 fRifY
fFR&EIME T U AT 5 SR (B SRR AR T A AE L R T YU SR & A E R HY
PRI > (N BEFIERS R 2 SR TR/ DEA N BISEEEIREAL - 3 HRE & DI
I RS0 TR HARIIT Ky - MUEILAHESS b - BIFRGRETTARHE T HIEE | B S TN

% Id, at486
% |d, at487
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ZE o Bl miva TR - SEEREY (the Australia - US Treaty ) | FEf%#
T EsT > BrlS EHUSRER & T IRIBGEVE T AR HIE—F DL L E HEL
SEEEREESTNET ) o —MUAIRE B4 - EFRES RS A R E DA
EEE S E AR E A Gl - R ERIUIR S w2 s R — e A B
I R FERIT Ry - TEREIETD PRI Siw e T B EIUTE ) M - A - BIGEAE
el BRI L > 5 R R A R T TR W A BRI -

FUURT EISIEFRZ A EREE

PR ST BRI G A A (T B IE TR AR B S 2 e T T AR A
F i A FamieERE L — G e A LR =2 R S JELL— (Y
AR ILARIED - 28010 - FAAE SR R RIRE A PR S SRR R 2 i > HoAE (R
(el e e B BRI B R A B RG4S (el i ds A B RS D B VE A

AHRR -

SEE 0 B AEESBIA R N - SR A e R L P REE  F A) f% y E 20k
AT - IR GANE ISR o RS E R T B Y ZER 0 I
— R R W) B B R R A AN R AR SRR " o R AR ZE B — (]
T A 57 18 HY A AN R B AT P 4 P A s B LAt 22 [ A ] - 4P S A RS B N 5
YA ~ G EIAE > EEERHIVEE T - BWREILIE T A ARG —(E
RIS - BLHUS— I ER Ew(Elkes AVEEE —RE 50 - BE I
HEPRAERS ~ FEREEREHY (cloud technology ) HYIEAE(HISEORHMS IR EEFE
AT T EREU N EBELE - s S AR R mBE R A B A EUE
BRI — 22 BN EFRAT - HEE F Y5 RO e R RN AR A
= (EFRAE BRI A B R G LLETE DY © Bt (Antarctica) ~
23 Chigh seas ) KANRZE (outer space) » fEFLSFIBIE S BIISE - BIFERLA
AR - BRI AR M RN -

% 1d, at488

° Alisdair A. Gillespie supra note 6, at 25.

% J. Reidenberg, Technology and internet jurisdiction. (University of Pennsylvania Law Review, 2005),
153

%M. R. Rahman, Khan, M.A., Mohammad, N and Rahman, M.O., Cyberspace claiming new

dynamism in the jurisprudential International Journal of Law and Management., (2009), 274-290
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PRI JE R rT B S5 EAN LV 2 - BRSO SR A S B s ARz fHR -
AR FEA AR ILIE - FAEARII RSt W EEIUIR M HIE - DA A e
JETRRVRROR - BlEw b Al A B PR R TR G R L R — (R Y PR SR TA TR
ANRHAREIN B BRI © 2RI > HefEtt - fRASREAMEE GRS 2= M L H A 22 f A
[FEIHVEE - RAai - Sz BEEEAR B SR AY<H + B A FE LR AT HYsE ST
ZAN > qaREA RS e S R BUR (IR S AL - DAL - BRI AR A A R A<
o AIEESREZ VAR AR B BB IR TR -

B BIIERZEIESE

FoE EEAS AL TR MELET N AR ? 3w A s R R PR = AR

(International Criminal Court » ICC ) HYESERE - [EHAFLIF EMRIUTRRE" - 24
s A oy BN AR SR § REMEE ARENIEIE - MIFN4ErSIEIRME
HEE XA G EE RS R AR T EEERIUSEEF 24
H—E AR S $H BRI USEE TR R A TR
HY 5 AN - BISEBE R K il ABEEIRIT 38 AR P E R R R E R AUSE - IRE
RN #5 2 » EREEIZR o DA SRR U SRRV E RERE ST 2 1E
ZEIENT > HERE B AT AN E @A 2N WL HEZ A E L E
T REEE T HEEAY - [ERE F - B EE BRSNS AR — 2R - &
TR R EAIRES - HERE N EFEIENIE AR A INRHE T EREAE
#EME (jurisdictional claims) | AYRTREHIER"™ -

ZAIM » AR b ZORE—(EE % EE A ERE R 2 EE DUR AT - RAR[E

HIBI RS HIET U AT R i AT R g A 25 BUE 2 BNEFERESE

(copyright infringement ) EB{a] 1T fsfgpk 5o 2 2% (constitute child pornography ) 7
FEAHEZFEAFEEEER" - (HETEENE - ARKRIATT > RIUTRIRSY

(Convention on Cybercrime ) MAGEIRNEEIEAEAL - MAH]E BRI 45

100" Alisdair A. Gillespie supra note 6, at 25

101 R. Rahman, Legal jurisdiction over malware-related crimes: From theories of jurisdiction to solid
practical application. Computer Law and Security Review. (2012), 407

102 Alisdair A. Gillespie supra note 6, at 26

VRIS » B S BE R ERE R E T A SRR MR RIS A X Bl EE
Y B > (RTER (BB A AR EIIHE - BRESEA S RES -

104" Alisdair A. Gillespie supra note 6, at 27.
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G H HEEZE M 2R AR ER—EMERVER AT SR A RS
FEE"  HIFHZ AL @ BN SRR N =@ (—)
WIS B R AR UTE T Ry 2 R DL ES RS D IR SHISN 2 & TR ek

(=) BN AN ZAIRE ST - DEHEFRESF I EEETE » DUREAA
FNER AR EAEFSEPA 25 (=) & r—ERE B ARHIEIE S
TERIE » lb— B AN ERE B2 COIREI BRI EREN  GhATEE m
FEARST] > ARG EEIRE BT - fERIUSEALYEE 22 (RELERINE
BEFEAVIRE - BEZRE(ALISE T JE A (territorial principle ) {F B TEERITE - fiS > o
PFALTRAKER 22 REDR A QI & AR AF HAH - NIV IR T R BR AU I - A5
BB 2R L f K E A AAE R (ships flagged ) Kot fifiZE a5 (aircraft registered) -
PRIEARBIEERIES L - WA FENEIFE A (active personality principle ) HYZESHE T
EREBTINVERE > HILEEN > MIEGEZ FE" -

ELIE > BPAE P T SRR s SR A AR AN - (BB B RERE e HY IR EZ 40 (]
figon ? BNEE Rz B o B M s IR ARsnRE ) - A S e T 494838 51
APHEAPSERE R ST IR ARt - B SRS AL TERZ A0 T I LR G 2

AEPEAEES B DAPS R 5 - HERDES AR FAUSE (cross-border crime ) HYERRE

B —EIEIEES R R AV EEE ST BRERER R I Re Bz SR E e TEE - 22
BiAER - X ENER A FRRER ALY HiVER B FrE AERS DU
ZEER C A FRVERS vl DB RAYE  XE Y B K Z BE rl s B E g
X EEEENERE N LR B R EA L ARTAS - B fE @i R e

Y B8 Z B7R ol RE S RN HE - NSRS e Ei YR A EH L g - &
*# Podgor f5t » (EIFEEEPLIER S » WS ARG EMEEAE

HERE > TRTBAAERICTE AL ARRFAIL — R " 5F 5 2 MIREZAKYEE 22 56 S
FRAE » BT PP R 2 AH R E B B E DU i & T BT VB R AR
ERERERTIE » 2N ARBEAES BN ZE KA ? Al#ERINZE - SR IE A =1
737% (pragmatic approach) > REZAKIIVREE AN T 2 FLTREF S 4 2R —

105 R. Rahman, supra note 102,at 411.

SR MoTHR R ERIC IR AR SEREONE B S DT ALY B IEREAE
EMRZEATE RS > REI99 £ 6 H > H 126 °

197" Alisdair A. Gillespie supra note 6, at 27

108 Cybercrime Convention, Art.22(2): Each Party may reserve the right not to apply or to apply only in
specific cases or conditions the jurisdiction rules laid down in paragraphs 1.b through 1.d of this article or
any part thereof.

19" Alisdair A. Gillespie supra note 6, at 28

1 g s, Podgor, Cybercrime: Discretionary jurisdiction. University of Louisville Law Review 47, 727-738
(2009)Podgor, E.S. ‘Cybercrime: Discretionary jurisdiction’ (2009) ,733.
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AL A REAT" - FEILAT RS 0 & T 2 EEE (multiple jurisdiction) |
MIE " HEEEE (concurrent jurisdiction) | °

TERES VAR 2 BREEIRAEN - @EH T I EEEFEFA (the
principle of double jeopardy ) ; » JREI—{E AR ESEIEME R ERET » 28110 -
Pt— R ATE R A RSB - R A WIFRILE IR > MG FEXY Z
EIRSE - e SR REE T AN EERSTZ M8 - MENENERIEET
22'3 o

PRI > —(EAESELT R AR AT RE[RIR R 2 — (BB SR 1] > SR IE IG5 5%
AHINER 7 saT R AN B R MBI 5 32T I NS DU T - B RE A (2
R — R AT LB NE T RGO E T EEREAR - HINIUTRT R
N DU TH S I S A 7 B TR - 83015 2 350 D2 E (e L 2R
HrAEI R > (AR = S fE AR E R X URJE(EEFREAY Y #1TH
&> XINRAZ BN AGREARENE Y ERoR SRR Ei B e i
{EAESE RIS © UAREIE S - JUFRI TR A D Bt H T X AT BRI T Ry 2 ot
BVARI > WHEE Y A R HIR T2 R EUARRE > TR A R (EIL SR T R Al
AR HARIS N 3 A VR E RN E R > REIAIR AR UIRGE IR S it 2 AR E R
EEERE  BREETEE T D - SRS AT REE e D AT TIEST > SR HTRE
FA—(EE R EAVUIRE A IR s (HIRSEERE EETAIEE D
RETEST  IRIFEBIAES UED - HEHEAAR SN EE LA (5 HAT 5
SEPHTIESTT © % ZE B BT D SR - e R —SoE DR
B > HAETEEISE N TR R 2 TT Ky LB Al RE B A EHERE - T
[ SR B AT RE AR Y EL B S Y B R R e N M BN E S 28 S & 2 B B
AR B R AU TR R A JRBME AT R TIESST - 1T AR (RS [k
USRS -

Ht— " ZEERE | TR R EREEE A ETERE ST R A S
HYFam o R0 2T i 25 A PR a4 L3R 2 —7& McKinnon v. United
States'? > Gary McKinnon /& —{BE{E SEIATARSHIEES » A AR ST Sk oM aae s
M AEBF LA KB 245; (the US Pentagon system ) * EFHE EEEENEMER
THEESU - G HAE R R B /D S B g As i A F RIS - McKinnon
S D0 MR (AR SRR T By » (EAREREEZEAT Ry 5 SREIBUAF SRS D R H

1L Alisdair A. Gillespie supra note 6, at 29
12 http://lexisweb.co.uk/cases/2008/july/mckinnon-v-government-of-the-united-states-of-america
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& BIERSILTEFEREAYFETE » McKinnon HIESR Gl s )8 » ) EEi5iEH
= [ HAR AR 1E & i R AR e s FH YRR SR 78 (plea bargain ) HAREREAE
McKinnon AJ#&7455 [EEEH] -

FEME—Z 0 > B RSB B HAE R - (E AR A B A] St T 2
McKinnon HYSZ & w8 R HMEETL B 2 A FIMIESREL - B BPRRIIN 2 AT e L
APESECHET TR McKinnon S ia LBl Z HEZ 3 H] 5 2RI > RS —am b £t
Ry E SR PR B E 4R E - ZIRFRVER RO =R FEEAMEH 3
s b > FREEFYAEST McKinnon AHGRAVENE - FLEIBL RV IRE B a TR T
BRI - RRAEERERE S BRI NER - HEHER"

HERERETEANZAE

FEEFRRERR

ZE TR RES YRR SEE

FTAHIYIEE AR SR |

FEEltag B v LA McKinnon AT Ko Z AR THRRL i KRR E 2 H%55TT
REAREHAHVEBE A AEREIRA -

AN e

i ERARREA AT AL BRI UIEM A B A RS A S (BN - B
FER TEEEWMAEERE (overlapping jurisdictional claims) | HYREE - M EGETF
DA#EZ TS (on a bilateral basis ) SREFOREA 2 BB SN - BE 2 IEEHE
ENETT I B REENREENERTT B AR - KE BRI IR E R4
RN - G EREAEERE - (ST R N IE RV oI RENE 2B
FENERERERS DRYAERSEN R AR EILIRITHE M 5
HUAE [EIHA AR » fmEe e S i AV - EIE AT RER 4 - BIFRFREY -
FERl 2R ERMERIREY - £/ DRt ESrV A e s Or e Bk — 20 » AR HIEE AR
Rl $HETEUATIE 2 E B A2 i e PR — 2R AE > EBREUFE I — i R
R R E WS ERIUIE - BRI — B - B2 0 Rt — i
5 B BRI A B R E S RS ER -

13 Alisdair A. Gillespie supra note 6, at 30
14 1d, at 32
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HBUUE AERTEETT A (Fraud online)

o -

MRS TR T Ry TR B REIEIE i B L H H a8 AR > sk " 4ER%
TR R B A R RIS TR BRI AT T SR ORI EEEEHR (Nigerian mail
fraud) ; (SRR "419 FFEL, ) » B E2—fE " H{I# (advance fee) | &F
HO REEEEAVERE N A B ZOR R B IR B A B R — R H &8
IEEHFE RIS > By TR — HAY - TR RS HVERITIR P EREAA - 44
PR o] ASR AU TR T o A4 5032 B ~ VDA KRGS g E R RE S (TLAE
Z 7B YOS R A T IR E VRS BRIKER - 58 KA B
(FEEH ) 2 B AR S 4 7 =TT » QPR R Y SR B (E 1T Ry 15 DAME R FE 1
FENE TR A BB N E R - o IR A - RIS
75 el 7 T BRI S B - B MRS —EE KA - MOk
2 HHERS (S0 P AT 4 EE B e i B s - 1T 50 FH A PR A A T TR TN R 2
RIZ&ET - 75 2013 4F - E3EEH 61 %HIEEE NS AR RS T R e fl
EH o fEER - EiE{TEERE EAEIRAVELGIEE 2011 FHY 18%fEmE] 2013
Y 35% 7 o Bh—iESA 2R AT S R AE QRS TRSHE - AO0LLREHE (Bitcoin)
FEHEE (virtual currencies ) R R EHUUIES IS TSAYE L - PR
BRSPS AL S HE R A AR A T — (B A ] e s i e TE 0] FE B ¢
B N A IR AR LGRS G A IR B 4H AR AV S © TE4ERS
REEH > Pl B [ s gy =K E B B SRR B - MAE4Ers e 2 U2 M3t
A — ) RFHRAVIIRVE B 61 = E4nValss TR REAMEIIE -
MR T EHEMIEFRNAERE " - BE > R TEAN  (TRE R EET
DARgiei HEE 51 et PRAE R (B a5 - h4h - RS EFIRAY 2 E ]
EEREREZARE (the multi-jurisdictional nature of online fraud ) {HFH & BLiEFFES &
FyNEE - Kl @0 BB NV EER » SR AT Ay T 8RR (micro-frauds ) |
o BRAUITHTERUACIERTIS FTREEAY - R S DU AR o (HIE T R AR

15 . Clough, supra note 29, at 210

16 g Finch, ‘“The problem of stolen identity and the internet’ in Crime Onling, Y. a. Y. Jewkes, M, Ed.
(Willan Publishing, 2007), 38.
7 D.s. Wall, Micro-Frauds: Virtual Robberies, Stings and Scams in the Information Age. T. H. a. B.
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AR B BT EHHIHE AT GHIA G il R i Y » (LA T > B
1&5@5“%%15%%%%@&7@@ FFHCUIEA R (R s e 5 i (kb

118
o

BT GERREEC A

HERSTEIAT RIRREEE % ATREE A Ry N

BT HOEPYETEER (Fraudulent sales online)

ARSI AR AR B A 1 - (B B B T H A2 e &5 A U
PR E  (HE T HEAEWEIEYIEEARC A S T HE R EE Sy
(¥ - BYIWVHEBE DT THER A  FORMEMES T - EREEET - 3
BRSSO Sy AT FOS B RVEUEE - TS A nERY e
TEN SO Pl A RE R GRS - BT SR LR S NS A F S E K4 -
SN RS AE T RS o AT RE R RE S TS - BURIE M o MHEHE THVERRE - JEksiE
A AMERS PR TR 22V i - 12 B <E S R IB TEARE] » BERSE =078 5)
#E5 (W1 PayPal ) HHIZMTELES - {H(E H-REUEECFR (credit and debit cards ) 574
TEHERE AT i R - IS B RIVE B R RS A R 2 B R

FTIE FEEZEHER (Advance fee frauds)

i by RS TESR A 2 — & T RN ETERR - #E ASGERIRTE TR 2
HECAR B M 2B (HRf&% 25 > A1 - PRERECE MEH] ( “get rich quick”
scheme )~ P 24142 ( business opportunities )~ 21 5 & f&&7:5( educational qualifications ) ~

Schell, Ed., Corporate Hacking and Technology-Driven Crime: Social Dynamics and Implications
(Hershey: IGI Global, 2011), 69.

118 R. G. Smith, in Handbook of transnational crime and justice, 2nded, P. R. a. J. Albanese, Ed.
(California: Sage Publishing, 2014), vol. Ch7.

119 J. Clough, supra note 29, at .212
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8% ZERR (lottery scams) DA FA#IRENZERR (financial advice scam) 5§ » S5HF
i | THEFERR (rental scam) | - BLAEMERS FEESEBRAVHEYA: - #5LUEHT
(il NERI AR A& R (financial deposit) 5 #T4EAR - F AR FETEICET A S
TgyErEERR ( “dating” or “romance” scams) | DAK T BB EEHLEERR

(' “computer support center’ scams) | °

Frasiy " g EIR ) BE AT A AL S HEEEGH B AERERVIIR = (chat rooms )
SFHMEA  EBREEE AHEE SR EFR G IER R EE L —HET#E
(EHER% > BIDASSRAVFE =0k e 88888 - 12 2012 4F - T 4pRIR IR
i (the Internet Crime Complaint Center ) | UXEIIAREY 4500 -4 FEERAVEER » 18
KA S T 5 HEES" ) BT LA > WEALEREE SN
FEHR R ER2EEAGZ - 58 il B SETER( Computer support
scams) | RAINEFEHE ABERIEE IR B HIAHE A TV ES - ZREFHS THEAL
& HNERBIEMIEY BRI R SRR W E &GRSR -
TR MEMAES [ FEEETE A SER » bR TR 3 Atz
AT SR Y B 7 » AOFEHRTT o A P RE B BB S Y i P 2E AR S
A s R ETE N EFERIER » 1] gE B2l N & AVAREAI YR - fEH Lk
ZAHH o 1 N2 FTREA FAE By T 8852 (money mules » FRIEEM Y AE ) |
MBI A S - HEIWIBIFEE ER eI DL "% TAF (work from home) | HY
BE = AEORIR S TIR S - MR R E 8y TR - BEZRE
IEEI IR E A T 2 — e TR P RE g EN L IR MAAZ LU
it 2 e e S

BT BEEEYEHR (Click frauds)

SRS TR ID U ARy T B ERA R EEERE AR
BT ELE B B R B AL B AGTR  BUhAT A & AT RE AL DA FHRR(E
B5TIHI7T RAANFT I E Y - B0 DA B B LS e R b iR B (E R 2
{Earinh (false website )t RTREME FH AR 5 [35%8  HE IR 5 | B 2% = 440k (client
site) > BUAEBI IR —HERR S AT T -

1201, C. C. Center, "Internet crime report 2012, (2012), 16
121 J. Clough, supra note 29, at 215
122 AAustralian High Tech Crime Centre, Money mules, High Tech Crime Brief No. 16(AIC, 2007), 2.
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SAGIAEER » AF Facebook, Inc. v. MaxBounty, Inc.,—Z&'*tft » Facebook Z£f
MaxBounty {3 FHEIE A SRS TRV EAE - TR e E S A
BGEEEE = (R M ANERT B Y o S g ETREEA T IREFEE (limited time
offers ) | AYEEZ AR5 (R - BIEY)REGE AR EBRSHIRHRL ZE m F B
— HEE 2 1% o (RS v RE RS [ 255 = T R SE M 4mG - AT # B SR ESE R
H % B RE S R4 (B R - 3575 MaxBounty 1 DL 8 HES [$1]55 = FH4EuEAY R &
1SEERBN - PLRTRE SRR B -

FIUE B rFERERIEIFE (Electronic funds

transfer crime)

R FEIUTRCEIS > ERGR RV RRE F I E S - B5H > REHIE
AL AP RIID U E > MR RS K A RIRMER - REBER 15 LUK E#
s > A RERSEA [ A E R T S0 RIEe 58 - Bz vl ae B AN S AR &K
TRAEHIHE > BB AR T Rt — H Y - lEE MRS e RlAy AT > Htk
FeEAUIRIS [ IR B > INEREHUE B (2 7 o FH B A4 P B ol - EEIEE
T REIRIUIE H 28 B 2 45T - ATAPRE] T —3R ATM # 9% B —Hd
ZEEHALSE - -

BRIE FERMERE (Fraudulent investments)

AP PR O TGRS B e YR I - E iR - WHVUSET R
NS BB — AR E EEHIHENE K S & R A 2 &
AUEERCIT S8R FRE o ST AR I SRR E T E » BRI
BRI DR Ry DRt A - AR R MR B B4 © 6 FHAiRE Al & i 2
FIFERCENHEY > BERUERTERY " UHEREE (pump and dump/trash and cash) FF
Bt ) > 25 T DUBLAE R B At A i P T S R (R YRR B Bt AR A A
ERERESE .

123 274 FRD 279(ND Cal. 2011)
1245, Morris, "The future of netcrime now: Part 1-threats and challenges,” Home Office Online Report
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B RS Z AR EEER

H—IH #EEEeYA (Phishing)

Fires | 4R A R SR B <X T2 (social engineering ) BV4FE & TEEY) -
TR MM E F Ry T USRI T Ry N i B T (R B I A B B - (] S
N5 R SRR MR AR ™ A4 SV R I B AR B Ay4Enh (ZnsRTT4E05)
ik o WESRI BN IR P ERUETIE ) BYE 2  WE GEEIR S EE
R o SRAT VARSI H A e AER - RS G2 FRER R AR & - ZFES
RI#E FHAHES T B JUTE -

50 0 Fres T STHEEAERES S (Spear phishing ) | —E AR A g R E
NEERSHAERE TR ™ » BROIAER - B e LinkedIn S EFAENL 218\ &3
BE HYRBEFTE > WTRE B DAE Ry TR 2 (8 A B S B B (U T (E 4IRS 2 f
IR IS T - SEES VAR S ARG R B N - AT RER A R AL TR
TR AAHIRF &R > BB R EIE & T AT S - & 5E
Ay RERR IS R AL RSN - B0 88 5F (1 n] B M N2 5 Fers BRI Y
TEZE  BORWE NI BB BRI ERAE ] - & RIS AR AR
B RS EE L FTRE R FH L — S TR G (O B R IR P A - BRI
AVREE IS R — (R B A B A ARG S - 8 R (o P (R iy Aot - o
AR {8 P2 B I8 AR - B 118 SR S M B S A A B8 » BRI T/ AR
ZHA LRGP ERe S DAL R B GV RESCE #iE N
HES (R BRAE UL H ZOR R PR (N & ERIGRE SIS E R - S8 —(ERER IR
FEER o S PR ST S > — ELBLEIEI S Mk g acsk (keyloggers) B¢
AR (Trojan) FEE LA -

No. 4 (Home Office, 2004), 17

125 Binational Working Group on Cross-Border Mass Marketing Fraud, Report on Phishing: A report
to the Minister of Public Safety and Emergency Preparedness Canada and the Attorney General of the
United States(2006), 4.

2% 1d, at 8-9

127 F, paget, Identity Theft, White Paper(McAfee, 2007), 8.
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BTIH  48ubeE (Pharming)

bR T LU e At A A ST A (o (o P B A E Y S s I
fillRERR » BIAD © GEREAVAGIER RS i E IS IR E SUAAYSERRPEE - BN IRV
g (QOLL” com” A" org” ) o (EFG{EFHERAG M EHAE 2 (R - S R
AYRERRRIZ ARy T 48hks% (pharming) | ©

Frasny " ghkEsE | 8 B EE A RYFERRECT - ARSI
AR - FEH AR B EREAAREER (Trojan) » BGEF B FERES (Domain
Name Server »  DNS Server ) BRI » fRF5E 6 asth 5 [ E (il AUk » (=
HENEZER - BEHHEE2E S A —(ES R4 (Fl -
www.google.com )  EHEHAR—HBH AV E (FIA0 ¢ 74.125.198.94) - iEEk
TEPTERHY TDNS #5% | B DNS {alfleas 2R AR - & —& (8 DNS {Elfkkes Fm
HIRE ZEWHE T - & (E A & A — (& SR b Ay 4gak - Al m — (BRI A
Hguh - HZ Vs aEnhse 20 B AR i — 20 BEUE HE DU B AR 41k -
AE o A AR E R o BEEL DNS fAlfikes L ERNEE WA S S - HiEX
EREHEAHY DNS TREUEZ AR EREEZS T » REEXBI AT LUSEEEERRER -
FRENE » B ARKEEE T HE MBS B IERRAELLE » A B 2R ER
& AE B RS R & AR A ERME X R SR E T4
SR EE RS 4274 2006 FEAYSEBEMAENE - B @il A EAREs (DNS)
15 AR EZEE ABC ~ American Express ~  Citi and Verizon Wireless 25—
2 (EAEE A st - B REnI R R -

ET=IE HIERER+F (Credit card skimming)

sk E A2 EEERNERH FEEPEEREEGER B 2R EE Tk
HRBZ” R FIRET ZEAR - BE RREMR SRR EERRHL

128 3. Clough, supra note 29, at .224
129 https://www.networkworld.com/article/2313049/lan-wan/how-to-prevent-pharming.html
30 Model Criminal Code Officers Committee, Model Criminal Code: Chapter 3, Credit card skimming
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TSR B AR SR H ZRHERUE - R R S B T DA
SRR B T AP RIS - R LB AR b DM (E T
FH MRS T AT MR - B » S [ 22
BT 2 M F R B - th TR e T B R AL PR
R BN RH T A PR DM R S AR AT A A O

BUUE B4R (1dentity Theft)

R EATET - AFIEEFEEHE CS 0PI ATESAT - ERE
M- REEVISH RIS - BIRTRT R AR MR A S 07 RIATRERUSIRAA
JEZAHIRER > ELEE FIRE (R B (0 TSR ADZ R B T B03303E (identity
crime) | > AEHAFEIIT R Z ARG — -

B T BAEEE ) R R A E SR TVETR R T B E IR
(identity fraud) | 8¢ " B35 (identity theft) | » FHHHFREMSZESR > i " 5
{34058 (identity crime) | & HAAE WS E RS (I TIEIRAVE HEE T - ATRE
BFEZEEE - B ORI - IRARREGMN L > ] e e R R EREAE
g8 - BRGNS EES B E 2 EBE0R s 1 " BrFER (identity fraud)
W R REEN SRR - fE A BB - &Y
FIZSEIRRS © 7 T B EEEL (identity theft) | FIE(sE FHEEFAVEAE S 15" - #7
B2 B0 TRE S (TR i i R B A TR AIUTR T By RUEHERH B
& E TR USE A BT 2 A BV E A B R R s s
B MR B 132 TR (B H A AR ETE N A S B0 & ORI 1T Ry e
TTRRET™ » il T BEEE | th—FHsENE R EasPTiE

PRI > Em R T B, R AMEN  FRAERS - 'k ZA
B T #E ) /Y REE S IR T IR TR » =R

offences, Final Report(2006), 1.

Bd, at 5.

132 Australasian Centre for Policing Research and the Australian Transaction Reports and Analysis
Centre, Standardisation of definitions of identity crime terms: A step towards consistency, Report
Series No. 145.3(Australasian Centre for Policing Research, 2006),9-10.

3 Model Criminal Code Officers Committee, Identity Crime, Final Report(2008), 12.

51



TIL TSGR T X T B A s FARIE AR A B s A -
SRIM T AR Sy A AT RE S A R 1R B 19 (" B i (identity fabrication)
SCEE A By (T B4 (dentity manipulation) ; ) P e

T8 " BirEH ) BIHERER AR " By, —ETHREE
oo e Aoy TEBRE MO ES RE—E AN B EREFOIANTE LN S5
BIEL > TRIERE—(E A A BRI 2 SN ERES > e R i i s RAE(E
SRZ B A5 DABAE M A ARSI 7207 o Bh—aR R e rT iRt it fy T s ey
ENZ MR, - S AR R AP R SRS 2R SE R - BT
s SR EIMATEA IR - LhAE R  SCE R R SRR WREL
BEIRFRAPIN B 1y 580 o] DL it 2 18 07 U Thess (B2 v DU A L BV E B4
KEBH=HHZ
1 ~ V)R EEE A (biometric identity) * {ERSFRFAHVYIERFFE > WFE4L - B ~ DNA
e - fRAERESE
2 ~ i#/& 517 (attributed identity) : B MEHAERERHI S J7HE - W8 ~ HAH
HARIHOEG ~ ORI A FIaE;
3 ~ {#HEC 5157 (biographical identity) : FfIFEEIFHIAVHER ESHY S TS () » EFFE
BIE - TR ~ sl - IR - SRITIRPSE -

FERE—3 T > R TEES (0% - BAEFREEAERE S & - Bt
AR AT RE#E ~ IEEIRE BURIEHT T REE - B B o A E A B (s hl e i
BEoWE AR » R - REBAN B G RESEE " B HEZE, f " &t
&l B

HINMEFETRAME BRI EEEBE S &R T R+ BrEnErY e
FIABIATEOR TR T I NERUBE S E N NVEFE & 57 2 TR & A HIRES
W ESRFCE R E AN E R B i05eam X EAV TR — Bl — E B R
5% > BEE A EPER (desktop publishing) ~ s2{%Hk A (imaging software ) B
A (R PRI AARES I IBSRTT R ASKER > TTDA+43 B Byt B e (R &
(I REEHSCE > AR RREAE 2 TR > JREH R H SRR AR -

134 J. Clough, supra note 29, at 240
35 E. Finch, The problem of stolen identity and the internet. Crime online, (2007),30.
136 J. Clough, supra note 29, at 242
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BUUET  HERSEFRIEIR T R AR

RS FFHRBHER LR EE UG By - HEHE S B BN E B FRE
FFRTERTACERE R TRE - | FEI ) — s AR S REELUESR - BRI SEREE1FIE
—[EREE RN BROIE > BEFMRIOT A AYEE ((payment card fraud) FEfEERFRY
By FEUERERE Ry TR, BIEEA R TEMEBIRVIEIRGET L - SRR
ZENERAR T B FEI ) AYRTRE R BRI FTRE - INRZ FHEE R HEE AR
F AT RE B EA P AATF I T A BB ™ - H - BIEIRAREHVAC B R B
FEUINEAER] « FE > MR A R DA E NS EIE Rk - IR AR IEAYIE
FRERET - BESh - MEESEEIREVE IR RS - ERRRA THEA L H
7B SRR SRR A L E AN FREE R — R R - Rl 2 A%
EEREHEENEL  BENHEARETHREE" SRR e
MR B EELARS R A

FLE BRERIUEZESN

BEE 9ERIETEAEY (the Convention of

Cybercrime)
BRI - TR AR IR A A 200146 11 5 EHEX

JHER S 26(EE E R BB LA EE] ~ TIEK - HANRIEE0EBIZ BT E
EfF ML E S TIEIE AL — T 4EIEIEA4Y (the Convention of

37 Canadian Internet Policy and Public Interest Clinic, Identity theft: Introduction and background,
CIPPIC Working Paper No.1, ID Theft Series(2007), 1

38 M. McGuire and S. Dowling, Cyber crime: A review of the evidence, Research Report No. Chpt2
(Home Office, 2013),8.

139 J. Clough, supra note 29, at 229
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Cybercrime ) o S8 [ &% &7 B 28 2 4H 45%( Organization for Economic Co-operation
and Development * OECD) H 19834 ER1Z FAETRINMEEIUTEZ TEMSE -
S EHERSIUTE 2 YT LR ER o FINRFEEA R N ERAR —TE Z ATREME R
1986488 % T T BIGARILIRARBCR T ) 2 #eE » HEZRRNBEREHE&
B AR TSR (CHERHR ~ Bl - BIERREEE R - REIAEEA
B ~ REZEE - BHUSENES) HERLUNSESE Kz BONEEGR
19894E&6 No. R.(89)9 ZEASHEIEAHRBA " B 199063 T T FE A U TR~
FZET » W 199754 HEe " s 22 0 9R 8 5 2% B & (Committee of Experts on
Crime in Cyber-space) * B R HHEAEEILIE ALY » WHA20004:-12 H 31 H 2RI -
Tk T EONEE SRR AEZE | KEOESEEEAR - TERIUFEALT
Al Ry T U — S T SR T B P TR RIS &Y - 1 T 4RRAUSR ALY | i
ER R — BTEHAZ (H R PR SN R E IR T A R — B S
(] i A5 S B PR A A TR IO TR (AR — (BRI ALY R LB ~ S - ife
DIARGETEIPE A AE

S ILIE AR E S R U IR MR Z AV E]E - 2% AP S AR
Y THEEOUSEALY ) IThEE ~ HIEY > A&y KR > W& EREEE L
FE e MERED (Use of terms) - SREAAKIPHEBMTEE Z E A > JRENE
WERSIUTRA R AIMTEE A TR ESRR - BAE ¢ (1) EIEERAT © RfEE e —
4HE L 4HAH G A B R AR RS T B 2 B R (2)
BINEER | IeRHEMEE - EslEiE e 2 RN B RG T  REE 22T
FRE BRI S EIGIE AR EEASBITIIRE"  QIRBHREEE ¢ R

10Recommendation No. R.(89)9 of the Committee of Ministers to Member States on Computer-related
Crime.

MR ILTEALIIVATS SAERIGZ A S BIELT 8 BR(D4ERIETEALZ & BEIEZEE
FEONER g 2 BT R RS BB — ORI, (48R USE ALY 2 & B B R B A 4IFE
BONER R &g B & ZEE Q)4 IUTE ALY E BB KA TR EHIUIE - rert & dtim
UFRBRZ K » AR E I E L EBEIR & 1F 2 1T (DM ILI R AL G BB E T B4
FREIAAL ~ PR LB R L 2 e B (O) M UIE A4y e B R SR 4Eps Bl e T & S AT A
WAL TRZ iR - [N R Y% S U SE 2 5895 ] RE &t Bh (7 B S B R 48 48 & 1, (6) 48r& AL
RN G BRI AT BB A B E SR EF T BRI UTE 2 TN - DURIREERER - #EE
RS IEE R /R M (DA ISR A LTS BB AR T R MR ID IR AR S ~
BFOEE BT 2 B S TR B) 48R UIR A& B BIIIMERIZ A4 SR IS ~ TR &
&~ HEREAERS - DURCE R Z ORI ~ Se BB AT fE P 03 A RS HRHE AT B 77 BUE
FRL - [EIRIGREIASMEE ~ &EFTFZHERR - HILIA S TR4ERAUTR - MR ERR - A SRR
EEaEdE g - 5, Cybercrime Convention, supra note 1, pmbl ; See also Jay Fisher, The Draft
Convention on Cybercrime: Potential Constitutional Conflicts, 32 UWLAL. REV. 339, 343-44(2001)
12 «computer system” means any device or a group of interconnected or related devices, one or more
of which, pursuant to a program, performs automatic processing of data.

43 «computer data” means any representation of facts, information or concepts in a form suitable for
processing in a computer system, including a program suitable to cause a computer system to perform a
function.
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NFRERVE Z BRIt AE P B i aE T RS IR Es DU AR At B e U
R ER AR S B AR 15 O P R BB ISR R B (BB e
fRLAI BRI Z DU 2 TR ER > B S AR LU B 2 5 U i s R
a5 DEEHZ AR ~ HAYML ~ BSOS~ BRefE] ~ EI0) > AU ~ P8I o sl Mz

Zﬂ%m o

HPFSILIE AR B BRI B 2R g 4R HER BT HE T ( Measures to be taken at
the national level ) - MA&H4y B26—Ef " FAIZEEAS/A (Substantive criminal law ) | -
AN T ERERA ) PR A TR =y - ERNEAE Y RERE
&2 I [ N FEER B it > A2 P A 8B oy HIE RS A R EE 28 iR s B Rk
TEFEGIE (B EREE R EHRFEIEAREL (Megal access)HVfT A H > " 49
FAUTEALY ) TR R BET AR E IR AR IB IR T Rl NE TR & - 25 = /B
MEETFEED » EfE—RE IR AIRIR AR E M (EER o) 5 — MR R sp S8 s [ R
A EFEMEBARME - MR E AEE R BRSBTS - R E %Y
JERETT — K H— R =4V B REIRAS & RIS - 5 Bt BB A
B N EsES ISR - A RC4e BRIV AE R AR & S Bl S EEIHAVETT U "
TRk TERUEZ ALIRERET ~ AR TIA -~ BISIER ~ AKIHRT ~ B
BeFBIRR ~ PREH ~ PREAAVEEERN LA ~ B3T ~ FimaiE - RS ~ 2%
HYR B S FRR S -

FEFRIS E RS AR AR LT > BEREUTR A& L EAR S IR A USR T > SR
TUIER AR S 55— - BB BN B RME ZE S ER i s e I ~ Se ke

14 «service provider” means : (i) any public or private entity that provides to users of its service the

ability to communicate by means of a computer system, and (ii) any other entity that processes or
stores computer data on behalf of such communication service or users of such service.

15 “traffic data” means any computer data relating to a communication by means of a computer
system, generated by a computer system that formed a part in the chain of communication, indicating
the communication’s origin, destination, route, time, date, size, duration, or type of underlying service.
148 Article35: Each Party shall designate a point of contact available on a twenty-four hour,
seven-daya-week basis, in order to ensure the provision of immediate assistance for the purpose of
investigations or proceedings concerning criminal offences related to computer systems and data, or for
the collection of evidence in electronic form of a criminal offence. Such assistance shall include

facilitating, or, if permitted by its domestic law and practice, directly carrying out the following measures:

a the provision of technical advice;b the preservation of data pursuant to Articles 29 and 30; c the
collection of evidence, the provision of legal information, and locating of suspects. 2 a A Party’s point of
contact shall have the capacity to carry out communications with the point of contact of another Party on
an expedited basis. b If the point of contact designated by a Party is not part of that Party’s authority or
authorities responsible for international mutual assistance or extradition, the point of contact shall ensure
that it is able to co-ordinate with such authority or authorities on an expedited basis. 3 Each Party shall
ensure that trained and equipped personnel are available, in order to facilitate the operation of the
network.
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AIEFM IO s BIUTRTT R S AR A BRI P - BRI RSB R E R IUIR T
FoZ IR > iE—a[H& Ry Nl =fEREEE -

-

+ JEERHEFEL (1llegal access)

= IEABHETHREEERER - 2

1. JREREH(llegal interception) ™ HIEEERIE ST 2 FIFTFHRAE -
EUR SR P A s B L EE 2 s ARUE R A R A R
HEMNE R T R mERERL™ -

2. FEEEE R (Data interference) ™

3. FHEZ% (System interference™ )

=~ BT (misuse of devices)

Y7 Offenses against the confidentiality, integrity and availability of computer data and systems

%8 Article2: Each party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed internationally, the access to the
whole or any part of a computer system without right. A party may require that the offences be
committed by infringing security measures, with the intent of obtaining computer data or other
dishonest intent, or in relation to a computer system that is connected to another computer system.

9" Aricle3: Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally, the interception
without right, made by technical means, of non-public transmissions of computer data to, from or
within a computer system, including electromagnetic emissions from a computer system carrying such
computer data. A Party may require that the offence be committed with dishonest intent, or in relation
to a computer system that is connected to another computer system

150" Clough, J. Principles of Cybercrime(2010, Cambridge University Press)p.137

51 Article 4: 1 Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally, the damaging,
deletion, deterioration, alteration or suppression of computer data without right. 2 A Party may reserve
the right to require that the conduct described in paragraph 1 result in serious harm.

152" Article 5: Each Party shall adopt such legislative and other measures as may be necessary to establish
as criminal offences under its domestic law, when committed intentionally, the serious hindering without
right of the functioning of a computer system by inputting, transmitting, damaging, deleting,
deteriorating, altering or suppressing computer data.

153 Article 6: 1 Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally and without right: a
the production, sale, procurement for use, import, distribution or otherwise making available of: i a
device, including a computer program, designed or adapted primarily for the purpose of committing any
of the offences established in accordance with the above Articles 2 through 5; ii a computer password,
access code, or similar data by which the whole or any part of a computer system is capable of being
accessed, with intent that it be used for the purpose of committing any of the offences established in
Articles 2 through 5; and b the possession of an item referred to in paragraphs a.i or ii above, with intent
that it be used for the purpose of committing any of the offences established in Articles 2 through 5. A
Party may require by law that a number of such items be possessed before criminal liability attaches. 2
This article shall not be interpreted as imposing criminal liability where the production, sale,
procurement for use, import, distribution or otherwise making available or possession referred to in
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H o £ T EAERSAHRIRIEIE T A (Computer-related Offences) | J5TH > §5
& BB FH DAE R (R AU TREE SRV AT A USRI T By BEZAEER B b ml R0k ss KD
BEWVIEIETT By > (EAE B USEAKIHERF &5y R R (ExEE - Bl T {57 SRS AE R
1B (computer-related forgery ) B I {5 F BB & AHBEEERT T B (computer-related
fraud) ™ o ifEELAAAERARVILSEIT A5 (content-related offences ) J5TE » A3
ERSEEOR (child pornography ) 7 BLAURERI™ - 1% » Al KEBLEERERE K
HARBAREA B RIHVIETE 1T B ( Offences related to infringements of copyright and related
rights ) " o BEEENUTRIT Sy 2 I ERBHST » ] 3 (AP e S A 4R A TR R R Sk T
1 -

paragraph 1 of this article is not for the purpose of committing an offence established in accordance with
Avrticles 2 through 5 of this Convention, such as for the authorised testing or protection of a computer
system. 3 Each Party may reserve the right not to apply paragraph 1 of this article, provided that the
reservation does not concern the sale, distribution or otherwise making available of the items referred to
in paragraph 1 a.ii of this article.

154" Article 7: Each Party shall adopt such legislative and other measures as may be necessary to establish
as criminal offences under its domestic law, when committed intentionally and without right, the input,
alteration, deletion, or suppression of computer data, resulting in inauthentic data with the intent that it be
considered or acted upon for legal purposes as if it were authentic, regardless whether or not the data is
directly readable and intelligible. A Party may require an intent to defraud, or similar dishonest intent,
before criminal liability attaches.

155 Article 8: Each Party shall adopt such legislative and other measures as may be necessary to establish
as criminal offences under its domestic law, when committed intentionally and without right, the causing
of a loss of property to another person by: a any input, alteration, deletion or suppression of computer
data; b any interference with the functioning of a computer system, with fraudulent or dishonest intent of
procuring, without right, an economic benefit for oneself or for another person.

156 Article 9: 1 Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally and without right,
the following conduct: a producing child pornography for the purpose of its distribution through a
computer system; b offering or making available child pornography through a computer system; c
distributing or transmitting child pornography through a computer system; d procuring child
pornography through a computer system for oneself or for another person; e possessing child
pornography in a computer system or on a computer-data storage medium. 2 For the purpose of
paragraph 1 above, the term “child pornography” shall include pornographic material that visually
depicts:

a a minor engaged in sexually explicit conduct;

b a person appearing to be a minor engaged in sexually explicit conduct;

c realistic images representing a minor engaged in sexually explicit conduct. 3 For the purpose of
paragraph 2 above, the term “minor” shall include all persons under 18 years of age. A Party may,
however, require a lower age-limit, which shall be not less than 16 years. 4 Each Party may reserve the
right not to apply, in whole or in part, paragraphs 1, subparagraphs d. and e, and 2, sub-paragraphs b. and
C.

57" Article 10: 1 Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law the infringement of copyright, as defined under the
law of that Party, pursuant to the obligations it has undertaken under the Paris Act of 24 July 1971
revising the Bern Convention for the Protection of Literary and Artistic Works, the Agreement on
Trade-Related Aspects of Intellectual Property Rights and the WIPO Copyright Treaty, with the
exception of any moral rights conferred by such conventions, where such acts are committed wilfully, on
a commercial scale and by means of a computer system. 2 Each Party shall adopt such legislative and
other measures as may be necessary to establish as criminal offences under its domestic law the
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infringement of related rights, as defined under the law of that Party, pursuant to the obligations it has
undertaken under the International Convention for the Protection of Performers, Producers of
Phonograms and Broadcasting Organisations (Rome Convention), the Agreement on Trade-Related
Aspects of Intellectual Property Rights and the WIPO Performances and Phonograms Treaty, with the
exception of any moral rights conferred by such conventions, where such acts are committed wilfully, on
a commercial scale and by means of a computer system. 3 A Party may reserve the right not to impose
criminal liability under paragraphs 1 and 2 of this article in limited circumstances, provided that other
effective remedies are available and that such reservation does not derogate from the Party’s
international obligations set forth in the international instruments referred to in paragraphs 1 and 2 of this
article.

158 each Party shall adopt such legislative and other measures as may be necessary to establish as
criminal offences under its domestic law, when committed intentionally and without right, the causing
of a loss of property to another person by:

any input, alteration, deletion or suppression of computer data;

any interference with the functioning of a computer system,

with fraudulent or dishonest intent of procuring, without right, an economic benefit for oneself or for
another person.

I > JH S " suppression” » 72" data suppression” {45 "the process of withholding or removing
selected information—most commonly in public reports and debates—to protect the identities, privacy,
and personal information of individual students, teachers, or administrators. Data suppression is used
whenever there is chance that the information contained in a publicly available report could be used to
reveal or infer the identities of specific individuals. (see :
https://www.edglossary.org/data-suppression/ ) BL[L i » AL T A\ RS AW ERHEE ]
5 3REE 7 FORE TR A YRS - Bk - EEGRIRIS o EEE A I S s (B ER -
il A AIGEDMER DT A - LR (R - ) BokiZ IEEEE R T R, -

1603, Clough, supra note 29, at 232
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181 J. Lynch, Identity theft in cyberspace: Crime control methods and their effectiveness in combating

phishing attacks. Berkeley Technology Law Journal 20, (2005) ,259-294

162 18 USC$2314. It has been held that computer time is a ‘thing of value’ for the purposes of this Act:
US v. Seidlitz, 589 F 2d 152 at 160(4" Cir. 1978)

163 J. Clough, supra note 29, at 235

164 <conduct by a person that causes a computer, a machine or an electronic device to make a response
that the person is not authorized to cause it to do.” See s. 480.1(1)Criminal Code(Cth)
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185 Model Criminal Law Officers Committee, Identity crime(2008), p.15.
1%each Party shall adopt such legislative and other measures as may be necessary to establish as
criminal offences under its domestic law, when committed intentionally and without right, the input,
alteration, deletion, or suppression of computer data, resulting in inauthentic data with the intent that it
be considered or acted upon for legal purposes as if it were authentic, regardless whether or not the
data is directly readable and intelligible.
167" J. Clough, supra note 29, at 237
%8 Article 23 — General principles relating to international co-operation

The Parties shall co-operate with each other, in accordance with the provisions of this chapter, and
through the application of relevant international instruments on international co-operation in criminal
matters, arrangements agreed on the basis of uniform or reciprocal legislation, and domestic laws, to the
widest extent possible for the purposes of investigations or proceedings concerning criminal offences
related to computer systems and data, or for the collection of evidence in electronic form of a criminal
offence
%9This article applies to extradition between Parties for the criminal offences established in accordance
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with Articles 2 through 11 of this Convention, provided that they are punishable under the laws of both
Parties concerned by deprivation of liberty for a maximum period of at least one year, or by a more
severe penalty.

™%\here a different minimum penalty is to be applied under an arrangement agreed on the basis of
uniform or reciprocal legislation or an extradition treaty, including the European Convention on
Extradition (ETS No. 24), applicable between two or more parties, the minimum penalty provided for
under such arrangement or treaty shall apply

" The criminal offences described in paragraph 1 of this article shall be deemed to be included as
extraditable offences in any extradition treaty existing between or among the Parties. The Parties
undertake to include such offences as extraditable offences in any extradition treaty to be concluded
between or among them.

1721f 3 Party that makes extradition conditional on the existence of a treaty receives a request for
extradition from another Party with which it does not have an extradition treaty, it may consider this
Convention as the legal basis for extradition with respect to any criminal offence referred to in paragraph
1 of this article.

"parties that do not make extradition conditional on the existence of a treaty shall recognise the criminal
offences referred to in paragraph 1 of this article as extraditable offences between themselves.
"Extradition shall be subject to the conditions provided for by the law of the requested Party or by
applicable extradition treaties, including the grounds on which the requested Party may refuse
extradition

1751 extradition for a criminal offence referred to in paragraph 1 of this article is refused solely on the
basis of the nationality of the person sought, or because the requested Party deems that it has jurisdiction
over the offence, the requested Party shall submit the case at the request of the requesting Party to its
competent authorities for the purpose of prosecution and shall report the final outcome to the requesting
Party in due course. Those authorities shall take their decision and conduct their investigations and
proceedings in the same manner as for any other offence of a comparable nature under the law of that
Party.
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®The Parties shall afford one another mutual assistance to the widest extent possible for the purpose of
investigations or proceedings concerning criminal offences related to computer systems and data, or for
the collection of evidence in electronic form of a criminal offence.

""Each Party shall also adopt such legislative and other measures as may be necessary to carry out the
obligations set forth in Articles 27 through 35.

8Each Party may, in urgent circumstances, make requests for mutual assistance or communications
related thereto by expedited means of communication, including fax or e-mail, to the extent that such
means provide appropriate levels of security and authentication (including the use of encryption, where
necessary), with formal confirmation to follow, where required by the requested Party. The requested
Party shall accept and respond to the request by any such expedited means of communication.
Except as otherwise specifically provided in articles in this chapter, mutual assistance shall be subject
to the conditions provided for by the law of the requested Party or by applicable mutual assistance
treaties, including the grounds on which the requested Party may refuse co-operation. The requested
Party shall not exercise the right to refuse mutual assistance in relation to the offences referred to in
Articles 2 through 11 solely on the ground that the request concerns an offence which it considers a fiscal
offence.

18%Where, in accordance with the provisions of this chapter, the requested Party is permitted to make
mutual assistance conditional upon the existence of dual criminality, that condition shall be deemed
fulfilled, irrespective of whether its laws place the offence within the same category of offence or
denominate the offence by the same terminology as the requesting Party, if the conduct underlying the
offence for which assistance is sought is a criminal offence under its laws.
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181 18 U.S.C. §1030 , see: https://www.law.cornell.edu/uscode/text/18/1030
182 18 U.S.C §1030(b)

183 18 U.S.C §1030(c)

184 18 U.S.C §1030(d)

185 18 U.S.C §1030(f)

185 18 U.S.C §1030(g)

187 18 U.S.C §1030(h) ,

188 18 U.S.C §1030(a)

189 18 U.S.C §1030(a)(1)

%18 U.S.C §1030(a)(2)
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19118 U.S.C §1030(a)(3)
19218 U.S.C §1030(a)(4)
19318 U.S.C §1030(a)(5)
19418 U.S.C §1030(a)(6)
19518 U.S.C §1030(a)(7)
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19 18 U.S.C§1030(e)
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97 G. Press, supra note 1,at14
19 928 F.2d 504
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199 G. Press, supra note 1,at 15
“Ohttps://www.gpo.gov/fdsys/granule/USCODE-2010-title18/USCODE-2010-title18-partl-chap47-sec
1030/content-detail.html

“the term” damage” means any impairment of the integrity or availability of data, a program, a system,
or information.

“2the term “loss” means any reasonable cost to any victim, including the cost of responding an offense,
conducting a damage assessment and restoring the data, program, system, or information to its
condition prior to the offense, and any revenue lost, cost incurred, or other consequential damages
incurred because of interruption of service

203 18 USC§1028( fraud and related activity in connection with identification documents, authentication
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features, and information. )

20418 USC8§1028(d)(3):An identification document is a document made or issued by or under the
authority of” specified US or foreign governmental or quasi- governmental organisations which, ‘when
completed with information concerning a particular individual, is of a type intended or commonly
accepted for the purpose of identification of individuals’

205 18 USC8§1028(d)(1)An authentication feature is ‘any hologram, watermark, certification, symbol,
code, image, sequence of numbers or letters, or other feature that either individually or in combination
with another feature is used by the issuing authority on an identification document, document- making
implement, or means of identification to determine if the document is counterfeit, altered, or otherwise
falsified

206 18 USC81028(d)(4): A false identification document is ‘a document of a type intended or
commonly accepted for the purposes of identification of individuals’ that ‘was not issued by or under
the authority of a governmental entity’ or was so issued but was ‘subsequently altered for purposes of
deceit’ and appears to be issued by or under the authority of a specified US or foreign governmental or
quasi-governmental organisation.

20718 USC8§1028(d)(7) Means of identification is ‘any name or number that may be used, alone or in
conjunction with any other information, to identify a specific individual’

20818 USC § 1028(a)(1). ‘Produce’ is defined to include “alter, authenticate, or assemble’: 18 USC §
1028(d)(9). :knowingly and without lawful authority ‘produce an identification document,
authentication feature, or a false identification document

20918 USC § 1028(a)(2). knowingly transfer an identification document, authentication feature, ora
false identification document ‘knowing that such document or feature was stolen or produced without
lawful authority
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21018 USC § 1028(a)(7). knowingly transfer or use, without lawful authority, ‘a means of
identification of another person with the intent to commit, or to aid or abet, or in connection with, any
unlawful activity that constitutes a violation of Federal law, or that constitutes a felony under any
applicable State or local law’

Mnowingly trafficin “false or actual authentication features for use in false identification documents,
document-making implements, or means of identification’. 18 USC § 1028(a)(8).

212 Alisdair A. Gillespie supra note 6, at 75.

231538 ¢ he is not himself entitled to control access of the kind in question to the program or data.”
2457 55 - ’he does not have consent to access by him of the kind in questioning to the program or data
from any person who is so entitled.”

215259 F.R.D. 449

2%y ou may not use the Services and may not accept the Terms if you are not of legal age to form a
binding contract with Google.
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HIENLEEEHAZE (ThePederal Information Security Management Act of 2002,
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Y[Y]ou agree to... provide accurate, current and complete information about you as may be prompted

by any registration forms on the Site (“Registration Data”) . . . [and] maintain and promptly update the
Registration Data, and any other information you provide to Company, to keep it accurate, current and
complete ....”

28y ou must be at least eighteen (18) years of age and single or separated from your spouse to register
as a member of Match.com or use the Website.”

21%4F 2015 £ 4/21 , U.S. Senators Ron Wyden (D-Ore.) and Rand Paul (R-Ky.) Representative Zoe
Lofgren (D-Calif ) LIS &R ~ B52 R WIeey TR 2L T Aaron's Law PABCE CFAA > USRI
FHVE L > BUERENVAERSIUIE L - M EA BB IR R ERT R -
https://www.wyden.senate.gov/news/press-releases/wyden-lofgren-paul-introduce-bipartisan-bicameral
-aarons-law-to-reform-abused-computer-fraud-and-abuse-act-

#2 senators Kirk (R-1ll.) % Gillibrandgd (D-NY)#ZH! Data Breach Notification and Punishing
Cyber Criminals Act (DBNPCCA) » 754 =i & SR 4Ers JUIRHYET E -
https://www.eff.org/deeplinks/2015/04/aarons-law-reintroduced-cfaa-didnt-fix-itsel f

221 https://www.congress.gov/bill/113th-congress/senate-bill/1353/text
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226 18 U.SC1030(a)(4)

227 M. C. L. O. Committee, "Identity crime : final report / Model Criminal Law Officers' Committee of
the Standing Committee of Attorneys-General,” (Australian Government, Attorney-General's Dept.,
2008), 14
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fffg% - 18 U.S.C§ 1030

(a)Whoever—
(1)having knowingly accessed a computer without authorization or
exceeding authorized access, and by means of such conduct having
obtained information that has been determined by the United States
Government pursuant to an Executive order or statute to require
protection against unauthorized disclosure for reasons of national defense
or foreign relations, or any restricted data, as defined in paragraph y. of
section 11 of the Atomic Energy Act of 1954, with reason to believe that
such information so obtained could be used to the injury of the United
States, or to the advantage of any foreign nation willfully communicates,
delivers, transmits, or causes to be communicated, delivered, or
transmitted, or attempts to communicate, deliver, transmit or cause to be
communicated, delivered, or transmitted the same to any person not
entitled to receive it, or willfully retains the same and fails to deliver it to
the officer or employee of the United States entitled to receive it;
(2)intentionally accesses a computer without authorization or exceeds
authorized access, and thereby obtains—
(A)information contained in a financial record of a financial institution,
or of a card issuer as defined in section 1602(n) [1] of title 15, or
contained in a file of a consumer reporting agency on a consumer, as such
terms are defined in the Fair Credit Reporting Act (15 U.S.C. 1681 et
seq.);
(B)information from any department or agency of the United States; or
(C)information from any protected computer;
(3)intentionally, without authorization to access any
nonpublic computer of a department or agency of the United States,
accesses such a computer of that department or agency that is exclusively
for the use of the Government of the United States or, in the case of
a computer not exclusively for such use, is used by or for the Government
of the United States and such conduct affects that use by or for the
Government of the United States;
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(4)knowingly and with intent to defraud, accesses a protected

computer without authorization, or exceeds authorized access, and by
means of such conduct furthers the intended fraud and obtains anything
of value, unless the object of the fraud and the thing obtained consists
only of the use of the computer and the value of such use is not more than
$5,000 in any 1-year period;

()

(A)knowingly causes the transmission of a program, information, code,
or command, and as a result of such conduct, intentionally

causes damage without authorization, to a protected computer;
(B)intentionally accesses a protected computer without authorization, and
as a result of such conduct, recklessly causes damage; or

(C)intentionally accesses a protected computer without authorization, and
as a result of such conduct, causes damage and l0ss.[2]

(6)knowingly and with intent to defraud traffics (as defined in section
1029) in any password or similar information through which

a computer may be accessed without authorization, if—

(A)such trafficking affects interstate or foreign commerce; or

(B)such computer is used by or for the Government of the United

States; [3]

(7)with intent to extort from any person any money or other thing of
value, transmits in interstate or foreign commerce any communication
containing any—

(A)threat to cause damage to a protected computer;

(B)threat to obtain information from a protected computer without
authorization or in excess of authorization or to impair the confidentiality
of information obtained from a protected computer without authorization
or by exceeding authorized access; or

(C)demand or request for money or other thing of value in relation

to damage to a protected computer, where such damage was caused to
facilitate the extortion;

shall be punished as provided in subsection (c) of this section.
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(b)Whoever conspires to commit or attempts to commit an offense under
subsection (a) of this section shall be punished as provided in subsection
(c) of this section.

(c)The punishment for an offense under subsection (a) or (b) of this
section is—

(1)

(A)a fine under this title or imprisonment for not more than ten years, or
both, in the case of an offense under subsection (a)(1) of this section
which does not occur after a conviction for another offense under this
section, or an attempt to commit an offense punishable under this
subparagraph; and

(B)a fine under this title or imprisonment for not more than twenty years,
or both, in the case of an offenseunder subsection (a)(1) of this section
which occurs after a conviction for another offense under this section, or
an attempt to commit an offense punishable under this subparagraph;

()

(A)except as provided in subparagraph (B), a fine under this title or
imprisonment for not more than one year, or both, in the case of

an offense under subsection (a)(2), (a)(3), or (a)(6) of this section which
does not occur after a conviction for another offense under this section, or
an attempt to commit an offense punishable under this subparagraph;
(B)a fine under this title or imprisonment for not more than 5 years, or
both, in the case of an offense under subsection (a)(2), or an attempt to
commit an offense punishable under this subparagraph, if—

(i)the offense was committed for purposes of commercial advantage or
private financial gain;

(ii)the offense was committed in furtherance of any criminal or tortious
act in violation of the Constitution or laws of the United States or of

any State; or

(iii)the value of the information obtained exceeds $5,000; and

(@)

a fine under this title or imprisonment for not more than ten years, or both,
in the case of an offense under subsection (a)(2), (a)(3) or (a)(6) of this
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section which occurs after a conviction for another offense under this
section, or an attempt to commit an offense punishable under this
subparagraph;

3)

(A)a fine under this title or imprisonment for not more than five years, or
both, in the case of an offense under subsection (a)(4) or (a)(7) of this
section which does not occur after a conviction for another offense under
this section, or an attempt to commit an offense punishable under this
subparagraph; and

(B)a fine under this title or imprisonment for not more than ten years, or
both, in the case of an offense under subsection (a)(4),[4] or (a)(7) of this
section which occurs after a conviction for another offense under this
section, or an attempt to commit an offense punishable under this
subparagraph;

(4)

(A)except as provided in subparagraphs (E) and (F), a fine under this title,
imprisonment for not more than 5 years, or both, in the case of—

(i)an offense under subsection (a)(5)(B), which does not occur after

a conviction for another offense under this section, if the offense caused
(or, in the case of an attempted offense, would, if completed, have
caused)—

(Dloss to 1 or more persons during any 1-year period (and, for purposes
of an investigation, prosecution, or other proceeding brought by the
United States only, loss resulting from a related course of conduct
affecting 1 or more other protected computers) aggregating at least
$5,000 in value;

(I1)the modification or impairment, or potential modification or
impairment, of the medical examination, diagnosis, treatment, or care of
1 or more individuals;

(I1Dphysical injury to any person;

(IV)a threat to public health or safety;

(V)damage affecting a computer used by or for an entity of the United
States Government in furtherance of the administration of justice,
national defense, or national security; or
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(V1)damage affecting 10 or more protected computers during any 1-year
period; or

(i)an attempt to commit an offense punishable under this subparagraph;
(B)except as provided in subparagraphs (E) and (F), a fine under this title,
Imprisonment for not more than 10 years, or both, in the case of—

(i)an offense under subsection (a)(5)(A), which does not occur after

a conviction for another offense under this section, if the offense caused
(or, in the case of an attempted offense, would, if completed, have caused)
a harm provided in subclauses (I) through (V1) of subparagraph (A)(i); or
(if)an attempt to commit an offense punishable under this subparagraph;
(C)except as provided in subparagraphs (E) and (F), a fine under this title,
imprisonment for not more than 20 years, or both, in the case of—

(i)an offense or an attempt to commit an offense under subparagraphs (A)
or (B) of subsection (a)(5) that occurs after a conviction for another
offense under this section; or

(if)an attempt to commit an offense punishable under this subparagraph;
(D)a fine under this title, imprisonment for not more than 10 years, or
both, in the case of—

(i)an offense or an attempt to commit an offense under subsection
(@)(5)(C) that occurs after a conviction for another offense under this
section; or

(if)an attempt to commit an offense punishable under this subparagraph;
(E)if the offender attempts to cause or knowingly or recklessly causes
serious bodily injury from conduct in violation of subsection (a)(5)(A), a
fine under this title, imprisonment for not more than 20 years, or both;
(F)if the offender attempts to cause or knowingly or recklessly causes
death from conduct in violation of subsection (a)(5)(A), a fine under this
title, imprisonment for any term of years or for life, or both; or

(G)a fine under this title, imprisonment for not more than 1 year, or both,
for—

(i)any other offense under subsection (a)(5); or

(if)an attempt to commit an offense punishable under this subparagraph.

(d)
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(1)The United States Secret Service shall, in addition to any other agency
having such authority, have the authority to investigate offenses under
this section.

(2)The Federal Bureau of Investigation shall have primary authority to
investigate offenses under subsection (a)(1) for any cases involving
espionage, foreign counterintelligence, information protected against
unauthorized disclosure for reasons of national defense or foreign
relations, or Restricted Data (as that term is defined in section 11y of the
Atomic Energy Act of 1954 (42 U.S.C. 2014(y)), except for offenses
affecting the duties of the United States Secret Service pursuant to section
3056(a) of this title.

(3)

Such authority shall be exercised in accordance with an agreement which
shall be entered into by the Secretary of the Treasury and the Attorney
General.

(e)As used in this section—

(1)the term “computer” means an electronic, magnetic, optical,
electrochemical, or other high speed data processing device performing
logical, arithmetic, or storage functions, and includes any data storage
facility or communications facility directly related to or operating in
conjunction with such device, but such term does not include an
automated typewriter or typesetter, a portable hand held calculator, or
other similar device;

(2)the term “protected computer” means a computer—

(A)exclusively for the use of a financial institution or the United States
Government, or, in the case of a computer not exclusively for such use,
used by or for a financial institution or the United States Government and
the conduct constituting the offense affects that use by or for the financial
institution or the Government; or

(B)which is used in or affecting interstate or foreign commerce or
communication, including a computer located outside the United States
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that is used in a manner that affects interstate or foreign commerce or
communication of the United States;

(3)the term “State” includes the District of Columbia, the Commonwealth
of Puerto Rico, and any other commonwealth, possession or territory of
the United States;

(4)the term “financial institution” means—

(A)an institution, with deposits insured by the Federal Deposit Insurance
Corporation;

(B)the Federal Reserve or a member of the Federal Reserve including any
Federal Reserve Bank;

(C)a credit union with accounts insured by the National Credit Union
Administration;

(D)a member of the Federal home loan bank system and any home loan
bank;

(E)any institution of the Farm Credit System under the Farm Credit Act
of 1971,

(F)a broker-dealer registered with the Securities and Exchange
Commission pursuant to section 15 of the Securities Exchange Act of
1934;

(G)the Securities Investor Protection Corporation;

(H)a branch or agency of a foreign bank (as such terms are defined in
paragraphs (1) and (3) of section 1(b) of the International Banking Act of
1978); and

(lan organization operating under section 25 or section 25(a) * of the
Federal Reserve Act;

(5)the term “financial record” means information derived from any record
held by a financial institution pertaining to a customer’s relationship with
the financial institution;

(6)the term “exceeds authorized access” means to access a computer with

authorization and to use such access to obtain or alter information in the
computer that the accesser is not entitled so to obtain or alter;

88


https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-80204913-692694673&term_occur=5&term_src=title:18:part:I:chapter:47:section:1030
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-80204913-692694673&term_occur=6&term_src=title:18:part:I:chapter:47:section:1030
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1922911-692694674&term_occur=5&term_src=title:18:part:I:chapter:47:section:1030
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1419699195-1912303259&term_occur=117&term_src=title:18:part:I:chapter:47:section:1030
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1178922291-848141016&term_occur=58&term_src=title:18:part:I:chapter:47:section:1030
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1561363512-692694675&term_occur=2&term_src=title:18:part:I:chapter:47:section:1030
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1922911-692694674&term_occur=6&term_src=title:18:part:I:chapter:47:section:1030
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1922911-692694674&term_occur=7&term_src=title:18:part:I:chapter:47:section:1030
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1178319080-692694676&term_occur=3&term_src=title:18:part:I:chapter:47:section:1030

(7)the term “department of the United States” means the legislative or
judicial branch of the Government or one of the executive departments
enumerated in section 101 of title 5;

(8)the term “damage” means any impairment to the integrity or
availability of data, a program, a system, or information;

(9)the term “government entity” includes the Government of the United
States, any State or political subdivision of the United States, any foreign
country, and any state, province, municipality, or other political
subdivision of a foreign country;

(10)the term ““conviction” shall include a conviction under the law of any
State for a crime punishable by imprisonment for more than 1 year, an
element of which is unauthorized access, or exceeding authorized access,
to a computer;

(11)the term “loss” means any reasonable cost to any victim, including
the cost of responding to an offense, conducting a damage assessment,
and restoring the data, program, system, or information to its condition
prior to the offense, and any revenue lost, cost incurred, or other

consequential damages incurred because of interruption of service; and

(12)the term “person” means any individual, firm, corporation,
educational institution, financial institution, governmental entity, or legal
or other entity.

(F)This section does not prohibit any lawfully authorized investigative,
protective, or intelligence activity of a law enforcement agency of the
United States, a State, or a political subdivision of a State, or of an
intelligence agency of the United States.
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(9)Any person who suffers damage or loss by reason of a violation of this
section may maintain a civil action against the violator to obtain
compensatory damages and injunctive relief or other equitable relief. A
civil action for a violation of this section may be brought only if the
conduct involves 1 of the factors set forth in subclauses [5] (1), (I1), (111),
(IV), or (V) of subsection (c)(4)(A)(i). Damages for a violation involving
only conduct described in subsection (c)(4)(A)(i)(1) are limited to
economic damages. No action may be brought under this subsection
unless such action is begun within 2 years of the date of the act
complained of or the date of the discovery of the damage. No action may
be brought under this subsection for the negligent design or manufacture
of computer hardware, computersoftware, or firmware.

(h)The Attorney General and the Secretary of the Treasury shall report to
the Congress annually, during the first 3 years following the date of the
enactment of this subsection, concerning investigations and prosecutions
under subsection (a)(5).

(i)

(1)The court, in imposing sentence on any person convicted of a violation
of this section, or convicted of conspiracy to violate this section, shall
order, in addition to any other sentence imposed and irrespective of any
provision of State law, that such person forfeit to the United States—
(A)such person’s interest in any personal property that was used or
intended to be used to commit or to facilitate the commission of such
violation; and

(B)any property, real or personal, constituting or derived from, any
proceeds that such person obtained, directly or indirectly, as a result of
such violation.

(2)The criminal forfeiture of property under this subsection, any seizure
and disposition thereof, and any judicial proceeding in relation thereto,
shall be governed by the provisions of section 413 of the Comprehensive
Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853), except
subsection (d) of that section.
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(J)For purposes of subsection (i), the following shall be subject to
forfeiture to the United States and no property right shall exist in them:
(1)Any personal property used or intended to be used to commit or to
facilitate the commission of any violation of this section, or a conspiracy
to violate this section.

(2)Any property, real or personal, which constitutes or is derived from
proceeds traceable to any violation of this section, or a conspiracy to
violate this section.
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