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2. YERE L AR L TR © THHARH B FireEye A FIRIFT48#, John
Watters gt4d s 22 2 1A Z 2 M THRS ~ DL Proactive security through cyber
threat hunting , RyREHET TR » W BRI » BEAMERR e R IRIR AT DR 7
TR SRR AR - BRI ZIZI AR R E B S
& e DR S B s O 2 -
1 SEAE T AR - AR E LUE & (intelligence) A0 W BILERH T T
N B LR RS T bR SR BRI T R A FIA R R
I SR\ 4R~ T AT T A AR A e T RFERIE S oA TR
S ERRAETHE ) % 5 (E BRI B M AR 22 22 (intelligence -led

security) -

7 ~ Proactive security through cyber threat hunting &R 15 |

CURRENT SOC ORIENTATION:
REACTIVE AND REPETITIVE
TIME

ENRICHMENT & VALIDATION

TICKETING & REPORTING

NOTIFICATION & ESCALATION

@
[7]
[%]
I.I8J
o
o
g
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8 ~ Proactive security through cyber threat hunting J&E IR 1

o
SILIENCE: '

Intel-Led]
ecurit:

A
ai'I:ncd to tho.".nsoul':v’nm counurm“.u" lniplomontlng *5

o Strategic
Threats”? QUANTIFY & Risk Profile Intel-Led ;.

the business risk, \\_/\Y—\ Sow + Operational
Align investments to the / “m'(

most

3. APl ZZr el - FIMERH B G HAIIBIEIRTTRIE % & Christopher Hall DL

" API Z#4> Application Programming Interface (API) Security | A RE#E{THE

it 0 H B G T - B AP portal (G2 AP F2 IR & 2 f&22)

DI EaEps e - MfE P bR s i 2 (LI R s | \RI(SHERMT - ifi API

5 A B A T e S (CRER il > MEARELL > BAC APl A RESHEH H
IEAYIZIRE -

9 ~ API Security JEEEIRES |

Application Programming
Interface (API) Security

Singapore Fintech Festival 2017

Christopher Hall Deputy CISO ’ |
BNY Mellon
14 November 2017

3
17 | FINTECH
FESTI
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10 ~ API Security JEEEIRE |

T K

R Y S R T S Sicr ’
Maturity in key te ology .
chnology areas | [Businessade e ie————3
B! s

— API Security Protocols } R \

) | | = Driving synergies through core \

— Identity and Access Management | capabilities :

— Infrastructure models | — Operating across business lines |

- Orchestrating Tech / Business duality |
on efficiency |

Open
Questions

The pro and con risk implications when business & technology
adopt a broad API strategy?

> and how to adapt technology and processes to embrace
I 1ew risk paradigms

(Z) REdEEZREH (Big Data& DataAnalysis)

R E AR E TSRS EE R R T ~ AT R EE SR TS RS - (E g

N Bl - MRS R - BB R S R AR A UL

(BT H 255t Z0VEE T » BRI TR R BERT R o AR5 A m] Bl B

PERESS » (RE XA h - BB B B s I TR DR A Z BRI

B 2 0MG « BRI — B DR E =R R F Y 2R - A E

IIHTRILAT TS 2 750K - R R EE R At A A ERIRCR - (HERT

BRI T SR RERT 4V (&R volume ~ T velocity ~ ZZEEME variety

1584 variability) - {SEER A HY AR BEE e F 2 A A R0 0 ik s 2 (8

(B #FR TAEATHL AV FYEA ZRRE - B oA H AR BE i Sy = TR

1. [ERS{RERAL - AR R G i B AT BRI > F20E T 20
PEAYBEERE -

2. MR Z Al | SR AR B E R AR (E 15 (b 26 v] U T 25 f1 5y
P&k -

3. BRI ¢ RE ST EIHF B AR BL A4l 5 -

PHE RV R MM B DR AT AP B R (ERIBE SR - eRlEE A
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FI FCA 7= EERLE
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Amazon J Intel FRHTEEE - R3 CEV FREIFR BRI » Frins AZER

{THEEGEREE - SRR Visa TR - gz MAS IR &4y

Bl RE " Project Ubin, » 88 FRZ a2 ofeh 2 FEELp R - MHRBHN

EoS IR

(—) Project Ubin Z &itE * ¥z MAS ~ $RETT7 & ke -l SR B3 R3 - it 2016

R AR TR BRI R IR #3512 * Project Ubin > 22EAfHEE

G 11 SRR G BIERTT ~ bk~ EERRORIE ~ =% URIRIEEE] - Hrin

WEEMEIRTT ~ B ST ~ REERTTSE) PR 1BM ~ ik ~ R3 ~ ConsenSys

F A RPN E] IR > EI_ IR (Accenture) EEE AR N E] o fETEAE

— (R Z A5 (Ethereum) & B ## 5 55 B =R M (DLT) - & B S8 M1 28 17 3#7 0

BB > WRESTRS BRI TSI R HIR R REE RN FRY T

55 24 INFF A EETHET TR S - BTHIE T - B IR A {2 FIRF AT

ANEIEER) 7 JlIEe O N (S 7

(=) Project Ubin £ EZRCR -

1. S5—FEE: © B 2017 £ 3 H5ERk - B TR S (SGD equivalent) »
3z AR ESTT TR B S (45 (Real Time Gross Settlement) » #8372 HOfilEA T
RHERTT 280 HEEE] DLT Pk IHMES MAS BYE T2 &4

(MEPS+) 81 DLT ~F- &y H S S H S8 v LG AHER(E -
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2. FPEEL C B PERERETY 2017 £ 11 H5ERk - HAVAEREZE Fabric (1BM) »
Quorum (EEFRRHE ) ~ Corda (R3) 2 3FEA [ DLT P S HVFFE - Bl
FEARBHER ZRBALAYER T - @SR 8 Y TR Eh Pk et
(liquidity savings mechanism » LSM) ;> LSM (R DIBER 1< ERHE SR RV
JEUTFEN =R R DIEa SR ARBIETRCK - ZatE HtE
4T o

\

11 ~ Project Ubin T{EJif2[E

9 o PHASE2 @

Achieved gridlock resolution and
LSM on a decentralised system
without compromising on
privacy (focus of this report)

pHAsE1 &
Use of digital currency in RTGS

FUTURE PHASES OF PROJECT UBIN

o o Payment vs Payment (PvP)

Cross-border settlement
Domestic Delivery vs Payment (DvP)
Securities settlement

Target Operating Model
Processes & policy impact

Cross-border
settlement of
payments and
securities (DvPVP)

ZORIAOR - MAS

15
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FRIEFSZ AT R &RU(RTP)E 1970 AU H A RTP ffa - (HE ] 2006 4Pk
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14 ~ BRI ST Z R AT

Real-Time Network*
Sweden - Swish

Europe [nstant-SEPA
Norway - NETS Filend (imminent)
Denmark - NETS -
UK-PPS Europa - STET2017 Us Real-time ACH
‘ and EBA Clearing 2018 (planned)
US.- NACHA 2016 Netherlands - China - 1BPS
and TCH 2017 Equens & Poland - Efr b UK Fast Payments
Worldine 2017 ; .
i - y ‘J Japen - Zengin (available 10 years+)
. i
i Switzerland - SIX Bahrein - Korea - HOFINET Australia APCA real-time
BCSIS  Taiwan - FISC (imminent)
Mexico - SPE/ Thailand - Vocalink/National ITMX .
A apan Zengin (40 years+)
ndia - -y
Colombia- Nigeria - CBN/NIP ' \5'”969“9 = FAST/G3 . .
04 Coioiin \ ‘ Mexico SPE| (available)
‘ India IMPS
Poland Express Elixir
Chile - Brazil - SITRAF/TED .
TEF Sweden Bankgirot
South Africa - RTC Australia - NPP/Fast : g
Payment /} South Africa  Bankserv Africa RTC
New Zealand -
:]TGF:‘\:‘D"\:; Consultation/ I v ESAS & NZ Clear
B e B e *Excludes references to existing high-value real-
) ) time gross settlement systems. Many existing
Source: D+H White Paper on global adoption of systems are undergoing enhancements.

Real-Time Retail Payments Systems'.

BRI ke Rl A s B RIS T & K D+H White Paper on global adoption of
Real-Time Retail Payments Systems

— BRI g R
MAS J/ABE H 2217 (9 < R RS A & & A6 R0 T SR 1T 7 a8 1y [ P < i A ]
( International Finance Corporation » IFC)— [F] & {F f 17 5 177 <5 mil 8l 8 48 B3
( ASEAN Financia Innovation Network » AFIN ) » D) B ER 8 FE oo fh 5 7 3% 2 4 Fil
T R e < PR 55 1 BRI o o - DB R B % | FC TR R < L9
EEHPOR - MHBIAE T
(—) B L RS Rl SR ¢ IFC 302 RY 2020 2Bk ey Rt B R T 225k
2B NE PR R TUN IR B IR 2 IR > BEERIILEE - BE
T RIS AR R IR B IVREE R S EEEEENE L
Rl R AR B BRI A 15 DR MRS T R PR AESART T 5
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(—) Bl B 2% & - EFREEAARERE - SRR 4 KBS 5)
N THEZAD ~ ESLERGiT(Blockehain) ~ Sl 5 (Cloud Computing) 5z A
Bz rtr(Big data) - 1S s i B A RS M Lo iz - 638w DUFT I BATR
AP~ SPE IR Elmbiiss TR0 - BsEHir AR > E2RA]
HRAE AR - (B AIEER 2 EIRALIRE - SIAG TN " SR
SRttt N B B ESEHIE R AR P A ) MHEIME(SS 18 iR 56 19 %) -
ESRITIERT S BRI T ARG AR - RN E SRR AR R
ZERS S - SRR RN - R eRiT A g HET T E
TR LB o AR EEmRS - RN EBEE Y TR
st S AR 2 =B DB LB Bl 2 Gt - 2
PRHIIBUR > MAS $H SRR RN Z 29Nk > 1 2016 4 7 HETE

" guidelines on outsourcing | » 22 ERT T IR AT Ik 2 JE (b K AL > EHE
B R 1T~ & (ABS) FY 2016 4 8 F ET & ' Cloud Computing
Implementation Guide > < Rl ftw /3 I fer 28 Eo 5 fiti (Due diiligence) DLk ]
SRS (Key controls) °
FIHAETE R E R il R iRy & R e - IEURAAE AR & A
Rf o A DAERRT I FERR 25 ARGRKEEZSS -

(Z) ERFPHS TR S E SR - WIRSTRAER « & e — (Er s Rk
B 2 A s MR (REOROR B8 o] U e il IRs) ~ (o8 A PR (5 A b R ks 2 6 R A
RSB (RIS T o RRHRE) SR =(EREE - 28R
RO AL PR A A s 2 IR - (BB FEEAEEE - AT BT
AZEIRAN A HED 22 -

(E) ESBIRE RSN : LUz Project Ubin By - F# IS EUF 1 5
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B DML - emEEERERE - REEER 2Tt
PUR b PR A EHRI L - BAGHESRAI T ¢
1 B TR - #EB) Al N TR - REREIE RS = N SR

B RSN Ry ot 2 I8 - SRR AR o

2. RlEEHUVAMEZUE « FIaR R BB AR AL - Bl BB SR A3
e BEbitrEARESRE -

3. RIERH B Z (L  IREZ LFHEERIN SRR HEA
B < ZEAG ~ RIS L L T LV ERL » DI RGE A R BUR RO
B -

4. R ETEEENRIRE « GUL0H] A SRR - R B B AR TR oK I A Rl
SREEAHRANE I BR 2 - MR R EITRE » DUR R S 4 AH B b -

()P APl BREEZB SRR - B EEHEERRE - B APl —J7H
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