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THURSDAY

28
101 TRACK

There's no place like 127.0.0.1 - Achieving

reliable DNS rebinding in modern browsers

Luke Young

$00

101 TRACK

From Box to Backdoor: Using Old School

Tools and Techniques to Discover Back-
doors in Modern Devices

Patrick DeSantis

101 TRACK

Porosity: A Decompiler For Blockch
Based Smart Contracts Bytecode

Matt Suiche

101 TRACK

Amateur Digital Archeology

Matt ‘openfly Joyce

fi] 1

"Track 2~

101 TRACK TWO

Where are the SDN Security Talks?

Jon Medina

(51

101 TRACK TWO

Opt Out or Deauth Trying !- Anti-Tracki
Bots Radios and Keystroke Injection

Weston Hecker

900

101 TRACK TWO

Jailbreaking Apple Watch

Iv zaliy

101 TRACK TWO

Wiping Out CSRF

Joe Rozner

o

"Track 3, & "Track 4 &

DEF CON 25 &ifsh

101 TRACK

Hacking the Cloud

Gerald Stee! Sean

®

101 TRACK

Inside the “Meet Desai” Attack: Defending

Distributed Targets from Distributed Attacks

olFLT (Trey Forgety)

101 TRACK

DEF CON 101 Panel (Until 18:00)

e Unicorn, Niki7a, Roamer,

gy

1 HEf2(7 H 27 H)
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101 TRACK TWO

See No Evil, Hear No Evil: Hacking Invisibly
and Silently With Light and Sound

EURY Y

90O

101 TRACK TWO

Real-time RFID Cloning in the Field

Der aldonado

101 TRACK TWO

Exploiting 0ld Mag-stripe information with
New technology

Salvador Mendoza

900

101 TRACK TWO

The Last CTF Talk You'll Ever Need: AMA
with 20 years of DEF CON Capture-the-Flag
organizers (Until 18:00)

is Eagle, Invisig-
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101 TRACK

macOS/iOS Kemnel
Debugging and
Heap Feng Shui

(S|

101 TRACK

Offensive Malware
Analysis: Dissect-
ing OSX/FruitFly
via a Custom C&C
Server

Patrick Wardle

90

101 TRACK

Rage Against the
Weaponized Al
Propaganda
Machine

101 TRACK

CITL and the Digi-
tal Standard - A
Year Later

Sarah Zatko

TRACK TWO

Welcome to DEF
CON 25

The Dark Tangent

TRACK TW0

Hacking travel
routers like it's

Mikhail Sosonkin

$0

TRACK TWO
Weaponizing the
BBC Micro:Bit

Damien “virtual
aquil

800

TRACK TWO

Open Source Safe
Cracking Robots -
Combinations Un-
der 1 Hour! (Is i
bait? Damn straight
itis.)

Nathan Seidle

800

2 : DEF CON 25 &r3kp

TRACK THREE

TRACK THREE

The Brain's
Stand (c

Garry Ki

TRACK THREE

Hacking Smart
Contracts

TRACK THREE

A New Era of SSRF
- Exploiting URL
Parser in Trending
Programming
Languages!

Orange Tsai

800

TRACK FOUR

Secret Tools:
Learning About
Government Sur-
veillance Software
You Can't Ever See

Peyton “Foofus”
Engel

TRACK FOUR

Panel: Meet The
Feds

TRACK FOUR

Panel: Meet The
Feds (cont.)

TRACK FOUR

Hacking Democra-
cy: A Socratit
Dialogue

Mr. Sean Kanuck

101 TRACK

Controlling loT De-
vices With Crafted
Radio Signals

Caleb Madrigal

90

101 TRACK

Using GPS Spoof-
ing to Control Time

101 TRACK

Assembly Lan-
guage is Too High
Level

101 TRACK

Radio Exploitation
101: Characteriz-
ing, Contextualiz-
ing, and Applying
Wireless Attack
Methods

Matt Kni
Newlin

101 TRACK

Cisco Catalyst
Exploitation

Artem Kondratenko

TRACK TWO

Teaching Old
Shellcode New
Tricks

Josh Pitts

(5]

TRACK TWO

Death By 1000 In-
stallers; on MacOS,
It's All Broken!

Patrick Wardle

90

TRACK TWO

Phone System
Testing and Other
Fun Tricks

TRACK TWO

The Adventures of
AV and the Leaky
Sandbox

Itzik Kotler & Amit
Klein

9O

TRACK TWO

Panel - DEF CON
Groups

o
2 HERE(T H 28 H)

TRACK THREE

Starting the

Avalanche: Applica-

tion DoS In Mi-
croservice
Architectures

Scott Behren:
Jeremy He!

80

TRACK THREE

Breaking the x86
Instruction Set

Christopher Domas

80

TRACK THREE

Dark Data

TRACK THREE

An ACE Up the
Sleeve: Designing
Active Directory
DACL Backdoors

Andy Rol
Will Schroeder

(5]

TRACK THREE

MEATPISTOL, A
Modular Malware
Implant Framework

TRACK FOUR

Next-Generation
Tor Onion Services

Roger Dingledine

TRACK FOUR

How We Created
the First SHA-1
Collision and what
it means For Hash
Security

Elie Burs,

80

TRACK FOUR

Abusing Certificate
Transparency Logs

Hanno Bdck

80

TRACKFOUR

“Tick, Tick, Tick.
Boom! You're
Dead." —Tech &

TRACK FOUR

The Internet Al-
ready Knows I'm
Pregnant
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12:28 - | — | —
Demystifying Win- Koadic C3 - Win- Twenty Years of A Picture is Worth a
101 TRACK TRACK TWO TRACK THREE TRACK FOUR dows Kernel Ex- dows COM Com- MMORPG Hacking: Thousand Words,
_ | || ploitation by Abus- mand & Control Better Graphics, Literally: Deep
Persisting with Mi- $BIGNUM Steps Get-$pwnd: Attack- The Spear to Break ing GDI Objects. Framework Same Exploits Neural Networks for
crosoft Office: Forward, $TRUMP- ing Battle-Hard- the Security Wall of Social Stego
Abusing Extensibili- | NUM Steps Back: ened Windows S7CommPlus 5A1F (Saif El- an n - Manfred (@
ty Options How Can We Tell If Server Sherei) S
We're Winning? Cheng eph- S0
William Knowles Lee Holmes S0 e 3
Cory Doctorow (s ] Q
S 80

101 TRACK TRACK TWO TRACK THREE TRACK FOUR

101 TRACK TRACK TWO TRACK THREE TRACK FOUR 1TRACK TRACK THREE TRACK FOUR

Breaking Wind: Ad- | SBIGNUM Steps WsUSpendu: How (Un)Fucking Foren- Attacking Autonom- | Trojan-tolerant Linux-Stack Based XenoScan: Scan-
ventures in Hack- 0 d - to Hang WSUS sics: Active/Passive ic Networks. Hardware & Supply V2X Framework: All ning Memory Like a
ing Wind Farm y B Clients (i.e. Offensive/De- Chain Security in You Need to Hack Boss
Control Networks H eTe fensive) Memory Omar Eissa Practice Connected

? Rom e Hacking/Debug- Vehicles Nick Cano

o g?
Jason Staggs (cont.) es Le Pro ging. S0 V roudis
90

Cary Doctorow K2

90

101 TRACK TRACK TWO TRACK THREE TRACK FOUR

Microservices and Secure Tokin' and If You Give a 101 TRACK TRACK TWO TRACK THREE TRACK FOUR

Faas for Offensive Doobiekeys: How Mouse a AV Using Artificial _— ||

Security to Roll Your Own Microchip... It Will Intelligence MS Just Gave the Tracking Spies in DOOMed Paint of Digital Vengeance:
Counterfeit Hard- Execute a Payload Blue Team Tactical the Skies Sale Systems Exploiting the Most

Ryan dale ware Security and Cheat At Your Hyrum Anderson Nukes (And How Notorious C&C
Devices High-stakes Video Red Teams Need on Her dds Toolkits

S Game Tournament S To Adapt)

% Professor Plum

800

Chris Thompson

90

101 TRACK TRACK TWO TRACK THREE TRACK FOUR

101 TRACK TRACK TWO TRACK THREE TRACK FOUR Dealing the Perfect From “One Country CableTap: Wire- Game of Drones:
- Hand - Shuffling - One Floppy” to lessly Tapping Your Putting the Emerg-
Abusing Webhooks e To é All Your Things Are Memory Blocks On “Startup Nation” - Home Network ing “Drone De-
for Command and oV Belong To Us z/os The Story of the fense” Market to
Control Y Early Days of the ¢ Newlin, Logan the Test

H P Ayoul3 Israeli Hacking hris
Dimitry Snezhkov y De- Community, and
S [STA) the Journey To-
SO 0 o wards Today's Vi-
8 brant Startup
Scene

Ir Eden

101 TRACK TRACK TWO TRACK THREE TRACK FOUR 101 TRACK TRACK TWO TRACK THREE TRACK FOUR

Driving down the When Privacy DNS - Devious A e Here to stay: Gain- Taking Windows 10 | Introducing HUNT: Popping a Smart
rabbit hole Goes Poofl Why Name Services - Belong To Us ing persistency by Kemnel Exploitation Data Driven Web Gun
It's Gone and Nev- Destroying Privacy Abusing Advanced to the next level - Hacking & Manual
er Coming Back & Anonymity With- Authentication Leveraging write- Testing Plore
out Your Consent n Mechanisms what-where vulner-
Richard Thieme abilities in Creators Jason H X S0
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12:22
101 TRACK

Unboxing Android:
Everything You
Wanted To Know
About Android
Packers

101 TRACK

Unboxing Android:
Everything You
Wanted To Know
About Android
Packers (cont.)

101 TRACK

Total Recall: Im-
planting Passwords
in Cognitive
Memory

Tess Schrodinger

101 TRACK

The Black Art of
Wireless Post
Exploitation

TRACK TWO

1 Know What You
Are by the Smell of
Your Wifi

Denton Gentry

80

TRACK TWO

PEIMA (Probability
Engine to Identify
Malicious Activity):
Using Power Laws
to address Denial
of Service Attacks

Redezem

80

TRACK TWO

Backdooring the
Lottery and Other
Security Tales in
Gaming over the
Past 25 Years

Gus Frit:
Evan Teitelman

TRACK TWO

Are all BSDs are
created equally? A
survey of BSD ker-
nel vulnerabilities.

llja van Sprundel

9

TRACK THREE

Breaking Bitcoin
Hardware Wallets

Josh Datko
Quartier

90

TRACK THREE

BITSInject

Dor Azouri

90O

TRACK THREE

Exploiting Continu-
ous Integration (CI)
and Automated
Build systems

spaceBOx

900

TRACK THREE

The Call Is Coming
From Inside the
House! Are You
Ready for the Next
Evolution in DDoS
Attacks?

StPlntlml Bja

TRACK FOUR

Untrustworthy
Hardware and How
to Fix It

Octane

9O

TRACK FOUR

Ghost in the Droid:
Possessing Android
Applications with
ParaSpectre

chaosdata

9O

TRACK FOUR

Ghost Telephonist'
Impersonates You
Through LTE CSFB

Huang

TRACK FOUR

Genetic Diseases
to Guide Digital
Hacks of the Hu-
man Genome: How
the Cancer Moon-
shot Program will
Enable Almost Any-
one to Crash the
Operating System
that Runs You or to
End Civilization...

John Sotos

101 TRACK

Game of Chromes:
Owning the Web
with Zombie
Chrome Exten:

Tomer Cohen

(5]

101 TRACK

Call the Plumber -
You Have a Leak in
Your (Named) Pipe

Gil Cohen

(5]

101 TRACK

Bridging the Gap
between DC and
DEF CON: Fireside
Chat with Con-
gressmen James
Langevin and Will

101 TRACK

TRACK TWO

Bypassing Android
Password Manager
Apps Without Root

Stephan Huber
Si

TRACK TWO

‘Weaponizing Ma-

chine Leaming: Hu-

manity Was Over-
rated Anyway

D, F4" Petro &
lorris

90

TRACK TWO

25 Years of Pro-
gram Analysis

Zardus g
Shoshitaishvili)

TRACK TWO

TRACK THREE

Malicious CDNs:
Identifying Zbot Do-
mains en Masse via
SSL Ceriificates
and Bipartite

TRACK THREE

Man in the NFC

TRACK THREE

TRACK THREE

TRACK FOUR

Revoke-Obfusca-
tion: PowerShell
Obfuscation Detec-
tion (And Evasion)
Using Science

TRACK FOUR

TRACK FOUR

[& 4 : DEF CON 25 &::58 4 Heff2(7 H 30 H)
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(—)A New Era of SSRF - Exploiting URL Parser in Trending Programming Languages

{EIR Esm s oK (A3 (Server-Side Request Forgery, SSRF)A&7T
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5 A NewEra of SSRF - Exploiting URL Parser in Trending Programming Languages
BRI

1 ~ SSRF fi§i#

H ATET 2 4uh Ak 75 B P 00 A i AR 494E - Ha ik esfe A s B THY ik
1 A= AR HE E - 8 = 50 H NS A AESS - SSRF (i I B H iR 2 -
7 R st A R N QB ME Y B SRS K - IR Ry (EIiR es U 88 5 N AR KOG P S - AT
LEIRI K TG - MR S BN A Ry PR AL T EIRERIRE T (9 AR TR
AR R N A P B B A EHURRAY RT BE » SSRF IUEEZE A © -

|
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( 'I"nternet L J
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S =L
6 : SSRF #4544

2~ URL Parsing
URL AR EE (% EF L REC 2396 K2 RFC 3986 » WHATWG(Web Hypertext Application
Technology Working Group)ff4E RFC E# T EE A= - (A AFEEZEE Y FI4E
A&l > URL HE T AFaF4nlE 7 -
URL Components(RFC 3986)

(It's complicated) (I don't care)

authority query

example.com:8042/over /there

path

(We only care about (It's complicated) (I don't care)
HTTP HTTPS)

7 + URL Component

3 ~ T
HE (R-LF injection I URL Parsing #57 » REEIEAGES BFACHBRIE
JEBE 40 CR-LF injection AJRE{4 &% PATHHOST 5 SNI (Server Name Indication);



ifi URL Parsing HIATBESTS Port ~ HOST B¢ PATH ##17 injection » SEREESE
YERY library > $1%f CR-LF injection K URL Parsing AJRE{FAT 59 BE > FRE 4R 8 -

CR-LF Injection URL Parsing

Libraries/Vulns - ; A S
Path Host SNI Port Injection | Host Injection | Path Injection

Python httplib @

Python urllib ®

Python urllib2
Ruby Net:HTTP
Java net.URL

Perl LWP

NodeJS http

PHP http_wrapper
Wget

cURL

8 : Library Vulnerability

4 ~ Abusing URL Parsers

P RFC (#3752 URL Parse #4122 fE - HBFEIT B » 28U —(H URL
AR 2 B SRR - AR E T CRE AR 7] 2 PR T s
HEFIETE - AIORFYE (IR i » 117 cURL AISLHIE S RRATAE TR » LAl
BORERIF > FHOE 9 -

cURL
libcurl

http://foo@evil.com:80@google.com/

NodeJS URL

Perl URI
net/url
parse_url
addressable

9 : URL Parser

5~ SSRF Bypass Tech
By a] DA SSRE A& iy e » B —(E 775 G R A2 ke R S A=
Brda(E RS R RS 2= > mf A1 DNS Ay altfk - s Rk T BAEdE b A 5 =0



AEAIE 10 -

1 Surl_components

y(Surl_cosponents| 'schw
ur L_components| ‘port’) wSurl_components|['port’)

2 ;

el (Surl_components['host*]}):

gethostbyname() and get 1.2.3.4 P ,
/fo0.orange.tw/
. Check 1.2.3.4 not In blacklist O 160.0ronae.tw
Fetch URL by curl_init() and
cURL query DNS again!

. 127.0.0.1 fetched, SSRF!

10 : SSRF Bypass

% {75752 IDNA (Internationalized Domain Names in Applications)fyiE
HAREEE > gethos tbynamel ZE{E J7AN G THHA - {H CURL & T - (R NI teny
725 [ DUEITHEIEE - SEUIE 11 -

Surl 'http://R.orange.tw/'; // 127.0.0.1

Shost = parse_url($url)[host];
$addresses = gethostbynamel($host); // bool(false)
(Saddress) {
// check if address in white-list

}

$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_exec($ch);

WO NOoOUpWNRE

11 : SSRF by IDNA Bypass

10



BB ={EJ7AEAI URL parser A1 URL requester AYZEE » a] DUF] A HAS R TE]
AEMEEBMEIIRE » cURL REMILIEAES - sEE 12 -
surl 'http://foo@127.0.0.1 @google.com:11211/";
Sparsed parse_url(Surl);
var_dump($parsed[host]); // string(10) "google.com"
var_dump($parsed[port]); // int(11211)

curl($url);

6...127.0.0.1:11211 fetched

12 : SSRF by parse Bypass

6 ~ AArE%E SSRE K%

A& SSRF Hr#En] oy 3 i) - FERIfgEl o A TP 2 Hos tname » (A2
EEHH P E A & ARy URL 28E 5 48R&JEE0 0 (8 T GRS SR AR A AR HE A4
TR BRI 22 CURL TE (40 SafeCurl ¢ Advocate 55) DA 11

|

SSRF I -

¥

() Popping a Smart Gun

ARG a4 IR = T8 (Smar t Gun) > BRIFZO0EI A FHP7EE 5748838 Smart Gun >
LR — A e TR AE S (B T T SEilte s > PIAIRGIA A BEsOMRt% - H Al
Smart Gun FYHRIEFRHEHC —(EZEREs - PIA0T88 > BAEEH S ThREE A Rese iy 108 - 4%
Hles YRR A —E MR > DA —EEREN A RERRIL - B0 25 25y > BEAE 13 -

11



Normal operation

(2]

*squeeze*
Hey!
4‘-\\ ~,
Ly
e Good
! Here’s a
now | can
. token
fire

I(— 25cm —>|

13 : Smart Gun ¥EE{ERIZ

AR RE =N [E 7 e T ARAYIR S - At T
1 ~Defeat proximity restriction
55 1 fEJ77A%IEHE Relay J730 » 5E1E Amazon U EE 20 JTI5E e S HHRAR
1 IR R 2etill e (4 (o8 P BRI (st s&Er I I RRG o il sk A A R S A Y RS
GERTTRINSE ek BEEE R, » PIRG4S SR Relay 45 Smart Gun %238 > SFA00E 14 - sEHE
whe [ (RS B - mREEE G B e Rt $ETT R RERT - WERRN ERE

RF/NFC SEAH A L e R )7 =K
Relay block diagram

(2 JPyp
|€:“: -] gy %}

T

e

‘-"\
’,—"’ MCU — nRF24 nRF24 — MCU
<
’
8

-
.

z

£

n S
o 916.5 MHz 0
— an —|

14 : Smart Gun Relay B2

2 ~Denial of Service

s T FHEY Smart Gun {EF 900 MHz #HES - T IHIEF 25 28 am B (5 A LSS - 40
BRGARETE ~ MERA O ~ MEIRAFSERES - MR E - B AR IR ERE > 5
BAIHIERy 900 Mz SHELHIEEGES - FE R PZERIERSTRE T EaNgtH it - S st

12



FRas R esVENSRIRAE S T 3 MR - S HEES IR S i Edles - Al
SHEERL L ZNERHE Smart Gun B2 5 FHEREEENSRIREEAEIE] » Rl A] AR iSRRG FEaR
TR TR A RIS - (HE Slicer » Ay E iSRG SERR - SR 15 -
o 1 o ot A 2 P (LA B AT RR S S E R m b 58 - (S0 P SRR (EAVERES - &%
‘LGt EEE -

Scenario 1: Interference > Signal

Slicer level set based on interference peaks

'4

Slicer level

Signal strength

Time

.. Slicer level too high

- Mo signal bits recovered
| =interfering signal

I =watch signal

Scenario 2: Interference = Signal

Interference fills gaps in signal

l L Slicer level

Signal strength

.. Mo edges where there should be edges
~.Manchester decoding fails
|| =interfering signal

I = watch signal

Scenario 3: Interference < Signal

Interference appears before byte start

Signal strength

—  Slicer level

.
|
T

ime

.. Byte sync incorrect
I = interfering signal .. Byte decode fails

I = watchsignal

15 : Smart Gun Y DoS K B2

13



3~ Fire without authorization

RGNV BE REE S - hElEE R SRR E TR E(E - SE2% Snart
Gun ssea T BRI - SR A LT 5 BT T S A A s O TR B AT
WA - HEIMEERE pin BEAEITASYE > SEAIME 16 - G s BRI > £
JE(SH PR )T BB AR B (A2 ] > PR R/ i s Y AT s A DUBET THRAE - (R P SR B ERE)
BN SRR > B SN D AT TR A B FTTR(EE AT -

Magnet attack

el

Pin unblocked;
Gun can fire

(Looking longitudinally)

Magnets on pistol

3 2l
16 : Smart Gun #EiEEG=EIEERIZ

(=) Get-$pwnd: Attacking Battle-Hardened Windows Server

A5 £ A Windows PowerShell Ze4sil » S#E Rk Azure BHZ 2 EHE
ZEF#%RN Lee Holmes ©
1 ~ PowerShell &% &
PowerShell HFIS Windows BREAGVERAVEZE TH » FEEAM JEA(Just
Enough Administration) % & MR T AR EEH > W& 57 A EIIEE (Role

14



Capabilities) ~ Uihh(Endpoint ) FIE8A1 (Ident ity ) SE#REL - FAEINRER M A AT LA

£ JEA TAEPEEL S TE > Vb 2 B ] DU B IR Ry (] - st A2 ZH DA el

BB TR TAF - &2 L EDIRELIE (FREIRIZZE TIRE - SFAIE] 17 B2IE] 18 -

Role Capabilities

@{

# Description of the functionality provided by these settings
Description = 'Role capabilities for DNS Maintenance'

# Modules to import when applied to a session
ModulesToImport ‘Dnsserver'

# cmdlets to make visible when applied to a session
Visiblecmdlets 'Get-Service', 'Restart-Service',
'Get-DnsServercache', 'Clear-bnsServercache'

'Show-DnsServercache'

# Functions to define when applied to a session

FunctionDefinitions = @{
'Name' = 'whoami'
'scriptBlock' = { $pssenderinfo } }

17 : PowerShell JEA (1/2)

15



Endpoint

o{

# Session type defaults to apply for this session configuration,
L Car] be 'Restrictedremoteserver' (recommended), 'Empty”, or 'Default’
SessionType - 'RestrictedRemoteserver’

# Directory to place session transcripts for this session configuration
TranscriptDirectory - 'C:\Program files\Endpoints\DnsMaintenance\Transcripts'

# whether to run this session configuration as the machine's
# (virtual) administrator account

RunAsvirtualAccount - Strue

# user roles (security groups), and the role capabilities
# that should be applied to them when applied to a session

Rolepefinitions = @{
‘DnsAdmin’ - @{
‘Rolecapabilities’

!
Identity

Hosting process runs under the connected user's identity,

‘DnsMaintenance’ } }

Connected User (Default) i
Named Identity Hosting process runs under the eredentials of a specific
account

Ciroup Managed Scervice Account (GMSA)  Hosting process runs under a managed domain identity that
has its password sutomatically managed and rotated by Activ

Directory.

18 * PowerShell JEA (2/2)

2 ~ Injection(PowerShell)
A EE T A PowerShe 11 #Y Command Injection °
HIREE A TEL - BIAIR B SEOEITEIE - HI5S OEHUT L4 MRINEN > ATETE

B SR TR

iERY Command Injection » EF4IMRE 19 o

function Invoke- ExploitableCommandInjection

. param($UserInput)

powershell -command "Get-Process -Name $UserInput”
}
function Invoke-ExploitableCdeomméEEEE}gzzzz;:
: param($UserInput)
. cmd /c "ping $UserInput"

19 : PowerShell Command Injection



T8 7705 [ B R B BE i B Express
SR 20 -

Injection » BIAIEES [SEHURIEAFAERTE -

function Invoke-Invokek xpressionInjectior

— RIS - W2 R

{
param(SUserinput)
Invoke-Expression “Get-Process -Name $UserInput’
#8 Obscure forms
fexecutiontontext . InvokeCommand InvokeScript("Get-Process -Name Suserinput”)
$host Runspace CreateNestedPipeline(“Get-Process ~Name s Input®™, $false). Invokel)
Powershell Create() AddScript(“Get-Process -Name Suserinput™). Invoke()
}
function Invoke-UnsafeEscape
param($UserInput)
$escaped $UserInput p i R
Invoke-Expression "Get-Process -Name '$escaped'"
&l 20 : PowerShell Express Injection

B script B > HAIA Invoke-Command 5T > AIFE AIREERY,

HIES

Script Block Injection » EF4[E 21 o
p——e ..

function Invoke-ScriptBlockInjection

{

param($UserInput)
## Often used when making remote connections
$sb [ScriptBlock]: :Create("Get-Process -Name $UserInput")
Invoke-Command RemoteServer $sb
$sb $executionContext. InvokeCommand NewScriptBlock("Get-Process -Name $UserInput™)
Invoke-Command RemoteServer $sb

}

[& 21 : PowerShell Script Block Injection
. — A[—_‘_\_ﬂ: >, . . :
#15FIF ExpandSt ing 4T » AIFFTREXERY String Expansion Injection

SEAlIE 22 ©
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function Invoke-ExpandStringInjection

i
param($UserInput)
## Used to attempt a variable resolution
$executionContext.InvokeCommand.ExpandString('$Pid")
$executionContext.InvokeCommand.ExpandString($UserInput)
$executionContext.SessionState. InvokeCommand.ExpandString($UserInput)
i

22 - PowerShell String Expansion Injection

FHEHES SR Method » RIFEAIRE SRV Method Injection @ SEHIE 23 °
EEEaeees . |

function Invoke-MethodInjection

{
param($UserInput)
Get-Process Foreach-Object $UserInput
DateTime]: :$UserInput
(Get-Process -Id $pid) . $UserInput()
(Get-Process -Id $pid) $UserInput.Invoke()
}

23 @ PowerShell Method Injection

= =Ty

IS BRI AIEE - R a]gEE K Me Add-Type Injection » SEAI[E 24 -

{unction Invoke-InvokeExpressionInjection
param($UserInput)

Add-Type "public class Foo { public static void $UserInput; o

24 * PowerShell Add-Type Injection

3 ~ Command Injection(PowerShell)JE4s 74
BigEe PowerShellinjection HYFHRE » A[EFE(HEH token F1 AST (Abstract

Syntax Tree)lm&ESERE OIS - HEHSETMA > WEA AST #EiTiad - 5£40

[ 25 -
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StatementAst
PipelineAst
CommandAst

PipelineAst
BinaryExpressionAst
Left: StingConstantAst Right: ArvayLiteralAst

0: StringConstantExpressionAst | | SeringConstamExpressionAst

Get-Command -Name (_"{1}.{6}“ ‘. "-Proc_ess":"Gej:")

Generic LParen Format Comma RParen

Parameter StringExpandable StringExpandable StringExpandable

The Mighty PowerShell

1ttt tent
b

25 : PowerShell AST

255 PowerShe 11 $5S 0t o] FI FH T Bl 25 > {5120 PSScriptAnalyzer » BJEg M
FRISRE » JRAf#84 % Visual Studio Code 4mEEES » sEAE 26 B 27 -
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PSScriptAnalyzer 1.16.0

PSScriptAnalyzer provides script analysis and checks for potential code defects in the scripts by applying a group of
built-in or customized rules on the scripts being analyzed.

Inspect
PS> Save-Module -Name PSScriptAnalyzer -Path <path>
Install

PS> Install-Module -Name PSScriptAnalyzer

Deploy

Deploy to Azure Automation

See Documentation for mare details.

Release Notes
### Added

Module Statisti
odule statistics - (#803) "CustomRulePath”, "RecurseCustomRulePath” and “IncludeDefaultRules” parameters to settings file.

### Fixed
- (#801) Reading DSC dasses in "PSUseldenticalMandatoryParametersForDSC” rule.
- (#796) "PSAvoidUsingWriteHost™ rule documentation (Thanks @bergmeisterl).
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