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A high capacity data hiding scheme with (4, 3) matrix
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1.Background

Along with the growth of the network, all types of data are transmitted through the
network with the risk to be wiretapped or tampered. Therefore, ensuring the security of
data becomes an important issue. Steganography is a technique to hide secret data in cover
images securely. It means that the secret in a stego image should not attract attention,
called as imperceptibility. However, there is a trade-off between imperceptibility and the
size of secret messages can be stored in a cover image, called as capacity.

The paper proposed a (4, 3) matrix data hiding scheme with matrix multiplication and
XOR operation. In comparison with other schemes [1, 2], the (4, 3) matrix data hiding
scheme has higher capacity (3.0 bpp) and keeps good quality and imperceptibility of stego
images.

2.The Proposed Method
Embedding secret scheme
Input : Cover image I: m x n pixels, secret message W: m x nx3 bits.
Output : Stego image I’: m x n pixels.
Stepl. Denote the lower nibble of a pixel i of | as str; (4-bits).
Step2. syn; =str; * H
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Step3. Partition W into 3 bits blocks, and each block is denoted as sec;
Step4. stri’ =str; @ (0 || sec; © syn;), and the replace str; with str;’.
Step5. do Stepl to Step4 until the secret W is embedding into each pixel of 1.

Extracting secret scheme
Input : Stego image I’: m x n pixels
Output :. Secret message W : m x nx3 bits.

Stepl. Denote the lower nibble of a pixel i of I’ as str; (4-bits).
Step2. 3-bits secrect sec; =str; * H.
Step3. do Stepl and Step2 until the secret W is extracted from I’.

3.Experimental result
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PSNR (peak signal-to-noise ratio) is used to analyze the quality of the stego image I’.
2552
MSE

and the stego image I', MSE =

PSNR =10 log, ,( ) dB, where MSE is the mean squared error between the cover image |
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Table 1. PSNR and Capacity of the proposed method

1

Cover image PSNR Capacity
Baboon 37.89 3.0bpp
Lena 39.93 3.0bpp
Peppers 38.64 3.0bpp
Babara 40.72 3.0bpp
Average 39.28 3.0bpp

Table 2 In comparison with Papers [1-2]

Paper [1] Paper[2] Our scheme

Cover image is divided Yes Yes No
into blocks

Extra information needed Matrix H of size 7*3 and Matrix H of size 5*3 and Matrix H of size 4*3

to be included a relation Table a relation Tablel
Look up table Yes Yes No
Capacity 0.499 0.599 3.0
Computation overhead High Middle Low

Keywords: Data hiding, Steganography, Hamming code.
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