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Top 4 Skills Being Recruited for Internal Audit

i shibit inchuckes only the mprm e bygloba\ werage.n = 724 for Atia.n = 3304 for glo mume

Departments
& 1 Anaiytical/critical
nalytical/critica
66% 66%,
o S e = s thinking is the
60% 58% .
s2% 3% 53% - most important
50% 49%
~m. B> sl sy | SKill globally,
40% o - followed by
communication

South Asia Pacific Southeast Asia  China (with Taiwan East Asia Global Average
and Hong Kong)
. Ana\ytlcal/crltmal thmklng . Communication skills Accounting . Risk management assurance
|Miote: Q30; What skills are you re building the most in yuurnl temal a m department? (Choose up 1o five.) CAES only.

Source: 2015 Cx
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A Trusted Adviser Acts With Integrity

Pressure Felt to Change an Audit Finding or Report (CAEs Only)

2 oE

¢ [thical South Asia 8%
¢ Honest FH Pacifc L
. D|||gent v Southeast Asia 5%
* Responsible # # At "
* Respectful &% # L
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* Objective #mc 0% 0 o 60 0%
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= ~ X Y44 (Sustainability Reporting)

~ 5 %\__ # % Mohit Grovert 2 :Deloitte® & € 3*f* %
T R AGFIRIEINE & ¥ F20F NS o
R G EI N W
o=

o2 A R B R
(transformation) % 4§ & %
EE 2B ER ST R
e s B ACE g 2 e

%

f‘“ RFWHlenig 4 5 2 037 | Moit Grover ;F#% /%
HEINFELDRGEEHEL o

Grover£ 2 g AWP R FnE &4 > H o AR 2o
Bz AR 0 2 f EAew %ﬁd AL AL B E > BfS®D
FEAFIRL s 2 e

(- )Rt &

TREE S R %i;-‘;i’n@? 1%#’”1‘ ?@_3‘3 ’ itiié“f‘i
ARG HRAFFEEP ~ 2P0 WL E SR

PR RS R RS G PR S P S

|
N
S
=
&S
J

& ¥ <444 (Corporate Sustainability Reports > CSR) 2 #L & ¥4+ ¢ § =482 (Corporate Social
Responsibility Reports » CSR Reports) fidp £ % 5 BRE L GA§ 1 E2 K~ §rck & % B4k (7
LT ¢%gﬁ%ﬂz$%’@ﬁmévmg\ma7ﬁ@ﬂgw%««aﬁ<wa{}r
FELSOFEN > 5 2700 EREF I IHFL EREEFFLAHF L TLHULFE
AHAR A 2 Py PR EATR A E B 4 Y4245 (GRI Guideline Ver.4 > ff 4 GRI G4) -

% 16 F



YE R G ILA LI

(Z)AXGHR L pe 82 A2 4%
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~ pFREE — F $ % (Internal Audit —Poised for the

Future)
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(-)w E = r L2 ¥ (Respond to the Voice of the

Customer)
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FHBBRF L1242 % AEFAE T s PHLT &
BARTHY > LHRAPIETAAHERYBE DT LW
it g LA SRR R R TR Pt A YR

PAEZ 'S 0 TR “K;fibv}f ﬁ?r—"fﬂ”ﬁ sl o B A i
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Art or Science?)
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~ PRI AP 522 & ¢ (Role of Internal Audit in
Governance)
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~ BT b 4 (Navigating Technology Risks)
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20 * R ¢ o> HArER
An untamed beast
%’i‘ Y ";Fi R‘:‘ ‘5i/; &; }P\i.q- S l Al /:‘; Global Risk Management Survey Risk Ranking
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AON'’s Global Risk Management Survey:

® 3 out of the Top 20 risks are technology
related

* Many of the rest are caused by technology
risks (e.g. supply chain failure) or direct
consequences (e.g. damage to reputation)

= 2015 Global Cyber Impact Report
(Ponemon Institute): 37% of surveyed
companies have had significant security
breaches in the last one year, averaging
Us2.1m
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20 | Directors & Ofiicers personal liability
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Enterprise Level Considerations
g B IR

Strategy & Governance

+ Enterprise Security Roadmap and
investments on solutions

+ Business strategy drivers and
consequences on security posture

+ Build and sustain Cyber Readiness
programs

+ Management commitment]

Emerging Security
Technologies | Management

Threat &
Vulnerability
Management

Incident

Identity
Management

Technology

-+ Deploy appropriate
infrastructure and capabilities to
detect and respond to cyber

« Build proactive intelligence
capability

¥R &Ly

(®4-2) 5 2(-)

£

People

= Awareness training and assessment
of cyber culture

» Build capabilities to manage,
administer cyber threats and
emerging technologies

Process

+ Incorporate changes to current
process to enhance cyber posture

+ Tighten controls and measures in

supplier chain and eCommerce

processes and connectivity

+ Enhance internal and external
processes when cyber attack
oceurs
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= ~ 3 sxehp 8245 (The Effective Internal Audit)
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(2 )4eie @ Pl & 5 (Detection) -~ @ik #& ¥ (Deterrence) % 3

Investigative Methods
l.

2.
3.

B # ¥ (Prevention) @ 1.5 & 2 Lﬁ,;%ﬁ B E IR
%"‘ﬁ‘ﬁ EFB R FEOF L 2 T FEZ (deep
dive) ~ AL A 47 ~ Bl Bl s ~ EHLE & 72 kg 2 1
R 2 &k %MB%M;@E% o PR RS EED
2GR AT AR A T2 F(E4TD

W4-7 AER L2

DA
Theft Investigative Methods

1. E#% 2% 7 Surveillance and

covert operations
2. ¥ A4Invigilation
3. A §frd% T "eSeizing and

searching computers
4. 1 #Physical evidence /B {2

Conversion

Investigative Methods
1. #F =% bk

Searching public

R LB

Concealment

¥ % ~ “#Document

N records

%??Tiﬂgiizn 2. ®*} FiR0nline
B
% + 4% Electronic resources
searches 3. # & ;#The net worth
FHFAER EEEE R nethod
Physical asset Inquiry Investigative
counts Methods
1. ##4-% K Interviews and
Interrogation

2. 39 #l:#Honesty testing
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