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ttorney - General s

Department (AGD) JEAF|EHE |and cyber security incident preparedness,
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Responsible for information security policy

response and recovery arrangements across
government .
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Department—Protective
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Provides protective security training to
government agencies and contractors.
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Australian Federal
Police(Cybercrime) JEAF]
ool FREZE (4E%IETR)

Law enforcement in relation to electronic
andother high tech crimes.

Australian Cyber Security
Centre(AC SC) BEAFIGHAE4E
E-ac ol el

The role of the AC SC is to lead the Australian
Government’ s operational response to cyber
security incidents, organise national cyber
security operations and resources, encourage
and receive reporting of cyber security
incidents, raise awareness of the threat to
Australia and study and investigate cyber
threats.The AC SC includes representatives
from ASD, theAustralian Crime Commission
(ACC ), the Australian Defence Force (ADF), the
Australian Federal Police (AF P), the
Australian Security Intelligence Organisation
(ASIO), the Computer Emergency Response Team
(CERT ) Australia and the Defence Intelligence
Organisation (DIO).

Australian National Audit
Office (ANAO) B AFIGHERZZ
FHe e

Performance audits on information security.

Australian Security
Intelligence Organisation
(ASIO) BAA|nnZe e fE#Eal
4% (AST0)

ASIO 1s responsible for collecting, analysing
and reporting intelligence on threats to
security.

ASIO - T4 Protective

AudEe

Security T4 ffjz&€2c4

ASIO - T4 Protective Security section provides
advice and training, technical surveillance
countermeasures, physical security
certifications, protective security risk
reviews and physical security equipment
testing.

CERT Australia JEAF|qH
CERT

Provides the private sector with
informationand assistance tohelp them protect
their Information and Communications
Technology(ICT ) infrastructure from cyber
threats andvulnerabilities. CERT Australia
also provides acoordination role during a
serious cyber incident
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Cyber Security Operations
Board 848 L EHITEET

Provides strategic direction and oversight of
operational cyber security matters.
Chairmanship and Secretariat support provided
by the AttorneyGeneral s Department. °

Cyber Security Policy and
Coordination Committee 4g4%
PR S

Coordinates the development of cyber security
policy for the Australian Government.

Department of
Communications #HEHEM

Responsible for initiatives to educate and
protect home users, students and small
business fromelectronic intrusions and fraud.

Department of Finance BAEEE

Development and oversight of whole-of
government policy on the Australian
Government’ s use of information and

communications technology.

Department of Foreign
Affairs and Trade ¥P3CEE 550

Policy and advice for security overseas.

Department of the Prime
Minister and Cabinet 44FH A
PRI

Coordination of cyber and information security
policy and activities across

government .Responsible for implementation of
the National Security Information Environment
Roadmap: 2020Vision.

National Archives of
Australia JAKF[CEEFAEZE
EEEHE

Provides standards and advice on capturing and
managing records to ensure their integrity as
evidence 1s maintained. The National Archives
also authorises the disposal of all
Commonwealth records, i1ncluding those
relating to ICT and security processes and
incidents.

Protective Security Policy

AudEe

Commi t tee ZE[HEBRZE S
&r
=

Coordinates the development of protective
security policy. Chairmanship and Secretariat
support provided by the Attorney - General s
Department.

Security Construction and
EquipmentCommi t tee ZZRZ0fHE
FEEAG

Oversees the evaluation of physical security
equipment .

FRLAS SN B m R L H it > T 2 R E i, - BURKRE
ZRFIERERAE - DU BRI B N\ B - B3R B
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Agenda

114

i
W
élill:

Thle: Flecal Infermadon Agorey (FIA) of Talwan Finanece Mirisiry Study Viell
Iss e dadn: 0 Mereperhar A0TE
Yenue: Conference Room MNE.(6

Australian Taxation Ofics — Gnebra'<embery Bilding
21 Zenge Sireet Canbera City

Event date: 11 November 201 Start: 9:20am Fimish: 1:00pm

Chair: WA Contact: Ermille Fatkter

Contact phone: (& 6216 3120

Arendees:

Fiscal Information Agerey (FIA) af Taksan Finance Ministry
MrJung-Hu Lin = Systams Anayst, Fiscal niormation Agency, Taiwan Firance Ministry
el Wizl Hung Weng = Systems Designer. Fiscal Informalion Agency, Tawan Finance Ministry

Taipei Economic & Cultural Office in Australia
Ms Ywonne Hslan - Direaor, Consulsr Divisicn

Australian Taxation Office

Jahn Hiyidon = Assistant Diractar, Imeal mvestigalions, Folensics a1d Irvesigatons
Taby Mshlahen — IT Security Adviser, Crderpriss Sautions and Technalogy

£hans Wand - Lydos, Serves Delvery Manager, Senice Oparatiors

lom MieLucioe — Lydas, Senice Lelivery Marager, noore Managemant

Errilie MNatzhar - Intamational Vishas “regra, Irtermatioral Engagemeant

Afralia ineanz ah - Interrational WViskore Frogram, Intesnatioral Engag ement
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Presanted by

1. 520 Mot at Foyer Security Uesk Emiie Hatchar
Adheliz Iwvansjah

2 8:30 = 10630 Lagita Forensics Jofin Heydan
10.30 - 10:45 Noming Taa
1088 = 1143 Proseting Custoniers Dala Tubsy Mchlalin

(Ineuding 3 vielt 1o the Cybar
Geaurty Operaticns Cenire (G300
= Lewsl 3, Gnawafenbary Bullding)

A 1145 - 12116 Standard Precadurs of T Incicants Shate Wood
Tor Moluske
E 1245 - 1:00 Wrap up f Close Shate Woad

BN PR ER (Forensics & Investigations team)ft 1999
FRERILES - HAIK ALY 30 A M@ E 1T 228 - FEEBZ4E
sz BB B A M S S B - B N B - RN
BRI SR S (55 =T 8UEWMENEI - FroK B rafE 7 R e < A4t
e AR o RIEAA E AR - sz B E xR r & T AR & -
UM Jm B s s B P R A s
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F&I Team Structure

Senior Director
Stuart Coulson

T A

Brisbane Canberra

Melbourne

[ 12 ~ BN S R i sk B B 2R A

% B R E #YGEHL (Canbe rra) s LB S B B = 4 SR AL
(Sydney) ~ Z2F A (Melbourne) f AT BT HE (Brisbane ) A B s H B
= FEPRAUBNIG 5 S T T N BT R A R SR R - BN
BEFTAENAR NSRS - B IEER BT REUE &R SR
(BFEM A RIS ~ BIECESE NIRRT ) » 55782 3 HA B Ay a8k
o EFEEMEUTRE A B A M A e B A

ZE B R A B H TR 5 N SRS NI B — 25 i 8
s LIENY > FRE Sk ANV B e SR RiTRE T - RPN BB fe
ISR o PUTENL SR FEEN - AIF O AL A BT EES » BURR AR R
PR E AL hL A B P TIEE - EMFIBITRTE RERS - RiECR RS IR 2 B
r s I DAORRE R Rl b2 5648 1) » B EASSITRUL S B IR 2 A 2E0R
2 -

FofdT BB SRR, - S B SRt & B A2 R S B R At
Z T SIS IR - RO T SR SRS 2 B SRR ARG S T A -
U R AR BRI 3 56 R AP BB RHESE - Pl 2 TRV AT DL SRR -
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FA%--Xboxes & iPods ZFHEATRECRIFEIE 2 LA H IR B sz /AR
S2ERE s o RILEER A BINVAR AR ELIERE A G o5 1 AL
AHA EHTEE ~ PR ~ REA R BHFIUER U ESRETRE > SicH 7S
ST AR ISR (EIRES - DS SR A s LR RSN HUH R -

Z B AN SR o BN e B s s B 5 G A s R B R L
BUNREHS 55 (ATO) ~ K| SEFR &S ~ BRETES ~ RRASEAIMSEES ~ FhCHT
HHES ~ BE - g/ BRESR AR - REMESR - 2 H0ER - NSV
B NI EE - RERYNBIZEN R - BAMEUIER A G ~ #sEE - BA
Meife 5 S gera B ~ BIbED (BARVUERER) ~ BREAE ~ EAEML SRR
TSR ~ HHEEAED ~ BEECR] ~ RORA s8R 2 B ~ BAEED ~ RS ~ ASTC »
ACCC ~ SBRUHT ~ G ARISES ~ NSW BRI IRAE ST - NSV AP G5 ~ sEIRE T
W ~ BN A E - RARGERRE S - IR TIRERE - SN
ZEFALTENR M Z R GF 36 (EHEE (1) - HEHANBUR R T2 (S
Bt - MMIERRORRER L B - B i BL B s B s

TR & 27 B P (SOC) TR & ~ DK ~ ARPE %
&~ FERREAPIKGE ~ ik P Ee FRECELRERRO T E) - 8%
G N BB Ze SN (- AT 8 b S 1 L B A i 3 SO A5 5 S 4 EE
g1 > R RIS - WLk KO R R R LRSS H AR 35 -
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13 ~ BN R L B R

HAZBEZEEERITAREEE S » BRNGEE B A BT RHEER
106 At 1T ERF IR EDET AAERS - K& 2B E LR EEE > LemEE
BZRAFRGIR - WHHAFEEZ DL -

BNBTHE - FEBUFRRR & ZHE T 2R a5 K EmEE =

(Business Continuity and Disaster Recovery Plans) » &6 S8 E a4

B A SR A R ISR HECE A - I B e RIS &kt - TSR S 4
Z[lfgiaRE - IR HETEARE

AT MG %5 Je i 2 P U 40 & H (55 ¢ Remembrance Day)
M st 25— FRRERRY 1918 45 11 A 11 H B4 11 KR4S FIMEAE 11
H 11 HERESE 11 8 - E NSRS 50 T0E - siihEs 10 57 -
PREN G PAREE AR EAVECHR - (R RS A R M iE —
A &M - H ATars SR 2 B - PSS MR R T HI4ERS
WUEMHAE - R E EE bRt - DI MR BURGE KE - R
INFR B JE a2 & R B M Sk P — PR R Ay B RG - P UBUM B S R T
AR AR BRI SRR - H RTAESEARE] 35 (ERCKE RIS (2R T R) - %
RRELEIEAT 4 KSR > ST 8526 MRS A B B K HH
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2% 3~ BURAH R 35 (Ee4R 4Ers AR RIS EHb IR

Strategies to Mitigate Targeted Cyber Intrusions
(Originally published 18 February 2010, updated for February 2014)

Rankin |Mitigation Strategy Overall |User |Upfront [Mainten |HelpsDe [HelpsPr |HelpsCon{HelpsCon
gfor | SR Security |Resist |[Cost ance tectInt |eventIn |tainIntr|tainIntr
2014¢( Effective |[ance [RTERA (Cost rusions |[trusion |usionStalusionSta
2012) ness SNEBRETT GEA |FBIFY  |Stage 1 |ge 2 HBI|ge 3 HW
He4 BRueRE WA ARG ([BATH LRSS 2 [P 3
ik = 155 1 P B | P ER AR A | P ER ARG A
NI =
1(1) |Application whitelisting of permitted/trusted programs, to prevent |[Essential |Medium |High Medium |Yes Yes Yes Yes
execution of malicious or unapproved programs including .DLL files,
scripts and installers.
2(2) |Patch applications e.g. Java, PDF viewer, Flash, web browsers and |Essential |Low High High No Yes Possible |No
Microsoft Office. Patch/mitigate systems with "extreme risk"
vulnerabilities within two days. Use the latest version of applications.
3(3) |Patch operating system vulnerabilities. Patch/mitigate systems with |Essential |Low Medium |Medium [No Yes Possible [No
"extreme risk" vulnerabilities within two days. Use the latest suitable
operating system version. Avoid Microsoft Windows XP.
4(4) |Restrict administrative privileges to operating systems and Essential |Medium |Medium [Low No Possible (Yes No
applications based on user duties. Such users should use a separate
unprivileged account for email and web browsing.
User application configuration hardening, disabling: running
5(18) |Internet-based Java code, untrusted Microsoft Office macros, and Excellent Medium [Medium |Medium |No Yes No No
unneeded/undesired web browser and PDF viewer features.
Automated dynamic analysis of email and web content run in a sandbox
6(N/A) |to detect suspicious behaviour including network traffic, new or Excellent |Low Medium |Low Yes Yes No Possible
modified files, or other configuration changes.
Operating system generic exploit mitigation e.g. Data Execution Possibl
7(21) |Prevention (DEP), Address Space Layout Randomisation (ASLR) and Excellent |Low Medium |Low Yes Possible|No
e

Enhanced Mitigation Experience Toolkit (EMET).
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8(11)

Host-based Intrusion Detection/Prevention System to identify anomalous
behaviour during program execution e.g. process injection, keystroke
logging, driver loading and persistence.

Excellent

Low

Medium

Med1um

Yes

Yes

No

Possible

9(5)

Disable local administrator accounts to prevent network propagation
using compromised local administrator credentials that are shared by
several workstations.

Excellent

Low

Med1um

Low

No

No

Yes

No

10(7)

Network segmentation and segregation into security zones to protect
sensitive information and critical services such as user authentication
by the Microsoft Active Directory service.

Excellent

Low

High

Medium

Yes

No

Yes

Possible

11(6)

Multi-factor authentication especially implemented for remote access,
or when the user is about to perform a privileged action or access a
sensitive information repository.

Excellent

Medium

High

Medium

No

No

Possible

No

12(8)

Software-based application firewall, blocking incoming network traffic
that ismalicious or otherwise unauthorised, and denying network traffic
by default

Excellent

Low

Medium

Medium

Yes

Yes

Yes

No

13(9)

Software-based application firewall, blocking outgoing network traffic
that 1S not generated by a whitelisted application, and denying network
traffic by default.

Excellent

Medium

Medium

Medium

Yes

No

Yes

Yes

14(10)

Non-persistent virtualised sandboxed trusted operating environment,
hosted outside of the organisation's internal network, for risky
activities such as web browsing.

Excellent

High

High

Medium

Possible

No

Yes

Possible

15(12)

Centralised and time-synchronised logging of successful and failed
computer events, with automated immediate log analysis, storing logs
for at least 18 months.

Excellent

Low

High

High

Yes

No

Possible

Possible

16(13)

Centralised and time-synchronised logging of allowed and blocked
network activity, with automated immediate log analysis, storing logs
for at least 18 months.

Excellent

Low

High

High

Yes

No

Possible

Possible

17(14)

Email content filtering, allowing only whitelisted business related
attachment types. Preferably analyse/convert/sanitise hyperlinks, PDF
and Microsoft Office attachments.

Excellent

High

High

Medium

Yes

Yes

No

Possible

18(15)

Web content filtering of incoming and outgoing traffic, whitelisting
allowed types of web content and using behavioural analysis, cloud-based
reputation ratings, heuristics and signatures.

Excellent

Medium

Medium

Medium

Yes

Yes

No

Possible
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19(16)

Web domain whitelisting for all domains, since this approach i1s more
proactive and thorough than blacklisting a tiny percentage of malicious
domains.

Excellent

High

High

Med1um

Yes

Yes

No

Yes

20(19)

Block spoofed emails using Sender ID or Sender Policy Framework (SPF)
to check incoming emails, and a "hard fail" SPF record to help prevent
spoofing of your organisation's domain.

Excellent

Low

Low

Low

Possible

Yes

No

No

21(22)

Workstation and server configuration management based on a hardened
Standard Operating Environment, disabling unneeded/undesired
functionality e.g. IPv6, autorun and LanMan.

Good

Medium

Medium

Low

Possible

Yes

Yes

Possible

22(25)

Antivirus software using heuristics and automated Internet-based
reputation ratings to check a program's prevalence and 1ts digital
signature's trustworthiness prior to execution.

Good

Low

Low

Low

Yes

Yes

No

No

23(24)

Deny direct Internet access from workstations by using an IPv6-capable
firewall to force traffic through a split DNS server, an email server,
or an authenticated web proxy server.

Good

Low

Low

Low

Yes

Possible

No

Yes

24(23)

Server application configuration hardening e.g. databases, web
applications, customer relationship management, finance, human
resources and other data storage systems.

Good

Low

High

Medium

Possible

Yes

No

Possible

25(27)

Enforce a strong passphrase policy covering complexity, length, expiry,
and avoiding both passphrase reuse and the use of a single dictionary
word.

Good

Medium

Medium

Low

Possible

No

Yes

No

26(29)

Removable and portable media control as part of a Data Loss Prevention
strategy, including storage, handling, whitelisting allowed USB
devices, encryption and destruction.

Good

High

Med1um

Medium

No

Yes

Possible

Yes

27(28)

Restrict access to Server Message Block (SMB) and NetBIOS services
running on workstations and on servers where possible.

Good

Low

Medium

Low

No

Yes

Yes

No

28(20)

User education e.g. Internet threats and spear phishing socially
engineered emails. Avoid: weak passphrases, passphrase reuse, exposing
email addresses, unapproved USB devices.

Good

Medium

High

Medium

Possible

Possible

No

No

29(26)

Workstation inspection of Microsoft Office files for potentially
malicious abnormalities e.g. using the Microsoft Office File Validation
or Protected View feature.

Good

Low

Low

Low

Possible

Yes

No

No

30(25)

Signature-based antivirus software that primarily relies on up to date
signatures to identify malware. Use gateway and desktop antivirus

Good

Low

Low

Low

Possible

Possible

No

No
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software from different vendors.

TLS encryption between email servers to help prevent legitimate emails

31(30) |being intercepted and used for social engineering. Perform content |Good Low Low Low No No No No
scanning after email traffic i1s decrypted.
Block attempts to access websites by their IP address instead of by their

32(32) |domain name, e€.g. implemented using a web proxy server, to force cyber|Average |Low Low Low Yes Yes No Yes
adversaries to obtain a domain name.
Network-based Intrusion Detection/Prevention System using signatures

33(33) |and heuristics to identify anomalous traffic both internally and Average |Low High High Possible |Possible |Possible|Possible
crossing network perimeter boundaries.
Gateway blacklisting to block access to known malicious domains and IP Possibl

34(34) |addresses, including dynamic and other domains provided free to Average |Low Low High Yes No Yes
anonymous Internet users. €
Capture network traffic to/from internal critical asset workstations

35(35) |and servers as well as traffic traversing the network perimeter, to |Average |Low High Low No No No No

perform post-intrusion analysis.

This document and additional information about implementing the 35 mitigation strategies 1s available at

http://www.asd.gov.au/infosec/top35mitigationstrategies.htm
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