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MT699 or MT620
MTe04 MT605

MT606 . MT607
Custodian )

1. CB sends a MT699 or MT620 to confirm the transaction; CB’s counterparty
sends a MT699 or MT620 to CB to confirm the transaction.

2. CB sends a MT604 (notice to deliver) to the custodian; CB’s counterparty
sends a MT605 to the custodian (notice to receive).
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Information risk

R

Examples of incidents

Information security

Confidentiality
Information should not disclosed
to unauthorised people

Market sensitive information
(change in interest rate,
interventions, etc.)

» (Mebile) phene interception

Loss or theft of laptop, USB

device, etc.

Data stolen from PC

E-mail (wrong recipients, not

protected)

* Unauthorised access and
mistakes in access rights

Impact

Damage to reputation
or credibility

Loss of confidence
from financial markets,

Integrity

Information and transactions
should be correct and not
manipulated

FX interventions instructions
SWIFT messages, etc.

Fraud: dealer agrees with
counterparty or bypasses
controls

“Rogue website” copied
Acttacks: virus, spam, spyware
Mistakes and internal misuse
Download or distribute

inappropriate material

public or key political
institutions

Changes in
decision-making

(e.g. monetary policy)
Financial impact
Penalties/legal liabilities
Loss of management

control

Availability
Information and IT systems must
not be unavailable (when needed)

Core business processes need
support from many systems

IBFI Seminar— 15 December 2016

Terrorist attack/sabotage
Technical failures
Insufficient/untested Business
Continuity Process
(Un)intentional mistakes
Unautherised changes

Business disruption
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