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AVIATION SECURITY MANAGEMENT PROGRAMME

25 - 28 Jul 2016

—

TIvE T

—

——__  DAY/DATE

25 July 2016
MONDAY

26 July 2016
TUESDAY

27 July 2016
WEDNESDAY

28 July 2016
THURSDAY

0830 - 0900

Registration & Opening Ceremnony

Aviation Security - The Big Picture &
ICAO's Role and Approach to Aviation

0900 - 1000 Security
(090 - 10307
Alex De Silva
000 - 1030 BREAK (1030 - 1100)

1030 - 1230

Human Factors

Visit to Changi Airport / CIOC

Cargo & Mail Security

Kenny Yim

Implementation of echnology for
aviation security enhancement

Patrick Foong

BREAK

BREAK

Airport Security

Crisis Management and Response to
Acts of Unlawful Interference

Kumaraveloo Chinnaiah

Closing and

Alex De Sitva

Allan Tang

Kenny Yim, Edward Joseph,
Kumaraveloo Chinnaiah, Alex De Silva
& Shaikh

Alex De Silva Kenny Yim Presentation of Certificates
1230 - 1330 LUNCH LUNCH LUNCH LUNCH
1330 - 1500 Adrline Security Quality Control and Management Adrport Security
Alex De Silva ASP Nasharudin Kenny Yim
1500 - 1530 BREAK BREAK BREAK
Visil to Certis CISCO Academy
Panel Discussion:
Security Audit Dangerous Goods Responding to Aviation Security Threats
Invited Speakers
1530 - 1730
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NE] > HETEE TATA fiZE R ARRHRRE ARE AN S AT 2s 2 ST

2~ Kenny Yim R EHI50RZA IR A ] (AVSECO) PREEFT . 4 » 2=l

HBAT ~ e e TR EE KGR - HAT Ry TATA SERE58ET 5 1CAO BIFRESAT -

B ST IR R ZHH R R AR -




3~ Allan Tang RIS ERATER G T Bl SRl - NIPEEE - Zha e kahs

VinikiE 25 FHYBERALER - [FRFtE 1CAO SEREE A

4 ~ Edward Joseph EFEZ{R22N\E]H|4kH4A%E (Certis CISCO Academy 22434k
N B ZERLIERAE TR LAY A8 S IR B X (Singapore Armed Forces,

SAF) et 33 48 B A D EIREE ~ PR EMEE Kk Z 2B EITHHEE




ISR/

N

Aviation Security Management Programme

25 Jul 2016 t0 28 Jul 2016
Sm Couniry Name Organizaion
1 Bhutan Gyem Tshering Department of Air Transport
Chief Security Officer
2 Brazil Jackson Wellington De Jesus Pinheiro Ciwil Aviation Authority
Aviation Security Inspector
3 Braril Tiago Bererra National Civil Aviation Agency

4 Cameroon

5  Cook Islands

& Dijibout

7 Hong Kong
AR

£ Koma,
Democratic
Peoples Rep of

9  Koma,
Democratic
Peoples Rep of

10 Myanmar

11 Nigeria

12 Philippines

Administrative Analyst

Ohbi Clive Ntwi
Airport Commander

Tony Boaza Mocauri
Sergeant

Ms Oumalkhare Awaleh Ahmed
Inspector Safety

Ms Tsang Tze Yan Flora
Assistant Operations Officer { Avsec)

Kim Hyok

Aviation Security Inspector

Rim Chol Song
Aviation Security Inspector

Ye Kyaw
Deputy Diirector of Avsec

Dsineye Olumide Kolapo
Head, Evaluation and Approval

Abalos, Abcede Canilang
Manager

Cameroon Civil Aviation Authority

Airport Authority Cook Islands

Ciwil Aviation Authority

Ciwil Aviation Department

General Administration of Civil Aviation

General Administration of Civil Aviation

Department of Civil Aviation

Nigeran Civil Aviation Authority

Lufthansa Technik Philippines

Wednesdoy, July 25, 2016
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Sn  Country Name Organizaion

13 Singapore Wee Aik San Andrew Civil Aviation Authority of Singapore
Head (Air Navigation Services Safety &
Security)

14 Singapore Phua Choon Ming Brian Certis Cisco Consulting Services Pae Lid
Manager

15 Singapore Lim Hui Xiang Changi Airport Group (Singapore ) Pie Ltd
Associake

16 Singapore Ms Yam Wei Yen Angeline Changi Airport Group (Singapore ) Pie Ld
Senior Manager

17T Singapore Tee Seng Wing L-3 Communications Singapore Pie Lid
Dperations Dirctor - Asia

13  Singapore Gregory Foo Chi Shing Ministry of Home Affairs
Diirector

19 South Africa  Mrs Yolande Pillay Department of Transport
Deputy Director, Aviation Multilaterals

200 Taiwan Chun- Cheng Liu Taoyuan Intemnational Airport
Technician

21 Tanzania James Fakaria Mahala Tanzania Civil Aviation Authority
Principal Aviation Security Inspector

22 Thailand Pichai Thongsom Department of Airports
Ekctrical Engincer

23 Thailand Santichai Suwanno Department of Civil Aviation

Technicians

Wednesday, Jufy 27, 2018

10

Poge 2 of 2



B - AN

AR ST 22 PRZE H A S R ICAO Ay At - S R R ARG
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o  WIZERLBIRZBMITHERAN > EANERBSBAIFEERENERE AR
N2 (human factor){hA 28 e BEEEAYHIAL -

o  FTREMITMZERZZNRHFEBET RSB SRR W2 3 E Y56
K ARRHEERE -

o ANEEHNEIIA RGKAHE - Bftds e W8 TEAEH - HES
TG TAEE ~ feft 8 THEREHET - SER R B ER G 1E - B
TAFRFE(EAVREE ~ TROLERE Tl e BT HEE S - DUBCV T ZAE EAY
N BB MIE I TAFRCR - BRI IR L Z HHY -

(ZHMZE AR
o fiZEfRZ (Aviation Security) R4ERFERHINTE N ZIEEIT R HEBATERAUYY
R R AT ~ V12 48R > BORZE e R E MR B =20 -
iz A E R T B R TR b AT RE S8 AR 1Y T SR R — A A o i
REE - B EEIESIE - Ve - iy ~ i ENE FIRE B BT
o EFRMGH(Hazard) : FrAEENEE - BEKABBTHWA -F Y-
EFEE (Risk) 1 BIEE LG E (Hazard) #8400 BEM: » B 1T BE Ry EHA
YNGR -
R TATA ERFREIL BRI LR ER 248 (Security Management
system, SeMs) » RFORZAZFAZAEAL - DIRECRENTTZ — 201 -
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TR BN N B OVEE R AEATE ARG )mn - WERHEE SR E
TR ©
o fERYImES RIS

[ I . Y " \S)

Classes of dangerous goods

Class:

Explosives (Div. 1.1 0 1.6)

Gases (Div. 2.1 t0 2.3)

Flammable liquids

Flammable solids - substances liable to spontaneous
combustion; substances which on contact with water,
emit flammable gases (Div. 4.1 to 4.3)

Oxidizing substances. Organic peroxides (Div. 5.1 to 5.2)
Toxic and infectious substances (Div. 6.1 to 6.2)
Radioactive material

Corrosives

Miscellaneous (e.g. dry ice, lithium Metal and ion

batteries)

Q000

0000

Detailed description of classes and

divisions can be obtained from the
ICAO TI

o ARMAREIEIRY) L E AR R B AL O T AR VEI SRERAE > M AR B R
FEEE A o
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https://zh.wikipedia.org/wiki/%E7%92%B0%E5%A2%83
https://zh.wikipedia.org/wiki/%E5%81%A5%E5%BA%B7
https://zh.wikipedia.org/wiki/%E5%AE%89%E5%85%A8
https://zh.wikipedia.org/wiki/%E8%B2%A1%E7%94%A2

Table 1-4. Content of training courses for operators carrying dangerous goods as cargo
Aspects of transport of dangerous Shippers Freight Operators and Security
goods by air with which they should  and packers forwarders ground handling agents staff
be familiar, as a minimum 1 2 3 4 5 6 7 8 9 10 11 12
General philosophy X X X X X X X X X X X
Limitations X X X X X X X X X
General requirements for shippers X X X
Classification X X X X X
List of dangerous goods X X X X X
Packing requirements X X X X
Labelling and marking X X X X X X X X X X X X
Dangerous goods transport X X X X
document and other relevant
documentation
Acceptance procedures X
Recognition of undeclared X X X X X X X X X X X X
dangerous goods
Storage and loading procedures X X X X
Pilots’ notification X X X
Provisions for passengers and crew X X X X X X X X X X
Emergency procedures X X X X X X X X X X X
CATEGORY
1— Shippers and persons undertaking the responsibilities of shippers
2— Packers
3— Staff of freight forwarders involved in processing dangerous goods
4 — Staff of freight forwarders involved in processing cargo or mail (other than dangerous goods)
5— Staff of freight forwarders involved in the handling. storage and loading of cargo or mail
6— Operator’s and ground handling agent's staff accepting dangerous goods
7T— Operator’s and ground handling agent’s staff accepting cargo or mail (other than dangerous goods)
8§ — Operator’s and ground handling agent's staff involved in the handling, storage and loading of cargo or mail and
baggage
9— Passenger-handling staff
10—  Flight crew members, loadmasters, load planners and flight operations officers/flight dispatchers
11— Crew members (other than flight crew members)
12 —  Security staff who are involved with the screening of passengers and crew and their baggage and cargo or
mail, e.g. security screeners, their supervisors and staff involved in implementing security procedures

o EZEYIH(prohibited items) S EIEUMMKIBMHRESHIHE R EFEE L
FLE B - AR ~ 8l 75 A ST TEAE N RS BEEY)5 (dange rous
goods )& FEEGE » WK EHEE AR BB YL E AN B -

(I 5 IR
o DIFEABNIG RG] DI E RSS2 R ER
1. EflERIFE R EAE
2. PARREIREE 2% (Closed-Circuit Television, CCTV)

3. ST (Integrated Airport Centre)
13



P25 2% (Access Control System)

Zf@(Screening) » HFEEE - TIEABBEY)Z R
M E 35 (Al rport Permit)

FLUEIFHRE [ %5 © PIDS(Microwave sensors ) MDAS(Motion

N O wLn B

Detection Alarm System)

[ ] SRA




Airport Permit

HONG KONG
INTERNATIONAL

&
-m-l\...o.

REREETE

LATERBSERENY  FEOERNEIEEEMNE 494
B (MEZREEHS) B2 LSMEBITNDREHE
' o
MENER - MTIMEADH (Hacxwd 1301w | T
KM ENE <
Airport Restricted Area Permit 8
nit the property of the Airport Authority > »

e n
accordance with the Aviation Secm (-, Ordinance u H

E ubject 1o cc lons ¢ sue presc v!el by
If found, please retum to the Airport Authority, GPO Box 11301
Hong Kong, or the nearest Police Station P

(1) &1 R E IR

o HH N EMFIE KL VAN E BRI - DIHECRATHEGE 2 B - B
A~ — RS IR Ry Tl 4 7 i R ZE PR e e

o DIEABKEHAGRIAMRZEE AHIE (Regulated Agent Regime, RAR) @ 2016
FEEREME 1,400 ERZEE A (RA) - KEL 7 EVRDAS L HIREE— A 2T
ZEGRAAER A T 2 AR SRAH SRBAH Or e 228 A AHREF IR -

Enhanced RAR in 2013

Enhanced RAR as the first step

Airline
Passenger Aircraft
All-cargo Aircraft

»>
>

Air Cargo Supply Chain

Airline
All-cargo Aircraft

»
»

Air Cargo Supply Chain
15



Enhanced RAR 2014-15

SPX & SCO status to cover all security
controlled air cargo

SPXis accepted by RA or Airline as known
cargo from either KC or screened cargo safe
for loading onto passenger AND all-cargo
freighter

SCO is accepted by RA or Airline as known
cargo from AC or screened cargo safe for
loading onto all-cargo freighter only.

T MR AKX
o {K¥E ICAO 56 17 5RIT4Y 3.3. 1 T —(E4W 4 5 e A DARERE T 22 IR
ZHK ORI R E T 2 & RIS DS HASEE - FEAE
TR BUES 2 R 2 AL RR M 2 i R &A% i) O N7 ELFY
R
1 BSHETTEZRFT
2. WHEEHAREGAN
3. AEE LI EEE AMES AN ENZEM
4. FFEEHEEK
o  Inspection(igr) : BIEITIRZEHEIE -~ BEAIEEE - e 2 (REETE AT
HUE Z IR LR R AZFPAEES SR > DARECR (ERERITATY | 2 R8T -
o Audit(Efx) - ERUTIRLHEN . BAEEEE - HWE 2 RZETE AT E
2 ORI AR P IER T A H A B g -
1. REFE—BEREHE (R - R - 189%)

2. SMEFER— TR (ERZ -~ B RHE)
16




Audit Steps

Annual Audit Plan

e ==

\\\.ﬂMake detailed Audit Plan
— Audit Team Assignment
> Study Audit Criteria

—__Opening Meeting
\:‘) Collecting Evidence
~Closing Meeting

Audit Report \

Analysis

N

Corrective Action

Follow Up \

\\

MANAG EI\;I ENT REVIEW

17
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W U > b Rl H s 0 A2z R fHRETE B A BE— RN > b
R e S RO IR AT R R e (A 32 R s > DAMEFRFITZZ AR T - ORISR A i
FEZEA o RIGRIENMSE 2R 2N T (Certis CISCO) FE FRHE R T A 222 >
hs& > [EEREZ2% -

RLORZE N E] By N £ 22 OrZatdetds » T 3,000 452 3 B SR A
ZNE > TEEAEWY - BUTEIFT MR TE A RE B S TERZRTS -

M3. Certis CISCO's Hollstlc Approach

METHOD
Experience and competency
are key to designing and
implementing effective
processes and security
solutions

MAN
An organisation is only
as strong as its people

What to do?
How to do?
Want to do? Techpol?&ct:lllval?lcgs{ the
effectiveness and efficiency
of the MAN

cerlils /55 co

PUN A fHRE R T 2 FEA

1. Certis Cisco Service Delivery System(CSDS) : #&& NI MAE AR A&
TAE ~ g%k HL -

2. Portable Small Arms Training Simulator(PSATS) : R EPAEIREE N » Il
SRORLT TS CEE S B IRFA -

3. SIMFOX : 55 X et Al &8 Y0 - I0seedT N B HE 1 Royesia 2ty
i BB -

4. Learning Management System(LMS) : 4& 3| 4R=RFEHER B 5T -

5. CWATCH-Certis CISCO Weapon Alert : {ECHEEHER G N EAHRATT A2 & 1E

6. Video Content Analytics @ FFHE R a8 BIREZGAE S EMITIAE - TsafRZ: -
18



Overview of Certis Cisco Service Delivery System (CSDS)

- Integrates all our internal processes

- Systematically classifies and breaks down jobs
- Integrates training (formal and OJT)

- Maintains consistent service delivery

Design & Solutioning Operations Customer Feedback
| | \

s M

. .
. Planning & .
Delivery £ Site p— Resource Training & — Monitor & Review &
Process M E— _ Allecation | Preparation Ex = _ Check Audit

Technology
Training - Incorpor.ate.d (CI J,ggﬂ, I;Eﬁgg&ﬂwﬂsm Assasmem}
lassI on -t
Methods into Solutioning - 2 ST N~
Custo_rner Brand Experience at all Touchpoints
Experience

cerlls (C/55(Th)

Portable Small Arms Training
Simulator (PSATS)

1. Reinforces the competency and
confidence of trainee-APOs before their
first live firing at the Certis CISCO Indoor
Live-Fire Range.

2. Provides realism for training on the “Use
of Force” doctrine

3. Customized Law-Enforcement Scenarios
and Settings for added realism

+ SIMFOX is a highly sophisticated software that
can simulate threat object images used for
training X-ray operators

*  Threat objects can be projected in different
configurations to simulate actual situations

* Conduct of X-ray pre-employment test to select suitable staff
for X-ray course

* Ensure high proficiency of X-ray interpretation skKills via in-
service training & quarterly proficiency test

* Retraining of X-ray Operators unsuccessful in Red Teaming

Fest ceerlls /55O

19
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CWATCH - Certis CISCO Weapon Alert

Trackmg and Communication Holster
Anti-jamming/spoofing
10C is alerted when
- Weapon is removed from holster or
- Duty phone and holster are separated by a
distance of >5m (adjustable)
Sieves out trends for purpose of analysis
Provides early detection of abnormal
behaviour

'ﬂ.’lﬂf CWATCH - Certis Weapon Alert Tracking and Communication Holster|
perey

Holster
Activities

—)

cerlis /55w
Advancements in Technology — Video Content Analytics

. Video content analytics (VCA) turns reactive CCTV system into proactive monitoring
and detection

. VCA may reduce the number of security personnel or enhance the effectiveness of the
security personnel

. Applications
. Access Control
Intrusion Detection
. Traffic Management
. People Management

cerlils /550

V0~ EH SIS R FE T

RIGRIR LR R 2B TR - WA T
(—) FEEMSNIZEE S $0(C100)

LT IR E S SR —MUE - DS = H s (Al rport Operation
Centre, AOO)4HAKZ T > FEHFZIREAE] (Certis CISCO)EFH - MHRARKE
BE T HES LR

EREEFEEREN - UEFREREIRA BRI TE RIS -
20
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2. SN ARGAHE > DIEE N BEERIGRIE R E T TS 5 E (22km)
HE -
3. 24 /Nif CCTV HABERENSRBFY - LIRS 20 4 -

CAS Integrated Ops Centre (CIOC)
Surveillance Centre

Using CCTV as a QC Tool for Performance Monitoring

* Part of CAS Total Quality Management
» 24/7 capability in monitoring security & service performance
* Conducts virtual inspections to ensure consistent service delivery

-
"
r 9

THE. WE.
T [’,F-'nﬁ;i% Ll LT
A= = - L4

b 4

(Z) SRZIRZ N ENGRI%ERE (Certis CISCO Academy)
1990 SERYIL - (LA HT HIBZ Pa (IR JER SR SR b 27 (EE SRR E 54T 30 45
HAR) o FRObHEEE 50 fEIGHERE - FEAH = B B BTG By
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L. ZEBEH
EIRHRE SIMFOX #RAG - IEBHERE X SR & b k& 2EY) i
S XU ~ ZERPTRAE R N B Lt TEN(E
FPE#EVE Portable Small Arms Training Simulator(PSATS) 4% @ fa
AR TR Y

e
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~ SAIARTCHT N RATEEPE Singapore Aviation Academy (SAA)FTERYR 4 K

HIMTZE PRV EBEERE bR T IR AT A RN ZE SR 2R E R i — DY
TRESN > IEAEEERTR AR AR AN R EK - DU AR E A [E] Bl A [F] 2
sl e A VT » FTAGEER K AEAIREVA IR EE i E /Y R IR Ry e -
HR AR N B2 HER o fm e BT 2 e - B Ps 2 oRiE - e
FZE R4 — E R BEH ek S s - &2 Rsk s EE 20 TTREER LAY
M -

* MUZE ORI A M B T W B - TCHL 2016 5 3 A334ER0EE

HIEFATE ZE B RENUE B PR R FE S 6 AR HH a3
4 HARNERERYEE » UG E R sl E et - a5 w] -
ARIGRIEH A 2 —(EE A RSB AN RRZ > s T e Rl Jk
JeEEE S BB SO ST AR TR BE R ] > 2 7 B B e s BN
BETIERCEENEMRE > BEAFIEMER L 2 > ZEEH
BT AT N $2 F 3R DURITe - e it B B AL 1 HH AR B i St
AR ARG R R B F I A TR P8 A -
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» bR TIEEEREERE METRIOR AN  BEHRSSEITE | TR IR e
TR 22 68 &8 1 0 (CI0C) B IR BT S8 SRA PR & B SRR
(Certis CISCO Academy) » HH MU ARG EE - GIATHET IR
Az RZE T Za SN A EI T - LHIEEARCIEEL 7 BB EREREA IR
B H RIATE NI e i > st R 2 i A B E N - AR
BALREVRRIEE - 59h  REMRZE A TR TE R Z IRZEHHIE - T
SRR EL 1 A A 5| SR SRS R ST 38 R AR BRI RS (A S B o PR T 4R 43k
B AE TR BRI A - T2 Or 258 m] B iy B A AR AE A < Af -
AR E GGG 2B P OB N E ARG A TR S B ETZE
HESEE SR RN - TR A S BT B T R AR - A
Sy e PR L AH AR IR 2 -
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SINGAPORE AVIATION ACADEMY

This certificate is presented to

Chun-Cheng Liu

for having participated in the

Aviation Security Management Programme

25 to 28 July 2016

@ 1%

Director (Singapore Aviation Academy) Director-General
Civil Aviation Authority of Singapore Civil Aviation Authority of Singapore

P 2463

GhnllEEE

| Aviation Security Managemént’Prbgramme '
: 25July:2016 to 28 July 2016 =~ e
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