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M EZRA - RAIERIER T ERZYER A ) (Actual Physical Invasion)f&4h > &
sEEkEE A BN A R 588 ~ (2 ~ SUU R EAMY) 2 SR -

{HJ 1967 £F Katz V. United States —2& 1 » Bt e r=n ABeEEH T Olmstead 22" &
BRZYERA S RREELUEIEEREZHE R " A Ik T,
MEFFH L B FRESEHZEZE AN GERGBEE BT R R RE
TERERAR—E 2 E TP % Bk (Interception Order) @ FAEIDIR(H &1 RH

PR BaBEIT R T E » NIt - SERIEIE Y 1968 2 T AUFRIERI e A RS L4
4% ) (Omnibus Crime Control and Safe Street Act)ZE 3 & H1(EE 2510 (&2 2520 &)

A BEA 4Rl b DR B e B T B 2 #R #i(Wire Interception and Interception of
Oral Communication) » Y% 1986 FHEIERIE Ky " &R Bl e 11 AN 2 BEUL EEU
FEEEEE | (Wire and Electronic Communication Interception of Oral Communication) »

E Ry BB Bt 2 A A -

B[R EF

— ~ T R EFE N HE ~ B
EEE LB IS IE R B E T OReE 2 B2 RSB VB IR R S
r L BA T E v--Ex Parte Jackson Z&° © Field KJEBEE FRifRfE S RET R » [RFEE

| SRR - AN IR EE AR E > B AT H > H 84 - ERRFAME
AEEZLZ HIBI - {4 1928 4F Olmstead V. United State 2% » BFSHHE G A BRSESR G T » EE
FTéh 2 Eahr EARE RETE RS KBRS Olmstead BLHHAN 2 SAEENE - FHEIBHFI R = AR Ry - B
X Olmstead BLEARAN Z SEEANE W BT - (HINENEERUBIERZHE - EZIREREE
815 (F:(sealed letter) M IRAFEZANT - EehlLIFRIAIRE 2 #uls - HEFEERL B2 =
A BBFHER A BB AT RGIA -

PSSR BRI A L PR LR » JAER RS 168 1 > T 101-102 © 7E Katz
v. United States 1 > fzi=ABeHER] Olmstead 2 ZIRAR ATERLE - WAL SERRRLZIHAEEA] ©
£ Katz & B HE RSB BRI SR (EHRE 2 A B = ENEE - MEETIME
ERIEa Rl s 2t s AR Ry AR R s 2V > HARE 2 RS R
ZRRA - BIERRILATIERS 25818 - HE e g5 ARSI EPIH > #iE O BE
HEENEA GBI MBUF A TERIUS SN EHEE = 2 IEE (G CEIGEES
VIEIEZR ZALZAT > NEARIEGIRET ] - SRR IRILATIE S 2580 -

© [EIRHEEE -

* 96 U.S. 727,24 L.Ed. 877(1987).



A E - AR EMNRE T PG LR E I R E e 2 i - 24
MR ~ FEsE LU E B M E R # 0 - AIEZ Fia s - (E1FDURE4
RS2 FIE 2IIRE - BR T HMNBILA R EE AN » N2 B fohina - 2 (8 R ARAE
H % Byl e BB AE E AR 1Y United States v. Van Leeuvwen 2&'BLKz United States v.
Jacobsen Z& FEERES [ -

{45 B Ex Parte Jackson ZELASAHRHZ g - 52 (E1F R ERAINE
BN —SHE R (frst class mail) RAANELZE » 2AZFFEEINEEE  (RE
IRENERRE N BN E A ~ WER A RIAEZ & BERF (reasonable
expectation of privacy) * #{E B TS HE TS FIEXBET - HMEHZAE
AR GEHAR - HA S 2 E s T BUNARI SRR A A E] » B4 UPS
SE FedEx. » A RAEZ SHEIIG -

e ERAFERIE IR — 2 E R ERE M mEE A B EE Ok
& > [ T 2RI Ex Parte Jackson 2 HP 2 K/ ME R EE AR LR AT R > 7 Katz
ZE RS RAE Z SR LR AN I — 288 - R RSB s 2 SMa S - itk
DLR B2 B R A IR FIRAT » AT AR S R R 2 S E R AL -
7 BBURRE AR A BRI AN SEHAR 2B Katz 22 Z FEAE SRR
5 A EA B B PRS- JRRIEN R R A R B R T e & CFA
BRSBTS 2 I S R R AL 2 S B -

= B BRI

BAFVUB LR ST BUF AL ERSHE R TR RS AT - R 0
SBIUEIEZE RFFHIRE A T B A E N N R A T R TR 2T -
FEHE EBRE P EY) b L AR G N R A A B R 180 I E

7397 U.S. 249, 251, 90 S.Ct. 1029, 25 L.Ed.2d 282(1970).
466 U.S. 109, 114, 104 S.Ct. 1652, 80 L.Ed2d 65(1984).
" SEEG EE F(general mail)sy 4 JE S EEWEEEE > FUEREEME  FEBIIEE
FE M > SBUIUEEM R A A o
' United States v. Jacobsen, 446 U.S. 109, 104 S. Ct. 1652, 80 L.Ed.2d 85(1984)
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RIS TR (seizure) ©

{ESHTHFEMN Y2 A 0 5 8 &8 (reasonable) 2Douglas AJEEFE United States v.
Van Leeuwen Z& 2 WL vl 38 = AR A IE RIREAL 9) 7581 > Van Leeuwen & -
BUAEIR B30 A — BRI 5E - EHUSHEREIETRERT » ZEM AT E
29 /N > Douglas A2 B #  IEL 25 e 7 FH 488G T3 U RE (totality-of-the circumstances
tes)” > & BEIEHUSHERZE Y FidinEb (-2 i @m e a3a S RsE

> FH (B SRR O s Y A R T IR -

= ~ FfRiHE Mail Covers)

SR B LS EE TR IREED A I RE » TR AR E I SR A AR
5245 (Code of Federal Regulations)&f 39 FEEIBUER A - Eta Gl RE (hds Fs HUs & s
BRI ECRE GRS NB T 2 RIE BN 2 408 BUS OB AR B @B A A
Z40sE > MEUSZERZ BT AR LIRERZZE 2 BRI 3EE0
FREE FINVUGRZ 15 AR EEE TENRBBUER 25618 ¢ 505
RUWHIIAY 2 R, AT TR R SRR iR F A H 2 - RIADE TR -
T ES ARG S VUE IR 28 2 B SR B A T R TE 2 N (R R B 2 S M B AR S
GREN 2 NN SRR 2 S ELEART -

E=TH BEEBEEMELFINEBIER
— ~ PB4 ECIE (Wiretapping) 1 #8T=(Eavesdropping)
SRR s N B A BB IEEATIREE - BUNEVERENITE A %S
PSSR EEE AR - (AR VU IE R R H 2 T 472 | (search) - MER = EBTAT

397 U.S. 249, 90 S.Ct. 1029, 25 L.Ed.2d 282(1970)
{5 FE (RS I (hearsay) 2 55 I 12 75 A G BRI (probable cause) 1% 38R o k)t —12
A EHEEE SR ER 2R s e > mIEEFEHE T —RE -
" FiEH wiretapping 547 B (A FE SE R B I (T PR VBT RN 2 #5T (Bavesdropping) & A fEAR R
FEREES RS A MRS -
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17> Olmstead v. United States 25 50 B8 4R BRI A4 E TSR > R BRI R v
bR ml AR ERGR AE ARG - P2 ~ (R FERIT A (EHESES
R DL LR 2 TR B MR L SBTUE IE R A PRIE S DA SR S8R
2o 2RI - th RAREE A Fag M > WAL Berger v. New York 25° & Katz v. United
States Z& “TEIFEWE B i ABTHERN B ABEAE Berger ZE el At NI A kg
& WRZEREZESNBIEE Z VM - E Katz Zh - ZEIBFER AR
SeJEBATE Katz JRA TREFIFFTERN Z AHEEFEN » femnAbit B IER S
PUEIEZ > £ Katz =29 > IEVE S Olmstead ZE RN FHEA > HIL - STEEAL
W NEGEZ BRSO BB R TR - BAFENBERE -

= BRI RISk
WEFTAL > 4F Katz 250 > S ABeiETLBURF SR daE 2 B e siraie i

BIRRIT Ry RUYE FHIZBIMEML:

(—) ~ &l — TR EREE - A E R Z MR EBURF KB T8k [ EEahE
ah BGE B T AR E R A T ok [ SEEE - B - MR
PR B AR P AL — N Z SR -

(5) ~ FEBIUBIEF G FEUT AR (intercept) PAEER T A B RS Z BEan
JRRIAR e R i e A (i Z B S e A B SR B IR SR - (N
GEEEL L INER B R AR 2 R ZENR o MREL R
FATRIBERAME 2 & FRHATS -

=~ BT 2 E RS LUK AR
Eahlrad A B R T SRS TR R AR

" 077 U.S. 438, 48 S.Ct. 564, 72 L.Ed. 944, 66 A.LR. 376(1928).
® 388 U.S. 41, 87 S.Ct. 1873, 18 L.Ed.2d. 1040(1967).
389 U.S. 347, 88 S.Ct. 507, 19 L.Ed.2d. 576(1967).
7 f5i40: Tyler v. Berodt, 877 F.2d. 705, 707(8" Cir. 1989)5K, Price v. Turner, 260 F.3d 1144, 1149(9" Cir.
2001).
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FHFE - TR > MESEEAERRAE AN — 2R T RS - T
B2 P19 RIS EE AT DUZSIBU GBsE 2 BT 55— TERREE % -
{o B BT AR S B B S R 0 A A 7 =0 - B2 AEER - BUir
FIH Y MTF TR - BEAEUMEER 2 E/A?

£ Smith v. Maryland Z&" » FERUABMIZERT » A EHINEHEAVEERE A
] 2 Hr L B AR B RE AL 8% 25 (pen register)” DAFRAE— (- ERIE ZE (harassment case) 2
JUREEHE - B OV R SR R K E Y Smith Z{ER » Blackmun AJEE
TE 3 5, 25 v s - P BSR4 % 2R TS Smith #E (PR BB EEREH > PISRR 2
B Smith ¥ BEFANRE Z SERHARS - RILIA BB IUE IR AT E U R 2 #ilk
A%y Smith TEHESRAVE T » AERH AT L 2 SRS AR B S A FI3 24 FTLLE Smith
fef FHEREERE » HUZ ERA R EE (5 A FIEIRZ M5k 2 BRI ERASR s 2 a2 P 5 5)
1B —&RR > Smith fEREFT PSR BN RIS A 51 o] SERHEFT 2 PSR aRE A
TEIT 2R o 1S AR F Y A R Bl P B A S 2 R4 0 4 Smith
(RS IEAR A PEB T HOG A TR B RBALEA (F el 231 - RItb e miE R

0 A RIS A FIE T BB Lkt - AR R 5

BEZRER S 2 ARk Smith 282 R D7 1513 ARG FIHR [ 2 B (HEAA |
5k Smith 22 W REE A iRE > 77 1) Ho— - LA (AT iU ES ORI 2 B MELE 2 75
KA - RREREAEE Smith BHTHRIE Y —77 > WILEE TG EEREE - 55
TREARE L TR AR R R R SRS AN 2 BB E IR SR -

I = FE R B R 1% {H# - B (post cut-through dialed digits) 5%
HEE - BT RIS PTI A 2 BT - TP AR ZEEE EA RS - IR E
BEATE - ZPL o AU ER R e A 2 B R ERIG A B Smith 282 A% - 1
VEZ Katz ZE 2 (RIE 2 RAE - RURES A FEI ST & A E A ihm e Eini s
R 5 BIE A F I T S L E (A R R EEE N S 2 1B

" 442U.8. 735,99 S.Ct. 2577, 61 L.Ed.2d 220(1979)
U EERIT A EE S T B A E DR SR (AR EE AN -
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SRR E » ZEEZ BB B IR 2 fRE -

BRI EREAE Quon v. Arch Wireless Operating Co. ZE7 58 5y » fEE AR = (i
F#E N R EE A T EIRESEN 2 R E RAAE 2 G EIARE R A E
Z VB [E] -

FIUE ERERERERAFIMBIER
— )

H AT AR VU I ZE RE AT 8 R B S s Z s A R
e SR > EMREERLEE T AR BRI 7R R - IRRIARE %
{REERF RS AR5 U L Rl iy SR RSB P UE IR R 2 JE A - IRE - H Al
%0 Ry AP A S 1 ER A 2 (content) (R Z BB VB IE 2 2 a8 - B S FRAE - A
AZEVUEIERZ PRIE -

|
=

SN 2546 2 & 51 (Non-Content Information)

SEFUKIELEREAE United States v. Forrester 287 2 HI oAb B FE ST U &
TFZE BN 254 > GEPE4a G iR 2 B (% > Forrester K HILFEIHi 2 Alba [RE#EREL]
SEIMZ A > FHE A AU EEEACH, < (pen register order) PABEFE Alba {F5E 2 flH A

BN E - SRR ER L3 (ISP)Pacbell Internet /A FIE A2 BEAr HoREE
SEACSER S FORT 0 BB E A mirror port” > {EHEE BLAMGLUAIR Alba 112K EE
TEELE ~ Alba BIEGE > 1P irht - DURFrARCEEFIRESE » B &
A -

I ERE R Ry M B IS VB E R R E S TR > HAIL
fEEETE 5 =LEA AT Smith v. Maryland 252 BREALSHSMHE o BUN BRI/ BT

* 29 F.3d. 892(9" Cir. 2008).
495 F.3d 1041 (9" Cir. 2007).

¥ BRI R (mirron SR RIS E AL - BIME SRR PR ik - A HA R 22X -
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PR BE T EREGER AR B EEEE E R A - B
19 B2 B - B AR A ARKEE BB SRR B E 2 N EE S
IRTRZ (warrantless search ) » {EHERIE(EMEMFIME 2 &R - N RELSINETE
HEFE B S =188 - ETEFOEERET K BAHE=J7—0&

EER TN Z AR E 1SR 2 NS > BRI BLEE T s
EERTE > BUREAAEIT S - AOH 60 BEZNEBEZ BB R R -
Hibb KB ZEER ~ RSF > WAFE PRS2 HEE -

= EEZ A

N T D DU PR 2 (o B - ISR ZE B RSB VUE I 2R
FELORT 3 R BT 0 DA PR i e R 228 22 R % - WIATAILZ Quon v. Arch
Wireless Operating Co.2&” » 5L AReRE s FliER AR 725 (50 Al & A R (E AR I 42
e 2 (Elkas N Z A S B RRAL ZIfr - SB UG A e (Rl IR S B B A
(S FARREEE At aited 3 o 25 MUABEER S LA AR ReAH ] FLAE - RITRA A GERE
GErt NN BN EEZ BB IEZE 2 fra&

AEFBVUEIEZREA AR T #0 AR e - AR
R IR T E TR RN Z R TMB IEZ oA Hoh 32 - 17505 R i £ 20T
SGEN YEEER RS HE it 5 (ISPs) MEE 2/ (intermediary ) » (A —REREE
PR AN 2 Y » DU - BB T BRI e = E - e A B
BRLL EERERET - EEFEETEN A o R ERR OISR
(B0 A ] B2 > 55 = JRE0 (o DU SRR B sE A 2B U B IE K 2 (R - EIAE IR
WA EEXBETHRAEEES =N EETE(FEAERES > ETEFZAE
(EHES RSS2 - HACHesiEn. » ISP 2| A E T E 2 NE - K
It BEZ G R E T B E e RS E R R (E DR — S

* 29 F.3d 892(9" Cir. 2008).
" OBNERE - HELUR MRS = TR E# e
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(EE

fin A AR 2t — R - B RAs im s B R E S LU B IR O
il - TN AR AR > RINEREIR > BRIERRTTE - N R BN S IR 2 i
AHAYSRERATAE 2 BRI N AT 8 T B IR DA A G PR A s e Z R AL
G 2 — R Al el 2

VU ~ PRI N 25 JEE R 2 R SR
R > B AR 2 A E (RS B B e L E R it (X £ 2t 2
&l MmN EE AL S A RIRE 2 = 23RS - NI s T ==
iR NSTPAR T EGEIA A &R - T IP firkl: - EFE S - BHE
BAR/INAES L A5 e 2
MEAEFLL P | RGBSR Al SRR IR - B2 > A
FEE T E IR By i — i & B T Bl > RS S E T E Rt B N B &
afl > IR SN B R 2 TS A EM L - 2O AEEIU G E BN
f Forrester Z& » JAREAERERI TP 2 S —B&E IR EHEES (Uniform Resource Locator,
URL) ME#ZALL Ry BREESRHE » (H55— 51 - URL fEREeah - Eani=s 5
aFEAHERAZANE s 258 NILFARERAE M - R IUEL
= RS -

1~ BB IERENE T E LU AR s PR Z B

EEBTE AL IR Y AR AR T BN N B 2 B R B EA S TUEIE
2Ol > N (B - S ERAE M Z SaEE (AR 2 DUE DL R T s i
SR Bl > RA EGRZRIUME R ZRE - [B07E —051 > fild © 55 =850k
HECREREL RN ORI 2 2 S TEH] > SR BUF R R EAAHMIMTETE M ER 2=

B e gt s
2HaF3k Ferrester Z&
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R R B FHBURT I A e 2L 2 BB ALRE™ - N RIIAE 6 P AN BT P T 88 T s T AL
FonZ BT R FEE - AIBUTE 8155 SR E IR ER Z AR Z F
PR4E -

WSFF NERBRER - Bk HFE T2 EM - AL ISP EEHEE R
[ FRERLRE - (BALERREE R > BEM RS LA =BG - (HE S
TERUEEEIN - RIERERETFDCT - R 2 S HIRS nT DR R e e 2 iE (e
N

_%o

\{.ml-
o

PR BERREEEEAER ARG

MRS R 2 ZAHRRER — » — IRl FAE L PRiE - 55—l
T NBUN B FRBUN 2 AR ORI - B A A TS - 7802 - MR ISP 6%
s

F—ER BT A BRI A B R 1934 4527 38 EH0% (Communication Act) > %%
JFRIFE R PRaS T BN » A A SR EOENEER IR 3 RER - ATAE
F BN A 2 &% o F Nardone v. United States Z£° » B o Eint Ry K 3% %
RS 2 s R TR -

£ 1960 A% 3B AT AN R DUR BT S s A 1 Bl &y (F S8R = AR AT Berger
v. United States Z&” A E58% LUKz Katz v. United States 2 BEFAFETE > FL# T 41 £ &
#E (Wiretap Act) DUEIRERE—(EE NI A FEREES DU BE R —HHERL RS 2
45 - BEBEE— RSB FH A BURTHERABIRA N » BAs PR F A B 1B TS oral
communication (41 : £ A G HESEFEFEEE DISKIVEE )7 16 ) M A RIEERS
3835 (wire communication ) (401 : fE A% HAE A E DB B B Rb ] 2 A BE ) -

* 0" Connor v. Ortega, 480 U.S. 709, 107 S.Ct. 1492. 94 L.Ed.2d 714(1987)
7 47U.S.C.A. § 605
* 302 U.S.379,384,58 S.Ct. 275, 82 L.Ed. 314(1937).
¥ 388 U.S. 41, 87 S. Ct. 1873, 18 L.Ed.2d 1040(1967).
389 U.S. 347, 88 S.Ct. 507, 19 L.Ed.2d, 576(1967).
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VAR S AR S B 0% ORI SKEET A e AU ARt an < DUETT
Bile - HEREIA S E e Kom e B 220 - BI]AEsE - BRle I REMIEES
AHAIR R 2 B R B > NILERIR A E B L E v f T EBAUERE ) (super
warrants ) ©

Bl A AR BB Z U S A e HUS-E 4 BB 5 iEss B R 2 A2 Fp - 2RI
£ 1980 FEARBA AP MRS 2 PR T Bt - NIEEAE 1986 4F - SR & il im e
FiE NS (R A2 (Electronic Communication Privacy Act » fi&ifE ECPA) LUK
AR B TR B RE R IR 7 2 R > ECPA BIFE =814y © — - IREIA
HilE - EA R RN E T EE D BT RIERMNISEFE T AR ZHE
JRENEEFBEEFERE (Stored Communications Act.) 5 = ~ RINEHSR4C8%25% (Pen
Register Statute ) » IfERiTZL Smith v. Maryland ZZ A5 o t =T AT E R
B HE 18 7

ECPA 1£ 1986 SFRT L Z FAZMEIZ STE A - R T AE A [F] 2 R
AIlLE - — ~ SRR BN R R B T 8 A4 2 i s BRI 2 A2 UK — ~ s A B R
N Z 725 ©

BIRA iR EE P (Prospective surveillance) (5 1E B4 M aHEG - #5 AR E4Y
IS Vit e 2 B T (A il R B iR 5 U s A T 3 4 2 i
J#(Retrospective surveillance) TS HL AR S5 =77 B ISP £ EHYEHIXEEN - 4
1 FBI {#1 ISP SR (L F4EpRIR P ek g 2 &af RS H T 8 4= 2 im an B e -
ISP TEf# i i UBAZ - 188 H A4 408 - FBI Ak Eiar e &2 ISP ¥
FEFER AR Z &R -

Fraf N BRI F R EH A 2 AR Z EEAR A AR
ZERANGEF M B R EZ W ittt 2 Eaa E A s B B 4 2
&l o

BEIEA(Wiretap Act) R 35740 8% #3774 (Pen Register Statute YA EIA R A&

SR ELEE S TR ES R iR R A (Stored Communications Act) BT T 384k &5l > s
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HIH GBI AR 2 B o EARZERERAN N RAG AR

RAEEA BN BT EE AR
(Prospective) (Retrospective)
%% (Contents) BEE T FR 7 i ETU A (Stored
(Wiretap Act) Communications Act)
JEAIZE(Non-Contents) R B BrF A ETA
(Pen Register Statute)

FNIE BEEEE (Wiretap Act)

— ~ HER(Wire) ~ HI#E(Oral) K % 1 (Electronic)

Bile i R RE R R B2 BUm R 7 R - SRR AR IR sE
EEANZE =TT E TR s B R A A - AR AR AHUE R
FEIEIR - BEEeA iz =famaf Uy =0 A gmah ~ EEmeR DA R iR - — A
5 A AIE R T LB AR T IR SE S A E RS
ISR (E ik E -

(—) ~ A

BRI T R A GRS B — 4K HH B 4R (wire) ~ B (cable) B H
AR B e T o (4SS IR Bt 2 A trpBh ~ L I 2R (s
BARETT - DU T PR R e S M s B2 52 B NP SIS 5 2 18R - B

18 U.S.C.A.§ 2050(1) any aural transfer made in whole or in part through the use of facilities for the
transmission of communications by the aid of wire, cable, or other like connection between the point of
origin and the point of reception (including the use of such connection in a switching station) furnished or
operated by any person engaged in providing or operating such facilities for the transmission of interstate or

foreign communications or communications affecting interstate or foreign commerce.
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surveillance ) 46 A > BITRFRIATABER » BA/E: T B ) BT
(=)~ Dz

BB A AR T ¢ RSP S B > SUE SR AL
SHERPIIR > LTI T B OB « LT AR AR
0 BT A B A, T 75 2 5 S0 TE 2 R 2 AL i 5 0
2

TELETE ~ FL A S SRR 3 P B A RS s LA A B - 32
TEHEMIHEER - (85— MIRENE N B SL R R SRR » 2
SR UL » RUERRER SRR EERIS  HIEREN T RS
AL M TN + FLARCTm R e 15 -
(=)~ WA

B E A T ¢ (TR - 0% R G B

~ SR L A B M1 S 5 P A ~ TR -
JEFE AT e TIEE TR © LAEFARRTIRER ; 2 LR

* United States v. Rose, 669 F.2d. 23(1* Cir. 1982); United States v. Hall, 488 F.2d 193(9" Cir. 1973)

* United States v. Torres, 751 F.2d. 875, 885-86(7" Cir. 1974)

* 18 U.S.C.A.§ 2050(2) any oral communication uttered by a person exhibiting an expectation that such
communication is not subject to interception under circumstances justifying such expectation, but such term
does not include any electronic communication.

® 18 U.S.C.A.§ 2050(12) any transfer of signs, signals, writing, images, sounds, data, or intelligence of any
nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photooptical
system that affects interstate or foreign commerce, but does not include—(A)any wire or oral
communication;(B)any communication made through a tone-only paging device;(C)

any communication from a tracking device (as defined insection 3117 of this title); or(D)electronic funds
transfer information stored by a financial institution in a communications system used for the electronic

storage and transfer of funds.
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R BB B R > BRI » S - (0 R e e
TS - BRSO - KL B A S AR BB
BRI - TR P AR AR B » ISR AR - (R
SESUAHIHA” - MEAE T TP 2 B B B IR L © 7F United States v.
Scarfo 267 » F#E EHERUHE RS IER & ERGAEEBIR 112228 (Key Logger
System KLS) » 5 T BB » KLS B tik fE4E IR yeid » STopilis > i
82 5 TR KLS MR IV Tl PR (A s I e
8 4agh » INRBYER » B EAE A T ERE T ERm - B
SR RIAE R 1 > SRt » BRI A T » IR S

.~ @&k (interception )
SRR BEERAR RO AR - eSS R s (R E T - 1%
PR EA A B R S e A B4R ~ BT S IEE A N - fula TS
(acquisition ) ~ " A% (contents ) LR T {(EFIEE T ~ HEMRECHMIAEE | (electronic,
mechanical, or other device ) ?
(—)~ Hifg
HEEGREARBARER I T HUS A T I (temporal ) Z PRI - JEREAERERAL

* Goldman v. United States, 316 U.S. 129. 133-134, 62 S.Ct. 993,86 L.Ed. 1322(1942) » [LHhfgfE
U.S.C.A47 4m6 605 f& » BfE#A Goldman 287 35A 5w &y Katz FTfEsl > (B AR FAG R e
& HIFRAZS A -

7180 F. Supp.2d 572 (D.N.J. 2001).

* 18 U.S.C.A.82511(1)

¥ 18 U.S.C.A.§2510(4) the aural or other acquisition of the contents of any wire, electronic, or oral

communication through the use of any electronic, mechanical, or other device
18
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BRI T A - HIRE AR - HAEE T - ZRE T B9 — bk
(57~ B R e R TR A B AT Sl 2 I TG - A s BT 18 2 R -
RIS & AR e B [F] i R AE A E e 2 1R 7

BT A RSB UE IE S HUE 2 R e RIS RS » Bale A A
SZHIAL Berger v. New York ZEEEE - = Al E Berger BRI NEIUEIEREE
FERGEEHAM: (series) BUBRAEUEITHIEE) - MIF—RMEZEANY - HEFH
DL IREMRIG AR = ARE Y Berger R BVE - MG SR BT P ETEER
iR Z PR -

AR SR ABEE TUE IR BRR A" BB E e s = AR
£ Berger ZE5UE 2 & 51 - HUSEE0 B0 M M B0 T 2 BeBE S 11
W HIARA R GRS D) 2 SRER e TEE LSS » MEAE BRI ER oI Mo R
fE2 A A A T B RR A TR AL SR - AR MR AR
(=) AE

PRAEEA TS ZHUE 0 BN B GIEERERAS - CEEE

AT E AR T EAE - T ERRERE G  TEE A BHE A SEE T N5
GIEE— TR RS — T 2R SR E s » B 2 s TR R &
TEE AT EZEE

BETEf EERTEBEN TWNE, 280 ETEMEZHE - Bk
LS TN EIE Z SRS — BB T IHRHEA R R AR - WEFEEN - FTA
A > BRI E RS ERE T - AEEE AP EE Z NEZ RS -

MER A& A R B SR e e T s M B A B 2 B85k (dialing) ~

“ 4N - Steve Jackson Games, Inc. v. United States Secret Service, 36 F.3d. 457(5" Cir.1994) » 4t {di@ER
BRI AR T HE U > SEECE GEF 2 e E R IERAR & United States v. Steiger, 318 F.3d.
1039(11" Cir.2003).

' United States v. Baranek, 903 F.2d.1068, 1072(6" Cir. 1990)

“ 18 U.S.C.A.§2510(8) when used with respect to any wire, oral, or electronic communication, includes any

information concerning the substance, purport, or meaning of that communication
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NS TR T NS ZERESAY - A > AR Z HIAEFESE URL
AR T REBGRRZ THE L

(=)~ EREMET ~ R EAEE

"EL DREFREEE T PR E RIS & - I
BHRIEEMEERAN A SR - DB E Tl 2 R B s H N IREEE
ALELEIR © (TS E Hegs B, » s BEGPTBUL A Z M e A SRR T N
Aetste it B iEat i s E a2 82 DA Rt - BO2 (A R p s i
FEFFTEH © B0 2. R — B A (L P 5 1AL T (3 ] Z iR B & ~ T &1
ST T IS o 11T 0SS AR o B0 AR B SRS B IEE ) BT IR /KA 2 HoAl
HEEE

» B B TS S 2 A

TR (interception orden) Z %55 B AAERCEINHF AL ~ E2 - 2R
JeZ LA S B AR (probable cause)” ~ BLIIUIETT A AHRH 2 e E EERAE s LAY
LHTHUS ~ A — AR & AR A A T U kR PURGRHRE A
TEREE - RIRA ) 2 BP0 T 2 R (i 2 B s R 2 N\ -

“ 18 U.S.C.A.§3127(3)-(4)

“ 7F Pharmartrak, Inc.329 F 3d. 9, 18(1* Cir. 2003) » sA[zE0 5 %&ﬁﬁiﬁAWﬁZﬁaE@é\fUﬂ
A B 0 Bl ~ HARE R H U BEFRIRIT © #E Application, 396 F. Supp 2d, at 49 BT
URL MR FEENE » REEEFERHEFAEEER TENEURE

“ 18 U.S.C.A.§2518(3) Upon such application the judge may enter an ex parte order, as requested or as
20
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modified, authorizing or approving interception of wire, oral, or electronic communications within the
territorial jurisdiction of the court in which the judge is sitting (and outside that jurisdiction but within the
United States in the case of a mobile interception device authorized by a Federal court within such
Jjurisdiction), if the judge determines on the basis of the facts submitted by the applicant that—(a)there is
probable cause for belief that an individual is committing, has committed, or is about to commit a particular
offense enumerated insection 2516 of this chapter;(b)there is probable cause for belief that particular
communications concerning that offense will be obtained through such interception;(c)normal investigative
procedures have been tried and have failed or reasonably appear to be unlikely to succeed if tried or to be too
dangerous;(d)except as provided in subsection (11), there is probable cause for belief that the facilities from
which, or the place where, the wire, oral, or electronic communications are to be intercepted are being used,
or are about to be used, in connection with the commission of such offense, or are leased to, listed in the
name of, or commonly used by such person.

18 U.S.C.A.§2518(4) Each order authorizing or approving the interception of any wire, oral, or electronic
communication under this chapter shall specify—(a)the identity of the person, if known, whose
communications are to be intercepted,;

(b)the nature and location of the communications facilities as to which, or the place where, authority to
intercept 1s granted;(c)a particular description of the type of communication sought to be intercepted, and a
statement of the particular offense to which it relates;

(dthe 1dentity of the agency authorized to intercept the communications, and of the person authorizing the
application; and(e)the period of time during which such interception is authorized, including a statement as to
whether or not the interception shall automatically terminate when the described communication has been
first obtained.

An order authorizing the interception of a wire, oral, or electronic communication under this chapter shall,
upon request of the applicant, direct that a provider of wire or electronic communication service, landlord,
custodian or other person shall furnish the applicant forthwith all information, facilities, and technical
assistance necessary to accomplish the interception unobtrusively and with a minimum of interference with
the services that such service provider, landlord, custodian, or person is according the person whose
communications are to be intercepted. Any provider of wire or electronic communication service, landlord,
custodian or other person furnishing such facilities or technical assistance shall be compensated therefor by
the applicant for reasonable expenses incurred in providing such facilities or assistance. Pursuant tosection
2522 of this chapter,an order may also be issued to enforce the assistance capability and capacity
requirements under the Communications Assistance for Law Enforcement Act.
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Bl — R R AR T N B S A (IR AP S < B e iR
=PEET N BI615EEE - EBiFES & - EEDAE R (Attorey General) ~ BIELEAHD
+(Deputy Attorney General) ~ K= (Associate Attorney General) GBI &)/ A5 &
(Assistant Attorney General) 8YEIBIEE E]7AE = (Deputy Assistant Attorney General) ~ 2,
T RE R RITE R Z HIEEE] (criminal division) (GBI E]7AH R (Acting Assistant
Attorney General 58 55 BRI ZREE" -

1F 1986 FEE Rt it st 2 orbe - RiERA IR EVES S/ iaE
SRR TR R BRI AN - FE5E 2516 RS 3 R I Ie 2R BEI95Eah T aie
R HISHEZRZFELINARINES 2516 R 1 3K » (HAn8 R F E SRS 8
TR RES 23R4 -

I~ EFENE

P 5 E P MENT L T = 2 (oath) BHERY & (affirmation)” » W FEEFELL T 2
N IR 35\ 2 B A R IR (RO B (B A A RS ~ A HEE B
Z 57y KA ~ 58 & Har s D (] DU 55 A\ S8 R R EEE Tz 3¢ 2 B E R
SUAIHSREAE ~ IEAESERH LR SRR e S AN B AL » 55— B AR
HA T A A A TR .

B JARRUE R SR Ry At s A7 U A RS - s A
se T RURFA Bk o LG HAVERN B 0 8 T B le i T IR ) iR L3R
BT+ B A HA AR S T AR R

Eale AMUE R S R ERTE 2 AR B RS AR EEH - (RERHE

18 US.CA82516(1) TiHFRIFEE HIR TIETEG T IR ST ik iz 2 N2 44 > 2/, United
States v. Bynum, 763 F.2d 474(1" Cir. 1985) ~ B¢ United States v. Nnfro, 64 F.3d 98 (2" Cir.1995)Z4L$5 E
% - s EEA N BB EEZBAL A -

Y LU Ry R

¥ 18 U.S.C.A§2518

*' United States v. Giordano, 416 U.S. 505, 94 S.Ct. 1820, 40 L.Ed.2d 341(1974).

* United States v. Kahn, 415 U.S. 143, 94 S.Ct. 977, 39 L.Ed.2d. 255(1974)
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18 U.S.C.A.§2518(5) No order entered under this section may authorize or approve the interception of any
wire, oral, or electronic communication for any period longer than is necessary to achieve the objective of the
authorization, nor in any event longer than thirty days. Such thirty-day period begins on the earlier of the day
on which the investigative or law enforcement officer first begins to conduct an interception under the order
or ten days after the order is entered. Extensions of an order may be granted, but only upon application for an
extension made in accordance with subsection (1) of this section and the court making the findings required
by subsection (3) of this section. The period of extension shall be no longer than the authorizing judge deems
necessary to achieve the purposes for which it was granted and in no event for longer than thirty days. Every
order and extension thereof shall contain a provision that the authorization to intercept shall be executed as

soon as practicable, shall be conducted in such a way as to minimize the interception of communications not
23
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JUSEAERE - B matie B 2 e A RIS i S E I N 2 G EbEES -
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otherwise subject to interception under this chapter, and must terminate upon attainment of the authorized
objective, or in any event in thirty days. In the event the intercepted communication is in a code or foreign
language, and an expert in that foreign language or code is not reasonably available during the interception
period, minimization may be accomplished as soon as practicable after such interception. An interception
under this chapter may be conducted in whole or in part by Government personnel, or by an individual
operating under a contract with the Government, acting under the supervision of an investigative or law
enforcement officer authorized to conduct the interception.
¥ 18 US.C.A.§2518(4)(e)
* 18 U.S.C.A.§2518(5)
7 18 U.S.C.A.§2518(5)
* 288 U.S. 41, 87 S. Ct. 1873, 18 L. Ed.2d 1040(1967).
¥ United States v. Turner, 528 F.2d 143 (9" Cir. 1975).
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* United States v. Ojeda Rios, 495 U.S. 257, 110 S.Ct. 1845, 109 L.Ed,2d 224(1990)

*" United States v. Steiger, 318 F.3d 1039,(11" Cir. 2003)

” 18 U.S.C.A.§2518(10) (a)Any aggrieved person in any trial, hearing, or proceeding in or before any court,
department, officer, agency, regulatory body, or other authority of the United States, a State, or a political
subdivision thereof, may move to suppress the contents of any wire or oral communication intercepted
pursuant to this chapter, or evidence derived therefrom, on the grounds that—

(1)the communication was unlawfully intercepted;

(ii)the order of authorization or approval under which it was intercepted is insufficient on its face; or

(iii)the interception was not made in conformity with the order of authorization or approval.

Such motion shall be made before the trial, hearing, or proceeding unless there was no opportunity to make
such motion or the person was not aware of the grounds of the motion. If the motion is granted, the contents
of the intercepted wire or oral communication, or evidence derived therefrom, shall be treated as having been
obtained in violation of this chapter. The judge, upon the filing of such motion by the aggrieved person, may
in his discretion make available to the aggrieved person or his counsel for inspection such portions of the
Intercepted communication or evidence derived therefrom as the judge determines to be in the interests of

Jjustice.
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® 18 U.S.C.A.§2515 Whenever any wire or oral communication has been intercepted, no part of the contents
of such communication and no evidence derived therefrom may be received in evidence in any trial, hearing,
or other proceeding in or before any court, grand jury, department, officer, agency, regulatory body,
legislative committee, or other authority of the United States, a State, or a political subdivision thereof if the
disclosure of that information would be in violation of this chapter.
* Scott v. United States, 436 U.S. 128, 139, 98 S. Ct. 1717 56 L.Ed.2d 168(1978)
® United States v. Murdock 63 F.3d 1391,1404(6" Cir. 1995)
“ BIfEM ARG 2 > AT REAESE - &% -
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" United States v. Giordano, 416 U.S. 505, 527, 94 S.Ct. 1820,40 L.Ed.2d 341(1974)
* United States v. Chavez, 416 U.S. 562, 578, 94 S.Ct. 1849,40 1.Ed.2d. 380(1974)
 United States v. Donovan 429 U.S. 413,97 S.Ct. 658,50 L.Ed.2d 652 (1977).
442 U.8. 735,99 S.Ct. 2577,61 L.Ed.2d 220(1979).
" £ H, United States, 610 F.2d. 1148, 1151 (Cir. 1979)
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5ehls o AEPR A AR I S EIHAMRE Z GISMEDL » MG R sk as B HIE
BrEs °

FH R R SR aC ke A Z (E B A Sl E > R S BRI B DL
B L \ERAF A FESGEC s 2O BB B H T X 5 KR BB LR
i © 7 2001 4 E 35 B B B 422 (USA Patriot Act fEIERESRECHRaRE > (A
AR DUE T BN SR < SRR - B DR/ NEE) 2 T IEEEIES
3127 5RES 3 3K~ 56 4 RSBt acikas K EEAE B as B e 2 =0 EAVAREE A
N E[ESAE A R h

B EHTEF S 216 TH(section)RF 1986 - 5RECH =5 A LABR RS R 22 f O
TR Ry BRI AT e S R A A P BN R (RN - SSRECEREs e 2 Ry
SC#k B (decode) AL H 2 4 B 2R T AR VIR 2 S it siase (R 1T {15 2 89 ~ %
H -~ iSRS E SRR A B e B A AHRE R - BB
s Al Ry P A 2 15 DR R AR S B RS RS HR ~ b EstEslE T
SR & e DA SR e T iR 2 AR 2 SR B EGERR - A TR
Sl

NI TEAHTE SR - AR RAAE Z R iR R B R R 2 Bk
AR RN 2 FRT ~ BEE ~ (LEEBUE IR « AAFTR R E N E R IR

EWEARE » UG B2 R0A B IR PRES (sniffer) " DU B2 B A 25 S RH

7 18 U.S.C.A.83127(3) the term  “pen register” means a device or process which records or decodes
dialing, routing, addressing, or signaling information transmitted by an instrument or facility from which a
wire or electronic communication is transmitted, provided, however, that such information shall not include
the contents of any communication, but such term does not include any device or process used by a provider
or customer of a wire or electronic communication service for billing, or recording as an incident to billing,
for communications services provided by such provider or any device or process used by a provider or
customer of a wire communication service for cost accounting or other like purposes in the ordinary course
of its business.
" 18 U.S.C.A.§3127(4) the term  “trap and trace device” means a device or process which captures the
incoming electronic or other impulses which i1dentify the originating number or other dialing, routing,
addressing, and signaling information reasonably likely to identify the source of a wire or electronic
communication, provided, however, that such information shall not include the contents of any
communication.
" IR R A AR B R SR S BRI DA R B 2 (R4 o DR B R I A 4
PREIE iR o BE A 2 K U P A R B -
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firfEEEER - B0 1P HEEE (header) » WLF RS~ DHAERE AN EIHS SR A0 R B (U BB ACIR )
FIEHIE B 28 (G A4 BN - AP AER Tl 45 S AR B AR - (RIS
L 5 S L R A RIS BB R AR (pen/trap) - SERERfEBLEERS - IBHINE

FEi5R B2 S (pen/trap order)

~ FESRECEE 2 (Pen Register Order) 2 B35
E e BRI ERE R EER RIS - HEmFEEI:15
IR 55 N RBUM IR EE B BUR INBVARRAL ~ BB 2 e E 5oy 2885 N
B S ~ BRI T 2 AU SR AR - e R A DL B - Vb
EITIPAEER - AIEZEEECHRS -

=~ B - B8~ ArHkEESRES

FEE A MBS Rt s K EDABERE R 2 7=\ - MIPIRESSREC
Pk o At or BOE A AR GEES EE 0 (E1E1% - SRR sk BB R eR Rz Fa P
EEEEFESE (dialing) ~ B2H (routing) ~ firkik (addressing) E{E5% (signaling )
&l (FfE Ry DARS ) Zaxff @ MEBELAZAY N EFE AN S AR 2 &

DARS LSRR A NSRS e A 5 2 B P 2 e ] - (H B P (X DL R N
IRREZ Bl BB 2B T H WYL RS ~ e p AR (e R ) S 5
B~ BRI R E 2 firdl o BRIt DRAS LR E 8 R A B 25 fieRe <~
SRR 40 ¢ BT 2 RS ~ e 2 KT~ IP ATk AR BT E AR -

DARS BIMIAN A& 4 - £ —EEFElLEs (Uniform Resource Locator,
URL) F01 » BUSIEE ] - B HE R s A URL > BESHF R EHES
ZEIHAHEERES (domain name server, DNS) ZEKfEIARL#8[O1{HAE URL Z &I+

” 18 U.S.C.A.83122(b) An application under subsection (a) of this section shall include—

(Dthe identity of the attorney for the Government or the State law enforcement or investigative officer
making the application and the identity of the law enforcement agency conducting the investigation; and (2)a
certification by the applicant that the information likely to be obtained is relevant to an ongoing criminal

Investigation being conducted by that agency.
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T IP firsik - 40 www.moj.gov.tw » & &I TEEIIR 25 E1E - 55 " (Ef5 < &%t
Al TP fizhk - ARy TP (bR SA A s (e A B EEN - NIt
7% URL FEQN[E] IP firhik—8% » #67 /% DRAS » 55— J7 i » {2 URL BLFE =5 5205 -
ZIEEFREBNEINA T "TNE ) MIEEIRECHkEs THTEFRZ DARS -
TEEEE S (cellsite) EEREEIE DRAS TRIEANA » (TEIAE A GE
SRR TR B 2 R & - AITR S TEh S (i B 2 RN = A AR G 2
1E United States v. New York Telephone %5 » HtFARESAE R IRASD » B FHIHFI
E5F4% (Federal Rule of Criminal Procedure ) 55 41 f5&AI All Writs Act fZ 35 BaHESE »

< 41 ffz s BEEsE 2 PR R S BRARIE (probable cause ) ©

VY~ EESRECEREn A BN E

FAILE - BSRECska AR AR RIZ SR B IR Ol - ZE IR A RSar pras ol
AiEEres - MEGISMEERSS 3121 fik b 3H - FUMREREZEZ BEMREEE > 41
t—2k - AlHEpROKEEEUR (caller ID) ARISA 2T EAMRTS -

FE MBI T » Etaciras A a Pl RIS R (R 1 28 R [ IR 9E0 0k
asPEIE RS © 1LRHHYA SReE T ala iR 2 81T - 4 DU B PR iR s
fEftE ZRER S © B 2. R Ra s S i R i (A& SR e ER -~ JRAT
{58 IR - aCEkA SREEE TN Z BB ~ 4845 -

B/VE BFEEEFEECE (The Stored Communications
Act)

— ~ BRI A 2 G
Eade A BLR ST EC sk A A (T A it (% - HLAAR AR E% 2 (prospective)
MR EGE - MBS E AR S SR EN R ST ZEHEIRF & -

" 434 U.S. 159, 98 S.Ct. 364, 54 L.Ed.2d. 376(1977)
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ISR ERUARUE FYSRBUA SR 18 4RaE 2701 (FRZESE 2700 5 - BalEAAER
sLHkes A SRR - AR TR ER N HUS - AHECHY - B i
VAR ERUERH IR IR SR Bt 2 SRR A -

RS SEVUE [EZ2 & W P T R BRSSP » = AR &R
1986 FEHIERFIEEF L » FIEATEZ HIV A RAUS BTSRRI A (5
R RLE B2 s f (3 W] Z - AAIR BB et (R
BAGE S 2 & - [Efct » PR ISP S 5 AR BURF S RaRE i~ oA P EdaE &
ZEE

= BT AR RS A e T SRS (remote computing service) Sk

B R A TV A B R B HY IRy e e Es Fe it & A & B k2 Z MR
AR IR S Fr A B ERE AR E NG - 1 H DU RIfE T 2V A28 =7 s i
2R A B {5 H R P ARSI RO, - Bl e #00 - fEFEERS
RS AR - DB EEFRAE 58S N R IR BT
BERE SRS R R E A BRI - 12 2N Ry B T s R BB R B RE
FTEA ZAEA > B Rt B N E TR A T B B R
EHHZA

WRFFPAEIME R RS TR A S B LE /M > £ 1980 X

BAMR - AR FI R R ATE & > R 2 (B (o A e B R G

BN EEE BN ERR - & (S (B s Bt R &
PriF R - GFAEABELAENERZ2E =I5 8 E A 95E
TG R E R R %S - &5 [ IR AL SEe A R IR R IR s & RIS F R P RAAMEZE
ZAEA -

BoRFS e a2 A s e e IR 5 2 (38 - B 1 2R (electronic

DJT

communication service, ECS)#2 L& Mg =t B AR 75 (remote computing service, RCS)

tefits o Bk e it S 2 Ry AT TR Lo F & H IR s e 4R e
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THEFRIIRE 2 AR 5 1T BTt i (clectronic storage) RIS A-f] PRI BE B4 AE 4=
RGBT BA N P 2 F R DR AL E R R R R 1 -
it BIRF R (IR E T R ARSI A R E R E0R R - &
TN A R T A TR 2 A4 R ~ SR LR OB DIRE
(i LR A SRR B ek i

=~ ap iRt N F IR B R AUE

B VAR E BUFSLL TP 3 - an s Tl 68 ~ =
biia T R B SR B B P AR B, © H— R BUFELAEEE (subpoena) dnsé
FietEE M EARR - 40 454 - ik - AR R SRS - It (B
fabAte HEA) ~ St B M2 RS - SR =0 (BREERRFR
FTFERTIRFIRIT) 5 - TTEEIEHSE (administrative subpoena ) (AR
FREMBMNERFTZ S > Sl ~ MORFEZEE (grand jury) PURGEHFISPATE#HZ
EEE G E el ERE > AR EGE AR AR R TR B SEEA
B 2703 (R s ARTan SN nl e S A fR &R -

GEFR A AR FOR FEUR DA S dnfe B A Pkt 2 R 2 5ok
RUABRIHSC A R ST R R R % P Bt i & ZAC sk s & - IR JB i 2 P e it
H ZACER N A IR RIS AAIR GISEE] - G40 - B2 m bt 2 S AR A E
KiEREHRE - N IEFaA 2 & P et -

MBI Rt B A B RSN 2 BA N = e 2 el > AR AR E
BE ZREF > Pl BURFAEURHE — B e B o Fe A sz e 12

7 18 U.S.C.A.82510(15)(2000) “electronic communication service” means any service which provides to
users thereof the ability to send or receive wire or electronic communications.

" 18 U.S.C.A.§2510(17)(A) any temporary, intermediate storage of a wire or electronic communication
incidental to the electronic transmission thereof

P 18 US.C.A.82711(2) the term  “remote computing service” means the provision to the public of
computer storage or processing services by means of an electronic communications system.

¥ 18 U.S.C.A.§2510(14) “electronic communications system” means any wire, radio, electromagnetic,
photooptical or photoelectronic facilities for the transmission of wire or electronic communications, and any

computer facilities or related electronic equipment for the electronic storage of such communications.
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ZEFEHIRFE > SR BN AEUS I AR S - Sl DU A
2 IPrhEE e SN AL 2 408k - BURTENR 2703 1 d TERLE RS A RE 6
SEHRIE" o BUN R HUARE S < FEFEHHRFE ATt E (specific and articulable
facts ) BNA dr-o et 2 EERELET 2 S0 SER & A B ELARRsE . SHE g - 15
{ESC i TR E AT | (TR S [ AR R Terry fFH (Terry Stop) “FE
B2 KIETRE > R -

V-~ ap SER VAR N E &R ZRUE

BT IR R B R A (R EE TR 180 HNZWE & © &1
REeR TR IR Hlar AR - K 2703 ik a T > EEER R SRR E R S EARE I -
BEAE R ST B SR, > BUR IR — e P HUSHE R % - [ H ISP £
LHAEA

B BRI Z st R AR B PR B A S Z N BRI B s s S & P
FEATERUR BT R Rt 180 H X NAEN B P B R UER[E] » B
FLUBSHE R 2 T 0aH SR A Bt &R - BUFIRSK 2703 i d 15
ZaS S 2705 2 SE5EAT (prior notice ) BUEREAT (delayed notice ) © 2705

* 18 U.S.C.A.§2703(d) A court order for disclosure under subsection (b) or (c) may be issued by any court
that is a court of competent jurisdiction and shall issue only if the governmental entity offers specific and
articulable facts showing that there are reasonable grounds to believe that the contents of a wire or electronic
communication, or the records or other information sought, are relevant and material to an ongoing criminal
mvestigation. In the case of a State governmental authority, such a court order shall not issue if prohibited by
the law of such State. A court issuing an order pursuant to this section, on a motion made promptly by the
service provider, may quash or modify such order, if the information or records requested are unusually
voluminous in nature or compliance with such order otherwise would cause an undue burden on such
provider.
* Terry v. Ohio, 392 U.S. 1, 21, 88 S.Ct. 1868, 20 L.Ed.2d. 889(1968) "[I]n justifying the particular
intrusion the police officer must be able to point to specific and articulable facts which, taken together with
rational inferences from those facts, reasonably warrant the intrusion. " &2 M EEFEFRIHF E [l EHE » f¢
EE I IEMESR M ESE A Z & HARE -
¥ 18 US.C.A.§2703(b) 4T 180 H AIELEEM#E 180 HINE 2 BHFEFE » (AN E#E# 180 HZ2E T
E A BB ENIAR AN 2 w4 > EERAE 2 SERHAR 0 2/, United States v. Trimble, 986 F.2d
394, 399(10" Cir. 1993) » BLHREE By E3E 2 AP SRS AL NE > SHIHART - 1 180 HIERHRH % -
BFEF 2 EAEEAERE(L SHARKEFRN EimEkesiEss 180 H Z B FFEE
TmEEZER -
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iRz LR IEAI S REFE A E S B A E SN T2 AEER A E IR
w90 H Z gl © 1@ Rl AN A an s G ie e 4 ~ 2.6 EsT(flight from
prosecution) ~ 3. MG BURIEEGHE ~ 4 EIERA ~ B0 5. HAth B R B P e
RNEIERFITEL -

FEAERS 1986 F-HIERT - 8 sl ioss B mat B < BEE B2
MERIEGEY > B55T 2 BEAGIRE » eE i H SR B T2 R - BIATHE ft
SR DHRE LU BRI Z TRE - DHRESE 1% » STl in Bt 2 i im s e &
ZoT NS - FEE ARSI N A SR B - NI E R A B iEan
Z iRt T PR A - B E ISP EEFERS N A ARENZ ET
FOPENG  FhaZ R A FPET S o L ISP 338 2 A EE N E T @R - &
S B4R 1R A B S ZE(HHrTi7 ) (File Transfer Protocol, FTP) U {EiAMEZE
2 ISP ¥E#E P EFEMFIRF N - A ISP SEEHNZEE ZAEENS » BiE
Uit AR T

1~ BHEEEENZEE

2702 [FR¥THY B R EE Z R - EESRHATRMIRE ZEE - BB
RIS T AR ARG Gl EE - S AREE LRSS -
s (T EHBGERE > BBt A8 o SEIRARIREE e kS - AIEE
BTN AR AR - PISN RSB AT iR (SR s P 2 B TSP ARIR SR LR S aE M
> RIS AL IR A R PR B & > I Rk B T B IR B E R ST - 7A0R

CREZEEAR > RALERMERREZEHE > — KR R AL
Mz > At EE = B EMME 2 Iksie ftE RIS EISIR S - HRYZ @ {E AL
F -

2702 f6& b TAASHESNAERR > 2702 5k ¢ IHGMFEI RN T AN 952 - Ik
Rt R A A SHEEE R AR - MEAE 2702 5% b 1 ~ c THBIIMEN T AR5

% {??%E% nﬂ
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2702 & b THZ BISME I B A st 3 K (i ER - e Ea &l T s at e
B B AR FE R (agent)™ 5 BUIEEAE AR - BBEERTHRE
(intermediary)” ; BCEHFFZEIBEEE"™ - T 2702/ b HEMSHEE 2 HE - HEH
A EE N\ PERLRERERT T - A2 SRR AL -

2702 1/ b IH 3 5K - fEIEERER(E R - W A BB B2 Ema t B ARt
&2 FEET - RGBS SR MR AE" © 55 2702 {7 b JE5E 5 70 MRt
HETEHR AR T A TR I PR (R SRR BB AR - IRt LS
e R AT PR SRHe S ek B A E R Hury (National Centerfor Missing
andExploited Children ) T B AL BRI B T K 5o 38 RBEIE R JUFR(EME - SUARES FR 1L
EERIUG Y NAENBUUIRA RS - IRESIEALE SRR TRITEAL" » RS
JERI s ER T —SZEIAER] ) (plain view doctrine)” » fERHIR SR L E B B15E
EIFZERR PR TER AL 2 AEFAHREIRLAL - 1] 2502 6 b 28 8 FHIE SE U E IEZEFII
175750 BB 17500 (exigent circumstances)F1/3 35724 (public safety)” #&5R » AR HEHE
F & E (in good faith) MHEHTE K E N e s B A ERGE 2 LaEhg - 5
foRa &N T BUMERAL -

BRI BN SR < BRI R Z (R - REFIN S EE AR E fESL - R

¥ 18 U.S.C.A.§2702(b)(1) to an addressee or intended recipient of such communication or an agent of such
addressee or intended recipient;

® 18 U.S.C.A.§2702(b)(4) to a person employed or authorized or whose facilities are used to forward such
communication to its destination;

“ 18 U.S.C.A.82702(b)(2) as otherwise authorized in section2517,2511(2)(a), or27030f this title;

¥ with the lawful consent of the originator or an addressee or intended recipient of such communication, or
the subscriber in the case of remote computing service

* 18 U.S.C.A.§2702(b)(5) as may be necessarily incident to the rendition of the service or to the protection
of the rights or property of the provider of that service;

¥ 18 U.S.C.A.§2702(b)(6) to the National Center for Missing and Exploited Children, in connection with a
report submitted thereto under section 2258A;

? 18 U.S.C.A.§2702(b)(7) to a law enforcement agency—(A)if the contents—({)were inadvertently obtained
by the service provider; and(ii)appear to pertain to the commission of a crime;

T —SRIARE A A B R EE N T I & AR T - MBI SR AR B iRk
EEY)

” 18 U.S.C.A.§2702(b)(8) to a governmental entity, if the provider, in good faith, believes that an emergency
involving danger of death or serious physical injury to any person requires disclosure without delay of

communications relating to the emergency.
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SES R ACARE e el e NG DN Gl 8 Elora ANEN D P o1 A 7
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" Todd G. Shipley, Art Bowker,Investigating Internet Crimes-An Introduction to Solving Crimes in

Cyberspace,p346
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S OIS TS STt B

+ o a2 T A
(—) ~ &F#E3( (Backdoor)

el T &FIREEC ) ARIETTRL TG TR | BBIENE R
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"% TMSI & International mobile subscriber identity 4585 » By TR BISERE o
" S FLE|A S E T T
http://www.justice.gov/sites/default/files/criminal/legacy/2014/10/29/elec-sur-manuval.pdf  Fx{& iS55, H
2015F 11 H20H -
7 [E i
"% PKI Electronic Intelligence, GSM Cellular Monitoring System (product brochure) ,
http://docstoc.com/docs/99662489/GSM-CELLULAR-MONITORING-SYSTEM  x{4i&E5H 2015 4F
11H20H -
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B E AR R R B AL E A S A A S R R s AT R IS ia R <
(pen/trap order)'” » FRIBHESRACERENE - BUABME TR IR S B
th ZJUFR A R R AT BUSHRIEER < -

HEAT =4 A MERE A RETESEE SRS 2 (E A - BI407E 2012
o —IENrE BB AGT 2R B BRI A B LR R St 1B IR < e DA Ry 22258
Bt e e 2 E5R - JABER R e R RS 2 MBI E TARE RS - BT LU
{48 Mobile Device statute #iiE » 2/ IER S EIKIBIAIS B B R SRS -

F=IH HRMETHREZ EMeaE it 2 INER

— ~ We SR T R R

" United States v. Rigmaiden, 844 F. Supp. 2d 982, 996 (D. Ariz. 2012)
"% Florida v. Thomas, No. 2008-CF-3350A (Fla., Leon Co. Cir. Ct., Aug. 23, 2010), https://
www.aclu.org/files/assets/100823_transcription_of_suppression_hearing_complete_ 0.pdf Ff& 3555 H 2015
F11H20H -
" 2 Tn re Application of the U. S. for an Order Authorizing the Use of a Cellular Tel. Digital Analyzer,
885 F. Supp. 197, 198 (C.D. Cal. 1995); Stephanie K. Pell & Christopher Soghoian, A Lot More Than a Pen
Register, And Less Than a Wiretap: What the StingRay Teaches Us About How Congress Should Approach
the Reform of Law Enforcement Surveillance Authorities, 16 YALE J. L. & TECH. 134, 142 (2014).
" Jon Campbell, LAPD Spied on 21 Using StingRay Anti-Terrorism Tool, LA WEEKLY, Jan. 24, 2013,
http://www.laweekly.com/news/lapd-spied-on-21-using-stingray-anti-terrorism-tool-2612739  f¢{&#5H H
201511 H20H -
""" Linda Lye, In Court: Uncovering Stingrays, A Troubling New Location Tracking Device, ACLU (Oct. 22,
2012, 12:42 p.m.),
https://www.aclu.org/blog/free-future/court-uncovering-stingrays-troubling-new-location-tracking-device 7red
irect_blog/national-security-technology-and-liberty/court-uncovering-stingrays-troubling-new-location ¢
#%iEEHH 20154 11 H20 H -
"™ Tn re Application of the U.S. for an Order Authorizing the Installation and Use of a Pen Register and Trap
and Trace Device, 890 F. Supp. 2d 747, 752 (S.D. Tex. 2012)
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2013 4 6 H =B 2 % 2 R Ay M R ELE il & S35 (Edward Joseph Snowden)
HBHE SR BERRZEBREEE LR 205 R KB EHEEEEE
RESEE N ERELL AR R - S S Ned I i B A (Foreign Intelligence
Surveillance Act Amendments, FISA Amendments)Z 702 {6 » B BN LE F ZE4EEE AR
B E SR s -

U ETIIEEEEEY HEY o R EE 28T > NiETETEERUERER - SRS
o~ BETEE - B - SR EOERE -
" 2015 4 5 B 30 HEEE G BN A IERATEZE Z LB R, - AN 2015F 6 H 1 HE
R o B 511 H HAZE (The Freedom AcHHIFS B BIEARRIR TR L2 /2 BIERE -
" Glenn Greenwald, NSA Collecting Phone Records of Millions of Verizon Customers Daily, GUARDIAN
(London), Jun. 6, 2013,
http://www.theguardian.com/world/2013/jun/06/nsa-phone-records-verizon-court-order; &z{&iEsH 2015
£ 11 H 20 H Glenn Greenwald & Ewen MacAskill, NSA Prism Program Taps in to User Data of Apple,
Google and Others, GUARDIAN (London), Jun. 7, 2013,
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TE SRR SN % » AR Section 215 ~ FISA Amendments ~ PRISM B A28
PR =R - H [ RGN BISGEHEIUSEIM R ARSI Z L - [FIHF 24
e N ETE BERUA B AL ST RS S TR ERE 2032 - 400 The Colbert Report A1
The Daily Show #zZBshA BLAL(E H 2 SRLEERIMT ~ 4L & RT3 i T o ol 25 A

SEALFAT™ - FERE H#E SO AR DB TG AR - B
ADK ENLHAR DA R E A B EEIE AR Z 5E5E -
2013 5F 6 H > FERRUHE H R o T B S s B IR LA BN B R e = a2

(PRISM program)fi§ishz ~ » f#REFALAERS FI P BRI R R AL 36 - 11Bf
WS SEE MR Z 25 > KEZ R E AR ER P Z BT B - sBE IR
R EIRENE ~ 25 FFER - WERESD - S AR DU R AET S -
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RO BB EA RN 52 27 2= R PR IFEERE - SR A FI AT - EECEE6 H 6
H SR > 55— RIS BUT ST > HA SRR B BT T E R H4
N EME R tER - HEUF BRI AR < - A EA SR P sl E

http://www.theguardian.com/world/2013/jun/06/us-tech-giants-nsa-data  F¢f&isehiH 20154 11 F 20 He
"' Ellen Nakashima, FBI Clarifies Rules on Secretive Cellphone-Tracking Devices, WASH. POST, May 14,
2015,
https://www.washingtonpost.com/world/national-security/fbi-clarifies-rules-on-secretive-cellphone-tracking-d
evices/2015/05/14/655b4696-f914-11e4-a13¢c-193b1241d51a_story.html  Fxf&i&EHH 201545 11 H 20 H;
Tom Jackman, Experts Say Law Enforcement’ s Use of Cellphone Records Can Be Inaccurate, WASH.
POST, Jun. 27, 2014,
http://www.washingtonpost.com/local/experts-say-law-enforcements-use-of-cellphone-records-can-be-inaccu
rate/2014/06/27/028be93c-faf3-11e3-932¢c-0a55b81148ce_ story.html Hf&¥EEHH 2015 4F 11 H 20 H »
Matt Richtel, A Police Gadget Tracks Phones? Shhh! It s Secret, N.Y. TIMES, Mar. 15, 2015,
http://www.nytimes.com/2015/03/16/business/a-police-gadget-tracks-phones-shhh-its-secret.html. E¢{& &5
H20154 11 A20H

" Devlin Barrett, CIA Aided Program to Spy on U.S. Cellphones, WALL ST. J., Mar. 10, 2015,
http://www.wsj.com/articles/cia-gave-justice-department-secret-phone-scanning-technology-1426009924
B1EEEH 2015 48 11 H 20 H ; Devlin Barrett, Americans’  Cellphones Targeted in Secret U.S. Spy
Program, WALL ST. J., Nov. 13, 2014,
http://www.wsj.com/articles/americans-cellphones-targeted-in-secret-u-s-spy-program-1415917533  f &5

FHH2015F 11 H20H -

'? Barton Gellman & Laura Poitras, U.S. Intelligence Mining Data from Nine U.S. Internet Companies in

Broad Secret Program, WASH. POST, Jun. 6, 2012, Al i °
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P BESRAEEH “first heard of the government’ s ‘Prism’  program when news organizations asked us
about it on June 6. We do not provide any government agency with direct access to our servers, and any
government agency requesting customer content must get a court order.”
https://www.apple.com/apples-commitment-to-customer-privacy  Fef&iEEH 20154 11 H20 H -
» AR “Facebook is not and has never been part of any program to give the U.S. or any other
government direct access to our servers. We have never received a blanket request or court order from any
government agency asking for information or metadata in bulk, like the one Verizon reportedly received. And
if we did, we would fight it aggressively.” https:// www.facebook.com/zuck/posts/10100828955847631.
RetgitsiH 2015 4E 11 H 20 H -
" Andrew Cunningham, New Guidelines Qutline, ARS TECHNICA (May 8, 2014),
http://arstechnica.com/apple/2014/05/08/new-guidelines-outline-what-iphone-data-apple-can-give-to-police/.
ReigidEsiH 20158 11 H20 H -
7 Trevor Timm, Your iPhone is Now Encrypted, THE GUARDIAN, Sep. 30, 2014,
http://www.theguardian.com/commentisfree/2014/sep/30/iphone-6-encrypted-phone-data-default.  F¢{% it
FHH2015F 11 H20H -
" Privacy--Government Information Requests, APPLE,
http://www.apple.com/privacy/sovernment-information-requests Fefg&iseiH 20154 11 H 20 H »
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" New Security Features in Android 5.0, ANDROID OFFICIAL BLOG (Oct. 28, 2014),
http://officialandroid.blogspot.co.uk/2014/10/a-sweet-lollipop-with-kevlar-wrapping.html.  Fz{&#55 H
2015# 11 H20H -

" Julian Hattem, DOJ Fears Tech “Zone of Lawlessness,” THE HILL
http://thehill.com/policy/technology/230840-doj-fears-tech-zone-of-lawlessles  Exf&iEsHH 2015 4F 11 A
20H -

' Brian Naylor, Apple Says i0S Encryption Protects Privacy, NPR
http://www.npr.org/sections/alltechconsidered/2014/10/08/354598527/apple-says-i0s-encryption-protects-priv
acy-fbi-raises-crime-fears  B¢f&i&EsnH 20154 11 H 20 H -

" Ellen Nakashima, Tech Giants Don’ t Want Obama to Give Police Access, WASH. POST,
http://www.washingtonpost.com/world/national-security/tech-giants-urge-obama-to-resist-backdoors-into-enc
rypted-communications/2015/05/18/11781b4a-1d69-11e4-833¢c-a2de05b6b2a4_story.html. &&= H
2015# 11 H20H -

" Devlin Barrett & DannyYadron® Apple and Others Encrypt Phones, Fueling Government Standoff, WALL
ST. J., Nov. 18, 2014, http://
www.wsj.com/articles/apple-and-others-encrypt-phones-fueling-government-standoff-1416367801 ¢ {& it
FHH2015F 11 H20H -
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https://www.whitehouse.gov/the-press-office/2015/01/16/remarks-president-obama-and-prime-minister-came
ron-united-kingdom-joint- Fxf&#EEHH 2015411 H 20 H

" Danny Yadron, Google’ s Schmidt Fires Back Over Encryption, WALL ST. I., Oct. 8, 2014,
http://www.wsj.com/articles/googles-schmidt-says-encrypted-phones-wont-thwart-police- 1412812180 %
#%iEEHH 2015411 H20 H -
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225 Electronic Frontier Foundation * https://www.eff.org/files/filenode/cipav/FBL CIPAV-10.pdf > 5%
&iEsHH 20154 11 H20 H -

59


http://www.eff.org/files/filenode/cipav/FBI_CIPAV-10.pdf

152 BRME IR RS IP Airdl ~ SEESFHRHIizHE(Media Access Control address >
MAC address)” ~ {72 FEZUE R ~ KGR KPR ~ ZIEesfElE « BirgiEa
uh - ESEETATE  BARSRE -

= EEEARIUME IR KRB HS AR AL 41 R ARBREAZ

HREZHEA

TS EAARREZL DR RE > HEEEE IR - F
WREZRERER T aBKE - HEFZLHRTEUNEN: particularity) 2
7 BIREREARGE R 2 ft R I 2 \508) - e R 2 AR -

FEIE ISR ITARRES 41 PRAUE B T B R TR AR SR S AT - 75
HAGHMKE » IR BB IR EOR AR - HIRREZ iR BETSIUIR
S5 BURAUUIRRTA - TRESCE SR IUFEF P Z A9 56 41 1k b T
AL E AL R IEZ B

| NS GRS BRGREEE  HEENERE N
EREE  SREBEREER I EREEN AR -

2. B RRE GTEER SR EREER - ISR A A
rY) - MU BRI 2 A BBV HEE @ A - ST I R R S R R -

Y EBE R AE o SRR R E RSkl o (R DUE ARSIkl - (F OSIfEAI e > E =g
M EEE IP irht - @& rlEsE el &F MAC firhk - MAC firhk M E SRS ch i — R —
@48+ - —EBMTHE—SZEHE R - SEMRE A —EE—Y MAC firtk -

" £ Kevin Poulsen, FBI' s Secret Spyware Tracks Down Teen Who Made Bomb Threats ©

FED. R. CRIM. P. 41(c) Persons or Property Subject to Search or Seizure.A warrant may be issued for
any of the following:

(1) evidence of a crime;(2) contraband, fruits of crime, or other items illegally possessed;(3) property
designed for use, intended for use, or used in committing a crime; or (4) a person to be arrested or a person
who 1s unlawfully restrained.

FUATIIAN BT SR ~ HIFER M R © (DIEFESE - QOESEY - LEMEZY
sHAMRAUFEZ FEA 2 Q)TEF SRR IESERTH 2 YIsC ANBIEFT 2 5@ E <2 7
2 NEZIFEREEZ N -

> FED. R. CRIM. P. 41(b)(1) a magistrate judge with authority in the district--or if none is reasonably
available, a judge of a state court of record in the district--has authority to issue a warrant to search for and
seize a person or property located within the district;

" FED. R. CRIM. P. 41(b)(2) a magistrate judge with authority in the district has authority to issue a

warrant for a person or property outside the district if the person or property is located within the district
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when the warrant 18 issued but might move or be moved outside the district before the warrant is executed;

" FED. R. CRIM. P. 41(b)(3) a magistrate judge—in an investigation of domestic terrorism or international
terrorism—with authority in any district in which activities related to the terrorism may have occurred has
authority to issue a warrant for a person or property within or outside that district;

““ FED. R. CRIM. P. 41(b)(4) a magistrate judge with authority in the district has authority to issue a
warrant to install within the district a tracking device; the warrant may authorize use of the device to track the
movement of a person or property located within the district, outside the district, or both;

“* FED. R. CRIM. P. 41(b)(5) a magistrate judge having authority in any district where activities related to
the crime may have occurred, or in the District of Columbia, may issue a warrant for property that is located
outside the jurisdiction of any state or district, but within any of the following:

(A) a United States territory, possession, or commonwealth;

(B) the premises—no matter who owns them—of a United States diplomatic or consular mission in a foreign
state, including any appurtenant building, part of a building, or land used for the mission's purposes; or

(C) a residence and any appurtenant land owned or leased by the United States and used by United States
personnel assigned to a United States diplomatic or consular mission in a foreign state.

147 28 United States v. Chipps, 410 F3d 438, 446 (8th Cir. 2005) ~ United States v. Kernell, No.
3:08-CR-142, 2010 WL 1408437 » s8R AGE RGN G E B (SR SEAGEER 2 MY HEEE N 2 2
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" 2 FUnited States v. McVicker, No. 3:11-CR-00101-SI, 2012 WL 860412 (D. Or. Mar. 13, 2012) °
“traditionally warrants have only been allowed to search for property in that district.” (fH&E2kER » FZREE

EWAEE RIS AN ) <)
" 2 F United States v. Glover, 736 F.3d 509, 515 (D.C. Cir. 2013); United States v. Krueger, 998 F. Supp.
2d 1032, 1035 (D. Kan. 2014) -
" United States v. Glover, 736 F.3d  510.
* 2 &, United States v. Vann, No. 07-CR-247(JMR/RLE), 2007 WL 4321969, 22 (D. Minn. Dec. 6,
2007) - {ERAE&RZE N Z 64 E B ST R THAE BT =2 INER L FI R T 2 SR EE - 53R
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" United States v. Krueger, 998 F. Supp. 2d 1032, 1033-34 (D. Kan. 2014)
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5 Sect1on 219 (Single-jurisdiction search warrants for terrorism) EIESEEERFHIEFARRRA > A A
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544 |, United States v. Vilar, No. S305CR621KMK, 2007 WL 1075041, (S.D.N.Y. Apr. 4, 2007); £
Gerald G. Ashdown, The Blueing of America: The Bridge Between The War On Drugs And The War On
Terrorism, 67 U. PITT. L. REV. 753, 789-90 (2006).
" £ H United States v. Asghedom, 992 F. Supp. 2d 1167,1168 (N.D. Ala. 2014); United States v. Hersman,
No. 2:13-cr-00002, 2013 WL 1966047, (S.D. W.Va. May 10, 2013);
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18 U.S.C. §3117(a) ( “a court is empowered to issue a warrant or other order for the installation of a mobile
tracking device, such order may authorize the use of that device within the jurisdiction of the court, and
outside that jurisdiction if the device is installed in that jurisdiction” ).
*" 2 &, United States v. Smith, 387 F. App’ x 918, 920-21 (11th Cir. 2010) °
" United States v. Jones, 132 S. Ct. 945 (U.S. 2012)A4: FBI 1 & ¥ 1B I B 2285 A1 45 Jones ZE B>
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' Declan McCullagh, FBI Remotely Installs Spyware to Trace Bomb Threat, CNET (July 18, 2007, 9:42
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" 2 Brian L. Owsley, To Unseal or Not to Unseal: The Judiciary’ s Role in Preventing Transparency in
Electronic Surveillance Applications and Orders, 5 CALIF. L. REV. CIRCUIT 259 (2014) -

" £ Paul Ohm, Good Enough Privacy, 2008 U. CHL. LEGALF. 1,
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2013)
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" FBI, Jacksonville Division, Former Gainesville Resident Sentenced for Bank Fraud and Identity Theft
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" United States v. Glover, 736 F.3d 509, 515; United States v. Krueger, 998 F. Supp. 2d 1032, 1035 (D.
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" United States v. Asghedom, 992 F. Supp. 2d 1167, 1174-75 (N.D. Ala. 2014).
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" Tn re Warrant to Search a Target Computer at Premises Unknown, 958 F. Supp. 2d 753, 755 (S.D. Tex.
2013); 53£:Bd Yale Law School Information Society Project °

" Tn re Warrant to Search a Target Computer at Premises Unknown, 958 F. Supp. 2d at 755-56; 5%,
Gus Hosein & Caroline Wilson Palow, Modern Safeguards for Modern Surveillance: An Analysis of
Innovations in Communications Surveillance Techniques, 74 OHIO ST. L.J. 1071, 1089-90 (2013).

" Tn re Warrant to Search a Target Computer at Premises Unknown, 958 F. Supp. 2d at 756

" Yale Law School Information Society Project
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In re Warrant to Search a Target Computer at Premises Unknown, 958 F. Supp. 2d at 755.

' United States v. Cuevas-Sanchez, 821 F.2d 248, 250 (5th Cir. 1987); 18 U.S.C. §§ 2510-20 (2012).
"% Tn re Warrant to Search a Target Computer at Premises Unknown, 958 F. Supp. 2d at 760

Gus Hosein & Caroline Wilson Palow, Modern Safeguards for Modern Surveillance: An Analysis of
Innovations in Communications Surveillance Techniques, 74 OHIO ST. L.J. 1071, 1089-90 (2013)
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" United States v. Pierce, Nos. 8:13CR106, 8:13CR107, & 8:13CR108, 2014 WL 5173035, (D. Neb. Oct.
14, 2014).

" Fed. Trade Comm’ n v. Asia Pac. Telecom, Inc., 788 F. Supp. 2d 779, 786-87 (N.D. T11. 2011) ( “[Tlhe
Tor Project functions by rerouting a user’ s online activity through an international network of servers,
allowing the user to reach an online destination through one of many ‘exit nodes.” The user s
destination site then records the exit node’ s IP address rather than the user’ s true IP address, making it

very difficult to trace the user’ s true identity.” )
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' United States v. Asghedom, 992 F. Supp. 2d 1167, 1174-75 (N.D. Ala. 2014).
" 18 U.S.C. §§ 3121-27 (2012)
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18 U.S.C. § 2703.
" Tn re § 2703(d) Order; 10GJ3793, 787 E. Supp. 2d 430, 436 (E.D. Va. 2011); In re Application of the
United States of America for an Order Pursuant to 18 U.S.C. § 2703(d), 157 F. Supp. 2d 286, 288 (S.D.N.Y.
2001).
18 U.S.C. §2703(d) %2£: . In re Application of the United States for an Order Directing a Provider of
Elec. Commc™ n Serv. to Disclose Records to the Gov' t, 620 F.3d 304, 315 (3d Cir. 2010)
" Laws and Procedures Governing the Work of the Rules Committees, UNITED STATES COURTS,
http://www.uscourts.gov/RulesAndPolicies/rules/about-rulemaking/laws-procedures-governingwork-rules.asp
x  EfRHEEHH 2015411 H20 H »
T Ellen Nakashima, FBI Wants Easier Process to Hack Suspects’ Computers, WASH. POST (May 9,
2014),
http://www.washingtonpost.com/world/national-security/fbi-wants-easier-processto-hack-suspects-computers/
2014/05/09/f30c37b0-d78d-11e3-8a78-8fe50322a72¢_story.html #xf&#EsHH 2015 £ 11 A 20 H
Committee on Rules of Practice and Procedure, Meeting Minutes
http://cryptome.org/2014/03/doj-hacker-attack.pdf  Ff&i5EHH 2015 4 11 H 20 H
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(b) Authority to Issue a Warrant. At the request of a federal law enforcement officer or an attorney for
the government:

(6) a magistrate judge with authority in any district where activities related to a crime may have occurred has
authority to 1ssue a warrant to use remote access to search electronic storage media and to seize or copy
electronically stored information located within or outside the district if:

(A) the district where the media or information is located has been concealed through technological means;
or

(B) in an investigation of a violation of 18 U.S.C. § 1030(a)(5), the media are protected computers that have
been damaged without authorization and are located in five or more districts.

" (A)knowingly causes the transmission of a program, information, code, or command, and as a result of
such conduct, intentionally causes damage without authorization, to a protected computer;

(B)intentionally accesses a protected computer without authorization, and as a result of such conduct,
recklessly causes damage; or

(O)intentionally accesses a protected computer without authorization, and as a result of such conduct, causes
damage and loss.

* Orin S. Kerr, The Mosaic Theory of the Fourth Amendment, 111 MICH. L. REV. 311, 344 (2012)

*" Susan Freiwald, Cell Phone Location Data and the Fourth Amendment: A Question of Law, Not Fact, 70
MD. L. REV. 681, 687 (2011)
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*” Tn re Application of the United States for an Order Pursuant to 18 U.S.C. § 2703(d), 964 F. Supp. 2d 674,
678 (S.D. Tex. 2013)
** Tn re Cellular Telephone Towers, 945 F. Supp. 2d 769, 771 (S.D. Tex. 2013)
* Tn re Information Associated with the Facebook Account Identified by the Username Aaron.Alexis that is
Stored at Premises Controlled by Facebook, Inc., 21 F. Supp. 3d 1, 9 (D.D.C. 2013)
** Tn re Apple iPhone, IMEI 013888003738427, 31 F. Supp. 3d 159, (D.D.C. 2014) (B 548 R T2 1),
In re ODYS LOOX Plus Tablet, Serial Number 4707213703415, in Custody of United States Postal
Inspection Serv., 28 F. Supp. 3d 40, 46 (D.D.C. 2014) (52 EISZEH)
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