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ETSI ZH1 CEPT Al 1988 4 » A iE=iE T B Z B g fIEON H HHHE 5
MAERERVERT] « SEERERAEZIEnD - LA COAE]) » ETSI IE={E& T &AM
TEBIOM LB N 8 (EF T (Information and Communication Technologies, ICT ) HYFZ4E
1k -

ETSI &4F251T 2,000 £ 2,500 124E - 5 1988 MR TTLAZK » FEEH#EHE T 30,000 - 2
SC AR 2 2 BRI EE B BRI RA SR 0V 28 8 - W0 GSM™ A 4RI F4% > 3G > 4G >
DECT™ » TETRA BZEfTHIRARE L4 » DU PERES FHVZOK » B4 LPD it
UREE > HE-RAIZREENRThZER -

HEE Sl ETSI FAirZ B g Rl T RS (1SGs) 1% SmartM2M  (H25 %
HERIE(E ) FERBELMN > FEIRIREERIE - SR % S BT S EMEEERE
% BTSLIEE T AE WA ETERLE » £ 3GPP #1 oneM2M L - FTERTZE S
TAERI T 3R EEse 2 48/ ETSI P sh M ES:

ETST FAiTEERF[ L FRHE G B - 255 298 ETSI A EE AT ICT ARG L -
B ERM SRR 7 2K ICT ZRmay EEAH A - & TaF 2 B ERY
FtrEn EFIG BT By ETSI K22 S g A1 TARHAY TAF - —(EE 1Rt Z B gy
TAF A REAE A4 (B REE 23R - SREFA I 5 (351 2 FLur S5 R PRI FH 4
S o AN ARy BB ROT T F IR R A 3, -

£ 2013 £ - ETSI AV 2 T 3 [AEE0T - HFEFOKER A » B
XM ARG 2] - PRI TR S ER R EE -

ETSI & 2B S EER R HVRIA 0 4HE - 6 9 /@ ETSI &bl giE(d—
—JEH) ETS] Z e G RN —(EE N L R E RS2 - BEE 7B AL
TEBIEARAE R 2 = B ot it am B B T Y SR RR SR e - 7 I > Wl -

i EHBEET4ERERSS (Domain Validation)Z B3k

BRI EEEETH CARIE eSS amE A ARZORE 1111 6 - BAEGRI) T #21Y

Enrs Az hI 7% ¢

—) HEILLTHES ¢
FORAEIS - FHEERR FQDN By —80857 » B — (et sl =i iR BEHE A
NOEF MR A IR B2 (40 “example.co.uk” BX/F #2055 —(E 41K
EBE “example.com” ) e
PRFEREI A - 4gigsa (1) B IEE A AYAY FQDN - 2217 B dE (S BT {E 2 25
JCEEAY FQDN W& 4858 2 855K > (i) A8 FZYRY FQDN - ZEi7 i {(Eei &=
DA (B 2 AE Ty FQDN » K (iii) & £ /05 — 4k DomainBase 4giskiy i

13



FE @448 (gTLD) » 4l.com » .net 2.org » BXE » W5 FQDN & & 2 i}
B RS = B A% (ccTLD) » ANE R/ DEEMREZ ccTLD AVRAI et
fHE T4 AT &R -

PETRELEL - CA e EG &N —(#E(E - sEZ2/ VR 112 ALTHIME(E -

s KAFaC(Token) © CA feABAEdg TP ia e — 8 ARTHEE HHVEUE - 1F Rk
mo [ 5 KT RCHYME—MEEEHE DSR2 A A m] i 22/ Do B Rt 2 B P FH Y
I s B LA — R R

HEUERE - 1SR E T REBRR » HH PR e 2 A BR(E T TLS fEik
el S R R A HE A - PGS 2 AR EE IR - A
{EAmT e A s el - SR MRUERS AT B A T E R K -

A TR M AT

=) SEEEAEIA4TE(FQDN)

BRI BRI SR ER RS 1111 ARREER SR A |

BEEHIIHAE— (2B A - CA FEZMERL RS X5 HIH - BEEE (K

HEEEIVEEATE] > TAFEIEG SO > BENILETHAE2 R BHEEE" )

Fofgisk s i B e 5172 FQDN A% fE:

1. WSS HH 55 2 1 R S A o S T2 R H B e A4 A T s 28 2 W] SR AR
F2 > Bian{EF WHOIS $2EERYEEH 5 3¢

2. HEREH RS EL R B A R T 2 W] SR AR T USSR S
fiE > 7RO e S TR 1S B FE AL Tk WHOIS Zik 31 Ry
atfre ~ £l ~ B A

3. WMERBEEIZ S I B ST E M E T E Az admin”

‘administrator’ , ‘webmaster’ , ‘hostmaster’ , B{  ‘postmaster’  FR[E
Z At @7 ) FEEEIRENE A 2

4. (R HIBFAE ()G A 8RR H g8 it =g (BaEmaA
BB AR ) eiddgskfs st gy 14 WHOIS H()&8 48 CA falis
i B () HEA R /B8 aE K H B 5% H A > JREEE 2 (b) A CA B2
Bss 2 Atz 2 i &es H e ry4dis44ats WHOIS Sk H 1 2 pii&as i o
RAFARFHEL » B

5. HHEEERERE I FODN EAHEHIFE - #EHERTE RECST8T M RE4gis 4
A —EfE X EA NS S T —(dMER el e —(#55 K 0 (Token)
£ “/well-known/certificate” H§f °

6. HHEEERERE IS FODN EATEHIRE - #5H1E a5 & S RE4gsk DNS &
PREEHHEE R - S R AR EEE KT » 5

7. FHEEHRERE A FODN EETEHIME - #5H CA WESTFHEE B RE TR RE4Y
K H 7> DNS ¥ CNAME ZCekHysss - HE5KAY FODN fFaAREd 11.1.1 5
o

8. HHEAEREREIAH Y FODN EATERIRE » #5H0 CA HESTHREE BRESRH] IP izt
AKE DNS $1j% A 20 AAAA FCgRAVIE = » HEEOKAY FQDN fF& ANl 11.1.2 5
"

9. HEEE Reas IHH ¥ FQDN EA EIEHIRE - #EHHEE & 5 R R L 4E—(F
CA ¥f FQDN #Z 281 HERE8 » 5% FQDN #FHEUH 8 https #% CA fibAE -

14



=) WERIAE T2 email 27 TiEHE HAH HEME sk involzE » Fal email
FRHIRE EAERIRSC - CA WVABZEHEEE TS - ZRE N i THA B ARAEE
EIEEAE AT - fEIEET CA fESERAZAT > AEAGEIAREE 14 RAkEH%
B SR RCEHIEERE -
JFE - FQDNs FIRESIEE TR E A8ES » (A X.509 HY subjectAltName & 78 FA%
i dNSNames B & NE& CA » 7F X.509 FATHIR G PR3 e A&y
permittedSubtrees #EXEH 1Y INSNames °

SSL /BB AREAR (Cert Validity Period)

SSL B8 i AR A SEHART 39 {# B SSL A3EARM © £ 2 Bifv e dEs | - Sy
WS RN (8 CAs N A 59RGELEEE Y SHA-1 S B AN H XA s Rmy
SHA-2 JEEE -

#2016 4 1 H 1 HEF%A > CAs N LAFF S (Ll SHA-1 #EZE/EELD AR SSL #r
BEEEHEZE 20174 1 H 1 HAIl » & CAs 5 e A (H F SHA-1 2= 855
DIt 4R GRS IRRE i E (OCSPYRY[E fEERE. -

FE 45 CA/Browser SiBAERN] - ££ 2015 45 3 H 1 HEA4E » SSL Bas i & iR EIR AR
HAR 39 H - HIEHI& 2 2EAA 1Y SSL BaE Mg (Symantec, Comodo, Thawte £
GeoTrust) » H& T 280 4 24 5 FAVAEEHEAEDY) > dHERILAEOV) S HA B -
SR > IR ALV A St AT 2 REMEwRE 2 F09E
REAR

t SSL B=EHIEIREETIRE

—) T

FEIB AL SSL /SR HESEE . ARAIE IO - (5 SSL HIREFHEA A A
HEND o Bl - FEEAHERE N Rt PRI A 28 A SSL - BN - FEbal e &
{5 SSL AR EE MRy =B 5 780 flal - BRI R e M2
LA H Ry e R HVAHER -

AR AEEV)SSL /B : CA M FFEs B AVIEE M » W0 E— (&R e A i 1
ARG IR AV ER - BV SSL ESEHIIZ S 2 IR Bis Y E SR {E EV 2/
HAE 2007 -6 CA/Browser aE IEZAEA M - EHPE T CA BEE BRI
AL Ba T
BT RS ED - BiEE - SEANFEFEEN -
BN AT RGN 5 ) & BT -
BT G EBAURE R EE R E 2 4E EV SSL &G R4 -
B LA E RS EV SSL /BB IIIK 3R M B -
HHETRETT9R S AU EV SSLJ&SS - & T BURFKEE - oA ABLEEENAE]
1795 - REAIAVER 805y - BV FEt il » fEE TP RE T CA fEf%3% EV SSL
BEEATAR R IHSE BRI ESE

SHGHEAOV) SSL & : CA MEZHsE A HVIEEME - W E—(E%r E HI4Es £
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T HGRI A TV ER - ERIE RS USRS - BYMYAFERES
HURGEREE - At —2 - f2ft 7asfbAy e nl Bt - AIRE R S = A
b e g AR A (S (L

AL AEDV) SSL &G © CA TR HIEE & 68 A — (R E RIS A R I E 1 - 72
HAFEINE #E NG R FE - B e@ibfEE LG BUr s & -
GlobalSign - fij{b#EE AV ME SSL /&6

GlobalSign J& 55— FE St {LEEE Hy5EM: SSL /&G ILERT - 58 =& 7 =&y
TEFEHY SSLAH A« 4L AE(DV) - SHEHEAE(OV) s et AE(EVY) - #EH GlobalSign
15 FRYAEEAE - fRIE T {ESEHEHY SSL AR 72 > GlobalSign ¥A4T 564t
BRHY SSL —fAYREIR Y 1 — (S ERAY T -

FLA SSL {H e pese o ) (552 P AR A A e 4 AT 25U 3 - AL (5 m B P B AT BE
AEERRAKIE Sy GlobalSign HIl By Sr—t3h - B/ PRI SRRV fadn S E ThRE
e rEE i lF BB - ERUTAR B ERBHRRRGAS 0L RS
e EFRET AR MRS R PR SSL (R RER AR T I 2
Y

GlobalSign SSL f& 55355 » EFE © W iR EEReg -

WETRERSS ¢ GlobalSign MY5&%E! SSL i &%

BRI A] BE B A i AP FRAE Y SSL K24y » A B s ILLAZK - Bt BTG
LAY REREE AR R - H AT S ZE 2 MRS 2S > AR Y Internet Explorer 7+
Opera 9.5+ > XJI 3 + » 228K Chrome » Apple Safari 3.2+ #1 iPhone HY Safari 3.0+ &5 E
A BV BeE 2 b sai SSL SRS - RS a3 S B stk e (L pleak e -
SRR R B (B4 5 IE 2 B i B VA A2 P53E - SNBSS REE M s /KA
ERIME » Wil SSL #ifir Bsg RN T % -

EEERSE ¢ GlobalSign ZERY SSL #1456

GlobalSign EL g 1bEREREREEE 15 4F - HINHFAENEBSHIIA TN
SRS EHFEHATNIANEE -

YIIRE

— X Bae THE RS THEEEEE T E QI [EZMERLESE AR KA E S B

7 E AEEE SSL &S ERESEE - -

E AFHISA R —E A - BiEsE www.google.com » A[REE—IR" B
(*.google.com ) ° 5% SSL & Fimbass; 22 AR 4ME - A& 1P #idilk -

CA BRI REUBEEENK - HIt “B1n” WIS EHEN 44

EEMRTE - CA HEHERE TR B IEZEHI4EIRM A Z Z5K » FHE 7 =M

(&l & =0 T -

CA DLETE 31—l 35K 2 WHOIS Bl XN s 2 Ay & 1 S (Al -

CA BVFEREFE—Leagis &k} - 2] DNS FEfg F ik -

BB EIEERA (EFFMERNE “Foge” A ShIIEFEFe#E

DNS » WU ERGFHIREE ) » BTl B At i EANIERES > 8 Rhy sr i

rong o BN BV B8 0 CA BIEZME 20 CE TR DIHER E R RER 4% -
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EWIME - JEEV BESHEE DV (LUTERE “4EiEEks” ) -

EV EEEMRERU T Web B8 23 ERESsk Al > WRE A N PR EEHE
NIERCRAVEEE - #E7R » JF EV B E/AR BthaE T/F - EV BsSEEREES IR
BRI P EAEISREESTE B BV /Ba8 EAH SR EN—f “HE" 1EsS (F
WEERE " ) - TEsR - WEKRSERE N BB A EiE
= EM&ES] > FTLAEE BV Eas e — s -

EV B EERA R - EMFIERE RsasER: - BIE Web B RF1ATE
MBI . WNGE WS B “EV” SEBAY SSL (EIRES - iER—(EfEEE
RS - AR BREIEERN ARG HE <)

& (@ AR (E ks 3408 (AR 28— (A B IERR IS EE ) S —(E
EERES M ES T TR IEZ —

A CAGRZE CA MY BV &8 (GB2—8h) FE - (12 > RIFEREE—(E EV &
5 TAGIH IS DURI 2 PSR CA E15JE BV B8, BV BB ol fhE
IREPIERD CA » HBRNE FETHETIS > - EMER—(EEDIEWEE
JF EV EeEacs nuad i atE, (FREEE I REsE o B E A HRE o &
B o

FEHURAIRLSE o AR EHFEHURATRASE - AREEMsL o] DAE A B AR BaE (18
BABEY) - ZEENMEE RS ES - EV 5iJf BV RS R S HEAYE K
JEZARFEIRIVRLASRET o WMREAIIRIF e A > B CA » DUETE T LIFEEIREY
B WA S —(E & -

NEH P e E i RS Mgk kil e ES (S /BE s
REMNEAREN > bR TEBEBEISHAF - Web B8 2581 B S HEE RN
RSB InE R (Rfgks) -

8 N P A BRI E A —(E5E 2B RUEEINEE > BELKEE
ETEHAT ARG 23 L FE A 2% o (140 www.gogle.com BX www.google.business.com
A& www.google.com (EREMIBIT-) - FH—REREH » HAEHHFEEEI® T8
HIFEHT

KSR RN R NI(E A2 —  HILEESREIRAN EZ B O
£ DV/EV 2537k « SN Z W IREEN—EEH P EI%K -

J\ PEBEATBRER CA/Browser Forum ZEEEE - B 2017 £2W

CA/Browser Forum

rhEEEE(E /5] By CA/Browser Forum & B » BRI SN EE(ePKDELE K
{ESE 25 SR e RBES 5 T35 (Root Certificate Program) < I8 5 1 - B AHREA Z45¢
W TAE » Z42 SHA-1 Bea K15 - N RFESERK PublicCA Tl %8¢ SHA
256 SSL JEEE e - RSB CA/Browser Forum €554 BN EE B (S EIE RS
LR s o I FE RS AR B4 E R S BUT/BES » EAEEPE SSL /&8
SRS T BES aofr B - BEE L - RIS A EE IR -
BTS2 85 Wb FEEEE RSSO R S35 2 fERSA
4096 bits w/SHA 256 H#x/&s8 » HEITHEETEITHZ SR ZE B g RN REEEHE
thULMERES 2 R RSA £ 38RE 4096 bit> K2 LA SHA 256 B 2 B8 HEE A S AIEHE
BE SRS L5 2 CA BB -

A CA/Browser Forum &XET5mIE > AR 2 FRUHEERIE 2 # T By - 2016 422 HH
Go Daddy BV 3% 0 2016 5= 6 H i Izenpe 74 Bibao F## ; 2016 £ 9 A i
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O PE TR T - SRS AR 2017 45 2 A 2017 48 10 B T -
MBI AT ERSNAGE  EIRAANLFE > HRETEBEAEAER » ILEHNE
Eakad > BEIE e ER  BINERE NS - KRS & B AR
FERRE Ry S R TR Bl - BENEMEEAE > BIEERZ A2 > AlfsE
[E— AT > s EFE A EE ASRIRESIGRE 2 (&858 - BF]
2017 £ EHE > &8 25— CA/Browser Forum ©

FU Morzilla $2 H B F B A-=E B AR AR 8

Mozilla > &t 8 T B e e i & R AR &

bt E—) - EERRBMITE TR thunderbird B-FEMFRVARES - Kt - ¥
AMFHEREEE FHY ROOT CA /&5 2 & CA BRI BT B AR g 2
LB Z Y H A NSRS S - B ESE BB T A % 31 T R AUSRS
WHIFTA &R AR BEZR MOICA A %5 N B # IR = L2
BT EMFIIRE L ALIERL T B TEERS - DU EE T LR A L
(BT - A SR TR A -

T BRERRERBTEEZRE - YRR LRSIt

B

BErsEAE LEHEN—ETFEEY  UET PR E RS EE T
HREEEN (85 SIWEE > 2OFEE) > DUt REEERE -
BETHEMEETEEYLHN "ER™ - e [EERIIFEERENR - UsrE:E
PASCEUTEGRE. > W SRE T & s AR RISE 2 M « B T S (E B % A
T B EHBAERE  EE YR EOTABE R PR o B HTE 1%
BT EFR TR AN -

BlRZ B e BE5CIES (199993 /EC) » fEaE {7 mEBHHY—F » LUK 2000 4 6

H > EEIBURHY e-fiatiAZE -

2008 11 H 28 H » BRBEZ B EGHRA T —IH “TEETE] > e S0f e BEa% - BT
(EEE S fEs AR  (COM (2008) 798) -

2009 12 H 22 H > BXHZ B G340 T RINE T HE (MA460) > AN ERE &
FRAVRRAE B2 -

WY&
BRI 104 5 6 H T BSEHRIMELR B E55mE ) (CA/Browser Forum) T{F/\
SHEg ek < S EREAAGER - RN B E S B L e  FR e S AR I

Mozilla 1> & ¥ BB FEV0ae N & TR iR U AV > BB H AN GRS
5 NEEESEEH O EZ S S RSN T &L HE S > B
MOICA HFEE AEFE I P E AL 2B TE s L e R E
FEVHETTREEE > DIMECRESEEE P OB AME ST > W S BUBIEZSE 0] > v LA
G
S~ i B G 4 48 (= B ( CNNIC ) B35 5525 > Google Chrome 5z Mozilla
Firefox B 25 5 B AN &Sk H CNNIC AR S SEBLIE fEREE (Extended
Validation, EV ) 7858 » FEZEEEH F100(CA)S T 2 EFEH D B8 B PR FE T
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|1

R(CP)FUBREE B REE(CPS) 2 M#E - DA B H a5 2R R £ 2
R R EH -

HANSAHRFIE - BEER R |

BT EAABRBERRAEEFHIERABRBNEERE - HAERHPE

I TERG I BEE

FoEFEREE O BUERER A A2l ARSI B ANy - 978
HEE T ML NETE R HA SR BRREEE T E i
HEF S REHIAS > HIRGUERR SR Kt L IERENE - IS H R AUERSENAE
SR A SGTIIRE I RRFEE - ST B R NGRS EOK R AR E T2 i
HEERS AN SEAEE -

i S T E RS ABRE A H B DUECRECTRE 2 FAEME: » AR Mozilla
AE e BT B RS RTHUAR AL - RS EE T O AR R S S AUBRE
WHIFTE &R H R - 52 - MABARANBEERREFAETEIS
W PR 2 T E DR L UERZ S T B TR - DAHECR
R EHEH P LHIAED -

B REEE PO CABTZ BEH L ETERIE BREBUR(CP) M BE H B E

FEEEECPS)Z #Hifl - BRI EHER Y RENFERESME - B

Google N5 (10H4 3 H 3R IV EZZEH MCS B E] CNNIC Frag Ty
1858 (intermediate certificate ) '8 1~ Google 483, - mIREZ(H F & 2R LU AT IS
SHHYE Google 48V » 1774 R AT A o Googl FFE B O Br4g4& (5 B h
L» (CNNIC) EE$8N1 555 2 1% » Google HREUE—HMTE) - fFE4 HEA » T
—hiHY Chrome 2% 85 5 8 RN FR A | CNNIC ARS8 B AE (15525 ( Extended
Validation, EV ) & -

% Google EAfiZ 1% > Mozilla o~ » &omsAE B EwE - MRS FERE
Mozilla #Y Firefox {58 CNNIC BS54 H 1 H Z & ES{EMEZS > K Mozilla
by 0 MCS W BRE B F AL - R nerafTemE sz £56%
Z M= HAf R R AEEE] - 1 MCS H3H 2 CNNIC S RS it a0 fm] 22 4
HIGEFECE TR I — A 2 PR P 4SS -

e B a4k (S 0y (CNNIC) Z R - FREIRBegEE . O(CAFETZ
IREE I B PE BRE R (CP) SUERE B S E 2 AR (CPS) 2 #idD - A 22
HEpar 2 BegN T 2R E2EM 2 e -

~ 272 SSL(Secure Sockets Layer) &g A DA FRHI A 39 E B ETFIESR

1EZ A E S b R s B 2 CAs A P A 93BG B a1 SHA-1
e ELAND H O 5Ky SHA-2 JHEDE -

#2016 4£ 1 B 1 HBEE%A » CAs N o] DAFS(Eal iR SHA-1 #EEEE VAR SSL #r
e - HEZE 20171 H 1 HAIE & CAs ha] DI H R SHA-1 R B =088
DIMERZ 4R L BEEIRRE A E (OCSP)RY [ FERH .

FR4% CA/Browser stE2ERI] > 7 2015 42 3 H 1 HE##A > SSL G5B IR HlE A%%
BB 398 B - IPRHIE 22T AR SSL &5 R (Symantec, Comodo, Thawte Ei
GeoTrust) > B & T 280 4 3¢ 5 FRV4EEERE (DV) @ 48RS (OV) M HA &S -
SN REHIER(EV)/BEE R S T2 NEMEHES & 2 FivF
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SUHART o FREAET BB FSE (Certificate Policy)is » JEER [ —EIFR#EES -

 BRSE R RERE T RERS o MR SR bR R R 2 KT SR E A

BT &EAE EEHEN—ETFEET  UETEANEEEIHTE T
R (385 IR > 2IEE) - UL RS A -

BT &=2AMEETEEAN "BR - e (EEMANFERER > DR
A UIGEHR, - TERRERT RN A B RA AR A SE B - BR TS (B8 %44
e T AL SRS - B REAEYIR BOT AR R FRgsE - BT
BT HEMRTRENTRE AN EEME -

BHZ B F e fEECHES (199993 /EC) » fEEME 7 HHE Y —2F » DL 2000 4 6
H > FEEIBUMHY e-fFatA%E -

2008 4 11 A 28 H > BXBEZ EEHRA T “(TEETE] > e S8M e B3> U5
(EERE TSRS A RS (COM (2008) 798) °

2009 £ 12 H 22 H > BXERZ BG40 TBNETHE (MA460) - AREERE—(E
G EIRRE -

 hEBE AT EHENRE 200 CA/Browser Forum 27 5888 » DAF| &S KB K -

VEEE S e

hEEEE(E /0 H) By CA/Browser Forum & B > B H IS AAEE % (ePKDELE K
VEZE 2500 B R EE 25 R 5 =T (Root Certificate Program) > B2 %51 » & E MR £
G2 WEE TAE » 38 SHA-1 EEaERSE » M AR SER PublicCA 1] 238
SHA 256 SSL /&5t - H: 2281 CA/Browser Forum €A BN HE#EBEEIRE
s LR ZR o R E HEES - AR B4 IR S BUN BEE -

AR CA/Browser Forum &&& 15wk » (12K 2 FFHEsmiE 2 ks © 2016 22 H
F1 Go Daddy FAEVEEE 5 2016 45 6 H H Izenpe §2 Bibao £ 5 2016 429 H
FH A P A E]) - 3k B rh EEEE (F 00 Y 2017 4F 2 HE 2017 4 10 H e
WIEEZ A SRSINAGE  ERCALFE > HEXEBAEANE > LR
FiEgHRE  BEETEKEER  BNEE N RELS - HBBIEESESE R
REATEMRE By R TR ITE - AlEnHEM g BAE  BIFFEIRCAZN
RIfsEF— AT > St EEE A EFE RS RIRES T E 2 &
P50 5] 2017 FEEHE - &8 25— CA/Browser Forum e

~ #5E CA/Browser R &R KILK5E ARSI 23 2 AH R BRI = &=

SEHEE)

CA/Browser B2 %Y & {IIERIE (& & Mr. Dean Coclin» B+ Mr. Kirk Hall and
HII'® & Mr. Ben Wilson) » B3 E /747 H B CA Brower & NZ 2 2 BHFEHIAE
HEnKhhE s H BEFEE R TS E BEEES - MirfEseEE Mr. Moudrick

Dadashov ZH&E PKI FflqEd R » H Rz BIFEEIL eID &l 2 TR TIEKE 2 — -
B R S A E R A R E A R S S B > 020 105 SEE A

NEBFEH e - JHEEFHEE PKINE T EBURER » KL ERH S

2k B8 PEEEZ Bt o [FR A #E R R E R R RS
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{h ~ M

i — T RS BRI 235w | (CA/Browser Forum) T{E/NH Ersiaife

TAE/NH &R
2015/06/23(ZHi )
iSIE pay =2 gL FFA
9:00-9:30 HRE K Fg
9:30-9:35 FYQUIES ¢ Dean&Connie
9:35-9:40 BRI SR ao s e Dean
9:40-10:30 |1 FEEEECR T/ N s Ben
10:30-10:45 KE.
10:45-12:00 | 1 EEUR TR/ N Ben
12:00-13:00 B
13:00-14:00 | 2 R E TR/ NSRS Jeremy
14:00-14:10 ﬁi,,_,
14:10-14:40 | 2 FEEEEREE T AE /N Jeremy
14:40-15:20 | 3 &;‘cﬁﬁ%%l{’ﬁd\éﬂﬁ% Dean/Jeremy
15:20-15:30 T
15:30-17:10 | 4 Bl = TR/ NS Ben
17:10 g’ﬁ[

MeE H TR
CAB Forum K&5E—H
2015/06/24
HFfE] o7l g EXSN
8:30-9:15 HE R Fg
9:00-9:10 IR Grags & SBIE BB Bh Dean&Connie
9:10-9:15 HEETRER H K S ke e Bk Dean
9:15-10:45 |1 B RS B s S 5 Jemery
10:45-11:00 KE
11:00-11:45 | 1 R HR S S Jemery
11:45-12:05 TAE/NHHS
12:05-13:00 ans 2y
13:00-13:30 | 2 TAE/NHER
13:30-14:30 EREH &% SSL s Slavik Gorniak,

ENISA, elDAS
(Invited)

14:30-14:45 RE
14:45-15:30 WebTrust 55 #7155
15:30-16:30 Browser ¥7fEl(Apple, Google,

Microsoft, Mozilla, 360, Opera)
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16:30-17:00 Browser ¥
17:00 Hirser
SwissSign ZAHEEE

CAB Forum K& H

2015/06/25
H&F ] gyl | i FFA
8:30-9:00 HE R g
9:00-10:00 HE
10:00-10:30 RS E R Dean
10:30-10:45 RE
10:45-11:30 ETSI fi§isk IRigo Barreira and
Arno Fiedler

11:30-12:10 (&5 58 3 Dean
12:10-13:00 e
13:00-14:00 | 17 I RS Jemery
14:00-14:30 | 18 EV & FH/ESE R HAS 5 Jemery
14:30-15:00 | 19 e
15:00-15:20 T
15:20-16:30 DV/OV/EV &8 - K B E OID Dean, Jemery
16:30-16:40 MR
16:40-17:00 Tt e B EETH S ARSI
17:00 s

s B 17 IR

Working Group Meetings
Tuesday, 23 June 2015

Time | Start = Stop @ Slot = Description Discussion
, , , Check-in, badging, get situated in
0:15 9:00 @ 9:15 room @ Hotel
0:15 9:00 @ 9:30 Breakfast - Continental
, , , Welcome, Prelim Matters, .
0:05 9:30  9:35 Logistics, etc. Dean, Connie
005 | 935 | 9:40 Ar)titrust Stz_itement, Assign Dean
Minute-Taking
0:50 9140 10:30 |1 Policy revision Working Group Ben
0:15  10:30  10:45 Break
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1:30

1:00
1:00
0:10
0:20
0:40
0:10

1:40
0:00

2:30

Day 1

Time

0:30

0:45

0:05

0:15

1:30

0:15
0:15
0:20
0:55

0:30

1:00

10:30

12:00
13:00
14:00
14:10
14:40
15:20

15:30

17:10

19:00

12:00

13:00
14:00
14:10
14:40
15:20
15:30

17:10

21:30

Policy revision Working Group
(cont.)

Lunch Service - Working Lunch
Validation Working Group
Break

Validation Working Group
Code Signing Working Group
Coffee/Beverage Service Break

Information Sharing Working
Group

Adjourn for the Day

Casual Dinner - @ - On your
own or informal group

Wednesday, 24 June 2015

Start

8:30

8:30

9:00

9:05

9:15

10:45
11:00
11:45
12:05

13:00

13:30

Stop | Slot ' Description

9:00

9:15

9:05

9:15

10:45

11:00
11:45
12:05
13:00

13:30

14:30

Ben

Jeremy

Jeremy

Dean/Jeremy

Ben

Discussion Leader /

Notes
Check-in, badging, get
situated in room @ Hotel
Instructions

Breakfast -
Recap o_f Erellm Matters Dean, Connie
and Logistics
Antitrust Statement & .
Assign Note Takers Dean Coclin
Wlldc_ard and Cert Jeremy
duration

Break
Short Lived certificates Jeremy
Working Group reports

Lunch

Working Group reports
cont.

Presentation on EU

Slavik Gorniak,

Quialified SSL Certificates ENISA, eIDAS
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0:15

0:45

1:00

0:30

3:00

Day 3

Time

0:45

0:45

1:00

0:10

0:10

0:45

0:40
0:30
1:00

0:30
0:40

0:20

1:10

14:30

14:45

15:30

16:30

17:00
18:00

14:45

15:30

16:30

17:00

21:00

10

11

12

WebTrust Update

Browser News

Browser News (cont)

Thursday, 25 June 2015

Start

8:15

8:15

9:00

10:00

10:30

10:45

11:30
12:10
13:00

14:00
14:20

15:00

15:20

Stop | Slot ' Description

9:00

9:00

10:00

10:30

10:45

11:30

12:10
13:00
14:00

14:30
15:00

15:20

16:30

13

14

15

16

17

18

19

20

Check-in badging, get
situated in room @ Hotel,

Open Slot

Certificate
Transparency Update:
Current log status, Future
plans, etc

ETSI Presentation

Bylaw Updates
Lunch
Domain Validation

EV Wildcards and
Validity Periods

Open Slot

DV/OV/EV Certificates,
Appropriate use and
OIDs
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Break

Review current
status of Web

Apple,
Google,

Adjourn for the day
Dinner hosted by

Discussion Leader /
Notes

Breakfast - Continental

Break

Ifiigo Barreira and Arno
Fiedler will review
status of ETSI's trust
service provider
Kirk/Dean

Jeremy

Jeremy

Coffee/Beverage Break

Dean, Jeremy



0:10

0:20

2:30

16:30

16:40

17:00
18:00

16:40 | 21

17:00 | 22

20:30

Discuss F2F Meeting 36
in Istanbul Oct 5 and
Future F2F Meeting
volunteers

Review accomplishments
/ list of tasks

Adjourn

Dinner - on your own
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https://wiki.mozilla.org/CA:Recommended_Practices

Verifying Email Address Control

We rely on public documentation and audits of those documented processes to
ascertain that the requirements of section 7 of the Mozilla CA Certificate Policy are
met.

Section 7 of the Mozilla CA Certificate Inclusion Policy states: “for a certificate to be
used for digitally signing and/or encrypting email messages, the CA takes reasonable
measures to verify that the entity submitting the request controls the email account
associated with the email address referenced in the certificate”

The CA's public documentation needs to provide sufficient information describing how
the email address 1s verified to be owned/controlled by the certificate subscriber. For
instance, 1f a challenge-response type of procedure 1s used, then there needs to be a
brief description of the process. If public resources are used, then there should be a
description of which public resources are used, what data 1s retrieved from public
resources, and how that data 1s used to verify that the certificate subscriber
owns/controls the email address.

The recommended way to satisfy this requirement is to perform a challenge-response
type of procedure in which the CA sends email to the email address to be included in
the certificate, and the applicant must respond in a way that demonstrates that they
have control over that email address. For instance, the CA may send an email to the
address to be included in the certificate, containing secret unpredictable information,
giving the applicant a limited time to use the information within.

It is not sufficient for the CP/CPS to just say that an email is sent to the customer. The
CP/CPS needs to be clear that the RA sends email to the email address to be included
in the certificate. The CP/CPS needs to be clear that the email shall contain some
non-predictable information that the subscriber must then use or respond with to
confirm that the owner of the email address actually received the email and responded.

Mozilla & $t ¥ 8 7 (055 He th HEN &L - EEMZ N B IR
thunderbird B8 FPFAYARES - RILEHE A FE5805 B 1Y ROOT CA #S:8 2
& CA BN BT E SRR E R EOK -

HE - EEEHT UG EZ ST R A SN HI A &R B - BR
A MOICA HHES A\ T E# IR F E A E L 2B T E(FII5E L B
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1.1 Purpose of the Forum:

The Certification Authority Browser Forum (CA/Browser Forum) is a voluntary
gathering of leading certification authorities (CAs) and vendors of Internet browser
software and other applications.

Members of the CA/Browser Forum have worked closely together in defining the
guidelines and means of implementation for best practices as a way of providing a
heightened security for Internet transactions and creating a more intuitive method of
displaying secure sites to Internet users.

1.2 Status of the Forum and Forum Activities

The Forum has no corporate or association status, but is simply a group of CAs and
browsers which communicates or meets from time to time to discuss matters of
common interest relevant to the Forum’s purpose. The Forum has no regulatory or
industry powers over its members or others. Other than those rights and
responsibilities found in the Forum’s Intellectual Property Rights Policy (IPR), Forum
“membership” or other participation status does not convey any legal status or rights,
but is intended simply as a guide to the levels of participation in Forum

activities.

1.3 Intellectual Property Rights Policy; Antitrust Laws and Regulations; Goal;
Conduct

Forum Members, Associate Members, and Interested Parties must comply with the
then-current IPR policy and all applicable antitrust laws and regulations during their
Forum activities.

The historic goal of Forum activities (including development of proposed requirements
and guidelines and voting on all matters) has been to seek substantial consensus among
Forum Members before proceeding or adopting final work product, and this goal will
remain for the future. Members shall not use their participation in the Forum either to
promote their own products and offerings or to restrict or impede the products and
offerings of other Members.

The Chair will read an antitrust compliance statement at the start of all Forum
Meetings (and on other occasions, as the Chair deems necessary) in substantially the
following form:

“As you know, this meeting includes companies that compete against one another.

This meeting is intended to discuss technical standards related to the provision of
existing and new types of digital certificates without restricting competition in
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developing and marketing such certificates. This meeting is not intended to share
competitively-sensitive information among competitors, and therefore all participants
agree not to discuss or exchange information related to:

@) Pricing policies, pricing formulas, prices or other terms of sale;

(b) Costs, cost structures, profit margins,

©) Pending or planned service offerings,

@ Customers, business, or marketing plans; or

© The allocation of customers, territories, or products in any way.”

2. FORUM MEMBERSHIP AND VOTING
2.1 Qualifying for Forum Membership
(@) CA/Browser Forum members shall meet at least one of the following criteria.

@) Issuing CA: The member organization operates a certification authority that
has a current and successful WebTrust for CAs audit, or ETSI 102042 or ETSI 101456
audit report prepared by a properly-qualified auditor, and that actively issues
certificates to Web servers that are openly accessible from the Internet using any one
of the mainstream browsers.

2 Root CA: The member organization operates a certification authority that has a
current and successful WebTrust for CAs, or ETSI 102042 or ETSI 101456 audit
report prepared by a properly-qualified auditor, and that actively issues certificates to
subordinate CAs that, in turn, actively issue certificates to Web servers that are openly
accessible from the Internet using any one of the mainstream browsers.

3) Browser: The member organization produces a software product intended for
use by the general public for browsing the Web securely.

(b) Applicants should supply the following information:
@)) Confirmation that the applicant satisfies at least one of the membership criteria
(and 1f 1t satisfies more than one, indication of the single category under which the

applicant wishes to apply).

2 URL of the current qualifying performance audit report.
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?3) The organization name, as you wish it to appear on the Forum Web site and in
official Forum documents.

()] URL of the applicant's main Web site.

) Names and email addresses of employees who will participate in the Forum
mail list.

6) Emergency contact information for security issues related to certificate trust.

©) An Applicant shall become a Member once the Forum has determined by vote
that the Applicant meets all of the requirements of subsection (a). A yote of Members
shall be held as soon as the Applicant indicates that it has presented all information
required under subsection (b) and has responded to all follow-up questions from the
Forum and the Member has complied with the requirements of Section 5.5.

2.2 Ballots Among Forum Members
Ballots will be conducted in accordance with the following rules.
@ Only votes by Members shall be accepted.

(b) Only one vote per Member company shall be accepted; representatives of
corporate affiliates shall not vote.

©) A representative of any Member can call for a proposed ballot to be published
for review and comment by the membership. Any proposed ballot needs two
endorsements by other Members in order to proceed. The review period then shall take
place for at least seven calendar-days before votes are cast.

@ The CA/Browser Forum shall provide seven calendar-days for voting, with the
deadline clearly communicated via the members’ electronic mailing list. All voting
will take place online via the members’ electronic mailing list.

(e) Only votes that indicate a clear ‘yes’ or ‘no’ response to the ballot question
shall be considered (i.e. votes to abstain and votes that do not indicate a clear ‘yes’ or
‘no’ response will not figure in the calculation of item 6, below).

(H)Members fall into two categories: CAs (comprising issuing CAs and root CAs, as
defined in the membership criteria) and product suppliers (as defined in the
membership criteria). In order for the motion to be adopted by the Forum, two-thirds
or more of the votes cast by the Members in the CA category must be in favor of the
motion, and at least 50% plus one of the votes cast by the members in the browser
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category must be in favor of the motion At least one CA Member and one browser
Member must vote in favor of a ballot for the ballot to be adopted.

(2 A ballot result will be considered valid only when more than half of the
number of currently active members has participated. The number of currently active
members is the average number of member organizations that have participated in the
previous three meetings (both teleconferences and face-to-face meetings).

() The CA/Browser Forum will tabulate and announce the results within one
calendar-day of the close of the voting period.

3. OTHER FORUM PARTICIPATION
3.1 Associate Members

The Forum may enter into associate member relationships with other organizations
when the CA/Browser Forum determines that maintaining such a relationship will be
of benefit to the work of the Forum. In the past, entities qualifying as Associate
Members have included the AICPA/CICA WebTrust Task Force, the European
Telecommunications Standards Institute, Paypal, the Internet Corporation for Assigned
Names and Numbers, tScheme, the U.S. Federal PKI, and CAs applying for
membership but awaiting full qualification under Section 2.1.

Participation as an Associate Member is by invitation only. In order to become an
Associate Member, an organization must sign a mutual letter of intent, understanding,
or other agreement and the Forum’s IPR Agreement, unless this latter requirement is
waived in writing by the Forum based on overriding policies of the Associate
Member’s own organization IPR rules. Associate Members may attend face-to-face
meetings, communicate with Forum Members on member lists, and access Forum wiki
content. Associate Members are not entitled to vote except on special straw polls of
the Forum (e.g. when selecting meeting dates, locations, etc.)

3.2 Interested Parties

Any person or entity that wishes to participate in the Forum as an Interested Party may
do so by providing their name, affiliation (optional), and contact information, and by
agreeing to the IPR Agreement attached as Exhibit A (indicating agreement by manual
signing or digitally signing the agreement).

Interested Parties may participate in Forum activities in the following ways:

@) By becoming involved in Working Groups,

(b) By posting to the Public Mail List, and
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©) By participating in those portions of Forum Teleconferences and Forum
Meetings to which they are invited by the Forum Chair relating to their areas of special
expertise or the subject of their Working Group participation.

Interested Parties are required to comply with the provisions of the IPR Agreement and
these Bylaws. Interested Parties may lose their status as Interested Parties by vote of
the Members, in the Members’ sole discretion.

33 Other Parties

The public may follow the Forum’s activities by reading all postings on the Public
Mail List and the Public Web Site. Questions or comments to the Forum may be sent
to Questions Mail List.

4. OFFICERS AND FINANCES
4.1 Officers

@) Term of office: The Forum will elect a Chair and Vice Chair, each to serve for
a two-year term. The Vice Chair has the authority of the Chair in the event of any
absence or unavailability of the Chair, and in such circumstances, any duty delegated
to the Chair herein may be performed by the Vice Chair. For example, the Vice Chair
will preside at Forum Meetings and Forum Teleconferences in the Chair’s absence.
The offices of Chair and Vice Chair may only be filled by Forum Member
representatives.

No person may serve as Chair for more than a two-year period or be elected to Vice
Chair upon expiration or termination of the person’s service as Chair, but a person 1s
eligible to be elected as Chair again after having vacated the position as Chair for at
least two years.

(b) Manner of conducting nominations: At least sixty (60) days prior to the
expiration of the current Chair’s term or upon his/her early termination as Chair, the
Chair or Vice Chair will announce through the management mailing list that
nominations are open for the office of Chair and the Vice Chair will automatically be
nominated as the next Chair, but Forum Members may nominate themselves or others
to be additional candidates as Chair. A Vice Chair may decline the nomination to the
office of Chair and/or indicate an intent to seek nomination for re-election to the office
of Vice Chair. The nomination period for Chair will last for at least one week but no
longer than four weeks. Upon the close of the nominations for Chair, the nomination
period for the office of Vice Chair shall immediately open. The nomination period for
Vice Chair will last for at least one week but no longer than four weeks.
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©) Manner of holding officer elections: If a single individual is nominated for a
position, the Forum will hold a ballot to confirm appointment of the nominee. For the
confirmation ballot, each Forum Member is entitled to a single vote regardless of the
number of participating Forum Member representatives or whether the Forum Member
is categorized as a CA or product supplier. If multiple votes are received from a Forum
Member’s representatives, the last vote submitted during the voting period is
considered the Forum Member’s vote. The single nominee is considered confirmed if a
majority of the Forum members who vote are in favor of the appointment, regardless
of the number of votes cast and irrespective of whether 2/3 of the CAs or 1/2 of the
product suppliers approve appointment of the nominee.

If more than one candidate is nominated for Chair or Vice Chair, the Forum will
announce an election ballot to determine which candidate will fill the position.
Within two weeks after the close of the nomination period, the Chair or Vice Chair
will establish an election committee and announce the election ballot on the
management mailing list along with the ballot start date, ballot end date, and a
description of the voting process. The Chair or Vice Chair will appoint the
election committee by selecting at least two volunteers who have a reputation for
independence, preferably individuals without voting rights in the Forum and that
participate as Interested Parties. The election committee is responsible solely for
tallying Forum Member votes in connection with the election ballot. The description
must include the email address(es) where members will send their vote, which should
be the email addresses of the election committee.

For election ballots, each Forum Member is entitled to a single vote regardless of the
number of participating Forum Member representatives or whether the Forum Member
is categorized as a CA or product supplier. If multiple votes are received from a Forum
Member’s representatives, the last vote submitted during the voting period is
considered the Forum Member’s vote. Within

two weeks after the election ballot closes, the election committee will compile the
votes, ensure that only one vote is counted per Forum Member, confirm the results
with other members of the election committee, and publish the ballot results by
sending an email to the public mailing list. The election committee will not include
any votes submitted before or after the voting period when compiling the votes. The
ballot results email will contain only the following information:

a short description of the ballot purpose, the total number of votes submitted during
the ballot period, and the name of the nominee receiving the most votes. The election
committee may include other language as necessary to accurately describe the ballot
and any concemns the election committee had with the ballot, provided that such
language does not disclose how individual Forum Members voted. The election
committee will treat the votes of individual Forum Members as confidential
information. The nominee receiving the most votes is appointed to the applicable
position, regardless of the number of votes cast and irrespective of whether 2/3 of the
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CAs or % of the product suppliers voted for the nominee. If the election ballot results
in a tie among the candidates receiving the most votes, the Chair or Vice Chair will
call for another election ballot that includes only the two tying candidates.

@ Duties: The Chair and Vice Chair shall exercise their functions in a fair and
neutral manner, allowing all Members equal treatment for their comments and
proposals, and shall not favor one side over another in any matter (except that the
Chair and Vice Chair may indicate their own position during discussion and voting on
the matter). The Chair and Vice Chair shall have no personal liability for any activities
of the Forum or its Members or Interested Parties.

The Chair or the Vice Chair may sign correspondence, applications, forms, Letters of
Intent, and Memoranda of Understanding relating to projects with standards bodies,
industry groups, and other third parties, but shall have no personal liability therefor.

4.2 Finances

Because the Forum has no corporate status, it will not maintain funds or banking
accounts. The costs of operating Forum websites or mailing lists will be covered by
voluntary contribution from Forum Members (who may seek voluntary contributions
from other Members to help defray

such costs). Forum Members may propose other group activities which they propose to
sponsor (e.g., research projects, etc.) which require funding and may seek voluntary
contributions from other Members for such activities.

Forum Meetings may be held from time to time upon the voluntary sponsorship of one
or more Forum members. The sponsor of a Forum Meeting may suggest a fixed cost
per meeting participant as reimbursement to the sponsor to cover (a) the cost of
meeting rooms and refreshments, and (b) the cost of any meeting dinner or other group
activity. Sponsors will be encouraged to announce any suggested per-participant fixed
cost reimbursement amount in advance of the Forum Meeting for participant planning
purposes, and will provide a statement or invoice to each participant upon request after
the Forum Meeting for submission to the participant’s accounting department. All
per-participant reimbursements shall be paid directly to the sponsor.

Interested Parties will not be required to pay anything for their participation in Forum

activities, but must cover their own expenses for participation in any Working Group
meetings.

5. FORUM ACTIVITIES

5.1 Member Mail List and Member Web Site
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The Forum shall maintain a Member Mail List and Member Web Site that are not
accessible by the public. The following matters may be posted to the Member Mail
List and Member Web Site:

@) Draft minutes of Forum meetings (both virtual and in-person, and including
any sub- groups or committees) will be posted to the Member Mail List to allow
Members to make sure they are being correctly reported.

Minutes will be considered Final when approved at a subsequent Forum Meeting or
Forum Teleconference, or after 2 weeks have elapsed since publication of the draft if
no Forum Meeting or Forum Teleconference is imminent. Final minutes will then be
posted to the Public Mail List and Public Web Site. The Chair will, upon request,
make redactions of any part of the public copy of the minutes identified as private or
sensitive by either the information discloser or a member mentioned or affiliated with
the subject of the information.

(b) Messages formally announcing ballots or ballot outcomes, including vote and
quorum counts, will be posted to the Public Mail List. However, ballots and the listing
of final votes by each Member will only be posted to the Member Mail List and
Member Web Site.

©) Nominations for officer positions, Forum Meeting and Forum Teleconference
scheduling issues, and discussion of Forum financial issues.

d) Security incidents if, in the opinion of the Members, discussion on the Public
Mail List could reasonably be detrimental to the implementation of security measures
by Members.

(e) Proposed responses to questions sent to the Questions Mail List.

(f) Matters which, in the opinion of the Members, require confidentiality.

Members have discretion about which mailing list they use, but are strongly
encouraged to use the Public Mail List for matters other than those listed above.

Members are strongly discouraged from posting the text of Member Mail List
messages to the Public Mail List without the permission of the author or commenter.

52 Public Mail List and Public Web Site
The Chair shall appoint a List Manager who shall maintain a Public Mail List. Forum
Members and Interested Parties may post to the Public Mail List in compliance with

these Bylaws.
Anyone else 1s allowed to subscribe to and receive messages posted to the Public Mail
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List, which may be crawled and indexed by Internet search engines.

The Chair shall appoint a Webmaster. The Webmaster shall post instructions on the
Public Web Site for subscribing to the Public Mail List.

The following materials shall be posted to the Public Mail List or Public Web Site:

@) Draft and final agendas for Working Group meetings, Forum Meetings and
Forum Teleconferences (including any sub-groups or committees).

(b) Final minutes of Forum Meetings and Forum Teleconferences (including
minutes of any sub-groups or committees), and minutes of all Working Group
teleconferences and meetings.

© Messages formally proposing a Forum ballot (including ballots to establish,
modify, or terminate Working Groups) and announcing ballot outcomes, including
vote and quorum counts but not identifying individual votes by name of Member.
@ Initial and final drafts of Forum requirements, guidelines, and
recommendations after the drafter has had an opportunity to receive and respond to
initial Member comments.

© Initial and final drafts of Working Group requirements, guidelines, and
recommendations after the drafter has had an opportunity to receive and respond to
initial Working Group member comments.

53 Working Groups

Members may propose by ballot the appointment of Working Groups open to
participation by Members and Interested Parties. The ballot shall outline the scope of
the Working Group’s activities, including deliverables, any limitations, and Working
Group expiration date. Upon approval of the Working Group, the Chair will call for a
show of interest in participation by Members, and shall appoint a Working Group
Chair from among the interested Members.

Upon creation of a Working Group, the Forum will post an invitation to all Interested
Parties to participate, and will solicit others with expertise and interest in the Working
Group subject matter to become Interested Parties and participate in the Working
Group. With the approval of the Chair, Working Groups may establish separate
list-servs, wikis, and web pages for their communications, but all such separate
list-servs must be managed in the same fashion as the Public Mail List. Working
Groups may meet by teleconference or face-to-face meetings upon approval by the
Chair and the Working Group Chair, but the Forum shall not be responsible for the
expenses of any such teleconferences or meetings.

Working Groups may draft recommendations to be forwarded to the Forum for its

consideration, but no recommendations will be considered the product of the Working
Group unless approved by two-thirds of all Working Group members who vote on the
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recommendations. All substantial initial and final drafts of the Working Group product
will be posted on the Public Mail List.

The Forum shall review the final recommendations from a Working Groups and may
approve and implement some or all of the recommendations as appropriate in the
Forum’s judgment following the Forum’s regular voting rules. The Forum shall retain
the right to amend a Working Group recommendation before approval, but in most
cases should first return the proposed amended recommendation to the Working Group
for its review and response before voting.

The Forum shall not be required to submit any matter to a Working Group, but may
itself draft requirements and guidelines without a Working Group in its discretion.

54 Forum Teleconferences and Forum Meetings

From time to time the Forum will hold Forum Teleconferences and Forum Meetings
among the Members and Associate Members, who may participate in person or (where
feasible) by teleconference. Interested Parties and others may be invited by the Chair,
in the Chair’s discretion, to participate in those portions of Forum Teleconferences and
Forum Meetings that are relevant to their expertise or their participation in Working
Groups.

5.5 IPR policies

As a requirement for membership, Members must execute and return to the Chair the
IPR Agreement attached as Exhibit A.

As a requirement for participation as an Associate Member or Interested Party,
Associate Members and Interested Parties must execute and return to the Chair the IPR
Agreement attached as Exhibit A.

5.6  Project Lifecycle

In general, Forum projects will follow the model Project Lifecycle attached as Exhibit
B. However, the Members may modify this model as appropriate by their subsequent
actions.

6. MISCELLANEOUS

6.1 Posting and Amendment of the Bylaws

The current Bylaws shall be posted to the Public Web Site. These Bylaws may be
amended by subsequent ballot of the Members.
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6.2 Procedure for Dealing with Questions and Comments

The Forum procedure for dealing with questions and comments sent to the Questions
Mail List shall be as follows. The Chair shall appoint a Questions List Coordinator.
The responsibilities of the Questions List Coordinator are:

@) If practical, within 24 hours send an acknowledgment to the questioner
indicating that the question or comment has been received and that a response will
provided as soon as is practical.

(b) Coordinate discussion using the Member Mail List until consensus has been
achieved.

© Post the proposed response to the Member Mail List indicating that Members
have 24 hours to object.

()] If no objections are received before the deadline expires, then send the
response to the questioner.

©) If consensus cannot be achieved, or one or more objections are received, then
the matter should be dealt with in the next Forum Meeting or Forum Teleconference.

DEFINITIONS

Forum Meetings: Face-to-face meetings of Members as scheduled from time to time.

Forum Teleconferences: Teleconference meetings of Members as scheduled from time
to time.

Member: A Member of the Forum or a representative of the Member (depending on
context).

Member Mail List: The email list-serv maintained by the Forum for communications
by and among Forum Members. The Member Mail List 1s not available to Interested
Parties or Other Parties.

Member Web Site: The password-protected web site available only to Members
(currently called the CA/Browser Forum Wiki).

Public Mail List: The public email list-serv currently located at public@cabforum.org
maintained by the Forum for communications by and among Members and Interested
Parties. The Public Mail List may be read by Other Parties, but Other Parties may not
post to the Public Mail List.

Public Web Site: The web site available only to Members, Interested Parties, and
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Other Parties (currently located at cabforum.org). A Forum Member will be appointed
as Webmaster and will control all postings to the Public Web Site.

Questions Mail List: The email list-serv currently located at questions @cabforum.org
maintained by the Forum for communications from the public to the Forum.

Exhibit A

CAB Forum IPR Policy Agreement

This CAB Forum IPR Policy Agreement (the "Agreement") constitutes a binding
contract amongst all participants who make Contributions during the process of
developing a Draft Guideline for the purpose of incorporating such material into a
Draft Guideline or a Final Guideline of the CA / Browser Forum.

In consideration of the mutual promises herein, Participant agrees on his/her/its behalf,
and on behalf of any Affiliates, to abide by the terms of the Intellectual Property
Rights Policy of the CAB Forum (the “IPR Policy™) v.1.0, incorporated herein by
reference. Participant acknowledges that some of its obligations under the IPR Policy
may survive the termination of this Agreement, as more fully described in the IPR
Policy.

The party signing this Agreement intends that it shall take effect as an instrument
under seal. If such party is not a natural person, the individual signing this Agreement
for the Participant represents and warrants that he or she has the authority to enter into
this Agreement on behalf of the Participant.

The Participant represents and warrants that either: (a) it has the authority to enter into
this Agreement on behalf of all of its Affiliates; or (b) it has no Affiliates; or (c) each
of its Affiliates has executed and delivered to the CAB Forum a countersignature to
this Agreement, indicating that it consents to this Agreement, and agrees to enforce
this Agreement's terms as to any of such Affiliate’s Intellectual Property, including
such terms as may properly be changed by the CAB Forum by notice to the Participant
under this Agreement.

PARTICIPANT

By:
(Signature)

Print Name

Title:
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Participant Organization Name (if entity)

Exhibit B - Project Lifecycle
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