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79 LONDON ACTION PLAK

LAP Dublin: Progress through Partnerships

All Sessions Will be in Meeting Rooms 1 & 2 Unless Otherwise Noted

Monday 08 June 2015 - Registration with LAP/MAAWG

2:30-6:00 Investigating Spam cases: LAP Training (Toni Demetriou to organize with
University College Dublin)
Tuesday 09 June 2015
LAP Sessions
7-8:30 Breakfast
8:30 - 8:45- Introduction: LAP Secretariat
Steve Eckersley ICO (UK) Betsy Broder FTC (US)
8:45 - 9:15 - Keynote Address
Manon Bombardier, Chief Compliance and Enforcement Officer, CRTC (CA)
9:15-10:30 UK and Irish Approaches to Managing Spam

The Office of the Data Protection Commissioner will outline the Irish approach to
processing complaints regarding unsolicited marketing telephone calls and text
messages, the Commissioner's legal powers, its prosecution strategy, case
studies in relation to prosecutions and its media strategy. The UK Information
Commissioner’s Office will address their approach to taking enforcement action
in this area, including details of recent warrants exercised and other action
taken.
Discussants: Steve Eckersley, Information Commissioner’s Office (UK)
Tony Delaney, Assistant Commissioner, Data Protection
Authority (Ireland)

10:30 - 11:00 Break

11-12

Chairman Opening and ID Falk Award (With MAAWG)
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12-1

2-3

3-3:30

3:30-4:30

LUNCH

Networking the Networks: Making Sense of Alphabet Soup
Online risks to consumers range from spam and botnets, to privacy, misleading
advertising and mass-marketing fraud. Many of these threats involve significant
overlap among enforcement and regulatory authorities and their respective
multi-national networks. This session will consider how to leverage the best
practices, tools and approaches of networks such as LAP, GPEN and the
IMMFWG, through the encouragement of a global, inter-network, dialogue.
Discussants: Adam Stevens (UK ICO) LAP

Brent Homan OPC (Canada) GPEN

Jonathan Frost National Fraud Intelligence Bureau, City of

London Police, IMMFWG

Betsy Broder, FTC, ICPEN

Building Bridges with Developing Economies
The Internet has linked the world in ways thought unimaginable 25 years ago.
Progress is not even, though, and many economies remain burdened by spam,
botnets, inadequate bandwidth and other impediments to a resilient Internet.
This panel will explore the challenges faced in different economies, searching for
practical solutions to deliver on the promise of a connected and robust global
network.
Moderator: Andre Leduc, Industry Canada
Panelists: Monika losi, SAFIS (Switzerland)
Thezi Mabuza, National Consumer Commission, South Africa
Robert Ravi, TRAI (India)
Jerry Upton, MAAWG Foundation

Break

Private Rights of Action Against Spammers: Adding cops to the beat
Are private rights of action against spammers effective? Although some strongly
support such measures as part of a broader set of tools to fight spam, others are
indifferent, citing the unproven effectiveness in deterring spam, while still others
oppose them on the grounds that government is better placed to enforce laws
against spam. This panel will explore the private right of action tool as defined
and/or used in their jurisdiction and discuss its benefits in the fight against
spammers.
Moderator: Betsy Broder, FTC
Discussants: Andre Leduc, Industry Canada
Aaron Foss, Nomorobo
John McHugh, Senior Manager EMEA Investigations, Digital
Crimes Unit, Microsoft

F31H



4:30- 5:30 2020: Welcome to a Spam-Free World! How did we get here?
What we know: M?AAWG and LAP played a key role in this amazing
achievement. Something else happened, something which had never been
thought of, tried or done before 2015. Come and share your most game-
changing and audacious ideas to tackle the spam problem!
Moderator: Jean-Christophe Le Toquin, Socogi (FR)
Discussants: Pepijn Vissers, Authority for Consumers and Markets (NL)

Betsy Broder, FTC
Wednesday 10 June 2015
LAP Sessions
7-8:30 Breakfast

8:30-9:30 Coordinating with Criminal Enforcement Authorities
When regulatory and civil enforcement actions are not enough to stop
spammers, it may be time to call in the criminal enforcement authorities. Hear
from regulatory authorities and industry on when and how to call in the “big
guns.”
Moderator: Betsy Broder
Panelists: Jonathan Frost, City of London Police
John McHugh, Microsoft
Inspector Michael Gubbins, Computer Crimes Investigation Unit, An Garda
Siochana

9:30-10:30 Affiliate Marketing: SMS Spam
In affiliate marketing, suppliers establish a relationship with another business to
promote their marketing activities. Although this can be done properly, in the
SMS space, the messages often fall on the wrong side of the law. This panel will
consider the problem by looking for synergies across jurisdictions with a view to
reducing consumer harm.
Moderator: Julia Cornwell-McKean, ACMA,
Discussants: Toni Demetriou, Department of Interior, New Zealand,
Adam Stevens, ICO
PPP (by teleconference, if possible)

10:30-11 Break
11-12 MAAWG KEY NOTE

12-1 Lunch
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Programming with MAAWG

1-2

3-3:30

4:30-6

Economics of Botnets
Michel Van Eeten, Delft University (With MAAWG)

Spam and Child Abuse Material: The connection
The antispam community can play a vital role in stopping the distribution of Child
Abuse Material (CAM). This workshop will give the knowledge to deal with a
CAM incident on your network, and will help you understand the impact of your
actions, when dealing with an incident, on the child, law enforcement, your
fellow professionals and your organisation.
Discussants: Jean Christophe LeToquin,
Mick Moran, Assistant Director Human Trafficking and Child
Exploitation, Interpol
Paul Vixie, CEO, Farsight Security

Break

OPERATION SAFETY-NET: BEST PRACTICES TO ADDRESS ONLINE, MOBILE, AND
TELEPHONY

In October 2012, LAP and M3AAWG prepared and submitted to the OECD
Consumer Protection Committee a plain language report entitled “Best Practices
to Address Online and Mobile Threats.” Often referred to as the OECD Best
Practices Report, it was one of the first, and best, global efforts to encourage the
adoption of best practices to address a variety of online and mobile challenges.

Much has changed in the three intervening years. With the input from more than
100 industry and public sector leaders, the collaborative has produced a revised
version, which includes updates to the four original sections, and added
discussions of VolP fraud, Caller ID Spoofing, abuse issues at Hosting and Cloud
Services Providers, and a side-bar focused on online harassment. Among the
current problems we are addressing are DDoS attacks and data breaches.
Discussants: Neil Schwartzman (CAUCE), Andre Leduc (Industry Canada)

MAAWG Night Out - Bus loading at 6:30

Thursday Morning — LAP Business Meeting

8:30-9:30

9:30-10:30

10:30-11-

11-12-

Committee reports
Planning Session
Break

LAP Wrap up and Planning for LAP 2016
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Do Not Call Enforcement Network
Thursday afternoon

1-4 LAP and VTA SIG -- Joint Do Not Call Roundtable
Alex Bobotek AT&T
Manon Bombardier — CRTC
David Gibson — CRTC (Via telecon if poss)
Patty Hsue FTC

Friday Morning — Do Not Call

8:30 - Introduction — Julia Cornwell-McKean and Tom Lowry

8:45-9:30 Honey Pots — a tool for law enforcement
Patty Hsue - FTC (US)
Max Choo, Spam Response Team, Manager KISA (Korea)
Insu Jo, Spam Response Team, Deputy General Researcher, KISA (Korea)
Kelly-Anne CRTC (Canada)

9:30-10:15 Enforcement update and Robocall sweep
William Maxson, FTC
Steven Eckersley, ICO
Tom Lowry CRTC
Robert Ravi, TRAI (India)

10:15-11- DNCMOU
Julia Cornwell-McKean — ACMA

11 -12 Committee Reports

1 Concluding Remarks
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Reminders for Our Worldwide Friends

All meeting content is confidential: No photos, no video, no recording.
See staff with questions.

F ! L'ensemble du contenu de la réunion est confidentiel: les photos, vidéos et enregistrements sont
~ | interdits. Pour toute question, demandez conseil au personnel.

Todo el contenido de la reunién es confidencial: No esta permitido sacar fotografias ni grabar
video o audio. Consulte con el personal si tiene alguna pregunta.

Bei Fragen wenden Sie sich an die Mitarbeiter.

RBONBRITATRERITY, EECETAOERE. FFEELEShTOEY, ElLH

[
Der gesamte Inhalt des Meetings ist vertraulich: Keine Fotos, kein Video, keine Tonaufzeichnung.
ll BA1F, Ry TETIT RIS,

AASWABYHREER FLAR, F&. 5. WHERN, EEWHA.
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M3AAWG 34th General Meeting | Dublin, June 2015

Attendees Reminder:

What occurs in a M(SAAWG meeting cannot be shared outside the membership

» Blogging, tweeting, posting is NOT allowed EXCEPT for referencing or citing the specific
content on official MSAAWG public sites, which can be reposted or used in articles. The
official sites are; www.m3aawg.org/DM3Z, www. Twitter.com/maawg,
www.Facebook.com/maawg, https://www.facebook.com/groups/maawg/

+ Respect MSAAWG anonymity: No publishing people or company names, except as cited
on the official MSAAWG channels listed above

» No use of Wireshark or similar products on the MSAAWG network
* No photography - No video - No audio recording

* Any exception requires written permission from the Executive Director and may require
permission from the session members

» All meeting attendees must wear and have their MSAAWG badge visible at all times
during the meeting

* Please silence all electronic devices; be courteous to those listening to the presentations
+ DO NOT LEAVE YOUR BELONGINGS UNATTENDED. Be aware and cautious at all times.

Treat all attendees respectfully in and out of sessions. No less will be tolerated.
Please review our meeting Conduct Policy at http://www.m3aawg.org/page/m3aawg-conduct-policy

For questions, please contact Jerry Upton at: jerry.upton@m3aawg.org
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