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ez H ARS8 & 48 & il (5 5442 /5 /5 & (Director-General of the
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AR HAR R M " S HEmBTEEr S ) FREH  BRAFE
GERVERE - FAEIREIEEE - SFESEEE - BHilr % g mry 4 it
T30 % HLEM MR AR DS P & el e 4 Rt s - W0R
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B MBI T8N -
3. pRar " RHLIRE R SE H (Anti-Spam library web pages) ; B 1)
582 R B EBUE N B 2 BEERIE - A S AR 7 2R )

10



B -
=~ gRR

A RGRRREERAEC(T) ~ BRERERECE) ~ MEEERI ()R

H =5 /A\NE/
FIGHIER

A O REBEHEcEEEREF KRS HHE A(Mabito Yoshida) 275 #
11



A SEERERCARAGH HAEBEReEEERERREHE

A(Mabito Yoshida) 2 i 1& i o




s+ LAP 10 Tokyo

7 -9 October 2014, Tokyo Japan

AR B (F )2 Country Update » (& ABESE B EH IR AE
FEHEEEBIE TR E A

10 Tokyo

obe 2014, Tokyo Japan

A GABRITI AT -

13



A gR IR SR - A ARE D EIREPE AR GRS &
AIFHEN) ~ TAERGRIE(E Z) « EAENESE RIS

HRE=)EFEER

A SRR E#4 BB (ACMA, Australian Communications and Media
Authority)f{F Julia Cornwell McKean 4&HH &8 o

14



B

~

B e
2 HEG Rk E B &R
AR T EHERRE RO g Sl TR 4

B (1) EEHINIRE AR AR Z IEEY 5 (2) B AN E R

ZHAERART 48 5 ) BN IR I A& 04 5 (4) 5 b E TR

KBRS - AR RS HHART > RyRE e AR R H AN IR B R B 24

BERCT - REVCRAERE - BRI E S EMOEER - —17 3 AT 8h8lH

TIREEFEE TG - BUSFRARFAZEER - 2EN 10 5 9 H

RBATEETEEE G R E et ie iz - 1A 5 %5 30 o hpErE

FARE EAEATE H AR 38 5 & (JADAC) LI (AR:[575 1 o 0 P 7 PY R S

EfTE WP FE R AG RS CREEROE - BRI HRE S BMOEL

R T H AR R P S A B 4 8 b S TR R B

At 5 B H s AR AR & LR R i N (P 3E )

(1) 5 H At AEEEE D AR R EE L) ERE 2 - A
&3 2 pxan{a] 2 (First, Does Japan propose bill to regulate national
information security regarding telecom sector? How are the regulations
deployed? How do you think about your strengthening information
security measures in this area? )

BT R SRR BT E L - HARICRIIETEARE - 20 0 &
FEE N F N ELY &SRR R IR R AN AR E T LU -
H A B2 A R R i b & TS IE Ry i@ BT N Tk

K ARBhEAE 7= - H RTH & 2R ISP 2EE T4~ Telecom-ISAC
Japan e - BERIHEFEETETEZEER - 54

(MIC)tIZEH Telecom-ISAC Japan fi & I & V) & ERE AL [E4ERERE
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(2)

(3)

PRAGPSERSE 2 224 o DAH AR B S FR H.0 (Cyber Clean
Center)i T2 A5+ » Bl HEE52 (MIC)EL Telecom-ISAC Japan f57&r
Fr 3 F AT 58 Bk 2 B 2 sE st E - (Currently there is no "bill"
proposed to regulate telecom sector for information security.
Basically there is also no specific "act" regarding information security in
telecom sector. The companies in telecom sector has their
responsibility regarding information security as well based on the
regular business law. In Japan the actions/measures for information
security are usually conducted by "bottom-up" and "cooperative"
approach. There is an association of ISPs called Telecom-ISAC Japan.
They are basically an independent industrial association by themselves
for themselves. We, MIC, is "collaborating closely" with them to secure
Japanese network environment. The Cyber Clean Center is the project

conducted by MIC and Telecom-ISAC Japan.)
H A4 ERE TSR0 (Cyber Clean Center)¥H4EER Kol 2 2
LHEBEERITEEDHNEE ? (Next, As you know, TWCER/CC is

running Cyber Clean Center project that is like Japan’s C.C.C. project
which was conducted from 2006 through March 2011. We would like

to know more about Japan’s advanced working experience in this area.)
TEAN[EZZFrR] > Telecom-ISAC Japan T4 & Fit 1 481 H ALEFR GRS &
T2 R F00(Cyber Clean Center)3ta5 LAY 2011 FEE &HEE < T
F#2E R the ACTIVE project » st & AT Je il H AT M4HEE
FN PR EERE A SR 10 (Cyber Clean Center) 1 EHLATAL
BIHYHTAETE © the ACTIVE project /& H e iEH B EAE A S B S
& N S F 2 HEI a2
TTENENGE RS B2 FRE R B 2R - Wi H A Botnet [5] ~ EZ
BAHEND EEEECEMATENENER Y ? (TR
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A A AR TES BIE ARG 0 2 20 ? A RTE AR R far 2
=8 > HIE ] % & 2 (Last, The information security of mobile
communications has been a critical issue in Taiwan. Is the issue
important in Japan? Do the actions of fighting botnet project include
the sector of the mobile communications in Japan? Is it possible to
establish an anti-botnet project information exchange channel or any
kind of international collaborative information sharing, monitoring &

analysis system in the realm of mobile communications between

Taiwan and Japan? We are looking forward to collaborating with Japan. )
(EERM s TE A E LV EE - S — R E
{EFES) - Wiy sEMGEE R 58 (b B B &g 2 =ik - (52 - ¥
AR TR S TE NS AN AIRFENER - A sr e T
STE AR IE R EEZHREL - FT$1 %S the ACTVIE project » 17
IESTEm e S HORHIE - R TR TS T mae i — A
Rig > HETWAERERS 3 AYPEES - (We recognize that security of
mobile communication and do several activities regarding awareness
raising for this issue, but unfortunately there is no specific actions or
approach for fighting bot-net include mobile communications. There is

an discussion to expand the scope of the ACTVIE project to include

mobile devices, but it's still discussion.)

H A R E A& 28 5 MASCC 5 Anti-Spam Consultation Center)
BRI A H AR BRI (S & JADAC) » I H AL H A (MIC)HE
FES R R PR AR D R R - NGB TGRS - HAI ok B e I s
12 55 (Honey- Pots)(EFEF1 R SR » FRERAZAN NE -
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2 Center (ASCC)
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Spam recipient , Cancellation,
A project termination of use
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Send spam Warni
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Violatio,, detaij, corrective
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& ‘.J mandate
Q 71 EEEE)
@ Ministry of Internal Affairs
@ nd Communications
= ¥
&
//\\\*/\ \/ f"i o Foreign
SR\ / Measures taken by each overseas authori . % ] regulatory
\ /) ( (/ il authorities
=

Spam sender

ASCC ettt RA M at R sa bk B (s s e P 1 L R
B2 SH S > WoriHIRE A Z AR P> 552 1P JRE H AR > Al
7538 B B [ FL P RS A P AR i S (L B P (ISP S8 X MR (Z » HERE. 1P
B IEHEE ISP - KRR iR BT _EBRAZR & (MIC) » 4E8EHs A
BEZERG I A RESRFERCE  HEBEETEF AT ISP 1T
B4y - i ISP BWHE S FI P TIRE - B~ FHESRERRN 5 1P
JRE RSN - AR E S R E I & R E R - & & TREIBRAT
HHEARE B ©

ASCC iR BHTHASE R4 BN B Z 1R E A - MRARIE AR K R
YT AR ~ TERG S R 4ERE - ASCC 2 N BEEFRRIEIER - 2
S/tF ASCC EAEPEFAEEIE H I/ MHARS » WoREER(E > HAS M EEEHE
BT KRR SR B SR E T - T m R
A EERED > EENTEAH S BEERE - RIESCERIRT - &R

\
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EEEUH PR AR B R4 E b - W ATRAEE AV & EHFR Excel FE2E
HITIRNEIEBLL Excel B2 - IEET BRI A B RS SRR - 2
BIZESR - ResseE R BB SR BRI R Ry 2208 - st e H FHEEE] > 2 M
Pl R4 H /BB B EIE AN EM R A R . MR A
NAERK Excel fHZEGHT - HAHETEF AV T2 RIS » A
PR H AR RV E T2 75 F A R A B B A a2
Excel fEZ8 > EAHAERRL eml #\21% - B HRILATE AR LR
53R (ISP) ©

FoPraaas N\ R st (E R0 RFAL R B e s ISP Z il
TR ED AT A R i S H A AT R R EERY BP0 DI LLE =E (Mask) - (g
s N HHYIE H A SRR S A BT e T R B

® From

® Return-Path
® For

® To

® Message-ID

® Subject
® Text
® URL
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BUT Ry SRR 2 A ] -

From abh***e@nich****¥*¥*¥*gz] co.in Mon Jan 10 23:15:28 2011
Return-Path: <abh**¥¥¥¥xxxxickiokk*xx ¥ g, co.in>
Received: by m.mserv.hi-ho.ne.jp (hiho-m601b) id pOADXxA5G032028; Mon, 10 Jan 2011 22:59:10 +0900
Received: from p674* ¥ xx*xxx*x**(7 ap.so-net.ne.jp (p674*****¥**x*07 ap.so-net.ne.jp [121.103.75.101])
by mx.mserv.hi-ho.ne.jp (hiho-mi600) with ESMTP id p0ADx93t009867
for <******@bz3.hi-ho.ne.jp>; Mon, 10 Jan 2011 22:59:10 +0900
Received: from [95.195.225.196] (account abhy* ¥ ¥ ssrkriiird kgl co.in HELO aptj** ¥+ ¥ kixs¥xqz.su)
by p674***#*xx*kxx%07, ap.so-net.ne.jp (CommuniGate Pro SMTP 5.2.3)
with ESMTPA id 86****¥*2 for ****¥*@bz3.hi-ho.ne.jp; Mon, 10 Jan 2011 22:59:09 +0900
From: "Franklin@Ibgjjeeafaf.{SPF_D1}" <Franklin@Ibgjjeeafaf.{SPF_D1}>
To: <***¥¥*x*@bz3.hi-ho.ne.jp>
Subject: Mon, 10 Jan 2011 22:59:09 +0900
Date: Mon, 10 Jan 2011 22:59:09 +0900
MIME-Version: 1.0
Content-Type: text/plain
charset="iso-8859-2"
Content-Transfer-Encoding: 7bit
X-Mailer: payly 72
Message-ID: <BO3**¥¥¥kxkxkkxkxkkxk+%03@Ib*****afaf. {SPF_D1}>
Franklin Brock Mon, 10 Jan 2011 22:59:09 +0900Get 15% Discipizfount On ALL Watku4zrmé65ches Today!
Repzmk50jyolica Ro6t56lex mopgpygh4dels 012zswf the latest Baselwod6rld 2010 designs have just been launched
ok0c188n ofaelarur replica sites.These are the first run o4nfbwnr3f the 2010 mookzdels with inner Rof2lex

From *¥¥¥kkx* Tye May 31 09:30:50 2011
Return-Path: <okt
Received: from bbmt509sb softbank.ne. VXJI‘I)< bmts09sa.softbank.ne.j %[123 108.236. 152]3 col2. antuspam go.jp
&8 .13.8/8.13.8) with ESMTP id P4VOUn 014811 for <***x**44%"Tye, 31 May 2011 09:30:49 +0!

eceived-SPF: Pass Received: from mx1.imx35. bnz [116.66.189. 262]) by bbmtsOst softbank.n 0]{) w1th SMTP id
<(2)8110531003049263 .DUGJ.3755@bbmts09sb.soft ank ne.jp> for <*H#HFF4452 Tye, 31 May 2011 09:30:49

00
Received: from 216.179.212.38 ([216.179.212. 38]ib 127.0.0.1 (The Phantom 1.5.0) with SMTP ID 9***4 for

<FHREERRES S Tue, 31 May 2011 09:30:23 +0!
Received: from localhost (localhost.localdomain l’il 7.0.0. g) t:)y I-1SI-w1.localdomain (Postfix) with ESMTP id
09:30:1 900 (JST)

A9C4***(Q0B for <*****¥*x¥>- Tue, 31 May 201
Subject: n*)]n&ld:ﬁiﬁloﬁi"ﬂﬂ-ﬁuab&')tu*U)'(*"é’., LAOLIADE FIEHE— AR IR LV AMIZVERATLE,
From: love@psmixi.j J.)

To: *kkkkdkk@t,vodafone.ne.jp

MIME-Version: 1.0

Content-Tf/Jxe text/glaln charset="shift _9]

Message-Id: <2011053100301***#*#*010 OOOB@I -ISI-w1.localdomain>

Date: Tue, 31 May 2011 09:30:19 +0900 (JST)

X-BMTA-TYPE-ISP: Content- -Transfer-Encoding: 8bit

X MIME-Autoconverted: from quoted-printable to 8bit by *¥k¥¥kxk jd p4VOUFF*F¥451 1

PRAMEY EB5ISADBNew! Ayt— EI5E D [B1/RIL] ﬁ#ﬂnﬁliéi&lom’&”ﬁ?l NELESIELI-DTT, LL
FADER T (LFE— A-“lﬂ)létt\v)kf‘aﬁlIiL\iﬁ/v'CU’:oL
http //qu;1‘33 org[r/?/m/lmmlbox data.php?mid=12%** /&x 1168\ d"'” FE*16289796983cb1d
AT
htt //xg/u133 or%/{/m/?x -b68c0a** + ¥+ +++5289796983ch1d
B{5:PASSION 5B . FIFfELL ., B LLEIEDF S info@psnx.net

FEEMFAEEE & R T > Received BEECEC #: & SRR USSE Y 488 2408 ~ 1P St ~
SHE RS EIF AR & > WmE AR - HsEl MEEE - FIEE
LN B AR AR - AT

Received: from Z(SUmddisk-4fHel 1P (iril by PASUmAISZFHEL 1P {iL
fE for PEWIm(SAE 5 ]

224

Received: from msrl0.hinet.net ([168.95.4.110]:60533) by seed.net.tw

20



with  esmtp  (Seednet 4.69:2) id 1UuwOE-O0O0DH8-HG for
marchfun@seed.net.tw; Fri, 05 Jul 2013 11:08:54 +0800

{EAEEFRIE - Received FEECHINEFF AL E IEHERY - DN H AT EY = A8
BRI EAHRR 105 > ARG R UG R R A R & SR
WD AR - DA S8R 1P FTE > ISP > RSE RE S AT a
ISP ZRIETTONEER E. » 1T H ARIMUE R RARIFATEF R S5 1P A
J& 2 ISP RE NFEFPRS 1A - IRHACEILERET @A s i T E R Ex
RAELTR ) Z AR A S IEAE IR R R AR BT ISP S
ZEE WEEREBEERRE P B FaEREE  &OEERIEE(E
N P2 SRR R T B SRR - BTJeg ISP Ty AT ¥ FH ek ik
B RA R ER Rt 3 DU SR B DU o g = A e
FRISHF ] B R E WA T (S A AL -

R R = n g - bR T 2 B R BRI R 2 AN - AR
ASCC WA SR E S EN SR 2 > HEREHATE
1. S E R B AR & R AT -
2. EERE TSR E B AR - [B RGeS ISP -
3. jeftiaGtd(F(Plug-in)és EEAREEE - DUE R EREEIITEI T -

FZHIIR B S P 288 H RIS A e 2 B8 b A FIIHE TR LK
A LHEREEGERTT

1. BEABEEZHE
PR T ASCC [ ISP S IP ARSI FR L B B R B A KRR
A EHEZ P ERE R AIRENT - B35S ISP R E - WREE
TE T B IR B ) HET

2. EFEEEABA SO E

RS ISP R E SR IA MGG IERAT - FETHBE S - 7
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REMETTHE ST PRI
3. Whois &} &

EE T B TS Whois BRIE - BECREHT 1P N -
4. BEFE ISP

R ETTEOBEFT SRS AT ISP » ZadR SR BT HIET -
EHZA > TEMBLRR] ISP AT RAFIIEIER % - [FIIF ISP AR
1B AR S IR AR S T Ry VBRI T8 » Kl ia > TR B A
AIRIRES A - {5 B AT SR HLIRE 3 AR BT 2 25 - TORGH
% RS - Rt H AR R Rt R BIE & 1F - DUA RO RE
BT Ry

{848 b B T R P 5 5 B (3022 08 B 177 22 (SMITP 5 Simple Mail

Transfer Protocol) - {H L5 E Hl 2 L IHAC 80 X EHFAEIREE
BLAE AR A NORE 2 S SR B 5 0 SR ER H 1R EH
ORI ERIRE G 8 H DI ST T SMTP (UETERR
75 SMTP-AUTH » AUTH J Authentication FY4HES » 1F35 1488 T- B (E 2 Al
DVEBRILIRSR AT B 0 B HERIR A R ED (RS H - (BRI
T B oy B TR A 1 A I B AR R B R AROR &

SEESRIREN G > I HALEE (T OP25B(Outbound Port 25 Blocking)
AU S BT B > E R (A BB A T B0 - W IId T R
1y SMTP falfligs » SMTP {a]fJiz & (AR FHLE R Ky Port 25 OP25B [IRff] Port
25 WYE AT (1 A 8 E 4R EE I AR RS AR s (L e R (1SP) AR 1%
1y SMTP falfilkgs A4 RERE T Port 25 EUAELM: - R oaF3EE & FEH]
Port 25 % 2EER(F: R [E] ISP SEFE Y FH 5 S BB {a] e s S 1R D -
FILAE(FEF Port 587 il 1= SMTP-AUTH f345E - #E1T B /7 aled & A RERT i
B BEVTERER T B o als8 s - Wl 52 A A v e B A S i
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MBI EFE R

By ERILEIRG R E M R AR & R 2 SR L A
FOTHETEFE G HESHARMEHRE TREEE > K
AN
1. JFE2INE 10 EfRZTEETEWAP 10 RE)HYREIRM - 8

2014 £ 10 H 7 HZ£ 9 HE A ARG E TEGHUE R THES

ok °
2. WFIHEXHERRFERMBTEEIE S FARNE - EM S gL

B LR R AHRR B T AR L R B G FEE -

3. JME T s s R pk B B 7Y 4L F & 1R D B IR E A ry &

FE o MR EZ S ER E R S I A ET B ERPE & (F -
4. FRMEHE HAGEBGIREEE T ROE G EEEEE , - DUgE

B BB R R B R FE it DA S AR R S R e R AR B

A 3 L [F A R A S
B (EEER) AR —EF -

"IRRUES ) PR H SRS -

e HAEEBEEBER/ 4 (Keynote address) EEUHH -

EHA - BB B E R E—(MrFujinami Koichi)
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Good evening Ladies and Gentlemen,

I'm Mr. Ming-Jen Wu, Resource and Technologies Department’s Senior
Technical Specialist of NCC.

I’'m honoured to be with all representatives of the Japanese competent
authorities and report the current status on combating Spam Emails in
Taiwan. On behalf of NCC, | would like to say thank you for The Ministry of
Internal  Affairs and Communications (MIC) and Japan Data
Communications Association (JADAC) to hold a JP/TW bilateral technical
meeting here and share working experiences with each other today.

It is my pleasure to meet Mr. Fujinami Koichi, Director,
Telecommunications Consumer Policy Division of MIC and Mr. Kaoru
Nishimatsu, Director, Anti-Spam Consultation Center of JADAC and all our
honoured guests to the opening of this meeting.

Now, I'd like to introduce my colleagues as you all will be seeing a lot of us
in the next 4 days and we hope that we will have a chance to meet and
chat with all of you:

Mr. Juin-Wei (Jeff) Chen, specialist of NCC’'s Legal Affairs Department ,
responsible for today’s meeting power point presentation tasks and
discussions about legal affairs.

Mr. Chan-Hsiang (Ken) Lin, associate Technical Specialist of NCC's Legal
Affairs Department, is responsible for today‘s photography and discussions
about technical affairs.

Last but not least, | want to express my heartfelt thanks and gratitude to
Director Mr. Fujinami Koichi and Director Mr. Kaoru Nishimatsu, for all your
efforts and supports, MIC and JADAC should be proud of the outstanding
achievements of promoting anti-spam activities and international
collaborations. In the mean time, We(NCC) are also grateful for the support
of officials from MIC and staff members from JADAC.

Lastly, | would like to wish JP/TW Bilateral Meeting and LAP10 meeting

every success. Thank you!
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Good evening Ladies and Gentlemen.

As the representative of Taiwan National Communications Commission, |

am very honoured to be with all representatives and report the current

status on combating Spam Emails in Taiwan. Please do not hesitate to make

comments or share your feedback with me.

I’'ve divided my presentation into four parts:

1. International cooperation on anti-spam work and strategies.

2. Status on Spam Emails and the Complaints Process.

3. Legislation Promotion on Spam Act in Taiwan (An overview of the (draft)
of Abusing Commercial Electronic Mail Management Act in Taiwan).

4. Future Works

1. International cooperation on anti-spam work and strategies

In recent two years, NCC has setup an email trap called “honeypot” to

gather spam emails, and it has come out that there are 90% spam come

from overseas.

In this regard, NCC will urge more international cooperation on spam and

will consider it as a core and primary mission in the future.

NCC has three spam emails sources. The first source is the spam

information or data exchanged with collaboration countries; the second

source is the spam reported by Taiwanese receivers; the third source is the

spam captured by the Honey Pot system set up by NCC.

Every year, the amount of all the cases collected from other countries, top

one is Brazil, and the second is South Korea. For those cases found in

Taiwan, and transferred outside Taiwan, top one is the U.S., and the second
39



is South Korea.

To be brief, there are two different types of SPAM data sources are using to
receive SPAM data files in Taiwan, international and domestic.

The international SPAM data sources are from SPAM cooperating countries
of Taiwan as Japan, South Korea, Brazil and the U.S.

The cycle of receiving data files from Japan is once per week, the cycle of
receiving data files from South Korea and Brazil and the U.S. are once per
month.

All data files from cooperating countries of Taiwan are already checked by
them and confirmed the IP of these SPAM are from Taiwan.

However, in order to let the data files can be easier to analyze, the data
files will be recombine to same format no matter where it is from.

2. Status on Spam Emails and the Complaints Process

The SPAM system is complicated, but can be simplifies to three process
blocks as receive, analyze and transfer. Below is the flow chart and its

introduction.
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2.1 Incoming international SPAM Data sources from Taiwan’s
Collaborative Partnerships

2.1.1 Japan

First, | want to introduce NCC’S latest statistics about SPAM data exchange
from Japan transfer to Taiwan.

From the chart and graph, the numbers reach to its climax in 2013 is in
November (before the Christmas day). In the figure, in 2014,we can find
that the numbers are increasing gradually and reach its climax in April. |
think maybe we could try to discover the reasons why the numbers of
SPAM increase so drastically in April.

There are mainly three phases to deal with SPAM emails, that is receive,
analyze and transfer.

Next, | want to introduce the brief workflow of Japan’s SPAM data
exchange with Taiwan. In the receive stage, the format of data files from
Japan’s Japan Data Communications Association (JADAC) is a kind of file
named LHZ. Once the format of data files have been recombined and
unified, the analyze process will then start. At first the process will analyze
the email source IP of SPAM data by computer program and automatic
categorize them by JADAC.

As to prevent from the leakage of personal data, the program will mask the
receivers’ personal data like email address and IP after analyze completed.
Then the program will backup all original data files and masked data files
by the categorize result. When backup is done, all information of SPAM as
subtitle, source IP, data source and analyze result will be write into the

database. Then the program will export several types of files by the using
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of transfer process to Taiwan.

In the transfer stage, SPAM data transfer can finally classify to international
and domestic too as receiving SPAM data. International transfer will
transfer data files to SPAM cooperating countries of Taiwan.

2.1.2 South Korea

In the next slides, | want to introduce NCC’S latest statistics about SPAM
data exchange from South Korea transfer to Taiwan.

From the chart and graph, the numbers reach to its climax in 2013 is in
November (before the Christmas day). In the figure, in 2014, we can find
that the numbers are increasing gradually and reach its climax in April. |
think maybe we could try to discover the reasons why the numbers of
SPAM increase so drastically in April.

There are mainly three phases to deal with SPAM emails, that is receive,
analyze and transfer.

Next, | want to introduce the brief workflow of South Korea’s SPAM data
exchange with Taiwan. In the receive stage, The format of data files from
South Korea’s Korea Internet Security Agency(KISA) is a kind of file named
EML. Once the format of data files have been recombined and unified, the
analyze process will then start. At first the process will analyze the email
source IP of SPAM data by computer program and automatic categorize
them by KISA.

As to prevent from the leakage of personal data, the program will mask the
receivers’ personal data like email address and IP after analyze completed.
Then the program will backup all original data files and masked data files
by the categorize result. When backup is done, all information of SPAM as
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subtitle, source IP, data source and analyze result will be write into the
database.

In the transfer stage, the program will generate EML files for Taiwan(NCC)
and Taiwan can use the FTP Client easily to download exchange files in the
FTP SERVER.

In the transfer stage, SPAM data transfer can finally classify to international
and domestic too as receiving SPAM data. International transfer will
transfer data files to SPAM cooperating countries of Taiwan.

2.1.3 Brazil

In this slides, | want to introduce NCC’S latest statistics about SPAM data
exchange from Brazil transfer to Taiwan.

From the chart and graph, the numbers reach to its climax from may to
august in 2014. If we compared to the numbers involved and numbers
spam in the figure, we can clearly find that the numbers are increasing so
drastically and reach its climax . | think there must be many spammers use
dynamic IP to send spam emails from may to august, maybe we could try
to discover the reasons beneath the numbers.

There are mainly three phases to deal with SPAM emails, that is receive,
analyze and transfer.

Next, | want to introduce the brief workflow of Brazil 's SPAM data
exchange with Taiwan. In the receive stage, the format of data files from
Brazil’s Brazilian National Computer Emergency Response Team (CERT.br) is
a kind of file named MBOX and it will be converted into TGZ files. Once the
format of data files have been recombined and unified, the analyze process
will then start. At first the process will analyze the email source IP of SPAM
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data by computer program and automatic categorize them by CERT.br.

As to prevent from the leakage of personal data, the program will mask the
receivers’ personal data like email address and IP after analyze completed.
Then the program will backup all original data files and masked data files
by the categorize result. When backup is done, all information of SPAM as
subtitle, source IP, data source and analyze result will be write into the
database. Then the program will export files by the using of transfer
process to Taiwan.

In the transfer stage, SPAM data transfer can finally classify to international
and domestic too as receiving SPAM data. International transfer will
transfer data files to SPAM cooperating countries of Taiwan.

2.1.4 International Cooperation on anti-spam work

According to NCC’S latest statistics, about 97% of reported spam emails
were from overseas but only a small number of government agencies work
with us to exchange of spam information, thus NCC is eager to take this
opportunity to invite more countries to establish cooperation with us on
the anti-spam issue.

NCC selected a random sample of spam emails to survey the main spam
sources. In this figure, the average of this data, the top 3 sources of spam
sent to Taiwan in 2014 are the US, China and Singapore. As for the United
States the spam amount has been decreasing, but the spam amount has
been growing in China.

NCC has also developed relationships of spam data exchange with
Anti-Spam Consultation Center (ASCC) of Japan Data Communications
Association (JADAC), Korea Internet Security Agency (KISA), Brazilian
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National Computer Emergency Response Team (CERT.br), and Federal Trade
Commission (FTC). Such spam data exchanges with the U.S. and Brazil are

one-way, while data exchanges with Japan and South Korea are mutual.

2.2 SPAM Data originating from Taiwan to its Collaborative Partnerships

2.2.1 Japan

In this slides, | want to introduce NCC’S latest statistics about SPAM data
exchange from Taiwan transfer to Japan.

From the chart and graph, the numbers reach to its climax in 2013 is in
June(it is just the time that school children’s summer vacation is around the
corner).In the figure, in 2014,we can find that the numbers are increasing
gradually from June and reach its climax in August. | think maybe we can
conclude that summer vacation could be the reasons why the numbers of
SPAM increase so drastically in 2013 and 2014.

Next, | want to introduce the brief workflow of Japan’s SPAM data
exchange from Taiwan transfer to Japan. In the first stage, The format of
data files from Taiwan’s National Communications Commission(NCC) is a
kind of TXT file . Once the format of data files have been recombined and
unified, the analyze process will then start. At first the process will analyze
the email source IP of SPAM data by computer program and automatic
categorize them by NCC.

As to prevent from the leakage of personal data, the program will mask the
receivers’ personal data like email address and IP after analyze completed.
Then the program will backup all original data files and masked data files

by the categorize result. When backup is done, all information of SPAM as
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subtitle, source IP, data source and analyze result will be write into the
database. Then the program will export several types of files by the using
of transfer process to JADAC.

In the transfer stage, SPAM data transfer can finally classify to international
and domestic too as receiving SPAM data. International transfer will
transfer data files to SPAM cooperating countries of Taiwan.

2.2.2 South Korea

In the next slides, | want to introduce NCC’S latest statistics about SPAM
data exchange from Taiwan transfer to South Korea.

In the figure, we can find that the numbers are increasing rapidly and rise
to its climax in July 2014 . | think maybe we could try to discover the
reasons why the numbers of SPAM increase so drastically in April.

Next, | want to introduce the brief workflow of South Korea’s SPAM data
exchange from Taiwan transfer to South Korea. In the first stage,The format
of data files from Taiwan’s National Communications Commission(NCC) is a
kind of TXT file . Once the format of data files have been recombined and
unified, the analyze process will then start. At first the process will analyze
the email source IP of SPAM data by computer program and automatic
categorize them by NCC.

As to prevent from the leakage of personal data, the program will mask the
receivers’ personal data like email address and IP after analyze completed.
Then the program will backup all original data files and masked data files by
the categorize result. When backup is done, all information of SPAM as
subtitle, source IP, data source and analyze result will be write into the
database.
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In the transfer stage, the program will generate EML files for South Korea
(KISA) and Taiwan can use the FTP Client easily to upload exchange files to
South Korea in the FTP SERVER.

In the transfer stage, SPAM data transfer can finally classify to international
and domestic too as receiving SPAM data. International transfer will
transfer data files to SPAM cooperating countries of Taiwan.

2.23US.A

In the next slides, | want to introduce NCC’S latest statistics about SPAM
data exchange from Taiwan transfer to the U.S.

In the figure, in 2014, we can find that the numbers are increasing
gradually from May and reach its climax in August. | think maybe we can
conclude that summer vacation could also be the reasons why the numbers
of SPAM increase so drastically in 2014.

Next, | want to introduce the brief workflow of SPAM data exchange from
Taiwan transfer to the U.S . In the first stage, The format of data files from
Taiwan’s National Communications Commission(NCC) is a kind of original
EML file .

As to prevent from the leakage of personal data, the program will mask the
receivers’ personal data like email address and IP after analyze completed.
Then the program will backup all original data files and masked data files by
the categorize result. When backup is done, all information of SPAM as
subtitle, source IP, data source and analyze result will be write into the
database.

In the transfer stage, SPAM data transfer can finally classify to international
and domestic too as receiving SPAM data. International transfer will
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transfer data files to (Federal Trade Commission » FTC),one of the SPAM
data exchange cooperating countries of Taiwan.

2.2.4. SPAM Data captured by the Honey Pot system set up by NCC

The domestic SPAM data sources are from reports of people and honey
pots in Taiwan. In order to meet the needs of people, the cycle of receiving
data files from domestic sources is once per week. The data files received
from domestic sources are includes not only domestic SPAM (email source
IP from Taiwan) but also international SPAM (email source IP from foreign).
However, in order to let the data files can be easier to analyze, the data
files will be recombine to same format no matter where it is from.

Upon receipt, those emails will be analyzed by our NCC mail system to
check if its IP address is located in the countries that have cooperation
activities with us. As those spam emails whose IP address is located in
collaboration countries will be exchanged to that country. One very
important thing to consider is the latest implementation of Taiwan Personal
Information Protection Law, the personal information of the Taiwanese
reporter should not be disclosed, so we will try to mask out the reporter’s
personal information before the exchanged spam data is sent out to
collaboration countries. If the source of spam is inside Taiwan, as Spam Act
has not been passed, we usually request the IASP — Internet Access Service
Provider, to help confirm the IP, find the spammers and give them a
warning or even forbid them to use the internet for a certain period of
time.

Among the three kinds of sources, the current spam NCC deal with the
most are from the international exchanges, in this way, we have seen a
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certain decrease in the spam sent from Taiwan. However, this does little
help to decease the total spam amount received in Taiwan. To better
reduce the quantity of spam, we are now planning to set up more Honey
Pot systems and increase the data exchanged with collaboration countries
in the hope to combat the cross-border spam more effectively.

To sum up, nowadays in relation to combat SPAM emails in Taiwan, there is
still no law to specify or clarify the rule of sending commercial e-mail,
which means no appropriate regulation applicable to regulate sending
email.

As the main measure to handle SPAM issues, the competent authorities
have taken steps on cooperating with private institutions.

When providing e-mail services, the IASPs have been requested to specify
the agreement between the subscribers and the IASPs, which rules that
under the circumstances the subscribers send email repeatedly and those
repeated emails are confirmed as SPAM, the IASP may take the necessary
enforcement procedures, such as suspend port25 for a period of time to
avoid causing further interference or damage.

Therefore in the present time, if the user has received a spam email, the
receiver could provide the original spam email to NCC or the IASPs and file
a complaint.

Then NCC or the IASPs would request the ISPs who offer the sender email
service to confirm the communication records by matching the originating
IP of the mail header and according to the service agreement which
between the IASP and the sender to take measures to combat spam emails.
3. An overview of the (draft) of Abusing Commercial Electronic Mail
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Management Act in Taiwan

Due to the increasing development of ecommerce and the ubiquity of the
internet, email has become a primary means of communication in business,
as well as marketing goods or services. In comparison to other traditional
marketing tools, email has the advantages of convenience, low cost, and

easily distributed in large volumes at high speeds across countries.

However, as a marketing tool it has been increasingly abused; consequently,
recipients must spend a considerable amount of time in dealing with mass
commercial emails (spam), which not only wastes time, but also impedes
legitimate communications. It also leads to network congestion as it
exhausts system service resources because of the extremely high number
of unsolicited commercial email. Moreover, email service providers expend
great efforts in dealing with the situation. In addition to hindering the

communication services, it has seriously affected usage.

Moreover, based on the anonymity of the net, if the sender does not
reveal their true identity, the recipients have no means to reject such email,
which can lead to being continually bombarded with such emails; it also
makes it very challenging to claim for compensation.

Thus, commercial email abuse has damaged the recipient's interests, as
well as the service providers’ network facilities and services. In order to
protect consumers and providers and enhance the security of the net, the
United States, Australia, Japan, Korea, Singapore, Hong Kong, and China
among others are actively developing laws to regulate such behavior. For
instance, the EU requires member states to pass relevant directives on
privacy and electronic communications to contain criteria on commercial
email. Some countries, such as Germany, France, Italy, have already passed
relevant legislation. As such, it can be said that controlling commercial

email abuse has become a regulatory trend.
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In order to enhance the IT infrastructure in Taiwan, facilitate efficiency

online, minimize harassment from commercial email abuse, and enhance

network security and efficiency, the government of Taiwan has referred to

the latest laws in the US, Japan, the EU, among others as benchmarks to

examine the characteristics of commercial email abuse. Subsequently, the

draft of the Abusing Commercial Electronic Mail Management Act has been

drawn up encompassing five aspects: action prior to sending, condition of

legally sending email, options for legal action, the rights and obligations of

service providers, and a supporting mechanism. The main points of the

Draft are as follows:

I. A sender must abide by the following regulations when sending

commercial email: (Draft 4)

® [f the recipient does not reply to the initial mail, it should be deemed
as refusal to receive further email correspondence.

® The initial email must include a free reply function.

® Commercial email must be marked in the subject line with the
wording - “Commercial”, “Advertisement” or other words that can
identify it as commercial email.

® Commercial email must provide accurate header information.

I. The following actions of senders are forbidden:

® Sending follow up commercial emails without the prior consent of
recipients.

® Sending commercial email despite being aware of the recipient
expressing disapproval of receiving commercial mail.

® Sending commercial email despite being aware of false or misleading
statement in the subject line.

® Sending commercial email despite being aware of a false header in the

commercial email.

® Sending commercial email that uses a dictionary attack or other
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similar methods as publicly announced by the competent authority.

(Draft 5)
lll. The competent authority may order ESPs or |IAPs to take necessary
measures to prevent commercial email abuse. By providing justifiable
grounds, ESPs and IAPs may refuse to transmit or receive the sender’s
email; they will also be required to provide an appeal mechanism for
disputes arising from senders using a dictionary attack or other methods as
publicly announced by the competent authority. (Draft 6)
IV. A recipient may claim for compensation against a sender that violates
Article 4 or Article 5. In view of the damages that are difficult to ascertain,
the total amount of compensation determined under the preceding two
paragraphs is calculated by not less than TWD500 and no more than
TWD2000 per person per commercial email, with the exception of
recipients proving damages exceed the pro forma amount aforementioned.
(Draft 7)
V. The advertiser or advertising agent that is aware or may have been
aware that the sender is abusing commercial email, or a party that
compiles or sells email addresses without the recipients’ approval, or a
party that supplies computer programs that can abuse commercial email
should be held jointly liable for prosecution and compensation damages.
(Draft 8)
VI. Having been empowered by not less than 20 persons and also having
been permitted by the competent authority, a foundation may bring
litigation of compensation of damages on its behalf, and may request ESPs,
IAPs, advertisers or advertising agents to provide data on the sender. (Draft
9)
VII. Qualification of class action, the procedure to bring litigation of class
action, etc is specified. (Draft 9 to 15)

VIIl. ESPs or IAPs that fail to take necessary measures to prevent
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commercial email abuse or refuse to provide data without justifiable
grounds or provides false information, shall be imposed with a fine by the
competent authority; an advertiser or advertising agent that refuses to
provide without justifiable grounds or provides false information shall also
be imposed with a fine by the competent authority. (Draft 16, 17)

IX. A party that violates Paragraph 5 of Article 9 shall be imposed with a
fine by the competent authority. If the violation is of a serious nature, the
competent authority may annul the status of litigation. (Draft 18)

4. Future Works

In order to attack spammers and promote international cooperation on
anti-spam work and strategies effectively, here are actions we’ve adopted:
4.1 Short-term:

(1) Establish information exchange channel.

From the incoming international spam sources mentioned above, most
spam came from US., Singapore ,China, UK and so forth. We're working on
contacting the relative official managements to look for cooperation.
Developing close working relationship with Service Providers to provide
new spam reporting tools.

(2) Continuing to promote international cooperation on anti-spam work
and strategies.

(3) Proceeding legislation to establish a standard of judgment.

4.2 Mid-term:

(1) Sign up bilateral MoU.

(2) Arrange visits.

(3) Steering consecutive official conferences.

4.3 Long-term:
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(1)Coordinate industry cooperation.

(2)It would be best to proceed as soon as the anti-spam act has been
passed.

(3)The Government could intermediate the cooperation of industry on
Anti-Spam.

In order to build up Spam information exchange channel to each country,
we are always pleased to participate in international conferences, such as
London Action Plan, to establish mutual collaboration channel and get

more experience on the topic of regulating Spam.

Draft of Abusing Commercial Electronic Mail Management Act
Article 1 (Purpose)

The Abusing Commercial Electronic Mail Management Act (hereinafter referred to as "this
Act") is specifically enacted for the purposes of maintaining the convenience use of the
Internet, minimizing harassment resulted from abusing commercial electronic mail, and

enhancing the security and efficiency of the Internet environment.
Article 2 (Definitions)

(1) The terms adopted herein are defined as follows:

(a) “Commercial electronic mail (hereinafter referred to as "commercial E-mail")” means
any E-mail was transmitted thru the Internet for the purpose of promoting products

or commercial services, except those on existing transaction or relationship.

(b) “Electronic mail address (hereinafter referred to as "E-mail address")” means the

identifiers of the E-mail server and the E-mail subscriber account.

(c) “Header information” means the source, routing information, destination,

originating date, and any other information attached to an E-mail, by which the
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Email sender can be accurately identified.

(d) “Electronic mail service provider (hereinafter referred to as "ESP")” means one that
provides the service for conveying, transmission or reception of E-mail by installing

E-mail server.

(e) “Internet access service provider (hereinafter referred to as "IAP")” means an
enterprise that provides subscribers to access the internet by wire, wireless or any

other manner.

(f) “Sender” means a juridical person, group or individual who initiates commercial
E-mail.

(g) “Recipient” means a juridical person, group or individual who make use of the E-mail

address to receive commercial E-mail

(h) “Abusing commercial E-mail” means the behavior of the sender violates Article 4 or
Article 5.

(i) “Dictionary attack” means the indifferent sending of Email, of which the address
was generated by using software or program that combining alphabetic letters, signs,
or numbers at random.

(2) The term “those based on existing transaction or relationship” referred in
subparagraph (a) of the preceding paragraph means the information in an E-mail
comply with one of the followings:

(a) To make necessary contact with a commercial transaction that the recipient
previously agreed to enter into with the sender;

(b) To provide warranty, recall, recycle or security information with respect to products
or services required by the recipient;

(c) To inform the recipient of significant transactional information, including the term of
transaction, any change in the recipient’s rights or liability, or the execution status
concerning an ongoing contract;

(d) To deliver products or services, as well as any update or upgrade, in accordance with
the conditions of a transaction that the recipient has previously agreed to enter into

with the sender.
Article 3 (Competent Authority)

The competent authority in this Act is the National Communications Commission (NCC).
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Article 4 (Condition of lawful sending E-mail)

(1) A sender must abide by the following regulations to send the commercial E-mail:

(a) The Initiative E-mail must include a free-charged reply function or contact method
for the recipients to opt in of receiving similar commercial E-mail from the same
sender, and must note that if the recipient doesn’t reply email, it should be deemed
as refusal to receive further Email.

(b) The further E-mail that the recipients opt in of receiving must provide free-charged
reply function or contact method for opting out of receiving similar commercial
E-mail from the same sender;

(c) The commercial E-mail must mark with the additional wording - “Commercial”,
“Advertisement” or other identifiers publicly announced by the competent

authority—enough to identify the commercial E-mail in the subject line;
(d) The commercial E-mail must provide the accurate header information;

(e) The commercial E-mail must contain the sender’s and principal’s name or title, and

valid office, business place or domicile thereof.

(f) The commercial E-mail sending contract between the recipient and the sender

against the provisions of the preceding paragraph is void.
Article 5 (Forbidden behavior)

The following actions of senders are forbidden:

(a) still sending the following commercial E-mail without the recipients’ consent after

first commercial E-mail had been initiated;

(b) Still sending the commercial E-mail if the sender knew, or might know the recipients

had expressed the rejection on receiving the commercial E-mail;

(c) still sending the commercial E-mail if the sender knew, or might know the subject of

the commercial E-mail had false or misleading statement;

(d) still sending the commercial E-mail if the sender knew, or might know the

commercial E-mail has false header;

(e) For the purpose of sending commercial E-mail that makes use of dictionary attack or

other sending methods publicly announced by the competent authority.
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Article 6 (The power of the competent authority and the right of service providers)

(1)

(2)

(3)

(4)

The competent authority may order ESPs or IAPs to take necessary measures to

prevent abusing commercial E-mail.

The necessary measure in preceding paragraph shall be publicly announced by the

competent authority.

With the doubt of obstacle of against service providing and justifiable grounds, ESPs
and IAPs may reject to transmit or receive the sender’s E-mail and must provide
appeal mechanism for disputes resolution under the condition that the sender made
use of dictionary attack or other measure publicly announced by the competent

authority.

Within 14 days after rejecting the transmission and receiving of the specific sender’s
E-mail, the service provider mentioned in the preceding paragraph must submit the
communication record to the competent authority and preserve the record in the
specific period. The range, format, preservation period and other enforcement of the

communication record shall be ruled by the competent authority.

Article 7 (The compensation of damages of tort)

(1)

A sender who violates Article 4 or Article 5 and therefore prejudices the recipients is

bound to compensate for the damages.

(1)

(2)

(3)

A recipient may claim a reasonable compensation in money even if such damage is

not a purely pecuniary loss.

The total amount of compensation determined under the preceding two paragraphs is
calculated by not less than NT$500 but no more than NT$2000 per person per
commercial E-mail, except the recipients could prove the damages exceed the pro

forma amount of compensation above.

If multiple recipients are damages suffered derived from the same cause, the total
amount of compensation of damages will not exceed NT$20,000,000. Provided that
the interest obtained from the same cause exceeding NTS20,000,000 toward the
sender, the total amount of compensation of damage should be under the interests

acquired.

(4) The claim of the paragraph (2) shall not be transferred or inherited, except it has been

promised by contract or has been filed litigation.
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(5) The claim for compensation of damages of the paragraph (1) and (2) is extinguished
by prescription, if not exercised within 2 years from the date when the damages and
the person bound to compensate became known to the damaged person. The same

rule is applied if 5 years have elapsed from the date when the act was committed.
Article 8 (Joint and several obligation)

(1) The advertiser or advertising agent, who knew, or might know the sender who violates
Article 4 or Article 5, should be charged with the sender with joint liability for the

compensation of damages.

(2) The person who gathers or sells E-mail address without the recipients’ consent to
provide the sender to abuse commercial E-mail should be charged with the sender

with joint liability for the compensation of damages.

(3) The person who deliver, transmit, distribute or by using other gratuitous or
non-gratuitous methods to supply computer program with the following function to
provide the sender to abuse commercial E-mail should be charged with the sender

with joint liability for the compensation of damages:
(a) The implementation of dictionary attack;
(b) Address-harvesting without the recipients’ consent;
(c) To Send E-mail with the fraud header

(d) Other type of function publicly announced by the competent authority according to

technology development.
Article 9 (Class action and information providing)

(1) Having been empowered by not less than 20 persons who were damaged by the same
cause led to the event of violation of Article 4 or Article 5 and also having been
permitted by the competent authority, a foundation may bring litigation of
compensation of damages on its behalf. A party may withdraw the empowerment to
bring litigation prior to termination of oral-arguments and must provide notice to the

court.

(2) After the litigation being brought in accordance with the provision of the preceding
paragraph by the foundation, the court may, on motion or on its own initiative,
publish a notice to inform other persons suffering damages due to same cause to
empower it to bring litigation in specific period, it may expand the claims asserted for
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judgment prior to termination of oral-argument session in the court of first instance.

(3) The empowerment to bring litigation in accordance with the preceding two

paragraphs must be granted in document.

(4) For the purpose of validation of defendant’s identification, the foundation who had

(5)

(6)

(7)

(8)

9)

been empowered by damaged party and was permitted by the competent authority
may request ESPs, IAPs, advertisers or advertising agents for following information;

the requested party may not reject without justifiable grounds:
(a) Name or title of sender;
(b) Valid office, business place, domicile or contact method of sender;
(c) E-mail address of sender;
(d) Internet Protocol which send the E-mail;
(e) Sending time of E-mail;
(f) The pattern or technology type of conveying;

(g) Other information for the identification of the sender designated by the competent

authority.

The foundation obtained information in accordance with the preceding paragraph

must only used for the litigation in this article.

The ordinance of enforcement, including methods of requesting information by the
foundation, and procedures, standards of application fee, period of data retention,
designation of provided information and other compliance matters of ESPs, IAPs,

advertisers or advertising agents, shall be ruled by the competent authority.

The Time Limit of the claim for compensation of damages of each party in accordance

with the paragraph (1) and (2) must be calculated separately.

The relevant portion proceeding of the litigation stopped automatically after the
party’s empowerment to bring litigation has been withdrawn in accordance with the
paragraph (1); the party must move for the assumption of litigation, or the court may,

on its own initiative, order the party to assume the litigation.

After the litigation has been brought by the foundation in accordance with this article,
the event that a portion of the party withdraw their empowerment which bring the
litigation to result in the number of the party less than 20 persons doesn’t affect that

the remaining portions of the litigation proceed.

(10) If the foundation brings litigation in accordance with this Act, the court fees for the
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portion of the claim exceeding NT$600,000 shall be waived temporarily.
Article 10 (The qualification of class action institution)

(1) The foundation in this Act must abide by the following conditions; its bylaw and
execution plan of class action must be verified and publicly announced by the

competent authority:

(a) The foundation established as a juridical person has total registered assets of
NT$10,000,000;
(b) The foundation has been established for more than 3 years after the official

approval.
(2) The foundation in this Act must appoint lawyers to litigate on its behalf.

(3) The regulation to the foundation in accordance to paragraph (1), including methods
and procedures of verification, standards of qualification, status of litigation of
revocation or annulment, supervision and other relevant matters, shall be ruled by the

competent authority.
Article 11 (Regime of publishing inform)

(1) As the litigation proceeds in accordance with Article 9, the court may, with the
consent of the foundation, publish a notice to the effect that other persons with
damages due to the same cause may join the litigation by filing a pleading within a
designated period of time specifying: the transaction or occurrence giving rise to such

claim, the evidence, and the demand for judgment for the relief sought.

(2) Other persons with damages due to the same cause may also move the court to

publish the notice provided in the preceding paragraph.

(3) A written copy or photocopy of the joiner’s pleading must be served upon all parties

to the action.

(4) The publication period of the notice provided for in the paragraph (1) of this article
and the Article 9 paragraph (2) must be not less than twenty days and must be
disclosed on the court's bulletin board, information network and other appropriate
places. Considering its necessary, the court may publish the same notice in official
gazettes, newspapers, or other similar means of communication. The expenses for

such publication must be advanced by the national treasury.
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Article 12 (The limitation of litigation action of class action institution)

(1) The foundation shall have power to perform all procedural acts of the litigation
empowered by the party, but the party may restrict its power to make waivers,

withdraw, or enter into a settlement.

(2) The effect of a restriction set by one member of the party does not extend to other

members.

(3) Any restriction as referred to paragraph (1) must be set out in document as prescribed

in the Article 9 paragraph (3) or submitted to the court in pleadings.
Article 13 (Appeal right of the party)

(1) If a party objects to the judgment in a litigation brought pursuant to Article 9
paragraph (1), the party can withdraw the empowerment to bring a litigation and duly
institute an appeal under the law before the expiration of the period for appeal by the

foundation.

(2) After receiving a judgment’s exemplification, the foundation must immediately notify
the party of the outcome, and within 3 days must provide written notice of whether it

intends to prefer an appeal.
Article 14 (Necessary fee and rewards of litigation)

(1) The foundation must distribute compensation it receives in litigation to the parties
who empowered it to initiate the litigation after deducting the expenses required in

those procedures, and may collect necessary fee in advance.

(2) The regulation of necessary fee related to items, collection and other relevant matters

shall be ruled by the competent authority.

(3) The foundation must not claim rewards from the party in the litigation referred to

Article 9 paragraph (1).
Article 15 (Exclusive jurisdiction of class action)

(1) Asto the litigation of compensation concerning damages in this Act, exclusive
jurisdiction resides in the district court for the place where the sender’s office,

business place and domicile is located.

(2) Provided that the sender is a natural person, and he has no domicile in the R.0.C,, or

his place of domicile is unknown, then the sender's place of residence in the R.O.C.
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shall be deemed to be the sender's place of domicile. While the sender has no place
of residence in the R.0.C. or his place of residence is unknown, his last domicile in the
R.O.C. shall be deemed to be the sender's place of domicile. If the sender has no last
place of domicile, exclusive jurisdiction resides in the district court for the place where

the central government is located.

(3) Provided that the sender is a juridical person or a group, and he doesn’t have main
office place and main business place, or his main office place and main business place
are all unknown, exclusive jurisdiction resides in the district court for the place where

the central government is located.
Article 16 (The punishment of failure to take necessary measures)

ESP or IAP fails to take necessary measures of Article 6 paragraph (1) as ordered by the
competent authority, shall be imposed with a fine of not less than NT$30,000 but no more
than NTS$300,000 if it failed to take after an order within a prescribed period of time and may

result in consecutive fines in each case until full compliance.
Article 17 (The punishment of failure to provide information without justifiable grounds)

ESP, IAP, advertiser or advertising agent is requested to provide sender’s personal
information by the foundation in accordance with Article 9 paragraph (4) but refuses to
provide without justifiable grounds or provides false information, shall be imposed with a
fine of not less than NT$30,000 but no more than NTS$300,000 if it failed to comply after a
order by the competent authority to provide within a prescribed period of time and may

result in consecutive fines in each case until full compliance.
Article 18 (The punishment of abusive using personal information)

The foundation which violates Article 9 paragraph (5) shall be impose with a fine of not less
than NT$30,000 but no more than NT$S300,000, together with an order to improve within a
prescribed period by the competent authority. Failure to improve within a prescribed period

may result in consecutive fines and annulment of status of litigation if the violation is serious.
Article 19 (The authority of international cooperation)

For the execution affairs ruled in this Act, the competent authority may exchange resources,
tracing methods and other relevant information of E-mail with related international

organizations.
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Article 20 (The procedure of announcement)

The public announcement determined under this Act must be published on official gazettes,

except paragraph (4) of Article 11.

Article 21 (The authority of ordinance of enforcement )

The enforcement rules for this Act shall be prescribed by the competent authority.
Article 22 (Effective date)

This Act will come into effect after 6-months promulgation.
Note : This Act is made in Chinese which shall prevail in case of any discrepancy between the

English translation and the Chinese original.
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ACTIVE (Advanced Cyber Threats response InitiatiVE)

=~ HZ& the ACTIVE project EEEA K HIFE i
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| Summary |

® “ACTIVE(Advanced Cyber Threats response InitiatiVE)” is a project of
providing comprehensive countermeasures against malware by
collaborating with ISPs, anti virus vendors, and so on.

® Aiming at preventing malware infection and cleansing malware, ACTIVE
will alert Internet users who don’t recognize malware infection.

(i)Approach for preventing

(ii)Approach for malware
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(2) Sending an alert email to the users to make
them aware of current infected condition.

(3)Exterminating malware by complying with
instructions in the email.

Team structure of ACTIVE

Ministry of Internal Affairs and Communications (MIC) is the project owner.

Telecom-ISAC Japan has been operating ACTIVE among participants (planning and

coordinating).

ISPs, Security vendors and Institutes are collaboratively working with ACTIVE.

(ACTIVE

Minizt

3 Telecom

MIC

Project owner
o B muhicoan s Turs Funding
1
T Operating body
:"!“s“‘é‘g""“{“apan Planning & Coordination

13 ISPs

Prevention & Removal

Security Vendors,
Institutes

14 Companies
Technical support
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Current status of ACTIVE

* ACTIVE was launched on |** November, 2013 supported by MIC.
* Major ISPs and security experts join ACTIVE.

* Activities

— ACTIVE listed 18,700 URLs of malware embedded websites to ISPs.
(2014 March)

— ACTIVE issued 6,560 warnings to malicious website access users.
(2013 November — 2014 March)

— ACTIVE requested removal of malware to 740 users.
(2013 November — 2014 March)
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8th October, 2014

10th London Action Plan annual conference (LAP 10 Tokyo)

Tokyo Statement

1. We, the participants of the 10th annual London Action Plan
conference (LAP 10 Tokyo), met on 7-9 October 2014, in Tokyo,
Japan.

2. We reaffirmed to continue the discussion through periodic
meetings, under the framework of LAP, in order to enhance the
cooperative activities pertaining to spam and related electronic
threats.

3. We recognized the importance of cooperation among members to
reduce spam. In addition we confirmed that we should encourage
new members to join LAP.

4. We welcomed the proposal from the Ministry of Internal Affairs
and Communications, Japan, for the establishment of ‘Anti-Spam
library webpages' to enhance the mutual understanding of each
member jurisdiction’'s law enforcement and cutting edge
technological approaches to counter spam and consented to
support their formations.
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Day One — October 7

Subject Contents Moderator/Panelist
8:00 -9:00 Registration
Welcome, and practical
9:00 - 9:05 Welcom? Teom EAP information for the LAP Secretariat
Secretariat
conference.
Mr. Mabito
YOSHIDA,
Opening Remarks Director General,
9:05-9:10 from the Director Telecommunications
General Business
Department,
MIC Japan
Mr. Koichi
FUJINAMI,
9:10-9:30 Keyiote sddress Telecommun|catlons Policy | Director, .
in Japan Consumer Policy
Division,
MIC Japan
9:30 - 9:45 Group Photo
Steve Honiss
Interpol’s Global 8 . 4
9:45 — 10:30 Complex for In-te.rp'ol s. Neyv Cyber Project Manager,
3 Initiative in Singapore Cyber Innovation
Innovation
and Outreach
10:30 - 10:45 Tea Break
Moderator: Betsy
Broder FTC (USA);
Lynne Perrault CRTC
Reports from members on 4
Enforcement and (CA); Toni
10:45-11:45 recent enforcement and -
Update Panel Sther sctivitias Demetriou Dept of
Internal Affairs (NZ);
Evert Jan Hummelen
ACM (NL)
Mr. Tony Li,
Naw Merbiar Assistant Director
11:30 - 11:45 Report from Hong Kong (Support), Office of
Update A
Communications
Authority (OFCA)
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Mr. Kunihiro

The Japanese Jsapan. ts {kgpro:c:\tfiyber TSUTSUI,
11:45-12:15 Approach to Cyber ceurity; Lombatiing Deputy Director,
. botnets, malware and other . 4
Security threats ICT Security Office,
MIC, Japan
12:15-1:45 Lunch Following lunch, we invite
you to visit the exhibit on
Japan’s Smartphone Privacy
Initiative
1:45-3:00 SMS Spam SMS Spam is widespread in | Moderator: Toni
some countries, but is Demetriou, Dept. of
virtually nonexistent in Internal Affairs, NZ;
other nations. This panel Sandy Gomo, GSMA;
will explore the different Alan Ranger,
experiences and focus on Cloudmark; Peter
best practices. Merrigan, DIA, NZ;
Patricia Hsue, FTC
Max Choo, KISA
The Japanese Mr. Shuji Sakuraba,
Approach to The activities of the Anti- Deputy Chairperson,
3:00 -3:30 Combatting Spam: Spam Mail Promotion ASPC (Senior
Public/Private Council (ASPC) Engineer, Internet
Collaboration Initiative Japan, Inc.
3:30 - 3:45 Tea Break
Moderator: Julia
Fighting Botnets Analysis of botnets, and icén\;v?ll\-ul\;l.cl(ean,
and Malware: New | lessons from successful i
3:45-5:15 Ken Katayama,
Challenges, New technology and R
Tools enforcement programs Mlcrosoft;‘
Masayoshi Someya,
TrendMicro
6:00 Welcome Party For all LAP members

MIC Japan (host)
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LAP 10

Day Two — October 8
Topic Content Moderator/Panelists
Reflections on Three | Lynne Perrault, CRTC
9:00-9:45 Canada’s Anti-Spam Months of Noel Lachance, Office
’ Law Enforcement and of the Privacy
Visions for the Future | Commissioner, Canada
Roundtable i
discussion of the Fa(.:mtators
threats to consumers Julia Cornell-McKean,
9:45-11:00 Affiliate Marketing Lo ACMA
caused by affiliate
marketing: Various EvaTIRn Hummalen;
ACM
responses
11:00 - 11:15 Tea Break :
Anti-spam initiatives | Moderator:
Initiatives with in developing Betsy Broder, FTC
11:15-12:30 Developing economies: Discussants:
Economies Opportunities for LAP | Karen Mulberry, ISOC
mentoring Marco Obiso, ITU
Asia Pacific Regional
: ; Working Lunch: Activities; Mentoring
AR Choose your topic with ISOC; Training
for LAP members
Consideration of a
1:45 - 3:00 LAP Value Proposition LAP.Antl-Sparn _Index; LAP Secretariat/MIC
Review of Existing
Value Proposition
3:00 - 3:15 Tea Break
Roundtable
Discussion of Work
Plan: Outreach &
g Mentoring with
3:15-4:30 LAP Strategic Plan developing LAP Secretariat/MIC
economies;
enforcement
initiatives; training
program
- Final Remarks and
4:30 - 5:00 Closing Remarks for “See you in Ireland,

Plenary Session

June 9-111"

LAP Secretariat/MIC
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Do Not Call Network — 9 October 2014
Tokyo, Japan

8:30 Registration
9:00 - Welcome Remarks and Overview

9:15-10:30

Home Energy Improvements and DNC Violations

As many countries offer incentives for adoption of energy saving
measures, many countries have seen dramatic increases in
telemarketing campaigns promoting insulation, energy efficient
windows and other home improvements. The DNC network will
consider how best to approach these violations.

Facilitator: Julia Cornwell-McKean - ACMA

10:30-11:00

Memorandum of Understanding

To continue our efforts to enhance information sharing and
coordination among LAP DNC members, we will continue our discussion
of forging a multilateral MOU.

Facilitator: Julia Cornwell-McKean - ACMA

11:00 — 11:15 — Break
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11:15-12:30

Caller ID Spoofing and Automated Calls

As the M®AAWG Voice Telephony Abuse group pursues technological
solutions to CLI spoofing, LAP members continue to support the
initiative with enforcement, information sharing, and development of a
model honey pot. We will discuss the value of honeypots and future
enforcement initiatives.

Facilitator: Lynne Perrrault - CRTC

12:30 - 1:30 Lunch

1:30-3:00

Affiliate Marketing

List brokers, list assemblers, and other third parties harvest and provide
lists of consumers for marketing and other campaigns. Many LAP
members have already targeted many of these companies for DNC and
fraud violations. We will consider possible joint initiatives to address
this threat.

Facilitator: Betsy Broder - FTC

3:00 - 5:00 - Planning for other LAP DNC Activities

A roundtable discussion of future initiatives and improvements,
including proposals from LAP Montreal.
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