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DRAFT
Annotated Agenda

1stAPEC Counter Terrorism Working Group (CTWG) Meeting
22- 23February, 2014, Ningbo-China

DAY ONE 09:00 —18:00

1.

n

OPENING REMARKS
Welcome remarks by the CTWG Chair.

ADOPTION OF THE FINAL ANNOTATED AGENDA
CTWG memberswillreview and adopt the proposed final draft annotated agenda and the 30th
CTTF meeting Summary Report. '

REPORT ON INTERSESSIONAL ACTIVITIES AND CTTF ACHIEVEMENTS DURING
2013.

The CTWG Chair will report on his activities since the last CTTF meeting held in Medan,
Indonesia in 2013.

Indonesia will present a review of CTTF achievements during APEC year Indonesia 2013,

SECRETARIAT ISSUES AND ONGOING TASKS
The APEC Secretariat will update on project management issues,ongoing tasks and APEC
developments.

v CHINA 2014 PRIORITIES

P.R. Chinawill brief on APEC 2014 Priorities

CTWG WORK PLAN 2014 and CTWG STRATEGIC PLAN
The CTWG members will discuss and endorse the proposed CTWG Work Plan 2014
considering the APEC 2014 priorities.

The CTWGmemberswill discuss on the CTWG Strategic Plan 2013 -2017 and will bave an
opportunity to propose new activities considering the APEC 2014 priorities.

COUNTER-TERRORISM ACTION PLAN (CTAP)
The Secretariat will report on 2013 CTAP Summary Report.

CTWG Memberswill have an opportunity to present 2013 CTAP updates.

The Russian Federation will provide an update on changes in the national Counter Terrorism
legislation.



Final Draft18 Feb.

IMPLEMENTATION OF THE_CTWG WORK PLAN and THE COUNTER-
TERRORISM AND SECURE TRADE STRATEGY’S CROSS-CUTTING ACTIVITY
AREAS '

The CTWG Chair will request members to provide updates on ongoing projects and new
proposals.

Secure Supply Chains
The United States will update members on the joint CTWG/TPTWG/SCCP Trade Recovery

Project. .

The Russian Federation will update on its proposal for holding a thematic discussion on
Container Transportation Security.

Secure Travel
The United States will update on the joint BMG/CTWG/SCCP projects to Develop Trusted
Traveler Characteristics and Develop Best Practices on Implementing Advance Passenger

Information Systems.

The United States will update on its proposal for follow on bus security fraining.

Indonesia will report on outcomes of the High-Level Policy Dialogue on Travel Facilitation held
in Bali on 1-2 October 2013.

The Russian Federation will report on the existing threats in the sphere of transport security and
relevant changes in the national legislation.

Secure Finance
Australia will reporton self-funded project ‘Designated Non-Financial Businesses and
Professions (DNFBPs)’.

The Russian Federation will update on its initiatives in theFinancial Action Task Force (FATF).

— Secure Fovome Wedkslep on Cowifepy e Py o
SpEe T = M Atbes

Canada will report on outcomes of the‘Major Events Security Framework Workshop® held in
Santiago of Chile in October 2013, /ﬂﬂ)//’)”

, ¢,
The United States will present a proposal for a self-funded workshop in 2014 on Secure / Sfﬂ/'/:?
Infrastructure; ‘Critical Infrastructure Security and Resilience’. -
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DAY TWO 09:00-13:00

10.

il.

12.

13.

SECURE TRADE IN APEC REGION (STAR) CONFERENCE
Indonesia and Chinawill update members on the organization of the STAR IX Conference.

ACTIVITIES IN OTHER INTERNATIONAL FORA

CTWGmembers and invited guests will provide, on a voluntary basis, presentations on relevant
activities and measures related to countering terrorism as well as presentation by international
fora.

OTHER MATTERS and NEXT MEETING
Memberswill agreeon the nextCTWGmeeting in 2014.

MEETING DOCUMENTS
The APEC Secretariat willcheck with members the list of meeting documents for public or
restricted access.

CLOSING REMARKS
Closing remarksby the CTWG Chair.
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Summary Report
30"APEC Counter-Terrorism Task Force Meeting
28-289 June, 2013, Medan-Indonesia
Executive Summary

1. During this third CTTF meeting of 2013, members endorsed the revised version of the CTTF
Strategic Plan 2013-2017 to be submitted to the Steering Committee on ECOTECH (SCE). The
endorsed draft incorporated members’ inputs received during the meeting.

2. Members also endorsed the paper that recommends upgrading the CTTF to a working group
(CTWG). The Secretariat will submit the endorsed paper to SCE and SOM for consideration.
Members were encouraged to contributeintersessionallyto the drafting of the new CTWG Terms of
Reference for submission to SCE.

3. CTTF members were requested to send inputs to the Chair for the CTTF contributions to the
2013 APEC Minister's and Leader’s Statements.CTTF Friends of the Chair Group (FoTC) gathered to
discuss ideas and suggestions on the tasks and upcoming challenges for the group in 2014 and
beyond. ’

4. CTTF members received reports by the Chair and the Secretariat on intersessional work and
activities undertaken since the last meeting held in Surabaya at SOM2, which included among other
items, progress on the drafting of the CTTF Strategic Planning, CTTF review ofindependent
Assessment final report, and drafting the CTTF paper recommending the CTTF be upgraded toa
permanent working group.

5. Members received presentations from Mr John Keogh, GS1 and ABAC member, on safe and
secure supply chains and global counterfeitingas well as a presentation by Mr Neil Klopfenstein,
Executive Secretary of Inter-American Commitiee Against Terrorism (OAS- CICTE) regarding
CICTE'sworkplan and potential collaboration with the CTTF in areas of mutual interest, such as
supply chain security.

6. Members welcomed reports on projects and initiatives delivered intersessionally on
implementation of the CTTF Work Plan and the APEC Counter-Terrorism and Secure Trade Strategy.
Members were requested to send inputs to the CTTF Chair to prepare the annual progress report on
implementation of the Counter Temrorism-Secure Trade Strategy to CSOM.

7. Indonesia proposed the STAR IX ConfeArence to take place in China on the margins of SOM
meetings in 2014, P.R. China briefed on the next CTTF Meeting in 2014 in SOM1 (TBA) during AFEC
year in China,

The 30th CTTF meeting was preceded by the APEC CTTF Policy Dialogue on Secure Infrastructure
in the Asia-Pacific Region held on 27 June 2013 {SOM3), organized by the U.S. and Canada. The
dialogue produced recommendations for capacity building in this area.
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Summary Report
30™ APEC Counter-Terrorism Task Force Meeting
28-20 June, 2013, Medan-indonesia

The 30th meeting of the APEC Counter-Terrorism Task Force (CTTF) was held in Medan, Indonesia
on 28-29 June, 2013 in the margins of SOM3. The meeting was chaired by Ambassador Harry
Purwanto (Indonesia) with the participation of 16 member economies (all except Hong Kong China,
Japan, Korea and Mexico). Non-member participants invited to the meeting were Mr John Keogh,
GS1 and ABAC member, and Mr Neil Klopfenstein, Executive Secretary of Inter-American Committee

Against Terrorism (OAS- CICTE).

The 30th CTTF meeting was preceded by the APEC CTTF Policy Dialogue on Secure Infrastructure
in the Asia-Pacific Region held on 27 June (SOM3) organized by the U.S. and Canada. Thethree
themes included in the dialogue for discussion were: i) Secure Infrastructure Approaches, Policies
and Processes;ii) Bringing Resilience into Regional Security;iii) Furthering Secure Infrastructure and
Resilience through Cooperation.

OPENING REMARKS: CTTF CHAIR’S REPORT ON INTERSESSIONAL ACTIVITIES AND APEC
SECRETARIAT BUSINESS

CTTF Chair, Ambassador Harry Purwantoweicomed CTTF members to the third meeting of 2013.
He acknowledgedterrorism as a continuous threat to all economies, people and supply chains in Asia
Pacific and that upgrading the status of the CTTF to a working group will enhance the opportunities to
increase APEC's capacity for enhancing secure frade and travel throughout the region. He also
highlighted the important role and contributions of CTTF to specifically counter terrorism in the region.
The Chair remarked on CTTF intersessional work undertaken since last meeting in Surabaya, which
includes the drafting of the CTTF Strategic Plan 2013-2017 andthe paper recommending
CTTF'supgrade to apermanent working group.

Ambassador Purwanto also encouraged members to finalize all the pending matters to ensure
valuable outputs for the Concluding SOM meeting and for the upcoming APEC summit. He underlined
three important pending matters that needed to be discussed and finalized, including the working
group’s new Terms of Reference, the Strategic Plan and the contribution for the Leaders’ declaration.
The Chair thanked ali members and the Secretariat for supporting the intersessional work that
contributed to the preparation of the meeting. He also congratulated China, which will host the next
CTTF meeting and expressed his commitment to work closely with the hast economy in his capacity
as CTTF Chair during 2014.

The Chair welcomed the Major of Medan City, Mr DzumiEldin,who offered welcoming remarks to
CTTE members.Mr DzumiEidin remarked that indonesia and particularly Medan City realize that
peace and public order are a vital element in achieving development. He also expressed that some
relevant CTTFsubjects should be coordinated within the framework of global and intra-regional
cooperation. He pointed out that terrorism, as a cross-border organized crime, should be tackled by
using a comprehensive approach, involving citizens.

Ambassador Harry Purwanto aiso welcomed the distinguished non-member participants invited fo
presentatthe meeting; the Executive Secretary of Inter-American Committee Against Terrorism (OAS-
CICTE) Mr Neil Klopfenstein and GS1/ABAC member Mr John Keogh.

CTTF members reviewed and endorsed the draft annotated agenda for the 30th meeting and the
Summary Report of the 28th Counter Terrorism Task Force Meeting provided by the Secretariat.
CTTF members expressed to the Chair their great appreciation for hosting three CTTF meetings and
events during 2013 and for the Indonesian hospitality. '

The APEC Secretariat reported on ongoing tasks and: intersessional work undertaken by the group
since the last CTTF meeting held in Surabaya in April 2013.In coordination with the CTTF Chair, the
CTTF Strategic Plan 2013-2017 draft was distributed to membersfor consideration and to collect their
inputs. Members of the Friends of the Chair provided valuable feedback on the draft, which was
circulated twice for members' review.During the same period, the Secretariat distributed the paper
recommending the CTTF’s upgrade to a working group for members’ review intersessionally.

2
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Regarding the STAR IX conference, Indonesia informed-the Secretariat in April about the plan to hold
the conference during the P.R. China's host year.Based on CTTF’s contribution to the APEC Leaders’
2013 Declaration, the Secretariat encouraged members to send ideas for STAR IX tothe CTTF Chair.
The Secretariat also shared for members’ reference the document titled, APEC Secretariat Report on
Key Developments of June 2013. The Secretariat's report also included project management updates.

CTTF 2013 INDEPENDENT ASSESSMENT

The APEC Secretariatprovided an updateon the CTTF independent assessment process.After the
last meeting in Surabaya, the Friends of the Chair Group reviewed the draft report of the independent
assessment conducted by Mr. John Platts and sent their written feedback to the Secretariat. Mr. Platts
was very grateful for these suggestions and tried to reflect them in his final report. In May, the
Secretariat circulated to members the CTTF Independent Assessment Final Report, which was also
printed out for the present 30™ CTTFmeeting. .

STRATEGIC PLANNING PROCESS

The CTTF Chair updated members on the last version of the CTTF Sfrategic Plan 2013 -2017 for
members' review and endorsement. Members gave some suggestions fo the draft and eventually
endorsed the revised version that incorporated members’ inputs recelved during the meeting.
Members agreed that the CTTF strategic plan will be a ‘living document’, open to additional member
input as well as new initiatives and events accommodated within its framework. They also agreed to
submit the final document to the Steering Committee on ECOTECH (SCE) meeting in Medan through
the Secretariat.

‘ COUNTER-TERRORISM ACTION PLAN (CTAP)

The Secretariat reminded members to submit their updates on individual CTAPs in order to prepare
the 2013 CTAP Summary Report which includes data on capacity gaps and opportunities shown in
different charts. The Chair encouraged members to send the updates to the Secretariat as soon as
possible and by the deadline of October 1, 2013.

The United States remarked that it would be most useful for this process to receive as many CTAPs
updates as possible and added that the U.S. and Canada foundthe information from the last year's
CTAP Summary Report very valuable for developing and implementing the Policy Dialogue on Secure
Infrastructure in the Asia-Pacific Region held in Medan the previous day.

IMPLEMENTATION OF THE CTTF WORK PLAN AND THE APEC COUNTER-TERRORISM AND
SECURE TRADE STRATEGY'S CROSS-CUTTING ACTIVITY AREAS

The CTTF Chair invited CTTF members to provide updates on projects and activities proposed for
2013. :

Members expressed their support for the process forproducing the annual progress report on
implementation of the Counter Terrorism-Secure Trade Strategy and agreed to send inputs to the
CTTF Chair to prepare the upcoming progress report for the approval of APEC Senior Officials.

Secure Supply Chains

Under Secure Supply Chains, the United States updated members on the joint
CTTFTPTWG/SCCP Trade Recovery Project that has its background in the 2008 Leader's
Declaration that identified the importance of trade recovery from terrorism or major natural
disasters.The project which has been developed in coordination with the World Customs
Organization to establish an information sharing platform system was submitted to APEC by
TPTWG and did not receive approval for funding in BMC session1 due to lack of APEC
funding, but it is still eligible for consideration. The next steps for TPTWG will be to explore
new sources of funding. ‘
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The Russian Federation briefed on its proposal for holding a thematic discussion on
Container Transportation Security. Russia remarked that the format will be similar to the
Policy Dialogue on Secure Infrastructure in the Asia-Pacific Region held in Medan the
previous day. Russia expects that participants of the dialogue will be not only from CTTF but
also from other APEC sub fora such as TPTWG, the SCCP, and international organizations
such as WTO,UNODC, CICTE and representatives from the APEC business community.
Russia will deliver more details and updates on this dialogue intersessionally through the
Secretariat and during the first CTTF meeting in China. Members expressed their support for
the Russian initiative to organize this dialogue.

Mr John Keogh of GS1 and ABAC membershared his presentafion on safe and secure
supply chain and global counterfeit.

Secure Travel

Under Secure Travel the United Statespresented the Summary Report with outcomes of the
self-funded project Aviation Security: Low Cost/ No cost Security and Checkpoint
Optimization Capabilities Workshop, led by the TPTWG, held on May 14-15, 2013in Bangkok.
The U.8. encouraged all members who participated in the workshop to submittheir evaluation
forms. Thailand aiso remarked the positive outcomesof the workshop and highlighted the
participation of the Minister of Transport of Thailand.

The United Statesprovided an update on two projects the BMG is leading in coordination
with the CTTF and SCCP. The Trusted Traveler project is aimed at developingconsensus on
traveler characteristics that should form the basis of trusted traveler programs. The other
praject is focused on development a lessons learned document on the challenges economies
face in implementing Advanced Passenger Information systems. Both projects are part of the
APECTravel Facilitation Initiative.. BMG members have received questionnaires regarding
trusted traveler characteristics for compietion intersessionally. The U.S. will draft a report
based on the responses and circulate it to the BMG, CTTF, and SCCP for review and
approval.Once the report is approved, the U.S. will considerrelated capacity building
workshops and training sessions. '

The United States shared the “Overview of Evaluations from the 3rd APEC Aviation Security
Canine Screening Workshop, held in Auckland, New Zealand, in March 18-19, 2013, The U.S.
remarked that thestrong majority of the workshop participants said that their understanding of
using canine units for aviation passenger screening was substantially improved.The
participants also said that their understanding of the requirements for establishing an aviation
security canine screening program was substantially improved, as weil as canine training and
other significant benefits of this kind of program.

The United States also presented its project proposal for follow-on bus security training
based on the positive outcomes of the first workshop on bus antiterrorism held in Manila in
July 2012. The ‘Joint APEC CTTF/TPTWG Bus Anti-Terrorism Follow-On Workshop:
Expanding and Sharing Best Practices’ will focus on: i} Information Sharing; ii) Case study
presentations on the operational and policy aspects of bus security; and iii) Developing and
disseminating a formal bus security experts fist. The workshop will be held in the late spring or
early summer of 2014 (dates and venue TBA).

The Russian Federationexpressed its appreciation and support for the U.S. proposal,
recognizing that land transportation security is vulnerable in APEC economies and that the
proposal reflects CTTF commitment to ensure a comprehensive transportation security in the
APEC region. The Russian Federation shared with members a presentation on information
support of transport complex safety against acts of unlawful interference in the Russian
Federation.

Indonesia briefed on the High-Level Policy Dialogue on Travel facilitation to be held in Bali on
1.2 October 2013”. The dialogue led by the Tourism Working Group (TWG) involves the
Business Mobility Group (BMG), Counter-Terrorism Task Force (CTTF) and the Sub-
Cormmittee on Customs Procedures (SCCP). The dialogue background comes from the 2011

4
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Leader's Declaration on Travel Facilitation Initiative which aims to make travel in the region
faster, easier and more secure.The dialogue carries and reflects the theme of APEC 2013:
“Resilient Asia Pacific, Engine of Global Growth”,particularly one of the three priorities namely
Promoting Connectivity. The dialogue expects high level participation, includingministers from
APEC economies responsible for travel facilitation,tourism, transportation, immigration” and
custom, as well as participants from international organizationsincluding UNWTO, WTTC,
PATA and IATA. The four main topics are: Visa Facilitation, Advance Passenger Information,
Trusted Travel Program and Tourist Friendly Airport. CTTF members supported indonesia’s
organization of this high-level policy dialogue.

Secure Finance

Under Secure Finance Australia reported CTTF members on Designated Non-Financial
Businesses and Professions (DNFBPs) project held on 21-22 May 2013 in Jakarta, Indonesia.
Australia led an APEC Counter Terrorism Task Force (CTTF) capacity building workshop in
Jakarta to address some of the key challenges faced by Indonesia in its efforts to protect non-
financial businesses and professions (DNFBPs) from terrorist financing. Workshop
participants developed a better understanding of how to effectively enforce reguiation and
adopt reporting measures that can help protect the DNFBP sector from abuse by terrorism
financiers. A similar workshop will be held in the Philippines in late 2013. Australia aims to
disseminate an APEC-wide report in September 2013, which will be followed by a second
capacity building workshop in conjunction with the Philippines in late 2013 {TBA).

Indonesia expressed its appreciation for Australia's initiative to conduct this workshop in
Jakarta and remarked that stakeholders who participated particularly from the financial sector
regarded this capacity building event as very useful.

Indonesia briefed on the national development of Anti Money Laundering/ Countering
Financing Terrorism (AML/CFT).Russia expressed its appreciation for Indonesian efforts with
the aim to developing a national AML/CFT system and expressed its congratulations to other -
three APEC economies (Brunei Darussalam, the Philippines and Thailand) for their consistent
gfforts to improve national AML/CFT systems.

The Russian Federation updated on its initiatives in the Financial Action Task Force (FATF).
Russia will be chairing this task force for one year started 1% July 2013, with the vice-
presidency of Australia. Russia updated on the ongoing project presented to FATF on
detection of illegal financial flows linked to drug production and trafficking and thanked
member economies for their support. The purpose of this initiative is to get data on financial
flows resulting from drug trafficking through identifying bank transactions, front companies
and beneficiaries of money transfers, as well as other relevant information, which will help to
reveal and eventually undermine the drug industry’s management system.

Secure Infrastructure

Under Secure Infrastructure,Canada reported the outcomes of the APEC-funded workshop of
Major Events Security Planning held on 10-12 June in Kuala Lumpur, Malaysia. Thirty-one
representatives from fifteen APEC economies participated, including both security planners
from a range of departments and counterterrorism officials from ministries of foreign affairs.
The objective of the workshop was for economies to provide input on the content and design
of the Major Events Security Framework (MESF), a planning tool that Canada has developed
and is now adapting for use by APEC economies. Workshop participants tested a prototype of
this framework; their input, including broader discussions on best practices, will be
mcorporated into the final version, which will be furiher tested and finalized at the second
workshop in Santiago, Chile. Canada encouraged all economies to send inputs for the MESF
and to participate in the second workshop in in _Santi - r
Chile extended invitation to all member economies to attend the workshop that is organized
by the “Inter American Committee against the Terrorism, (CICTE)” of the Organization of
American States (OAS) in cooperation with the “United Nations Interregional Crime and
Justice Research Institute”, (UNICRI)the Minister of Interior and Public Security of Chile and
the Chilean police.
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Members expressed their appreciation and support to Canada for organizing the workshop in
Chile.

The United Statesand Canadareported on the outcomes of the CTTF Policy Dialogue on
Secure Infrastructure in the Asia Pacific Region, held in Medan on 27 June 2013. The
dialogue gave members the opportunify to ask questions about and share information
regarding their policies, practices, and plans on secure and resilient infrastructure, which is
essential for secure finance, travel, and supply chains. Additionally, it gave the chance to
identify a number of capacity buildingopportunities and gaps that APEC economy members
can addressin future workshops related to the topic.

Russia expressed its appreciation for Canada's and the U.S.’s initiative to conduct this
dialogue that addresses a crucial fopicin the APEC region, and encouraged member
economies to maintain the momentum by supporting and participating in future dialogues
related to the same subject. :

The themes for the discussion were:

Discussion Theme 1: Secure Infrastructure Approaches, Policies and Processesto
provide an overview of infrastructure protection and resifience activities in the regionin order
to help enhance understanding of regional approaches, practices, and chalfenges to secure
infrastructure, and promote a set of common capacity building priorities in the area of secure
infrastructure.

Discussion Theme 2: Bringing Resilience into Regional Securityto evaluate regional
activities and identify potential opportunities for addressing gaps in existing critical
infrastructure protection and resifience activities with the purpose of helping APEC work
toward an integrated approach to critical infrastructure protection and resilience in support of
a secure environment, including by addressing interdependencies and cascading impacts.

Discussion Theme 3: Furthering Secure Infrastructure and Resilience through
Cooperationto discuss how APEC sub-fora can engage most effectively within APEC and
with the private sector to promote “physical connectivity” that supports economic growth and
enhanced regional critical infrastructure protection and resilience. .

SECURE TRADE IN APEC REGION {STAR) CONFERENCE

‘Indonesia updated members on the plan to organize the STAR {X Conference proposing this
conference to take place in China on the margins of SOM meetings 2014. To develop this initiative
Indonesia will present a project for APEC-funding.

ACTIVITIES IN OTHER INTERNATIONAL FORA

Mr John Keogh, GS1 and ABAC member made a presentation on safe and secure supply chain and
global counterfeiting. Regarding ABAC Commissioned Report he highlighted that ABAC has
completed thorough analysis and proposes capacity building workshops aligned to the identified
supply chain chokepoints blending policy with action for improved shared outcomes. ABAC proposed
the re-use of industry driven product data and global product data standards to enable a more rapid
achievement of improved outcomes for all stakeholders that will support the achievement of the Bogor
Goals.

Mr Neil Klopfenstein, Executive Secretary of Inter-American Committee Against Terrorism (OAS-
CICTE) presented an overview of CICTE's work plan, and discussed potential collaboration with the
CTTF in areas of mutual interestsuch as in: Maritime Security; Trade Facilitation and Supply Chain
Security; Cyber Security; and Major Events Security. CTTF Members agreed to enhance collaboration
and information sharing with CICTE.

Viet Nam reported on upcoming joint projects in the framework of the ASEAN-Japan Dialogue on
Counterterrorism.Aproject proposal will be submitted to ASEAN Senior Officials Meeting on

6



Final Draft 5 Feb.

Transnational Crime in July for approval, The objectives of this project include: i} Sharing experiences
among ASEAN countries in building the capacity of civil security employees and self-
employed/community guards to prevent and respond to terrorist attacks; ii) Generating discussion on
possible solutions to strengthen the capacity of civil security employees and self-employed/community
guards to prevent and respond to terrorist attacks, especially from a private public parinership
perspective. The seminar is intended to be held from 8th to 9th October in Vietnam.

OTHER MATTERS

Members discussedthe CTTF's contributions to the 2013 APEC Minister's and Leader's Statements.
CTTF members were requested by the Chair to send suggested inputs electronically.

The CTTF Chair provided an update on the revised CTTF ToR paper recommending the upgrading of
CTTF to a permanent working group for submission to the Steering Committee on ECOTECH (SCE)
meeting in Medan. Friends of the Chair Group (FoTC) gathered fo discuss ideas and suggestions on
the current tasks and challenges in 2014 and beyond.Regarding the upgrade of the CTTF, members
agreed to call the group the ‘Counter Terrorism Working Group (CTWG)'.

Members were encouraged to contribute intersessionally to the drafting of the new CTWG Terms of
Reference for submission to SCE.

NEXT MEETING

P.R. China updated on the next CTTF meeting to be held in 2014 in the margins of SOM1, most
probably after the Chinese New Year (TBA). The Chinese Organizing Committee for APEC year 2014
'is studying theschedule of meetings and the details of the APEC year which will be announced as
soon as possible. ' ‘

CLOSING REMARKS

The Chair thanked all members and the Secretariat for the support and valuable contributions to the
discussion during the meeting. He specially thanked the Friends of the Chair Group (FoTC) for its
active supportfor the CTTF's work.
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Endorsed by SCE Nov., 2013
APEC COUNTER TERRORISM WORKING GROUP (CTWG)

TERMS OF REFERENCE (TOR}

Introduction

APEC member economies recognize that creating a secure environment for economic activity is an
important part of any strategy for regional growth and prosperity. APEC plays a valuable and
- constructive rale in helping to: protect the economic systems of the Asia-Pacific region from atiack,
disruption, and misuse; protect the flow of legitimate trade and travel from compromise; and promote
human security and a safe business environment.

In October 2001, following the terrorist attacks in the United States on September 11, APEC Leaders
in Shanghai issued a Statement on Counter-Terrorismunderlining that terrorism was a direct
challenge to APEC’s vision of free, open and prosperous economies, and to the fundamental values
that APEC members hold. Leaders built on their commitments and instructions in a further Statement
on Fighting Terrorism and Promoting Growth in 2002 in Los Cabos. APEC's Counter Terrorism Action
Plans (CTAPs) were developed based on the 2002 APEC Leaders' Statement and incorporate
relevant security-related elements of subsequent annual Leaders' and Ministers' statements. CTAPs
provide a concise checklist of counter-terrorism measures undertaken by an APEC member economy
to achieve the key elements of the Secure Trade in APEC Region (STAR) initiative, The CTAPs are a
useful tool that provides an opportunity for member economies to take siock of their efforts, to
respond to Leaders and Ministers' directions and to highlight capacity-building needs to implement
these commitments. APEC Ministers, including sectoral Ministers, have also supported Leaders’
commitments and instructions on countering terrorism in their ministerial statements and activities.

Bearing in mind Leaders’ instructions to monitor progress and build capacity in counter-terrorism,
APEC Senior Officials established an APEC Counter-Terrorism Task Force (CTTF)in May 2003,
Since then CTTF’s mandate has been extended five times.

In November 2009Senior Officials reinforced the CTTF’s mandate to include a particular focus on
- strengthening business resilience and the participation of the business sector to protect business,
trade and economic growth from disruption. In November 2011, APEC Ministers endorsed the
APEC's Consclidated Counter-Terrorism and Secure Trade (CT-ST) Strategy that underpin CTTF's
efforts over at least the next following five years.

Recognising thatthreat of terrorism has a long-lasting natureand the CTTF’'s valuable and
constructive role in helping to protect the economic systems in the region from disruption;APEC
Senior Officialsendorsed the proposal to upgrade the task force into a working group in July 2013.

Mission
The Counter Terrorism Working Group's mission would thus be to;

build capacity in the region to mitigate, prepare for and respond appropriately to the threat
posed by terrorism, including by building business resilience and fostering private-public
parinerships to protect business, trade and economic growth from disruption; and

Improve coordination and enhance infra-APEC cooperation and integration of best practiceson
counter terrorism preparedness and response efforts in APEC.

The CTWG's annual priorities, projected activities and outputs will be outlined in its annual workplan,
which will be reported to Senior Officials through the SCE Fara Report,and where appropriate, to
Ministers and Leaders. '



Medium-Term Objectives and Priorities

According tothe APEC Consolidated CT-STStrategythe CTWGwill implement its work based onthe
three CT-STfundamental pillars: security, efficiency and resilience, particularly on its four cross-cutting
work streams: Secure supply chains; secure travel, secure finance and secure infrasfructure.in
accordance with the CT-ST strategy and annual directives of APEC Leaders and Ministers the
Working Group’s objectives and priorities for 2013-2017 (in accordance with its strategic plan) would
be:

1. Advance security, efficiency and resilisnce in the Asia Pacific region through activities in the four
cross-cutting areas of CT-STStrategy: secure supply chains, secure travel(including through the
Travel Facilitation nitiative “TFI),secure finance and secure infrastructure;

2. Effectively implement Leaders’ commitments and Minister' instructions;

3. Identify key counter-terrorism and secure trade challenges facing APEC economies, including
through the Counter Terrorism Action Plans {CTAPSs);

4. Build capacity in ways that serve to both secure and facilitate regional commerce, taking into
account differing capacities across the region and employing new approaches and multi-stage,
multi-years initiatives;

5. Foster whole-of-government approaches within APEC economies, as well as enhance cooperation
and coordination among economies and relevant APEC sub-fora; and

6. Strengthen cooperation with the private sector and with relevant multilateral organizations

Structure and Organisational Arrangements

The CTWG will be managed by a Chair and Vice Chair{calendar years) on a rotation basis in
accordance with the APEC “Guidelines for Lead Shepherd/Chair and Deputy Shepherd/Chair of
APEC Working Groups and SOM Task Forces”. The CTWG wili be assisted by the Secretariat and
supported at the working level by the “Eriends of the Chair’” (FOTC) who will provide
recommendations, advice, and input and develop work programs as required.

The CTWG will meet at least twice a year annually in the margins of Senior Officials’ Meetingsand
conduct business via email intersessionally. The CTWG will have a term of five years, after which
SOM shall review the CTWG’s work and decide whether to extend its mandate.
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PROJECTS OVERVIEW:
- 2013 - Projects funded

Asia-Pacific

Economit Cosperation

Nu.mber of Projects Requesting Funding 219

Value of Projects Requesting Funding $29,139,167
Number of Projects Approved 109

Value of Projects Approved $13,229,978

% of Concépt Notes Approved 50%

- Average Project Cost $121,376

* All figures are USD




APPROVAL PROCESS N

" APEC

2014 - Dates and deadlines e
Etenamit Cooporation

) Two funding sessuons in 2014:
- = Session 1: CNs due Feb 28 (for May-Jun approval)
— Session 2: CNs due July 21 {for Oct-Dec approval)
_:>~ 2013 Sessions: 3 Sessions, concluding in May, June, Dec

Notes:

-Aﬁ:er cN deadline, the PO has approximately 2 weeks to ensure CN is

compl:ant endorsed, and prioritized by the forum

«Deadlines expire midnight, Singapore time

«All dates and details subject to change (check website:
hitp://www.apec.org/Projects/Applying-for-Funds.aspx )

PROJECTS OVERVIEW: e

' APED

Session 1, 2014: Funds Available nsaPasie

‘Economit Ganperalion

To Note:

Figures are estimates as of Dec.
2013 and are subject to approval
ot BMC1

*Figures and availability for the
new ASF Supply Chain
Connectivity sub-fund are to be

'\ (I) Human Secunty $212,500 firmed
(i) Health & Emerg Preparedness $256,000| portion of TILF and ASF-EE
(iiit) TFAPI :1 ; $72,000| funds have been allocated to
(iv) Science and Technology $263,500| future years, as per BMC's
(v) Energy Efiiciency $704,000{ financial realignment exercise
(M) ANSSR $619,500| +Session 2 will likely have similar
{vii} Supply Chain Connectivity $575,000} omounts, plus unspent monies

[FoGoATIEAS o

2/19/2014



APPROVAL PROCESS: e

. How are projects approved? Astapaaitc

Economic Sonperation

Forum discusses, then endq_rses and prioritises Concept Note/s

4

Committees use the 2013 Funding Criteria
to rank and prioritise CNs overall, for each fund

- CNs approved for funding starting with highest priority, until
' available funds are depleted

U

 CNs expanded into full proposals and assessed by PMU

Ry

p Is. ided to. BMC

CONCEPT NOTES L

_ j APEC
Key advice e

Estnomic Cooporation

_ _Fol[dw all guidelines:
.+ Meet submission deadlines
. 3-page maximum _
« At least 2 co-sponsoring economies (6 for HRD)
¢+ ‘Link projecf to 2014 APEC Funding Criteria
* Ensure p'rbject end date is by Dec of following year
* Use most current form, found on website
* Follow all guidelines in Guidebook

_ Make sure your economy participates in the ranking and
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PROJECT IMPLEMENTATION

Key guidelines e
_* Projects completed within two financial years
« Projects must be implemented in line with the
- Guidebook on APEC Projects

'« Monitoring reports {mandatory) submitted at 6

month intervals within a calendar year:

— 1 February |

— 1 August
o > next due August 1, 2014 (just received February reports)
"« Completion report (mandatory) submitted within 2
months of projéct completion o

PROJECT RESOURCES

Project quality workshops a,a;::

Ecpnamic Cooperalion

The Secretariat is providing info sessions on applying
~ for APEC funds and improving project quality:
+Sessions are one hour, with a second optional hour
*No prior sign-up is required
*Participants need only attend one session
" «Ask your Program Director for a flyer
Timing:
*Thu, Feb 20: 9:00-10:00 or 13:00-14:00
*Fri, Feb 21: 13:00-14:00 or 13:00-14:00
=Sat, Feb 22: 9:00-10:00

Location:
Jiangbei Room, Level 3, Shangri-La Hotel




PROJECT RESOURCES Feey
Forms & resoturces on website

Asta-Pacific
Economic Cooperiticn

ADBUE Oy

ren o [ ERES 5

A A A
Projects
. o Overees
Projec Guidebook ‘-4 sppiying it Funas
» Culdebost on APEC Proegedls, /Pt Edien) N (O, IEEL TR a2 )
Foirns toF Applkantc Funging Bowees

© F&{Ms 30 RESDUIiCHs
» Concepl jiry Template (appresad, EMCS 2012)
» Frogc: Propess! Tomplate (approved. BUG2 20125 i~ Propcta Datyoane
» APED Selbfrndes Proivd FIopsal Soaheo (approved, SUS22072; -
¥ O4F - Qualny AssesEment Framrwe s (2013 - Conacing, THndrt an REFL

@usources dor spalicants

w Crévoloping APEC CoACEpINCtER

ook M atnriss s, Dne zighitng APELC SIeinae Feaatente Lot P .
s 11 APEGFuznagd Projseis i 2054 aqliesty 1o PREOLAETENAF S

o« Fundies Graere

» Dusiks Criterin for 43302010 4PET Protasin tanasomer: st
» Duits on Gundar Grilella Budgetand Miena sormert Commyg
o AETHiNG Il SFES Funds Creriew AFEEC Projecs Danunae

Forms for Projecis i

» Uonilenng Repon Temeloe cacproved, BRC2 20123
» MUy Ea7 Pl o A August Konitona g Resor Temslelt
& Comgieien RAPSN TORIW (ACproved, BLIC2 2012}
» E3mple Fam-apant Exahiaton FOrm

a Sumple Tracer Evaiuation Farm

» PriDsem Ing ATENgANCe CATRLRIAN (YO AOIVEan
+ ParDivmanc Far

5% Contracting Formis & Resources

v Preer QuAly T ) KAHAN - PTUNSRIATON, Y3GURCYS, WRamales 2093 Lpmpd GubMore, =

PROJECT RESOURCES | apEC

. Further assistance sopamite

‘Further assistance on projects can be found:

"« Through the APEC Secretariat: your Program Director

T or the PMU http://www.apec.org/ContactUs.aspx?t=Secretariat
~+ PMU Program Director, Nadira Mailewa: npm@apec.ofg
Project Development Specialist, Adam Hunt: ah@apec.org

-+ Inthe Guidebook on APEC Projects and Proposal
Development Materials: -
http://www.apec.org/Projects Forms-and-Resources.aspx
~«_On the AIMP Project Database site:
httg:[[mem.ber.aimg.agec.org,{gdb sites/default.aspx
- Through your BMC or fora.delegate..

Ecenontis Coaperalion
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APEC Secretariat Report on Key Developments — February 2014

1. APEC 2014 PRIORITIES

In 2014, APEC's theme is "Shaping the Future through Asia-Pacific Partnership.” The pricrity areas
inciude:

« Advancing regional economic integration;
Promoting innovative development, economic reform and growth; and
Strengthening comprehensive connectivity and infrastructure development.

2. KEY OUTCOMES OF SENIOR OFFICIALS AND COMMITTEE MEETINGS
Second Senior Officials’ Meeting

The APEC Economic Leaders Meeting, Ministerial Meeting, the APEC CEO Summit, and the
Concluding Senior Officials’ Meeting were held in Bali Indonesia from 1 to 8 October 2013:

The APEC Economic Leaders’ Meeting issued the Bali Declaration on 8 October 2013.

The 2013 APEC Ministerial Meeting was held in Bali, Indonesia on 4 and § October 2013. The
meeting considered progress on attaining the Bogor Goals, action required to promote connectivity
and encouraging sustainable growth with equity. A icint statement was issued summarising work
undertaken during the yéar.

Committee on Trade and Investment (CTI)

In 2013, the APEC Committee on Trade and Investment (CTI} adopted a work program organized
around five priority areas that contribute to APEC 2013 Priorities under the theme of "Resilient Asia-
Pacific, Engine of Global Growth.” The five areas were:

s  Support for the multilateral trading system

» Attaining the Bogor goals, trade and investment liberalization, and regional economic
integration

»  Promoting connecivity

e Expanding regulatory cooperation and advancing regulatory coherence

* Contributions to APEC growth strategy and cross-cutting mandates.

An overview of the CTI's work and achievements as well as that of its 11 sub-fora and industry
dialogues in 2013 can be found in the 2013 CT1 Annual Report to Ministers.

The CTI will next meet in Ningbo, China from 24-25 February 2014 to discuss and agree on the
Committee's priorities and work program for 2014. 1t will continue to advance the CTl-related action
as directed by Ministers and Leaders in Bali; as well as those actions outlined in its 2013 Annual
Report to Ministers. Some of the planned activities or mandated tasks for the year will include:

« Intensify implementation of the Supply Chain Connectivity Framework and Action Plan
{SCFAP) and advance the systematic approach to improve supply chain performance.

+ Intensify work to assist economies in the implementation of the APEC List of 54
Environmental Goods {adopted in 2012} commitments.

» Undertake further activities will be organised as part of the Action Plan Framework for
Regional Economic Integration (REI) Capacity Building Needs Initiative adopied in 2012,

e Hold the 2014 APEC Regulatory Advancement Mechanism (ARCAM) Dialogue on Electric
Vehicles.

e Undertake a review of the efficiency and effectiveness of existing CTl sub-fora under the
process agreed in 2013 fo streamline CTI sub-fora and reduce the frequency of CTI sub-fora
meetings.



Economic Committee (EC)

The second EC meeting in June 2013 included two policy discussions on “Regulatory Reform in
Green Investment” and "State of the Regional Economy: Navigating towards Sustainable Growth in a
Changing Landscape.” The EC discussed the APEC New Strategy on Structural Reform (ANSSR},
including the ANSSR mid-term progress being conducted in 2013 and various on-going capacity
building activities to assist member economies with implementation of their ANSSR plans. The EC
also discussed the progress on the Ease of Doing Business (EODB) Action Plan and the updates on
Good Regulatory Practices (GRP). The EC considered the work plans of the Competition Policy and
Law Group (CPLG) and its five FotCs including: competition policy, regulatory reform, corporate law
and governance, public sector governance and ease of doing business.

The EC published the 2013 APEC Economic Policy Report (AEPR) on Promoting Fiscal Transparency
and Public Accountability and the 2013 ANSSR Mid-Term Progress Report in October 2013.

The next EC meeting will be held in Ningbo, China on the margins of SOM1.
SOM Steering Committee on ECOTECH (SCE}

At the third and final SCE meeting of 2013 on 3 July, the SCE endorsed the report of the survey of
fora and economies conducted during the year and accepted ten recommendations arising from the
report. The recommendations included changing the way the SCE-COW (Committee of the Whole)
meets to allow for more discussion and coordination of cross-cutting issues, formally providing
opportunities for fora chairs and lead shepherds to meet to encourage collaboration, deveioping
capacity building guidelines and encouraging fora to work with the Policy Support Unit. SCE also
noted fora progress on completing strategic plans and conciuded independent assessments of
EGILAT, EWG, TPTWG and CTTF. SCE recommended to the SOM that the CTTF be upgraded to a
working group, which the SOM subsequently agreed ic leading to the Counter-Terrorism Working
Group (CTWG) being formed.

The nexi SCE meeting will be held in the margins of SOM1 in Ningbo, China on 26 February 2014. i
will be preceded by the SCE-COW meeting on 25 February.

Budget and Management Committee (BMC)

In 2013, the Secretariat received a total of US$5 miflion in voluntary contributions for APEC projects
from three Member Economies, including US$901,782 to the Trade and Investment Liberalization and
Facilitation Special Account (TILF) and JPY241,446,000 (equivalent to US$2,519,524) o the APEC
Support Fund (ASF) Energy Efficiency and Low-Carbon Measures Sub-fund from Japan; A$1,500,000
(equivalent to US$1,580,550) to the ASF (General Fund) from Australia; and NZ$75,000 (equivalent
to US$59,006) to TILF from New Zealand.

During the same period, the Secretariat received fixed ‘members’ contributions for 2013 totaling
$$5,710,113 and US$1,117,324 to the Administrative Account and Operational Account respectively1.

The BMC embarked on a financial realignment exercise in 2013, which is a substantial work program
to promote transparency in APEC financial management, strengthen the governance of the APEC
Secretariat, support the stability of the APEC financial system, and promote predictability and
sustainability of APEC project funding. As part of the exercise, SOM approved the BMC's
recommendations that starting from 2014, APEC will set an aspirational target for the funding level in
TILF and ASF with a planning horizon of three years. At the same time, there will be a cap on the
value of projects approved per session or per year. The modus operandi for coordinating voluntary
contributions will be submitted to SOM for approval after endorsement by BMC in 2014.

APEC Business Advisory Council (ABAC)

ABAC achieved two important milestones in 2013: First, the completion of a detailed roadmap

| The Secretariat also received a contribution of US$150,000 from a Member Economy and is separately
liaising with the Member Economy on the year(s) that the contribution should be designated for.



towards regional food security, drawn by the newly-created APEC Policy Partnership for Food
Security (PPFS) with ABAC participation. One of the PPFS action plans is to reduce food losses and
increase food safety by promoting the effective use of cold chain technology and by urging economies
to adopt international food safety standards.

The other achievement is the ministerial endorsement of the Asia Pacific Financial Forum (APFF), a
regional platform for multi-stakeholder coliaboration to help accelerate the development of integrated
financial markets. '

In its 2013 Letter and Report to Leaders, ABAC called on APEC to have a more ambitious agenda on
trade, investment and services liberalization targets. It stressed its belief that the ultimate expression
of regional connectivity is still the achievement of a Free Trade Area of the Asia-Pacific (FTAAP). To
facilitate smoother trading of goods, the Council provided key recommendations to improve regulatory
coherence, which should start with domestic regulatory reforms, and urges APEC to adopt global
product data standards to address supply chain connectivity and complexity challenges noted in the
region.

ABAC also highlighted the need for major infrastructure investment across APEC to secure economic
growth and regional integration. In particular, the business community is concemed about the slow
implementation of big-ticket public-private partnership (PPP) projects while noting a McKinsey Global
institute report estimating global infrastructure investment requirement of US$57 ftrillion to sustain
economic growth. For its part, ABAC has developed an infrastructure investment checklist designed to
help governments determine the extent to which their economies facilitate infrastructure investment.
In addition, ABAC coniinued to host confidential dialogues with individual APEC economies under the
Asia-Pacific Infrastructure Partnership. These offered advice to governments on how to create
conducive environments for successful PPPs.

ABAC will have 4 meetings in 2014:

First ABAC Meeting, 11 - 14 February 2014, Auckland, New Zealand
Second ABAC Meeting, 4 - 7 May 2014, Santiago, Chile

Third ABAC Meeting, 7 - 10 July 2014,-(TBC), United States

Fourth ABAC Meeting, 5 -8 October 2014, Beijing, China

More information on ABAC can be found af: http./iwww.apec.org/Groups/Other-Groups/APEC-
Business-Advisory-Council.aspx.

3. DEVELOPMENTS WITHIN THE SECRETARIAT AND POLICY SUPPORT UNIT
Key Staff Movements and Appointments

Program Directors to have left the Secretariat since the last update in June 2013 include, Mr Diego
Belevan of Peru; Ms Yumiko Honda of Japan, Ms Shea Wing Man of Hong Kong, China and Ms Yoo
Myung-hee of Korea. New Program Directors to commence at the Secretariat include Mr Alex
Rogers of New Zealand; Mr Alvaro Castro of Mexico; Ms Grace Cruz-Fabella of The Philippines; Ms
Kristin O’Grady of the USA; Ms Sakura Ozaki of Japan and Ms Ha Thai Quynh Phuong of Viet Nam.

Staff that have commenced work with the Secretariat in the last six months include, Mr Michael
Andrew Mesina, Ms Lilibeth Coquilla Ellica and Mr Wong Chi Chung. Ms Anna Lim, Executive
Assistant, resigned in Sep and was replaced by Ms Oh Soh Wan in Nov 2013. Ms Jacqueline Tan,
Publishing & Corporate Affairs Manager resigned in November 2013 and was replaced by Ms Tizi
Melissa Othman in Jan 2014,

Recent staff movements in the Policy Support Unit include the departure of Analyst Ms Tammy
Hredzak (November 2013); the engagement of Senior Analyst Dr Gloria Pasadilla (July 2013),
Researcher Mr Andre Wirjo (December 2013) and Analyst Mr Emmanuel A. San Andres (January
2014); and the promotion of Ms Bernadine Zhang to Analyst (January 2014).



Project Management Unit (PMU)

Three project sessions were completed in 2013 and a total of 109 projects at a value of $13.2 million
were approved for implementation. At BMC2, 2013 members agreed to pilot the approach to conduct
two project sessions instead of three in 2014. The first session for 2014 will commence at the end of
February 2014. . '

The pilot phase of multi-year projects which commenced in 2011 was concluded in mid-2013. A total
of 12 multi-year projects were funded under the pilot. Members agreed that a mid-term review of the
pilot phase be commissioned by the Secretariat in 2014. The Terms of Reference for the review will
be submitted for consideration at BMC1.

A consultancy commissioned by the Secretariat (and funded by APEC TATF) on developing a
framework and methodology for undertaking evaluations and impact assessments of APEC projects
was completed in mid-2013. The findings of the evaluation were presented at the BMC2 meeting in
Medan. Work on implementing the recommendations from the consultancy is underway. In
accordance with the directions set out in the (implementation} Action Plan submitted to members at
BMC2, the Secretariat has made amendments to existing templates to capture information on
participants and capacity building impacts more effectively. A system to collate participant information
for future evaluations is being developed. An indicative pipeline for potential APEC project
evaluations planned for 2014-2015 will be presented at the upcoming BMC meeting with a view to
seeking members’ approval. This will subsequently be circulated to other Committees/SFOM, sub-fora
and working groups for consideration.

The design and upgrade of the APEC Project Database was finalized in 2013 with all project records
since 2006 (concept notes, proposals and monitoring reports) uploaded on to the system in October
2013. The system is a comprehensive repository of all project records and is accessible to all
members.

Policy Support Unit (PSU)

Af the last PSU Board meeting on 30 September 2013 in Bali, the Board approved the extension of
current PSU Director for a further two years, i.e., from 21 February 2014 to 20 February 2016. The
Board will next convene on 26 February 2014 in Ningbo under China’s chairmanship.

In October last year, the PSU released a new publication titled “APEC in Charts” which was well
received by APEC Ministers and Senior Officials. The PSU aims to publish this annually. StatsAPEC
has also been optimized for use on mobile devices since last year.

The PSU's first output for 2014 covers the topic on services:
e APEC, Services, and Supply Chains: Taking Stock of Services-Related Activities in APEC
(Policy Brief No. 9, 29 January 2014}

In the months ahead, the following deliverables can be expected:

For CTI
« Bogor Goals Progress Report — IAP Peer Review Process 2014
e Perceptions in the Use of NTMs in the APEC Region
« Comprehensive Analysis on Enhanced Resiliency of Cross-Border Value Chains (Phases 1 to

4)
o \Voluntary Standards and Regulatory Approaches in Advertising in APEC Economies (lssues
Paper)
ForEC

» APEC Economic Trends Analysis (biannual)
» Ease of Doing Business — Interim Assessment 2009-2013
e Regulatory Reform - Case Studies on Promoting innovation

For MRT and AMM
» Key Trends and Developments Relating to Trade and Investment Measures and Their Impact




on the APEC Regicn 2014 (biannual)

For SFOM
s Asia Region Funds Passport: A Study of Potential Economic Benefits and Costs
For SMEWG
* Integrating SMEs into Global Value Chains - Policy Principles and Best Practices (lssues
- Paper) :
Others

» Biannual updates to StatsAPEC
+ Research Outcomes: Summary of Research Projects 2013

For the most up-to-date monthly work program and soft copies of the PSU's reports and publications,
please visit: www.apec.org/About-Us/Policy-Support-UnityPSU-Products-Publications).

Communications and Public Affairs

The Communications and Public Affairs Unit (CPAU) continues to carry out its operational plan.
Between September 2013 and January 2014, the APEC Secretariat engaged Burson-Marsteller, a
communications consulting firm, to provide an independent assessment of APEC’s tools; identify
specific communications challenges and strategic opportunities facing incoming host economies; and
make recommendations for the APEC Secretariat’s strategic communications and public affairs plan
for 2014 — 2016.

Between 15 June 2013 and 1 February 2014, Dr Alan Bollard conducted outreach. Remarks were
delivered to: '
» Singapore Management University (SMU) Lecture Series, Singapore
APEC Youth Summit, APEC Leaders Week Bali. Indonesia.
Bali Business Forum, Indonesia
Institute for South East Asian Studies, Singapore .
S. Rajaratnam School of International Studies (RSIS), Nanyang Technological University,
Singapore '
« Asian Financial Forum, Hong Kong, China

Op-eds written by Dr Bollard were published in the following publications:
¢ “Greater cross-border trade key to APEC Growth,” Asahi Shimbun
“Building Bridges,” El Comercio, Peru
“Economic Integration in the Pacific Basin,” La Tercera, Chile
"APEC's Trade Agenda,” The Wall Street Journal, United States
“Obama trades places, but APEC agenda intact,” Jakarta Post
"China as a model for reform and market integration,” Peopie’s Daily, China

Media interviews and background discussions were conducted with over 20 organisations including
AFP, Al Jazeera, Bloomberg, CNBC, China Central Television, El Comercio, CNN, The Economist,
The International New York Times, Kompass and Reuters.

The APEC Bulletin was published in September 2013 and featured articles on:
« The Cross Border Privacy Rules System: Promoting consumer privacy and economic growth
across the APEC region : .
Mapping out a renewable energy future
Connecting indigenous micro-enterprises to global markets
Interview: Boosting business recavery before disasters strike
Transforming Digital Divides into Digital Opportunities
Streamlining Regulations Boosts Wine Trade

Since December, the APEC Bulletin has been issued on a monthly basis.

CPAU Support for members:



» Updated the APEC Communications Toolkit in June 201 3

e Updated the APEC Websites Guidelines in September 2013 with general guidelines for the
Host Economy Website

e Published Outcomes and Outlook 2013/2014 and APEC at a Glance.

e Launched the Apple (iPhone) version of the APEC Glossary App to help iPhone users look up
APEC acronyms

e Announced winners of the annual APEC Photo Contest at CSOM in early October

» Participated in three TATF-funded workshops to build capacity for incoming hosts in Papua
New Guinea, Peru and The Philippines.

APEC Technical Assistance and Training Facility

The APEC Technical Assistance and Training Facility (APEC TATF) works closely with the APEC
Secretariat to implement a range of activities designed to strengthen the APEC Secretariat as a
customer-driven institution. APEC TATF ended on December 31, 2013, and its successor project, US-
APEC Technical Assistance to Advance Regional Integration (US-ATAARI} will support the APEC
Secretariat. From June 2013, APEC TATF's accomplishments include:

« Working closely with the IT Unit and the selected vendor, developed the IntrAPEC, which was
completed in December 2013. The APEC Secretariat operating units are populating the portal
with information. US-ATAARI wili provide training to users on how to maximize use of
IntrAPEC. It is anticipated to be officially launched in March 2014.

» Working with the Finance Unit, engaged an expert to review and make recommendations on
aspects of APEC financial processes, broadly in line with the industry's best practices and
Singapore Financial Reporting Standards. US-ATAARI will support work

« Organized an APEC Secretariat-wide offsite staff refreat in August 2013, which focused on the
development of the APEC Secretariat's 2014-2016 strategic plan.

e Worked with the APEC PMU and the BMC small working group to examine APEC’s
monitoring and evaluation framework. Phase 2 tested the methodology developed in Phase 1.
Results and recommendations were presented at SOM 3 in Medan. US-ATAARI will work
with the PMU fo implement longer term recommendations in 2014.

» Continued to work with SCE sub-fora, and in particular, the PPWE, in their efforts to develop
medium-term strategic plans to ensure that their goals and future work are in line with APEC's
overall objectives.

« Provided training to APEC Secretariat staff on elements of conducting effective performance
management reviews.
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FINAL DRAFT

Proposed Work Plan for 2014
APEC Counter-Terrorism Working Group (CTWG)

1. Proposed W ork Plan for 2014 in Response to Leaders/Ministers/SOM/SCE Priorities and
Decisions, and to ABAC recommendations:

As outlined in the APEC Growth Strategy endorsed by the Leaders in 2010 and in the 2011 APEC
Counter-Terrorism and Secure Trade Strategy, APEC member economies recognize that creating a
secure environment for economic activity is a vital part of ensuring regional growth and prosperity.
Since 2001, APEC. has played a valuable and constructive role in helping to protect the economic
systems of the Asia-Pacific region from disruption as an important component for a safer business
environment and a pretext to meet the Bogor goals of free and open trade and investment in the Asia
Pacific. This include risk-based efforis to mitigate risks and enhance the resilience of transportation,
the supply chain, infrastructure, and the financial systems, while ensuring the flow of legitimate trade
and travel.

The 2013 APEC Joint Ministerial Statement recognized the continuing threat of terrorism in the Asia-
Pacific region and the importance of mitigating this threat as we seek to achieve APEC's vision and
objectives. It also recalled the Leader's commitment in 2011 to make regional commerce and travel
more secure, resilient as well as to APEC’s Consclidated Counter-Terrorism and Secure Trade
Strategy, which takes a comprehensive integrated approach to ensuring the resilience of regional
commerce by enhancing the ability of member economies to protect their economic systems, recover
rapidly from disruptions, and maintain the flow of legitimate frade and travel. The Minisiers also
encouraged economies to continue implementing the Strategy, including through capacity building
initiatives that support secure regional supply chains, travel, finance and infrastructure. They also
noted the importance of continued and close cooperation with the private sector and relevant
multilateral organizations in implementing the Strategy.

Cognizant that the threat of terrorism, frequency and intensity of disruption will continue to exist in the
decade ahead, the SOM ECOTEC (SCE) endorsed the upgrade of the CTTF to a permanent Working
Group. The Counter-Terrorism Working Group's mission is to:

« Build capacity in the region to mitigate, prepare for and respond appropriately to the threat
posed by terrorism, including by building business resilience and fostering private-public
partnership to protect business, trade and economic growth from disruption; and

+ Improve coordination and enhance intra-APEC cooperation and integration of best practices
on counter-terrorism preparedness and response efforts in APEC, as well as develop
dialogue with other international organizations and relevant multilateral fora on counter-
terrorism issues.

APEC's Consolidated Counter-Terrorism and Secure Trade Strategy identified three fundamental
pillars namely security, efficiency, and resilience that will underpin CTWG's efforis.

The CTWG proposed activities in 2014

The CTWG is committed to work in line with the CTWG mission and APEC's 2014 théme of 'Shaping
the Future Through Asia Pacific Partnership’ through the following steps:

« Continue implementation of the CTWG Strategic Plan 2013-2017 and the recommendations
of the Independent Assessor’s report; _

« Continue implementation of the APEC Counter-Terrorism and Secure Trade Strategy as
recognized in the 2013 Ministerial Joint Statements; .

» Strengthen the CTWG operationally as an effective facilitator of counter-terrorism and secure
{rade and travel cooperation within APEC;

» Conduct and advance activities related to capacity building in counter-terrorism and secure
trade and travel in close cooperation and coordination with relevant lead APEC sub-fora.
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2. Anticipated Activities andfor Proposed Work Plan with relevant organizations in
response to Ministers’ call for greater engagement with other Organizations/Stakeholders,
including IF¥'s and other international Organizations:

The CTWG will seek to enhance dialogue and engagement with relevant multilateral organizations fo
exchange and utilize lessons learned from efforts conducted elsewhere that could be applicable to the
Asia-Pacific region, to discuss current and emerging challenges and f{o avoid unnecessary
duplication.

3. The Business Sector:

Cooperation with the private sector also helps to connect APEC’s security-related efforts to APEC's
core mission of promoting economic growth and prosperity in the Asia-Pacific region. The CTWG will
reach out to the APEC Business Advisory Council (ABAC) and the broader regional business
community to explore opportunities for collaborating on issues and activities of mutual interest,
including holding the LX Conference on Secure Trade in the APEC Region (STAR IX Conference).

4, Cross cutting issues and how they will be coordinated across fora.

As set forth in CTWG Strategic plan and the APEC Counter-Terrorism and Secure Trade Strategy,
the CTWG will consult and cosperate among relevant APEC sub-fora on issues related to counter-
terrorism and secure trade, and work to improve effectiveness in this regard. This could include
holding regular briefings by the chairs of the CTWG and other relevant APEC sub-fora at each other’s
meetings; convening joint meetings and/or scheduling of joint discussions during CTWG meetings;
collaborative planning and coordination of capacity building initiatives; and regular exchanges of sub-
‘fora reports on meeting outcomes and key initiatives.

Consultation, collaboration and coordination between the CTWG and other relevant lead APEC sub-
fora will be done in four cross-cutting activity areas of the APEC Counter-Terrorism and Secure
Trade Strategy:

r ly Chain

e The CTWG will work with the APEC Committee on Trade and investment Subcommitiee on -
Customns Procedures (CTIUSCCP), Transportation Working Group (TPTWG) and other
relevant sub-fora to identify and close vuinerabilities in the regional supply chains and fo
enhance supply chain resilience; in particular to restore trade after major disaster and
disruptions.

«  The CTWG will consult with and support the CTI/SCCP in its efforts to strengthen supply
chain security as well as continue to engage on initiatives such as the APEC Trade Recovery
Program and Authorized Economic Operator {AEQ) Programs and also consult on other
opportunities for cooperafion o enhance supply chain security, including inviting the
CTI/SCCP Chair to participate in a joint dialogue on supply chain security;

« The CTWG will work closely with the TPTWG and in particular, the Maritime Security Experts
Group (MEG-SEC) to advance the APEC Trade Recovery Program and to identify remaining
security gaps in the reglonal supply chain.

e The CTWG wili continue to work to Increase regional awareness of food defense, taking
particular aim at threats caused by terrorism, small scale sabotage and food fraud, Interest
generated from past efforts will promote new networking and outreach, specifically in regard
to vulnerability assessments, mitigation strategies, and food defense plans. The CTWG wili
continue to engage food sector stakeholders through electronic collaboration and the sharing
of updated guidance materials.

Secure Travel

e The CTWG will work with TPTWG, the APEC Committee on Trade and Investment Business
Mobility Group (CTU/BMG), and CTI/SCCP fo implement the APEC Consolidated Counter

2



FINAL DRAFT

Terrorism and Secure Trade Strategy and support deeper cooperation and capacity building
across the Strategy's priority areas of secure frade and travel;

» The CTWG will continue to work with the SCE, CTI/BMG, CTt SCCP, TPT/WG, Tourism
Warking Group (TWG) on implementing the APEC Trave! Facilitation Initiative to make travel
in the region faster, easier and more secure; "

» The CTWG will work with the BMG, as the lead expert group on business mobility, to explore
potential opportunities for cooperation to improve the secure flow of travelers throughout the
region, including supporting, as needed, the BMG's efforts to develop a Border Capabilities
Model, Efiorts should comptement existing work being done in other international fora such
as the International Civil Aviation Organization (ICAQ) and the International Organization for
Standardization (ISO);

¢  The CTWG will work with the TWG, as the lead sub-fora on tourism, to explore potential
opportunities to improve protections for tourists as well as to share experiences and best
practices in securing tourist destinations and tourist produets;

* The CTWG will work with the following TPTWG sub-groups:

- The CTWG will work with the Maritime Security Experts Group (MEG-SEC) as the
lead maritime security expert group within APEC, and support the Group in its
ongoing efforts to enhance port and maritime security.

- The CTWG will continue to collaborate with the Aviation Security Experis Group
{AEG-SEC), as the lead aviation security expert group within APEC, and support the
Expert Group in its efforts to enhance aviation and transportation security. ’

Secure Finance

e The CTWG will lead APEC efforts fo prevent and combat terrorist financing and money
laundering. These efforts will include implementing a capacity building worksheop on counter-
terrorism financing with the participation of the non-profit organization sector as well as
identifying vulnerabilities and priorities for future capacity building initiatives;

« The CTWG will seek to engage other APEC sub-fora as well as relevant non-APEC entities to
ensure that secure finance efforts are fully and effectively coordinated and comply with the
Financial Action Task Force Recommendations.

Secure Infrastructure:

« The CTWG will collaborate with relevant lead APEC sub-fora to explore prospects for further
cooperation-on enhancing the security and resilience of infrastructure acrossn the region.

s« The CTWG will consider the Key Observations and Recommended Future Activities from the
June 2013 APEC Policy Dialogue on Critical Infrastructure Protection, to develop capacity
building proposals in the area of secure and resilient infrastructure.

« The CTWG will work to support the TEL/SPSG in its efforts to increase awareness and to
enhance cyber security as well as to review the APEC Cyber Security Strategy and the APEC
TEL Strategy to ensure a Trusted, Secure and Sustainable Online Environment (TSSOE) as a
basis for planning future APEC efiorts in this area. The CTWG will consult with the
TEL/SPSG on the outcomes of the reviews and as appropriate, explore potential opportunities
for cooperation.

s  The CTWG will continue to work on major event security capacity building activities.
5. Prbgress on Developing/Implementing the Fora Strategic Plan

The CTWG recognizes that elements of APEC's works on counter-terrorism and secure trade and
travel are spread out across a humber of APEC sub-fora.

3
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The CTWE reaffirms its commitments to implement the APEC consolidated Counter Terrorism and
Secure Trade Strategy and support deeper cooperation and capacity building across the Strategy's
priority areas of secure supply chains, travel, finance, and infrastructure to make regional commerce
more secure, efficient and resilient.

The CTWG will ensure robust efforts in cross cutting activities areas, continue to improve CTAP and
summary report process to maximize its relevance to the CTWG’s work and maintain coordination
role in APEC secure trade issues across APEC sub-fora and engagement with relevant international
organizations.

As called for by APEC Leaders in 2010 Growth Strategy, over the past two years, the APEC Counter-
Terrorism Working Group, the Transportation Working Group (TPTWG), The Sub Commiitee an
Custom Procedures (SCCP), the Business Mobility Group (BMG), the Telecommunications and
Information Working Group (TEL) and The Tourism Working Group (TWG) have enhanced APEC’s
collaboration on a comprehensive and integrated approach to address counter-terrorism and secure
trade matters.

The CTWG, in collaboration with other APEC sub-fora, will continue to develop a systematic approach
to address existing chokepoints in the supply chain through targeted capacity building and concrete
steps towards making the supply chain more reliable, resilient, safe, efficient, and transparent.

In 2014, the CTWG will continue the practice of inviting representatives from other multilateral
organizations to its mestings.

In fostering closer cooperation with the business community, the CTWG will invite representatives
from ABAC and the private sector to CTWG meetings to discuss opportunities for cooperation,
hosting dialogues between the private sector and relevant APEC sub-fora as part of CTWG meetings,
or, where appropriate, Inviting private sector participants to take part in CTWG capacity building
initiatives.

CTWG will also ook to develop, where relevant, multi-year projects to help sustain the longer-term
benefits and impact of activities contributing to counter-terrorism.
6. Expected CTWG Outcomes/Deliverables for 2014

CTWG's activities for 2014 include:

. identifying developing and delivering better targeted activities in order to meet specific
counter-terrorism capacity building needs;
. maximizing participation of APEC member economies in the annual submission of Counter

Terrorism Aciion Plans to better understand where needs and opportunities exist for capacity-
huilding aectivities;

. enhancing the effectiveness of CTWG capacity puilding projects by placing greater focus on
monitoring and evaluating these projects;

. considering and implementing, where appropriate, the recommendations set forth in the
Independent Assessor's repotts;

. Reporting to APEC Senior Officials and Ministers the progress CTWG has made on

implementing the APEC Counter-Terrorism and Secure Trade Strategy;

CTWG Endorsed Projects for 2014

. Thematic debate on Container Transpartation Security
. The IX STAR Conference
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2013 CTAP Summary Report Draft. Updated: Feb. 10, 2014

2013 Counter-Terrorism Action Plans Summary Report Draft

Capacity Building Needs of APEC Economies
Introduction

In 2007, the Counter-Terrorism Task Force (since 2013 upgraded to ‘Counter-Terrorism
Working Group’) tasked the APEC Secretariat to summarize the main counter terrorism
capacity building needs expressed by economies in their individual Counter-Terrorism Action
Plans (CTAPs). The CTTF agreed that the consolidated document will be submitted for
consideration annually and that the information in the report could be used by economies to
assist in identifying suitable projects at the beginning of each APEC year. In July 2007 the
APEC Secretariat presented the first summary report to CTTF members, and summary
reports has been submitted annually since then. Occasionally the summary report template
has been adjusted to reflect better the results in terms of capacity gaps and opportunities.

The summary report also constitutes one important deliverable of the CTWG as it contributes
to the Secure Growth Strategy and to enhance Human Security. Independent Assessment
Report of 2011 recommended that the summary report may be shared with other relevant
international fora in order to increase cooperation in this area.

2013 Summary Report process

Member economies were requested to send their CTAP updates by 1% Qctober 2013. The
Secretariat received Nine individual CTAP updates by January 20, 2014. Last year members
agreed to use individual ad-hoc tables highlighting options from five specific categories on
capacity gaps and opportunities to better identify what kind of capacity activities are needed
and which ones are offered. The five specific capacity building categories which were adopted
by members in previous years are:

Educational opportunities for knowledge exchange such as seminars, workshops and
conferences
- Systems and mechanisms for information-sharing

- Technical training and assistance
- Equipment, hardware, and technology transfer
- Research and scholarly work

The first part of the 2013 report summarizes capacity building needs. The second part display
21 charts showing capacity gaps and opportunities in specific sections A, B and C. The third
part identifies priorities and top ranked preferences on capacity building activities. In the last
part the Secretariat shares some conclusions and recommendations on the reporting process.

sn@apec.org
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COUNTER-TERRORISM CAPACITY BUILDING NEEPS

s
I
3

R ‘ S ; 54
A. ENHANCING SECURE TRADE | Total
: IR 13
Al Protect Cargo Subtotal
1, Access to the most recent information, best practices and lessons learned, training, and assistance to Economies 1
improve custom officers operational skills on Warld Customs Organization {(WCO) Customs Data Model &
2. Seminar for sharing data, experiences and clear puidelines on relevant standards regarding Authorized 2
Economic Operator {AEO) schemes such as the setting of security standards and best practices to be followed by Economics
an AEO, the design of validation processes or acereditation procedures and the business sectors to be targeted
for the introduction of an AEQ scheme
3, Expertise in capacity building of risk assessment rules far electronic environment and training for . 3
. f " Economies
Information Technology (IT} and risk management officers
0
4. Exchange of security standards and screening techniques of high-risk containers Economies
5. Training, seminar, exchange of information and experiences for custom officers on the APEC Framework for Economies 2
the Security and Facllitation of Global Trade and its implementation
3
6. Pilot projects in cargo security information sharing with other economies Economies
1
7. Training of Supply Chain Security Specialists and development of instruction materials Economies
0
8. Learning experiences from Trade Recovery Programme Pilot Projects Economies
9. Training and technelogical introduction regarding control and inspection of narcotics’ initial substance and . 0
- . - Econamies
high-risk materials
10. Seminars/exchange of experiences and information to imprave skills in information collection and analysis \ 2
. o L Economies
to effectively target high-risk cargos and exchanging intelligence about drugs and hazardous cargos :
1
11. Sharing best practices of public-private partnership Economies
3
12. Public-Private Seminar on Carge Security Econamies
A.2 Protect Ships Engaged In International Voyages .. Subiotal i

sn@apec.org




2013 CTAP Summary Report Draft. Updated: Feb. 10, 2014

1. Seminars, training on new equipment and pregrams for counter-piracy and maritime security Economies
2. Annual seminar/courses on ship and port security to exchange experience and to enhance cooperation
among authorities, auditers and technical personnel on ports, passenger, ships and operation security, Eccnomies
equipment, and dangerpus goods in the region
3. Technical assistance on new technologies to implement International Ship and Port Facilities Security Code Economies
{ISPS Code) requirements, including inter-agency and international ISPS Code exercises.
A.3 Protect International Aviation Subtotal
1. Training for International Civil Aviation Organization {ICAQ) auditars to further improve aviation security Eco e
quality controls and communication conomt
2. Training and technical assistance in Man-Portable Air-Defense Systems {MANPADS) program and MANPADS Economies
Vulnerability Assessment (MVA] guidelines ©
3. Information, best practices and intelligence sharing on aviation security aspects as well as training about Ecanomies
crisis management, hostages and negotiations to improve airline passenger and crew safety
4, Training assistance and tasting devices for checked in baggage X-ray as well as cargo screening and cargo Economies
agents to enhance &ir cargo and postal services security
A.4  Protect People in Transit Subtotal
1. Advance technalogy systems and equipment/ exchange of experiences/training courses and technical
support to improve the understanding and skills on Advance Passenger Information (API) System and Operations Ecanomies
and to ensure that all economies equally benefit from the usage of the Advance Passenger Infarmation (AP1)/
Advance Passenger Processing (APP) system
2. Technical Assistance to increase knowledge and skills about the development and strategies of biometrics
in entry/exit procadures and travel documents and the development of a passenger biometrics technology and Economies
database
3. Technological transfer and other cost - effactive ways to ensure effective usage of biometrics Economies
4. Share experientes on the implementation of providing information on lost, stolen and tampered passports .
. N . o . i Economies
electronically on a veluntary basis ta the International Criminal Pelice Organization (ICPO/Interpol) database
5. Share best practices and lessens learned en implementing Regional Movement Alert System {RMAS) .
. N N . s Eccnomies
towards a better understanding and evaluation for member economies who may be interested to join
Economies

&. Information and exchange experience on tourist traveling in APEC to ensure their safety and security

P

to Security -

AS" Cqmb_'at Threats

-Subfotal .

1. Training/advice for government agencies to build up efficiency in export control system

Economies

sni@apec.org .
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2. Best practice sharing in developing legal instruments for counter-terrarism which complies with £ . 0
international human rights, refugee and humanitarian laws conomies
3. Training and capacity building by regional centers, especially with respect to counter financing of terrorism co R 0
and counter cyber terrorism conomies
0
4.1CAQ and International Maritime Organization {IMO) Standards to protect custom controls Econemies
1
5. Weapens of Mass destruction Economies
1
6. Transpert of nuclear material Economies
' B. HALTING TERRORIST FINANCING Total -
1. Research and assessment on effective supervision and monitoring of Non-Profit Organizations to protect Economies 2
them from having their funds misused by terrorist financiers ono
2. Technical assistance to explore or assess the nature and magnitude of the illegal remittance flows to 2
determine what further improvements are needed to the jegal and regulatory framewory governing remittance Ecenomies
businesses
3. Training in prevention of money laundering for financial employees, financial intelligence unit (FIU), Economies 4
enforcement agencies, judges and prosecutors to enhance law enforcement and regulatory capabilities
4. Training on Anti-Maney Laundering and Combiating the Financing of Terrorism standards and techniques to Economie 3
discover, investigate and suite Money Laundering and Financing of Terrarism cases s
.+ €., PROMOTING CYBER SECURITY - 0  Total: -
2
1. Seminar on protection of cyberspace from terrorist use and attack Economies
1
2. Technical support and training to develop regulations and technical standards on cyber-security Economies
. . e . 1
3. Technical support and training on establishing national Computer Emergency Response Teams (CERTS} Economies
capability in improving project implementation . .
] . L 1
4. Technical cooperative training and support for the deployment of Computer Emergency Response Teams Economies

(CERTS} and Computer Security Incident Response Team {CSIRT} operations

sn@apec.org
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A.1. PROTECT CARGO

Capacity Building Needs

A.1 Protect Cargo: Gaps

ECONOMIES

3

Seminarfworkshop/confereaces 6
& Infoshanng 4
gaTraining/fassistance 8

i Equiptnent/Techology transfer 0
® Research 0

A.1 Protect Cargo: Opportunities

sn@apec.org
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2013 CTAP Summary Report Draft. Updated: Feb. 10, 2014

Capacity Building Needs

A.2 Protect Ships: Gaps

ECONOMIES

o P MW koW
5

& Seminar/workshop/conferences 3
£z Info sharing 1
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Identifying Priorities

1.-Sum of all needs vs. opportunities (per section):

Needs Opportun

A1 - Protect Cargo : 18 70

A2 . Protect Ships Engaged in International Voyages 13 20
“A3 Protect International Aviation 5 15
CAd ' Protect People in Transit 0 20

A5 ' Combat Threats to Security 2 25

B. ~ Halting Terrorist Financing 11 25

C. ' Promoting Cyber Security 5 17
: Total 54 192

2.-Most selected categories of Capacity Building:

Needs Opportun.

- Technical training and assistance ; 25 69
- Educational opportunities for knowledge exchange such as 15 42
. seminars, workshops and conferences
~ Systems and mechanisms for information-sharing 8 74

3.-The top ranked preferences on Capacity Building activities:

Needs
A2 Piracy & Maritime Security 5
A23 International Ship and Port Facilities Security Code (ISPS 5
Code) and international ISPS Code exercises.

B.3 Money Laundering Financial Employees & FIU 4

A1.3 Risk Assessment Rules 3

A16 Cargo Security Pilot Projects 3

A.1.12 | Cargo Security 3

A22 Ship & Port Security 3

A3 (ICAQ) Controls & Communication 3

B.4 AML/FT Standards & Techniques 3

A1.2, | AEO Scheme 2

A15 APEC Framework 2

A1.10 | High-Risk, Drugs & Hazardous Cargos 2

B.1 llegal Remittance & Legal Framework 2

B.2 API/APP System 2

C.1 Cyberspace Terrorism 2

The rest of the C.B. act:wt.res have 1 or less preferences

sn@apec.org
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onclusions/Recommendations

This year the Secretariat received nine CTAP updates, four less than in 2012 (13 updates
received), and seven less than in 2011 (16 updates received). The process of receiving
information at internal level may be challenging because several agencies are involved in
this process. However members are encouraged to a regular reporting in order to
maintain sound the CTAP reporting process.

» This year most members sent individual fables filled with options on five specific
categories on capacity gaps and opportunities. This method allowed to translate narrative-
styled information into quantitative data without misinterpretations.

The data collected in the matrix to set up the charts also allows fo identify which economy
is needing what capacity and which economy is willing to provide it. However the current
reporting template (the present endorsed Summary Report template) doesn't show this
information, which is available in the matrix. If requested the Secretary can share the
matrix or the individual tables, or members may want to add that information to this
template.

Results show in general more opportunities than gaps: 192 vs 54, especially in sections
A1 Protect Cargo 70 vs 18. Results also show more gaps in subsections A.2.1_Piracy &
_Maritime Security and A.2.3 International Ship and Port Facilities Security Code and ISPS -
_Code exercises-Members may noticé that Piracy & Maritime security has been chosen as

the priority number one for capacity gaps in three consecutive years.

» Sometimes there is no coincidence between gaps and opportunities. For instance this
year economies can provide as many as 20 capacity activities in the section A.4 Profect
People In Transif, but no gap is reported by economies in that particular section.

« Some CTAPs updates reported gaps or opportunities in specific subjects which are not
considered in the sections and subsections A, B and C, such as the Major Eveil,Security.
On the other hand there are some subjects where no gap has been reported in the last
three years, such as subsection A.4 Protect People in Transit 3. Technological transfer
and other cost - effective ways fo ensure effective usage of biometrics, among others.
Members may want to consider to update the sections A, B and C by adding new capacity
activities subjects and maybe to take away options where no regularly gaps are reported.

sn@apec.org



Asia-Pacific
Economic Cooperation

2014/SOM1/CTWG/017
Agenda ltem: 8

%( Secure Finance Workshop on Countering the
Financing of Terrorism with New Payment Systems

Purpose: Consideration
Submitted by: United States

WM == 15t Counter-Terrorism Working Group Meeting
= Ningbo, China

- 22-23 February 2014
APEC -

CHINA 2014



APEC CTWG Secure Finance Workshop on '
Countering the Financing of Terrorism with New Payment Systems

Project Proposal

Name of Project: APEC CTWG Secure Finance Workshop on Countering the Financing of Terrorism
with New Payment Systems

Goal of Project: The goal of this U.S.-sponsored workshop is to expand participants’ understanding
of new payment systems (NPS) and to raise awareness of the potential benefits and risks associated
with NPS, particularly the risk of NPS financing terrorism. The workshopwill increase participants’
understanding of a broad range of NP5, including mobile phone-based payment systems, prepaid
access, Internet payments systems, and virtual currencies. ltwill also familiarize participants with the
variousNPS business models and operations and will examine how NPS can facilitate financial
inclusion and economic development. [t will focus in depth onthe terrorist finance risks associated
with NPS as well as cther risks such as money launderingand consumer fraud.

In 2012, APEC Leaders affirmed “commitments to implement the APEC Consolidated Counter-
Terrorism and Secure Trade Strategy (CT/ST Strategy) and support deeper cooperation and capacity
building across the CT/ST Strategy’s priority areas of secure trade, {ravel, finance, and infrastructure
to make regional commerce more secure, efficient, and resilient:” This affirmation built on the 2011
endorsement of CT/ST Strategy by APEC Ministers. In 2013, APEC Ministers “recognized the
continuing threat of terrorism in the Asia-Pacific region and the importance of mitigating this threat as
we seek to achieve APEC’s vision and objectives and... reiterated their commitment to APEC’s
[CT/ST Strategy].” Ministers further noted the importance of continued and close cooperation with the
private sector and relevant multilateral organizations in implementing the CT/ST Strategy, which is a
key component of this proposal.

Background: NPS, particularly mobile payments, are emerging as important tools to promote
financial inclusion by providing essential financial services, including domestic and international
remittances, to financially excluded populations. NPS are also important in supporting lower cost,
more efficient payments that facilitate trade and economic development. At the same time, the
emergence of NPSin the Asia-Pacific region brings with it the need for APEC economies to implement
risk-based Anti-Money Laundering/Countering the Financing of Terrorism (AML/CFT) contreis to help
prevent the misuse of NPS. NPSalso present a variety of regulatory and law enforcement challenges,
as they are largely unregulaied. Some NPS involve disaggregated infrastructure, with components
spread across mulliple jurisdictions, making AML/CFT supervision and enforcement responsibilities
unclear. Many NPS rely on non-face-to-face customer relationships and funds transfers, which
increases the opportunity for anonymous transactions. The efficiency with which NPS can facilitate
cross border transfers makes them attractive to transnational terrorists and criminals who extensively
use virtual payments systems.

Project Proposal:This workshopwillprovide working-level financial crimes policy and operational
representatives from APEC economies’ legal, regulatory, investigative, enforcement, and prosecution
units the opporiunity to engage and help develop or reinforce the capacities to promote the licit and
transparent use of NPSand to effectively counter the illicit uses of NPS. Specifically, the workshop
would include;

1. Presentations by APEC subject matter experts that address the regulatery, financial
intelligence, investigation and prosecution aspects of NPS.

2. Table-top exercises that use scenarios to identify and address the challenges in regulating,
investigating and prosecuting cases in which NPS are used, particularly by terrorists.

3. Participants will identify regulatory and enforcement gaps and propose future efforts to
addressthese gaps and vulnerabilities. B

Proposed Timeline of Project:



Spring 2014:

. \/ Seek a host economy
Summer-Fall 2014:

. \/ Conduct the workshop

Expected Outcomes:

1. Enhanced regional understanding of the potential benefits and risks presented by NPS—in
particular, mobile payments, prepaid access, Internet payments systems, and virtual currency

2. Initiation of efforts by APEC countries to develop an appropriate risk-based regulatory
framework for these new payments methods with the twin aims of facilitating financial

inclusion while safeguarding APEC economies from illicit finance abuse.
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APEC CTWG Secure Infrastructure Workshop on
Critical Infrastructure Security and Resilience

Project Proposal

Name of Project: APEC CTWG Secure Infrastructure Workshop on Critical Infrastructure Security and
Resilience

Goal of Project: The goal of this U.S-sponsored project is to implementthe ideas for ensuring the
security and resilience of critical infrastructure from the June 2013 APEC Policy Dialogue on Critical
Infrastructure Protection (CIP), which took place in Medan, Indonesia.At the dialogue, participants
shared their different understandings of and approaches to secure and resilient
infrastructure.Participants also voiced their support for developing an inclusive and integrated
approach that includes close cooperation with other APEC sub-fora, the private sector, and
international organizations. The workshop would leverage the knowledge and expertise of APEC
subject matter experts tocreate a common framework and definitionsof key elements for
coordinatingregional critical infrastructure security and resilience (CISR)in the Asia-Pacific. These
elements would enable APEC econcmies to develop, refine, and enhance national and/or regional
critical infrastructure security and resilience plans. Additionally, this project would engage and
leverage the knowledge of public and private parties along with relevant multilateral organizations to
create a common framework and definition of key elements of coordinating regional CISR
mechanisms.

Developing a common, comprehensive approach fo CISR, including the use of standardized
terminologies and common concepts across APEC economies, would foster cooperation on CISR and
enhance both national and regional CISR.Thisworkshopwould include an interactive, facilitated,
incident-based discussion aimed at testing the key elements andpromoting common understandings
of and approaches to CISR. Theinitiai workshop deliverable would be to identify and define the key
elements of a commonregional approach to CISR. The workshop would also establish a common
basis for continued capacity building on CISR, including through the sharing of lessons learned and
best practices.

The project direcily responds to APEC Leaders’ statements on counter-terrorism and to the APEC
Consolidated Counter-Terrorism and Secure Trade Strategy (CT/ST Sirategy), along with the
Counter-Terrorism Task Force Strategic Plan for 2013-2017, because it has a strict focus on
supporting and promoting secure infrastructure, which supports secure supply chains, secure fravel,
and secure finance. Support to these initiatives was reaffirmed in 2012 by Leaders, who stated "we
reaffirm our commitments to implement the APEC Consolidated Counter-Terrorism and Secure Trade
Strategy and support deeper cooperation and capacity building across the Strategy’s priority areas of
secure trade, travel, finance, and infrastructure to make regiona! commerce more secure, efficient,
and resilient.”

Background: Critical infrastructure facilitates trade and travel across the APEC region. Economies,
industries, and especially infrastructure are heavily integrated across the APEC region. A natural disaster
or a terrorist incident affecting critical transportation, communication or energy infrastructure, for example,
could be extremely disruptive. APEC economies face varied challenges as they seek together to enhance
the security, efficiency, and resilience of critical infrastructure in a manner consistent with the CT/ST
Strategy. An integrated, regional approach to secure and resilient infrastructure could benefit APEC
economigs considerably by reducing gaps or vulnerabilities while promoting cooperation and capacity
building in support of continued regional growth and prosperity.

Proposed Timeline of Project: ’

Spring 2014
e Secure co-sponsors including a host economy

Summer 2014; .

e Conduct the APEC Secure Infrastructure Warkshop -



Expected Outcomes:

1.

2.

Enhanced information exchangeamong APEC subject matter experts in the area of secure
and resilient infrastructure; : :

Self-matching of economies that have expertise in secure and resilient infrastructure with
economies seeking to develop or improve their CISR capacity/capabilities;

Identification of key elements, including shared definitions and concepts, for a coordinated
regional approach to secure and resilient; and

Establish a basis for continued cooperation and capacity building to enhance secure and
resilient infrastructure across the Asia-Pacific region.
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Foreword

The traditional focus of technical assistance and capacity building in counter-terrorism financing has
been on financial institutions. There has been less focus on addressing the vulnerabilities faced by
non-financial businesses and professions in relation to terrorist financing. Yet such entities,
collectively known as Designated Non-Financial Businesses and Professions (ONFBPs)' can be
misused to assist in the financing of terrorism in a number of ways. Money from terrorists’ illicit
fundraising activity needs to be laundered, effectively distributed, and used by the organisation, as
well as to be kept hidden from authorities. DNFBPs provide opportunities to launder funds to achieve
these purposes. In this regard, DNFBPs can be used to transfer or store value outside the heavily
regulated sectors, or provide advice on how affairs can be structured to minimise the chance of
detection. The Financial Action Task Force on Money Laundering / Grouped'actionfinanciére
(FATF/GAF!) has recognised the risks and imposed obligations on DNFBPs, acknowledging the
potential for abuse that exists within these sectors. Economies within the Asia-Pacific Economic
Cooperation (APEC) are not immune from such challenges.

Since 2001, APEC Leaders and Ministers have consistently called for stronger measures among
APEC economies to counter money laundering and terrorist financing (ML/TF) as an integral part of
APEC’s broader human security agenda. In direct response to the priorities set by APEC Leaders in
recent years — most recently the "Integrate to Grow, Innovate to Prosper” pillar of the APEC Leader's
Growth Strategy declared at 20thAPEC Summit in Viadivostok - this project furthers the development
and promotion of national policies and regional level responses to combat ML/TF. Money launderers
and terrorist financiers continually look for new methods to obscure the origins of funds to give
legitimacy to their activity, and in doing so, may exploit the non-financial sector business and
professional sectors in order to facilitate the laundering of iflicit funds and the financing of terrorist
activities. As a result, agencies involved in ML/TF prevention need to remain vigilant to such practices
to ensure AML/CTF programs, processes, and training match the ever-changing levels of MUTF risk.

To help combat this issue, Australia led an Initiative which aims to assist public sector officials from
APEC economies in best practice approaches tc protecting DNFBPs agaihst terrorist financing. The
project has been led by the Department of Foreign Affairs and Trade (DFAT), in collaboration with
Australian AML/CTF agencies and international counterparts, and'is part of the planned measures
included in the Australian APEC Counter-Terrorism Action Plan (CTAP). The project received Counter
Terrorism Working Group (CTWG) endorsement in February 2012 and is supported by funding from
the Australian Agency for International Development (AusAID).

The project was first conceived as adialogue among key stakeholders that are invested inand affected
by this issue, with the intention ofboth protecting the sector and prevenfing terrorist abuse of DNFBPs.
The key objectives of the project are to:

'The FATF's suggested definition of designated non-financial businesses and professions (DNFBPs) encompasses casinos,
real estate agents, dealers in precious metals, dealers in precious stones, legal practitioners, notaries and other lawyers,
accountants, and trust and company service providers.

vii



« promote greater awareness of the risks posed by terrorists channelling funds through
designated non-financial businesses and professions; and

« t{oenhance the risk assessment capabilities of the participating economies.

The main beneficiaries of the project are the APEC economies of Indonesia and the Philippines.
Other economies including Peru, Malaysia, Chinese Taipei, Mexico and the United States have also
participated and contributed to the discussions and Austrafia’s strategic thinking on the issue. As a
core outcome, it is hoped that the project will lead to more effective policy responses and
implementation of robust regulatory frameworks to project the non-financial business and professional
sector. More broadly the program provides unique benefits for APEC members to develop and
demonstrate best practice in the region. Such opportunities heighten the value of APEC membership.

This report presents the key findings of the research and workshop activities that have occurred
throughout the 12-month project. The report outlines the level of terrorist financing risk posed to
DNFBPs more generally and the current preventative mechanisms in place to combat these risks.
The report also presents an overview of the extent of regulation of non-financial businesses and
professions in the broader APEC region, including Australia.lt is hoped that although variations in
legislative and regulatory practices exist, such a comparative approach may serve to encourage the
sharing of experiences and best practice approaches to DNFBP regulation among APEC members

and beyond.
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Executive Summary

The international recognition of the risks and vulnerabilities associated with money laundeting and
terroriam financing is evidenced by the creation of the Financial Action Task Force (FATF/GAFI) in the
late 1980s. The FATF is an inter-governmental body whose purpose is to set standards and promote
effective implementation of legal, regulatory and operational measures for combating money
laundering, terrorist financing and other related threats to the integrity of the international financial
system. First issued in 1990, the FATF Recommendations were subsequently revised in 1996, 2001
(following the September 11 attacks on the United States), 2003 and most recently in 2012 to ensure
that they remain up tc date and relevant, and intended foruniversal application.?

The FATF has long expressedr concern that certain non-financial businesses and professions may be
vulnerable to becoming involved in illicit transactions that may facilitate money laundering and
financing of terrorism. In 2003, the Recommendations were revised to include designated non-
financial businesses and professions {DNFBPs) within the global AML/CTF regulatory regime. As a
result of this review, FATF designated the following categories of non-financial businesses and
professions: casinos, real estate agents, dealers in precious metals, dealers in precious stones, trust
and company service providers, and legal practitioners, notaries, other legal professionals and '
accountants who provide services fo external clients. Many governments around the globe were now
required to examine the need to extend the application of their AML/CTF legislation to specified
services within these businesses and professional sectors.

The money laundering risks posed to non-financial businesses and professions are well documented
in the AML/CTF literature.’ The poteniial vulnerability of these sectors prompted FATF to publisha
series of guidance papers forthe non-financial business and professional sectors, namely the legal
profession, accountants, dealers in precious metals and stones, real estate agents and trust and
company service providers.*More recently, FATF members have conducted an operational level study
on the MU/TF vuinerabilities of the legal profession.’Cther multilateral policy groups such as the
Egmont Group of Financial Intelligence Units (The Egmant Group) are currently examiningML/TF
through the trade of diamonds and other precious metals.®

While the means by which DNFBPs may be misused fo facilitate money laundering are well
documented, the vulnerabilities faced by DNFBPs in relation to terrorist financing are less clear.
However DNFBPs may be misused to assist the financing of terrorism in a number of ways. Money
from terrorists’ illicit fundraising activity may need to be [aundered, effectively distributed, and used by
the organisation, as well as to be kept hidden from authorities. DNFBPs provide opportunities to
launder funds to achieve these purposes.

At the time of writing, the new Intemnational Standards had only just been implemented. Therefore, FATF members had not yet
been assessed on the new FATF Methodology. The new round of evaluations will begin in 2014.The FATF currently comprises
34 member jurisdictions and 2 regional organisations, representing most major financial centres in all parts of the globe.

*For an Australian example, Choo K-K R, Smith R G, Walters J &Bricknell S. 2011. Perceplions of money laundering and
financing of terrorism in a sample of the Australian legal profession, in Research and Public Policy Series, Australian Institute of
Criminology, Canberra; see also FATF Guidance papers below.

*The range of FATF Guidance papers include the legal profession (October 2008);accountants (June 2008); dealers in precious
metals and stones (June 2008); the real estate sector (June 2008) and trust and company service providers (June-2008).
SFATF, Money Laundering and Terrorist Financing Vulnerabilities of Legal Professionals, June 2013,

®Forthcoming publication.



The present study examines the specific terrorist financing risks posed to non-financial businesses
and professions in APEC economies. This report is a cuimination of both a review of public source
information and the results of workshop activities undertaken as part of the Australian-led project over
2012-13.

The study shows there is a general fack of information on the size and scope of DNFBP sectors in
APEC economies and specifically on the terrorist financing risks they face. This finding was consistent
with the views of workshop participants who agreed there was no ‘one size fits all’ approach to the
regulation of DNFBP sectors. The repart notes that the context of each economy’s terrorist financing
activities determines its regulatory approach and economies’ DN FBP reguiations must be tailored for
the specific business and professional sector of that economy.

Generally, information on terrorist financing in the business and professional groups of the
participating APEC economies was limited. This finding is consistent with the results of
aforementioned studies.”Contributing to this finding is most likely the lack of empirical information
(namely terrorist financing cases) which involve DNFBPs. Participating APEC economies reported a
limitation in assessing the level of risk amongst those businesses and professionals operating within
legislative controls (i.e. regulated entities) and it is among the non-regulated sectors where levels of
risk may be higher.This was certainly the case for the professional sectors (such as lawyers and
accountants).As a result, APEC economies are encouraged to remain vigilant in protecting both the
formal and informal business and professional sectors from potential abuse by terrorist financiers.

In terms of the currency of the research, it is important to note this project took place in the transition
period between the former 40+9 Recommendations and the implementation of the revised FATF
Standards. Therefore, economies’ regulatory and legislative approaches to DNFBPs were reviewed
based on data from the former (3"’) round of FATF Mutual Evaluations. A further review of such
approaches after the 4" round of evaluations would be beneficial, given the information provided in
the 3 round is now largely out-dated and may not reflect current regulatory practices.

In terms of future research, the provision of terrorist financing case studies and further typology
studies on the flow of funds from DNFBPs would be beneficial, if available. The role of certain
DNFBPs in channelling funds through not-for-profit organisations (NPOs) may also warrant further
research. As noted above, a review of information contained in the forthcoming FATF 4™ round of
mutual evaluations may provide a more up to date picture of economies’ current progress on DNFBP
regulation.

EATF, Money Laundering and Terrorist Financing Vulnerabilities of Legal Professionals, June 2013; see also FATF Guidance
papers as cited above. ' ’



Introduction

In October 2001, the FATFexpanded its mandate beyond anti-money laundering to include countering
the financing of terrorism and as such, issued a set of special recommendations on terrorist financing
to complement existing standards aimed at countering the global issue of money laundering.*These
special recommendations contain a set of measures aimed specifically at combating the funding of
terrorist acts and terrorist organisations.

A major concern for global standard setters such as the FATF and domestic regulatory authorities is
that as banking and other financial institutions work toward full compliance with anti-money
laundering/counter-terrorism financing (AML/CTF)legislation,those seeking to facilitate or engage in
acts of terrorism may increasingly target alternativefunding channels, such as the professional and
non-financial business sectors.Before examining the ways in which DNFBPs can be misused to
finance terrorism, 1t is important to first consider the terrorist financing lifecycle (collection,
transmission and use of funds) and how funds can be raised, moved and used in each phase of the
cycle. Second, this section will briefly review some of the challenges to detecting and deterring
terrorist financing. Third, the scope and methodology of the report will be presented, followed by an
analysis of the workshop activities undertaken as par‘t of the 12 month project. Finally,the limitations
of the researchwill be examined.

Money laundering vs. terrorist financing.

The early work of the FATF and other mternaﬁonal odies iargely focused on the similarities between
money laundering and terrorist financing ¢ and often approached the topic with the same lens.*While
terrorist financing does share many S|m|Iant|es with money laundering, it can take many forms and
transactions involving terrorist fi nanc:ng often display unique characteristics. The literature on terrorist
financing developed since 2001 emphasmes that terrorist financiers, like criminal enterprises, are
showing increasing adaptability and opportunism in meeting their funding requirements.“Terrorist
organisations continue to demonstrate the ability to tap into a range of resources to move funds within
-and between arganisations, through the conventional financial sector, via informal modes such as
cash couriers and, and perhaps the most well documented, through alternative remittance systems
and the notfor-profit sector.

Money laundering usually involves processing illicit profits in ways which mask ownership and make
the funds appear to have come from legitimate sources."Traditionally, the money laundering cycle
involves a three-stage process:

s Placement. Infroducing illegal funds into the formal financial system.

e Layering. Moving, dispersing or disguising illegal funds or assets to conceal their trug odrigin
(for example, using a maze of complex transactions involving multiple banks and accounts, or
corporations. and trusts).

®The FATF issued 8 Special Recommendations on Terrorism Financing in October 2001, following the September 11 terrorist
attacks. The FATF issued a ninth Special Recommendation on Terrorism Financing in October 2004.

*FATF, Terrorist Financing, 20 February 2008, pp. 5.

See Williams, P. 2005."Warning indicators, terrorist finances, and terrorist adaptation,” Strategic Insights, Vol. IV, No.1, US
Naval Postgraduate School. For an in-depth analysis on A-Qaeda and Jemaah |slamiyah, see Abuza, Z, 2003. 'Funding
Terrorism in Southeast Asia: The Financial Network of Al Qaeda and Jemaah Islamiyah,’ NBR Analysis, National Bureau of
Asian Research, Vol. 14: No.5, December.

" AUSTRAGC, Money Laundering in Australia 2011, pp. 8.



« Integration. Investing these now distanced funds or assets in furtherance of crimina! activity
or legitimate business, or purchasing high-value assets and luxury goods. At this stage the
funds or assets appear to have been legitimately acquired.”

Unlike the traditional money laundering cycle, some experts view the terrorist financing process
through an alternate model, namely the collection, transmission and use of funds.” The initial
collection of funds can either occut from clean money or from criminal activity. The transmission or
movement of funds consists of a series of transactions designed to conceal the origin of the funds,
much like a money launderer or criminal would do. Lastly, the funds are used for a terrorist act or to
support the broader organisation (refer Box 1: Risk Assessment workshop: Singapore).

Collection of funds

Terrorist financiers are known touse a variety of methods to collect or raise funds to support and
promote their objectives. While most money laundering funds derive from other criminal offences,
such as drug trafficking, kidnapping or robbery, the source of terrorist funds are frequently
legitimate.”Examples of legitimately obtained income may include charitable contributions (via not-for-
profit organisations and hawala', for example), salaries, sale of assets or welfare benefits. According
to the FATF, these types of legitimate sources of funds can be described as financing from

below. ®These ostensibly legitimate social or charitable activities are needed to provide a ‘veil of
legitimacy’ for organisations that promote their objectives through terrorism. Other sources of money
may be raised through state sponsorship and popular support among communities, or what FATF
describes as financing from above.” '

According to the FATF, there are numerous examples of terrorist attacks being self-funded, including
through family and other non-criminal elements. Small amounts of money can be raised by individual
operators using cash, savings, use of credit cards or the proceeds of iegitimate businesses.For
example, in the case of the 7 July 2005 London transport bombings, the bombings were planned
inside the United Kingdom by British citizens who raised all the money locally for the attacks. Given
the plotters only used cash which did not cross any national borders, it was difficult to track their '
financial activities. The official UK police report stated that:

‘Current indications are that the group was seff-financed. There is no evidence of external sources of
income. Our best estimate is that the overall cost is less than GBFP 8,000,

‘The group appears to have raised the necessary cash [for overseas trips, bomb making equipment, rent,
care hire] by methods that would be extremely difficult to identify as related to ferrorism or other serious

eriminality."®

Moreover, the FATF suggests that because terrorist groups can often be highly decentralised, a
relatively autonomous financial facilitator can contribute funds to the operation without directly being

12 AUSTRAC,/bid, pp. 8.

williams, C. 2010.Pofential and emerging areas of terrorism financing presented at AUSTRAC workshap n Sydney. FATF
also uses a similar mode), although they focus on the ways terrorists raise, move and use funds.

itz Gerald, V. 2003. ‘Global Financial Information, Compliance Incentives and Conflict Funding’, Working Paper no. 96, QEH
Working Paper Series — QEHWPSS6.

15 A system for remitting money, primarily in lslamic societies, in which a financial obligation between two parties is settied by
transferring It to a third party, as when money owed by a debtor to a ereditor is paid by a person who owes the debtor money.
Hawala transactions are usually based on trust and leave no written record.

BEATF, Terrorist Financing, pp. 1.

7 ibid. pp. 11.

BEATF, Terrorist Financing, pp. 14.



involved in the planning or facilitation of the attack.*Such factors make it extremely difficuit for
Investigators to identify the sources of terrorist financing.®

Transmission of funds

According to the FATF, terrorist financiers have tended to favour three main methods to move or
transfer value. These include the financial system, the physical movement of money (mainly through
cash smuggling via couriers), and through the international trade system.*The formal financial sector
has always been an attractive option given the speed and ease with which funds can be moved within
the international financial system.%#The movement of physical currency across borders via cash
couriers continues to be a favoured option among terrorists and their associates, particularly in
developing economiesthat are predominately cash-based, have poor electronic banking systems or
among the unbanked.®Jemaah Islamiyah (J1) operatives, for example, were known fo have used
personal couriers to facilitate the movement of money throughout Southeast Asia to fund the Bali
bombings.*However, the FATFnotesthat cash couriers have been known to be active even within
Europe and between countries with functioning financial systems.”In such cases, maving money via
cash courierstakes place to avoid detection by authorities.

Perhaps the most well documented of these transmission methods has been the misuse of altemative
remittance systems (ARS), charities or other not-for-profit organisations (NPOs) to disguise the use of
the above methods to fransfer vaiue. Services such as these provided by an ARS or an NPO are
attractive to terrorist financiers due to high levels of anonymity, weak regulatory oversight and their
ability to transmit funds to, from and withinhigh-risk conflict zones.*

Another method for transferring value has been through the smuggling and trading of commodities
such as precious metals and stones. Indeed, the FATF notes that ‘the high intrinsic worth and their
compact nature appear to make the gold and diamond sectors attractive as a cover for laundering
-illegal funds as well as a laundering vehicle in and of itself.*The role of precious metals and stones
dealers in relation to terrorfst financing vulnerabilities will be discussed in the forthcoming section on
DNFBPs.

Use of funds: Financing the organisation, financing the operation

A successful terrorist organisation, like most criminal groups, needs to be able to build and maintain
an effective financial infrastructure, For this they must develop sources of funding, a means of
laundering those funds and then finally a way to ensure that the funds can be used to obtain material
and other logistical items needed to commit terrorist acts.® In the case of al-Qaeda’s Southeast Asian
affiliate Jemaah Islamiyah, Abuzaexplains: ‘'money is important to Ji, but only as much as it needs
funds to buy weapons, explosives, pay for transport, maintain safe-houses, and bribe local officials.

B1bid. pp. 14.

Baccording to investigators from the AFP’s Terrorism Financing Intelligence Unit {TFIU}, as reported in 'The accountant's guide
to terrorism financing’,In the Black website, 27 November 2012.

2EATF, Terrorist Financing, pp. 21.

2 EATF, Guidance for Financlal institutions in Detecting Terrorist Financing, 28 February 2008.

®For example, according to a 2010 report on global financial inclusion, of the bankable population in the Philippines (estimated
at 42.1 million people), approximately 69% of the population is unbanked.McKinsey & Company, ‘Banking on mobile fo deliver
financial services to the poor,’ in Global Financial Inclusion: Achieving full financial inclusion at the intersection of social benefit
and economic sustainabifity, pp. 27. )

2pabuza, 2. 2003, jbid. pp 22.

BLATF, Terrorist Financing, pp. 23.

| evitt, M. and Jacobson, M. 2008. The Money Trail: Finding, Following and Freezing Terrorist Finances, Washington D.C.:
Washington institute for Near East Policy.

TEATF, Report on Money Laundering Typologies 2002-2003, February 14, 2003, p. 19.

®EATF, Guidance for Financial Institutions in Delecting Terrorist Financing,/bid.



But if you strip away the terrorist act itself, terrorists require the same infrastructure on which
transnational crime relies.

Terrorist financing requirements fall into two general areas: (1) raising funds, such as for direct costs
associated with specific operations and (2) broader organisational costs to develop and maintain an
infrastructure of organisational support. Funding for specific terrorist operations may include, for
example, expenses for travel, explosive materials/weapons and vehicles. The funding required to
maintain a terrorist network, organisation or cell is generaily used to recruit members, provide training,
promote ideology, fund general infrastructure and living costs, and support the families of
terrorists.®According to Abuza, while funding terrorist operations can be relatively cheap, maintaining
terrorist organisations does cost a significant amount of money:

...recruits nead fraining, they need to travel, safe houses need to be bought, operatives are constanty
on the move and need funds for living expenses as well as false identity papers and travel documents,
and of course funds are nesded for equipment and bomb making materiel.™”

Indeed, it has been estimated that of al-Qaeda’s income, ‘about 10% [is spent] on operational costs.
The other 90% goes on the cost of administering and maintaining the organization [sicl.”®

Authorities and experts agree that funding a terrorist attack itself is not necessarily a costly exercise.®
According to the FATF, the attacks on the London transport system had an estimated cost of GBP
8,000. The Bali bombings, which killed 202 people and led to the estimated loss of more than 1 billion
in tourist revenue for Indonesia, cost an estimated USD 35,000 to 50,000 to plan and execute.® As
Abuza argues, ‘it is not the intrinsic value of money, but the capabilities that it gives terrorist
organisation, that justifies targeting terrorist financing."™

Front companies and gatekeepers: How to disguise terrorist funds

While the formal/ informal banking sectors and charitiescontinue to be favoured methods of sourcing
and moving terrorist funds, the non-financial business and professional sectors are not immune from
becoming involved in facilitating térrorist financing. Money from terrorists’ licit and illicit fundraising
activity needs to be laundered, effectively distributed, and used by the organisation, as well as to be
kept hidden from authorities. DNFBPs provide opportunities to launder funds to achieve these
purposes. In this regard, DNFBPs can be used to transfer or store value outside the heavily regulated
sectors, or provide advice on how affairs can be structured to minimise the chance of detection.

There are two principal ways in which those in the DNFBP sectorcan become involved in the
financing of terrorism: first, DNFBPs may generate terrorist funds which may or may not require
laundering {depending on how the funds were initially raised); and secondly, DNFBPs may give
advice to their clients, assist, encourage or otherwise facilitate terrorist financing or launder the funds
generated by the illegal activities of their clients.”

2abuza, Z. 2003. bid. pp 10.

) the Black, ‘The accountant's guide to terrorism financing.ibid.

Mabuza, Z. 2003. ibid. pp 10. ,

22¢ reported in Ashley, Sean P. (2012). ‘The Future of Terrorist Financing: Fighting Termarist Financing in the

Digital Age.’Penn State Universify Journal of Iinternational Affairs, Vol. 1, No. 2, pp. 10.

Wgee FATF Terrotist Financing, 2008, pp. 7; Abuza, Z. 2003, ibid. pp. 10.

Maccording to FATF estimates, the Bali bombings cost approximately USD $50,000. FATF, Terrorist Financing, pp. 13.Abuza
reports a slightly lower estimate at approximately $35,000. Abuza, Z, 2003. ibid. pp. 10.

% Abuza, Z. 2003, fbid. pp. 10.
% Eor a review of the perceptions of MUTF in the Australian legal profession, seeChoo K-K R, Smith R G, Walters J &Brickneil

S. 2011. ‘Perceptions of money laundering and financing of terrorism in a sample of the Australian legal profession’, in
Research and Public Policy Series, Australian Institute of Criminelogy, Canberra. :



Like money laundering, those seeking to facilitate terrerist financinghave often used conventional
business structures and commercial acfivities. Central to legitimate business acfivity is the need to
create corporate entities with which to carry out business fransactions and to buy and sell property
and other assets to expand opportunities and to maximise profits. Legitimate businesses provide
terrorists with a convincing cover and salary, generate revenue, and may be used toc conceal the
transportation of terrorist materiel, alongside legitimate goods.¥Abuza points out that the modus
operandi of many al-Qaeda cells, particularly in Southeast Asia, was to establish businesses which
could be used to finance terrorist activity.” The two most important, according to Abuza, were shell
companies — ...corporate entities established with 2 minimum ameount of capital, without substance or
commercial purpose, that generated few (if any) profits, and whose primary purpose was to purchase
materials or cloak other aspects of terrorist operations.”**The FATF further recognises terrorist
financing may be a particular risk in business sectors which do not require formal qualifications
(i.e.trades) where starting a business does not require substaritial investments *The FATF suggests
the '...risk that a business will divert funds to support terrorist activity is greater where the relation
between sales reported and actual sales is difficult to verify, as it the case with cash-intensive
businesses’.*'

Professional advisers also play a central role in facilitating these aciivities and both legitimate
business people and those seeking to launder funds are able to make use of the services that
professionals provide to expand their operations.*There is concern professional advisers could
become party to facilitating the financing of terrorism on behalf of their clients. On the other hand,
professionais themselves may seek to generate terrorist funds, including where they have acquired
funds illegally from their clients, or otherwise engaged in dishonest business practices, and wish to
disguise their origins.By offering a ‘veil of legitimacy’, the use of professionals caninadvertently
provide even greater discretion through the application of legal professional privilege.*

Professionals may also be targeted by those wishing to hide the source of terrorist money owing to
the fact that laundering has become a higher risk acfivity for those who make use of the regulated
financial services sector, If the activity becomes too difficult owing to the presence of effective
regulatory measures, terrorist financiers may seekout easier and less risky channels of disguising
funds. In the words of the FATF:

‘Regardless of the strength and effectiveness of AML/CTF controls, criminals will continue to attempt to
move illicit funds undetected and will, from time to time, succeed. They are more likely to target the
DNFBP sectors If other channels become more difficult. For this reason, DNFBPs...may be more or less
vulnerable depending on the effectiveness of the AML/CTF procedures applied in other sectors.

”7Kaplan, E. ‘Tracking down terrorist financing.' Council on Foreign Relations: Backgrounder. April 4, 2006.

®abuza, Z. 2003, Ibid. pp 34.

*®Abuza, Z. 2003. Jbid.

“U=ATF, Terrorist Financing, 29 February 2008, pp. 13.

ibid. pp. 13. :

“Choo K-K R, Smith R G, Walters J &Bricknell S. 2011, ‘Perceptions of money laundeting and financing of terrorism in a
sample of the Australian legal profession.’

“The preservation of professional legal privilege has been especially problematic in connection with the implementation of
AML/CTF obligations. See He P. 2006. Lawyers, notaries, accountants and money laundering.Journal of Money Laundering
Control, 9(1): 62-70. It is important to note that the area of legal professional privilege and professional secrecy is complex, with
subtle differencesin application from country fo country, see FATF Money Laundering and Terrorist Financing Vulnerabifities of
" Legal Professionals, June 2013,

“FATF, RBA Guidance for Dealers in Precious Metal and Siones, 17 June 2008, pp. 4.



Detecting terrorist financing

The inclusion of counter-terrorism financing in the global regulatory regime has expanded the
monitoring of financial transactions considerably. Attempts to detect and interdict terrorist financing
are usually dealt with through existing mechanisms to combat money laundering. Indeed,in some
jurisdictions, the only available toolslaw enforcement officials have to combat terrorism are anti-
money launderinglaws.®

Experts hold that it can be significantly more challenging to detect and identify terrorist financing than
potential money laundering and other suspicious activity.” Transactions facilitating terrorist financing
often do not exhibit the same characteristics as conventional money laundering. For example, terrorist
financing may involve very small amounts of money and the appearance of innocence (such as
purportedly charitable activities), and can involve a variety of sources (such as business, criminal
activity, self-funded, and state sponsors of terrorism). According to the FATF:

__the characteristics of terrorist financing make its detection difficult and the implementation of
mitigation strategies may be challenging due to considerations such as the relatively low value of
transactions involved in terrorist financing, or the fact that funds can be derived from legitimate as well

as illicit sources.”

Further the FATF notes that where funds are derived from criminal activity, then traditional monitoring
mechanisms that are used to identify money laundering may also be appropriate for terrorist
financing.®® However, because transactions associated with terrorist financing are often of such small
monetary value, these are often significantly below thresholds set by anti-money laundering
laws.Where funds are from legal sources, it is even more difficult to determine if they could be used
for terrorist purposes. In addition, the actions of terrorists may be overt and outwardly innocent in
appearance, such as the purchase of materials and services to further their goals, with the only covert
fact being the intended use of such materials and services purchased.

One of the significant challenges to international CTF efforts is the continuing evolution of terrorist
financing methods and the inability of governments and international instifutions to adequately
respond in a timely manner. Reporting institutions often lack the capacity to identify suspicious
transactions related to terrorist financing.This can hamper the efforts of autharities tomake use of
financial information to assist in terrorist financing investigations.”

At the core of AML/CTF risk management is a range of preventive activities known broadly as
‘Customer Due Diligence' (CDD). CDD comprises the collection and verification of initial Know Your
Customer (KYC) information (i.e. details obtained from client identification procedures) and ongoing
monitoring of customers and their transactions, such as suspicious transaction reports (STRs).* By
not undertaking proper identification procedures and conducting due diligence on their clients’ or
customers' activities, including acceptance of a new client or customer, DNFBPs may unwittingly
provide assistance in terrorist financing activities.

“Sabuza, 2003./bid. pp. 62. _
% according fo investigators from the AFP's Terrotism Financing Intelligence Unit (TFIU), as reported in “The accountant's
guide to terrorism financing’.In the Black website, 27 Navember 2012; FATF RBA Guidance for Legal Professionals, 23
QOctober 2008. ’
:;FATF, RBA Guidance for Legal Professionals, 23 October 2008, pp. 12.

Ibid.
8 ccording to an AUSTRAC expert speaker at the Jakarta Capacity building workshop, 21-22 May 201 3.
A STRAC refers to these reports as suspicious matter reports. If a reporting entity forms a suspicion at any time while
dealing with a customer (from the enquiry stage to the actual provision of a designated service, or later) on a matter that may
be related to an offence, tax evasion, or proceeds of crime, they must submit a suspicious matter report (SMR) to AUSTRAC.

See AUSTRAC website, nttp:fwww. austrac.oov.au/suspicious matiers, himl



Additionally, specific persons and entities may be the subject of terrorist financing sanctions. In such
cases a listing of persons and entities to which such sanctions apply and the obligations on DNFBPs
to comply with those sanctions are decided by the United Nations Security Council andindividual
countries. Professionals or business owners may commit a criminal offence if they undertake
business with a listed person or entity, or their agent, in contravention of applicable sanctions.

Scope of the current report

This report is intended to inform potlicy makers and operational level officerswithin APEC economies
of the potential vulnerabilities non-financial businesses and professions face in relation to terrorist
financing.As outlined below, the report includes snapshots of workshop activities that occurred
throughout the project period over 2012-13. These snapshots are intended to provide examples of
how economies can address on a more practical level the challenges faced in regulating the non-
financial business and professional sector. The report includes, where possible, input fromworkshop
participants on various approaches adopted by their respective economies on this issue.

DNFBPs provide a range of services and activities that vastly differ, both in their methods of delivery,
and in the depth and duration of the relationships formed with customers, and the size of the
operation. DNFBPs may also have different regulatory requirements at the national/state level than at
the state or provincial level. As a result,it is beyond the scope of this report to provide high-level
guidance for APEC economies, rather each economy and its national authorities should aim to
establish an active dialogue and partnership with its DNFBP secters and related self-regulatory
organisations®that will be mutually beneficial inprotecting these sectors from terrorist financing.

Methodology

Led by Australia, the project team comprised officials from the Department of Foreign Affairs and
Trade (DFAT) and the Australian Transaction Reports and Analysis Centre (AUSTRAC), along with
input from the Australian Attorney-General's Department (AGD). In addition the project team
consulted with the Australian Federal Police’s Terrorism Financing Investigations Unit (TFIU) on draft
_ versions of this report.

Australia collaborated with several international organisations, including the FATF and the
Asia/Pacific Group on Money Laundering (APG) in developing and delivering this activity. The
economies of Peru, Malaysia, Chinese Taipei, Mexico and the United States also participated and
contributed to the discussions and Australia’s strategic thinking on this issue.

In preparing this report, the project team has utilised literature and initiatives from the following
sources:

e Reports produced by international organisations such as the FATF and the APG;

» -Research initiatives undertaken by academics and consultants either within individual
jurisdictions or across jurisdictions; ‘

» Research initiatives undertaken by individual jurisdictions; and

» Research initiatives undertaken by AML/CTF supervisors and the private sector.

“Defined by the FATF as a body that represents a profession {e.g. lawyers, notaries, other independent legal professions or
accountants), and which is made up of member professionals, has a role in regulating the persons that are qualified to enter
and who practise in the profession, and also performs certain supervisory or monitoring type functions.
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Workshops

Risk assessment workshop: Singapore

The first of three activities planned under the project involved a risk assessment workshop held in
Singapore on 19-20 November 2012. Twenty-five participants from eight APEC economies and
relevant experts — from financial intelligence units, police and justice agencies, the FATF and the APG
were in attendance. Malaysia, the United States and Chinese Taipei also attended on a self-funded
basis.

The workshop aimed to promote a greater awareness of the risks posed by terrorists channelling
funds through DNFBPs in three participating APEC economies (indonesia, the Philippines and Peru),
and to enhance the risk assessment capabilities of the participants. As a basis for discussions,
Australia drafted a series of scoping papers on the economies represented at the workshop. The
purpose of these scoping papers was to provide workshop participants with a baseline understanding
of each economy’s approach to countering terrorist financing and DNFBP regulation.

Each scoping paper ouflined: '

e A review of each economy's overall approach to countering ML/TF, the size of the ML/TF
problem, legal framework and general approach to regulation in the DNFBP sector;

e A review of current (or lack of) regulations applied to each industry, for example barriers to
entering each industry; any customer identification requirements for providing services;
auditing requirements; any self-regulatory mechanisms (i.e. self-regulatory organisations) and
the disciplinary mechanisms established by legislation. Also considered in the exercise was
an estimate of the size and income source of each industry, where possible.

« A consideration of each economy’s compliance with related FATF Recommendations
(formerly R.12 (DNFBPs — CDD), 16 (DNFBPs — Other measures), 20(Other non-financial
businesses and professions), 24 (Regulation and supervision of DNFBPs) and 25 (Guidance
and Feedback).”

Overall, the workshop highlighted that there is a general lack of information on the size and scope of
DNFBP sectors in APEC economies and the terrorist financing risks they face. Participants’
suggested that undertaking terrorist financing case studies and further typology studies on the flow of
funds from DNFBPs would be beneficial. The role of DNFBPs in channelling funds, particularly
through non-government organisations (NGOs), was also raised as a topic for further research.

Workshop participants completed a number of interactive activities designed to boost their capacity to
assess risk. Using an intemationally recognised risk model, economies worked with a professional
facilitator to complete a series of simple matrixes and risk-rate a range of products and services
offered by DNFBPs. Economies were able to generate a final 'score’ which corresponded to an overall
level of risk for each product or service (See Box 1: Risk Assessment workshop, Singapore).

52 While normaliy such a review would include a consideration of economy's compliance with related FATF Recommendations
(formerly R.12, 18, 20, 24 and 25), it was agreed by project members that given the very recent revision of the Standards the
information presented would likely be out-dated and therefore may not reflect current regulatory practices. It is also important to
note that under the former 40+9 framework, Recommendations relating to DNFBPs (R.12, 16, 24) were.considered non-
corefkey FATF Recommendations.



Capacity building workshop: Jakarta

Building on the risk assessment discussions held in November 2012, a follow-up capacity building
workshop was held in Jakarta on 21-22 May 2013. Thirty participants attended the workshop
{including two observers from Russia} which addressed some of the key issues and chalienges faced
by Indonesia in their efforts to protect non-financial businesses and professions from terrorist
financing. The workshop — opened by APEC Counter Terrorism Working Group (CTWG) chair,
Ambassador Harry Purwanto ~ highlighted recent advances in ways to combat terrorist financing
through DNFBPs, new methods used by terrorist groups and some of the challenges faced in
developing effective counter-terrorism legislation and enforcement programs.

Workshop participants compieted a number of practical exercises designed to acquire insight into
real-world situations as they relate to terrorist financing activities. Using a fictitious scenario,
economies worked with a professional facilitator to explore the various ways in which funds could be
channelled through the DNFBP sector without triggering Indonesia’s AML/CTF reporting requirements.
Some of the suggested techniques used by participants included moving funds via cash couriers,
structuring amounts fo avoid transaction threshold reporting, and using false identification details to
acquire/lease properties.

At the conclusion of the workshop, participants worked with a facilitator to build their capacity to
develop action plans aimed at improving decision-making and interagency coordination, the two areas
that continue to be a challenge in implementing policy measures (see Box 2: Capacity building
workshop, Jakarta& Manila).

Capacity building workshop: Manila

The third and final activity under the projectaimed toaddress some of the key challenges faced by the
Philippines in their efforts to protect DNFBPs from money laundering, terrorist financingand corruption.
Thirty participants attended the four-day capacity-building workshop in Manila on 11-14 November
2013.In the workshop, participants gained a better understanding of assessing the risks posed to the
CNFBP sector in the Philippines and ways to mitigate these risks through the development of
guidelines.

Introductory sessions exploring the methods used by money launderers, terrorist financiers and
corrupt officials in the various DNFBP sectors further increased participants’ awareness of the issues
facing the non-financial industry cohorts.

Using a similar risk model employed at the Singapore and Jakarta workshbps, participants completed
a number of interactive activities designed to boost their capacity to assess risk. Participants worked
with facilitators to complete a series of simple matrixes and risk-rate a range of products and services
offered by DNFBPs. Participants were able to generate a final 'score’ which corresponded to an
overall level of risk for each product or service. Parlicipants were also asked to rate their perceptions
of risk in the various DNFBP sectors from a ML/TF and corruption perspective.

Participants also undertook practical exercises designed to enhance their understanding of the
compliance process, in particular, how to adapt an AML/CFT program to suit less sophisticated non-
financial businesses and professions (i.e. sole proprietors, family-run jewellery stores).

Overall, participants gained increased knowledge and understanding of the revised FATF
Recommendations in relation‘to DNFBPs, and improved their relationships with representatives from
within each DNFBP sector in the Philippines(see Box 2: Capacity building workshop, Jakarta &
Manila),



Limitations

As discussed in the Foreword, there is a generat lack of terrorist financing case studies involving non-
financial businesses and professions in general. While the_empirical evidence is strong in relation to
cases of money laundering involving non-financial businesses and professionals, there are very few
examples indicating how funds are channelied through DNFBPs to finance terrorist operations. The
limited examples known to law enforcement and other agencies are not sourced from APEC
economies.

Other limitations to the report and broader project to date have included:

Availability of current information on economies’ CTF regulatory regimes. Most mutual
evaluation reports completed in the FATF 3™ round are now largely out-dated.

Conducting a desk-based review to fully assess the risk posed to certain industries is difficult
without the direct input of industry.

There is a wide range of regulatory approaches adopted by economies and there is no ‘one
size fits all' approach. Importantly, such regulatory approaches should be Viewed within the
context of economies’ broader ML/TF situation.

The fact that money laundering and terrorist financing have similar objectives in concealing
financial resources and activities from the scrutiny of authorities and,in some circumstances,
the use of similar techniques has resulted in the two activities being examined with the same
lens. This has meant information reported by economies on their AML/CTF regimes has often
focused more on AML measures than CTF measures.

This report has considered the seven main FATF-designated non-financial business and
professions. It is important to acknowledge this does not limit the inclusion of a range of ‘other’
types of DNFBP (motor vehicle dealers, arts and auction houses, pawnbrokers, for example)
in economies’ AML/CTF regulatory regimes. National authorities would need to assess and
respond to the level of risk in the nonFATF-designated categories of DNFBP in their
respective economies.
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' Box 1. Risk Assessment workshop: Singapofe_

Risk Assessment methodology.

- Workshop participants completed a number of interactive activities designed to boost their
capacity to assess risk. Using an internationally recognised risk model, economies worked with.
a professional facilitator to complete a series of ’gmpte matrixes and risk-rate a range of
products and services offered by DNFBPs. A final 'score' was generated which corresponded to -

- an overall level of risk for each product or service. The financing of terrorism cycle was based

on the following model (collection, transmission and use of funds).

The initial collection of
funds either from clean
" money or from cr[mmal
“activity.

Money is used for
aterroristactoris
used to support

the organisation.

Consists of a'series of transactions . -
o . .designed to concea[ the ongm ‘of the
Analy5|s o R funds :

- The !ower risk resu!ts showmg for some economres may be the result of stronger regulatory

* controls in place for some DNFBPs. Low risks in others may be a result of the low impact the
individual businesses for the sector would have on the economy if compromised. Three out of,
- four participating economies rated motor vehicle dealers as a hlgh risk for TF, suggestlng a h]gh

: Ievel of vu[nerabillty for this lndustry across the economies. . -

Cltis |mportent to note that while casinos were rated as having a hlgh fo extreme risk; thls
- pertains to their money laundering risk only. From a terrorismi financing perspective’ It was
. considered by participants as a sector that would be an unlikely typoiogy

- Table 1: MLIT F I"ISk ratings accordlng to partlclpants for listed mdustry sectors across
APEC economles . :

Industry Sector_

. Accountents

JLawyers

Precious Metals- Wholesale (il

_Precious Metals- Retail

Precious Gems- Wholesale

Precious Gems - Retail

Company Service Providers

. jCasinos

Motor Vehicle Dealers*

.- Key: L= Lowrisk M=Medium risk H = High risk - E = Extreme risk

. *The exercise considered some of the FATF.desig'nated cetegoﬁee_n_f DNFBP along with motor yehicle'de__elers_.__ _ '



Box 2. Capacity building workshops:' Jakarta& Manila

Summary - o
Specifically designed separate workshops for Indonesia and the Phlllpplnes involved

presentations, scenario playing and practical exercises to provide insights into real-world

situations as they relate to terrorist financing activities. These activities were aimed at

developing skills and techniques to support policy development, implementation and report:ng,
partictlarly in relation to terrorist f inancing and suspicious transactions.

Activities

In both workshops, participants completed a‘ mber of practloal exercises designed to acqu:re
insight into real-world situations as they relate o terrorlstf inancing activities. In Jakarta,
partlmpants worked through a fictitious scenafio w1th a facﬂitator to explore the various ways in
which funds could be channelled through the DNFBP sector without triggering Indonesia’s
AML/CTF reporting requirements. Some of the suggested techniques used by participants
included moving funds via cash couriers, structuring amounts to avoid transaction threshold

_ reporting, and using false identification details to acquwe/[ease properties.

At the conclusion of the Jakarta workshop, partlclpants worked with a facilitator to build their ‘
capacity to develop action plans aimed at improving decision-making and interagency
coordination, the two areas that confinue to be a challenge in mplementmg policy measures.

" Tailored specifically for the Manila workshop, participants worked with the facilitators to build
- their capacity to develop guidance material, an area that continues to be a challenge for both
regu!ators and mdustry alike in [mp[ement!ng the new Ieglslatlon

Terrorism fi f'nancmg through DNFBPS o

"Experts from Austraha (AUSTRAC) descnbed that as banks and other fi nanma! mstltutlons work
_toward full compiiance with AML/CTF regulations, terrorism financiers may seek alternative

~ channels to fund operations. Typlcaily funids have been acquired through the misuse of

" alfernative remittance systems and not-for-profit organlsatlonS‘ however, as regulatory overs'.lght
increases for these sectors and governments clamp down on such funding mechanisms,
terrorist f nanciers may target the DNFBP sectors if other channels Become. more difficult.

Dlagram 1. Channels for fmancmg terrorlsm Vulnerablhty of DNFBPs

Accountants Lawyers

T5CPs B I | - 'Real estate
- Terrorist .
ﬁna_nciar

Casinos

Deaalers in precious metals & stones



Definition of Designated non-financial businesses
and professions

In 2003, the FATF Recommendations wererevised to include designated non-financial businesses
and professions (DNFBPs) within the global AML/CTF regulatory regime. The DNFBPs identified by
the FATF as posing heightened risk of money laundering/terrorism financing are:

+ legal practifioners, notaries, other legal professionals and accountants providing services fo
external clients

e Casinos

¢ real estate agents

e dealers in precious metals

« dealers in precious stones, and

e frust and company service providers.

Four Recommendations (12, 16, 24 and 25) were created which called for a range of preventive
measures that DNFBPs, supervisory authorities/self-regulatory organisafions, and other authorities
should adopt to combat ML/TF in certain situations. Recommendation 12 mandated that the
requirements for customer due diligence, record-keeping, and paying attention to all complex, unusual
- large transactions set out in Recommendation 5, 6, and 8 to 11apply to DNFBPs in certain
circumstances. Recommendation 16 extended the obligations of recommendations 11 (unusual
transactions), 13 (reporting suspicious transactions), 14 (protection from legal liability, tipping off) and
15 (internal controls) to DNFBPs. Recommendation 24 required member states to establish a system
of effective supervision or monitoring.

In February 2012, significant revisions to the FATF Recommendations were agreed by members,
transforming the 40+9 Recommendations into the FATF Standards. Two key changes fo the
Recommendations were the incorporation of the former counter-terrorism financing recommendations
into the main body of the standards and adding recommendations related to countering the financing
of proliferation of weapons of mass destruction. The new Methodology for assessing technical
compliance with the FATF Recommendations and the Effectiveness of AML/CFT systems sets out
how the FATF will determine whether a country is sufficiently compliant with the 2012 FATF
Standards®™ and whether it's AML/CTF system is working effectively. As a result, the
recommendations relating to DNFBPs are now mainly covered under Recommendations 22 and 23
and throughout the other Recommendations where relevant.

This section of the report introduces the seven FATF DNFBPs — namely, casinos, real estate agents,

dealers in precious metals, dealers in precious stones, legal practitioners, notaries and other lawyers,
accountants, and trust and company service providers — and examines how each category has been,
or potentially could be implicated in facilitating terrorist financing.

5The FATF Standards comprise the FATF Recommendations, their Interpretive Notes and applicable definitions from the
Glossary.
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Legal professionals

Legal professionals were first included in the FATF Recommendations in 2003, The
Recommendations issued at that time explicitly required legal professionals to undertake customer
due diligence (CDD) and tosubmit suspicious transaction reports (STRs). Since 2003,
competentauthorities have been required to ensure that legal professionals are supervised for
AML/CTF purposes.

The FATF Standards limit the legal and accounting professionals recommended for inclusion as
regulated DNFBPs to those employed by firms providing professional services. Public accounting
practitioners are limited to providing services to individuals and legal persons and tax agents are
limited to providing limited services for tax matters to the public. This area of the industry derives the
majority of its income from business and personal taxation, and accounting services. Those providing
professional services internally, as employees of another business or organisation, are excluded.

The FATF Standards include legal and accounting professionals within the scope of regulated
DNFBPs when preparing for and executing the following transactions:

» buying and selling real estate;

« managing client money, securities and other assets;

e managing bank, savings or securities accounts;

» organising contributions to create, operate or manage companies;

« creating, operating, or managing legal persons or arrangements, and buying and selling
business entities.

Legal and accounting professionals have been described as providing a ‘gatekeeper’ service in the
facilitation of money laundering and/or terrorism financing.Gatekeepers are, essentially, individuals
that ‘protect the gates to the financial system.™Legal professionals can potentially facilitate ML/TFin
the provision of advice and legal assistance around investments, company formation, trusts and other
legal arrangements. For a terrorist financier, there are many advantages in using a gatekeeper
service to assist in disguising or moving terrorist funds.One,legal professionals have the knowledge
and expertise to advise clients on how to organise certain accounts, such as trust and off-shore
accounts, where and how tostructure funds, the establishment of shell or legifimate companies,
and/or the purchase of financial instruments or other assets such as real estate. Two, they can allow
the use of their own trust accounts to facilitate the collection, transmission or use of funds. These
actions, if used for illicit purposes, could be used to shape complex terrorist financing arrangements
which act to conceal or legitimise the source of illegally derived funds.

Another perceived advantage to using a gatekeeperis the perception among criminals that legal
professional privilege/professional secrecywill delay, obstruct or prevent investigation or prosecution
by authorities if they utilise the servicesof a legal professional.®

Despite the lack of empirical evidence concerning the invoivement of DNFBPs as advisers and
facilitators of terrorist financing, the potential vulnerability of legal professionals is clear.According to a
2013 report by the FATF on the ML/TF vulnerabilities of legal professionals,while there were few
terrotist financing case studies that specifically mention the involvement of legal professionals,some

Sisee EATF, Global Money Laundering and Terrorist Financing Threat Assessment, July 2010.
SEATF, Money Laundering and Terrorist Financing Vuinerabilities of Legal Professionals, June 2013,
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mention the use of companies, charities and the sale of property.*The report notes similar methods
and techniques could be used fo facilitate either money laundering or terrorist financing, although the
sums inrelation to the latter may be smaller, and therefore the vulnerability of legal professionals
toinvolvement in terrorist financing‘cannot be dismissed’.”

The range of activities carried out by legal and accounting professions is diverse and varies from one
country toanother. It is acknowledged by FATF members that full implementation of these specific
Recommendations has not been universal.™ As a consequence, a major part of the legal profession is
not covered by global AML/CTF regulatory standards.li is therefore important that competent
authorities understand the specific rolesundertaken by different legal professionals within their
respective economy/jurisdiction when assessing thevulnerabilities and risks that concern their
professional sectors,

Casinos

Casinos are more commonly linked to money laundering activities than terrorist financing. The most
typical money laundering scenario is an individual walking into a casino with cash to exchange for
chips, proceed to play, and then cash in the chips for a cheque. The money launderer will then
deposit the cheque into their own bank account, and claim it as ‘clean’ winnings.

It is important to note that consistent with research conducted by the FATF on this topic,“research
undertaken throughout this project only found.a handful of reported cases of suspected terrorist
financing in the casino sector. Moreover, these cases were based on uncorroborated press
reporting.®This finding is supported by anecdotal evidence from workshop participants involved in this
project who noted that were ‘not aware of information which involved the funding of ferrorism via the
casino secfor, nor would it be a likely scenario’. The aforementioned FATF paper suggests this may
be due to the characteristics of terrorist financing that make it difficult fo detect: characteristics such
as the relatively low value of transactions involved in terrorist financing, or the fact that funds can be
derived from legitimate as well as illicit sources.” :

However, as the above FATF paper points out,” it would be a mistake to assume terrorist financing
has not and could not occur in the casino sector’ . ®The alleged Al-Qaeda cell members mentioned in
press reporting in 2002 spent a reported USD $100,000 at Casino Niagara in what Ontario officials
suspect were money laundering attempts. US counter-terrorism officials allege that some of the men
had secret sources of funds.

Real estate agents

Real estate agents are real estate professionals or companies who by representing the seller and/or
the buyer act in a purchase and/or sale of property in a real estate fransaction capacity and/or are
exercising professional transactional activity, thus facilitating real property transfer.®

*1hid, pp. 23.
::FATF, Money Laundering and Terrorist Financing Vulnerabilities of Legal Professionals, June 2013, pp. 23.

ibid.
S°Financial Action Task Force, Vulnerabilifies of Casinos and Gaming Sector, March 2009. This report identifies significant ML
vulnerabilities and related case studies and typologies, but does not identify any instances of TF through the sector.
“walters, J. ‘Buffalo duo fikely tried to launder cash.’ The Toronto Star, 20 September 2002,
"Vulnerabifities of Casinos and Gaming Sector —March 2008, pp. 57.
*2ibid. pp. 57.
®Financial Action Task Force, Risk-Based Approach Guidance for Real Estate Agents, June 2008, http:/iwww.fatf-
gafi.arg/mediafati/documents/reports/iRBA%20G uidance %20for¥20Real%20Estate %20Agents odf
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While the role of agents varies in different jurisdictions, the core functions may include:
» Traditional exclusive (and non-exclusive) seller representation
» Traditional exclusive (and non-exclusive) buyer representation
» Representation of both buyer and seller in the same transaction
e A number of agents representing sellers or buyers
« National and transnational referrals

« Amalgamation or interaction of functions of other professionals, e.g. notaries, lawyers, lenders,
valuers

 Auctions.

There are several ways the real estate sector could be exploited for terrorist financing purposes.
Terrorist organisations require bases for their operations and typically need to acquire safe houses for
this purpose. The real estate sector may be implicated in the financing of terrorism through the
purchase or leasing of such a property by a terrorist financier or via a gatekeeper (lawyer, accountant)
or other professional. The real estate agent or broker may be unwittingly invoived in this transaction,
or complicit in acquiring the property on behalf of the terrorist organisation.

Workshop participants in Jakarta noted that false identification could be used toacquireproperty or
sign a lease, hence avoiding detection by authorities.Moreover, warkshop participants reparted that in
Indonesia, terrorists are more likely to 'homestay' in an informal room rental arrangement than acquire
a formal rental property. These factors make detection of terrorist financing in the real estate sector
increasinglydifficult.

Dealers in precious metals and stones

The precious metals and stones industry has four key components: mining companies; refineries
(turning rough diamonds into polished diamonds); manufacturers and retailers. All four components of
the industry can be involved in buying or selling precious metals and stones. Retailers can include
new and second-hand dealers of jewellery, precious stones, and precious metals. According to the
FATF, the term ‘dealer’ can refer to any person engaged in these businesses.”

The worldwide trade of precious metals and stones varies immensely, from modern international
transactions conducted through the financial system, to localised informal markets.*Workshop
participants noted jewellery businesses are often a ‘family affair’ and reliant on personal and
community contacts. Moreover, jewellery shops are often side businesses for hawaladars (service
providers of the hawala system) which makes it difficult for authorities to monitor and investigate illicit
activity conducted within the industry.

Commodities such as diamonds and gold have unique physical and commercial properties which can
be high value/ low volumeand in easily transportable quantities. Trading in such commodities to
launder money or transfer value is attractive to terrorists because of the ease of concealment from
authorities. Terrorists can move their assets by converting cash into diamonds or gold bullion,
whichthen serves as a form of currency. By storing assets in such commodities, they are likely to
maintain their value over a longer period of fime and are easy to buy and sell outside the formal
banking system.The liquidity of a diamond or bar of gold has the furtheradvantage of being traded

::FATF, RBA Guidance for Dealers in Precious Metal and Stones, 17 June 2008, pp. 2.
Ibid. pp. 3.
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quickly and without detection. As Abuza notes, ‘the liquid nature of gems, the anonymity of transfers,
the ability to over-invoice, and the high-value per gem are all aftractive to non-state actors.™

Precious gems: Diamonds

Armed struggles create opportunity for money launderers or terrorist financiers to hidetheir illicit gains.
The links between the diamondtrade and armed conflict are well documented and extensively covered
elsewhere,“however there are several key reasons why precious gems such as diamonds are
particularly attractive to those seeking to launder or facilitate terrorist financing. By their nature
diamonds are not considered monetary instruments and therefore can be used in lieu of currency in
arms deals, money laundering, and other crimes.Diamonds are unigue in that they have a high
valueflow volume ratio, are untraceable, odourless and can easily be carried on a person’s hody
without detection. These factors make diamonds an ideal substanceto smuggle criminal or other iilicit
proceeds across barders. '

Precious metals: Gold

Gold is attractive to criminal and temorist groups due to its physical characteristics: it can be smelted
into any form, camouflaged, and smuggled across borders. Because its form can be altered, gold
used in trade usually has no valid paper trail, making it an anonymous trading material.

In the 1997-1998 Report on Money Laundering Typologies, FATF experts considered for the first time
the possibilities of laundering funds in the gold market. They identified at the time, the scale of
laundering in this sector constituted a ‘real threat.'Gold was ideniified as a popular option for
taunderers because of the following characteristics:

¢ auniversally accepted medium of exchange

» ahedge in times of uncertainty

= prices set daily, hence a reasonably foreseeable value

» amaterial traded on world markets

s anonymity

» easily changeable of its forms .

» possibility for dealers of layering transactions in order to blur the audit trail, and

« possibilities of double invoicing, false shipments and other fraudulent practices.®

Subsequent internationaltypologies reports continue to indicate that gold bullion is used in the layering
and integration stages of money laundering.®

There are a number of case studies which suggest terrorist organisations have converted cash into
high-value and hard-to-trace commodities such as gold or precious stones in order to move assets
outside the financial system. Analysis of the modus operandi of al-Qaeda (and its Southeast Asian
affiliate, Jemaah Islamiyah) indicates gold smuggling was used to help finance operations."‘ It was
widely reported thatduring the invasion of Afghanistan in 2001, Taliban and other members of al-
Qaeda smuggled their money out of the country via Pakistan using couriers that handied bars of

®*Abuza, 2003./bid. pp. 42.

 For a more detailed study of al-Qaeda’s role in the illicit trade of diamonds and other precious metals and stones, see Global
Witness. For a Few Dollars More: How al Qaeda moved info the Diamond Trade, April 2003; Farah, D. ‘Al Qaeda’s Road
Paved with Gold.' The Washingfon Post, 17 February 2002,

®EATF, 1997-1998 Report on Money Laundering Typologies, 12 February 1998,

¥gee for example, the Egmont Group, Fils in Action; 100 Cases from the Egmont Group, Egmont Group of Financial
Intelligence Units. pp. 11; AUSTRAC Typofogies and Case Studies Report 2008. Case Study 29; AUSTRAC Typologies and
Case Sfudies Report 2010: Cases 17 & 32.

abuza, 2003./bid. pp. 20.
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gold.'From Pakistan, couriers and hawala dealerswere reported to then transfer the money to the
Gulf region, where it was once again converted fo goid bullion. One report estimatesduring one three-
week period in late November to early December 2001, al-Qaeda transferred USD 10 million in cash
and gold out of Afghanistan.™

Moreover, gold is often used by hawala brokers to balance their books. Hawaladars routinely have
gold, rather than currency, placed in markets around the globe. There is always a market for gold
given its cultural significance in many parts of the world, particularly in Southeast Asia, South and
Central Asia, the Arabian Peninsula, and North Africa.”™

Trust and company service providers

The FATF definition of trust and company service providers includes: businesses acting as company
formation agents; arranging or providing services as a company director or company secretary;
providing office space or registered addresses; arranging or providing trustee services; or arranging
or providing a service as a nominee shareholder.

Corporate vehicles and trusts have long been identified by the FATF as posing a risk for money
laundering/terrorist financing. Features of corporate vehicles that enhance the risk of ML/TF include:

» the ease with which corparate vehicles can be created and dissolved in some jurisdictions;

« that a vehicle can be created as part of a series of multi-jurisdictional structures, in which a
corporation in one jurisdiction is owned by one or more other corporations or trusts in other
jurisdictions;

« the use of specialised intermediaries and professionals to conceal true ownership;

o the ease in which nominees may be used to disguise ownership, and corporations; and

« other vehicles whose only purpose is to disguise the beneficial owner of the underlying asset.

Those seeking to facilitate terrorist financing have often used conventional business structures and
commercial activities. Central to legitimate business activity is the need to create corporate entities
with which to carry out business transactions to expand opportunities and to maximise profits. As
outiined above, the cost of company formation in some countries can be only a few hundred dollars,
and a number of company formation agents exist worldwide that can facilitate company creation and
management at low cost and with very little (or no) customer identification measures.™

Thecreation of shell companies further offersterrorist financiers theanonymity and tax-free status they
require to launder or move illicit funds. The primary focus ofseveral al-Qaeda cells, particularly in
Southeast Asia, was to establish shell companies for this purpose.”The two most impaortant,
according to Abuza, were shell companies —  ..corporate entities established with a minimum amount
of capital, without substance or commercial purpose, that generated few (if any) profits, and whose
primary purpose was to purchase materials or cloak other aspects of terrorist operations.™

MEATE, Terrorist Financing.pp. 24.

2c0bal Withess. For @ Few Dollars More: How al Qaeda moved Into the Diamond Trade, April 2003.

BEATF, Terrorist Financing,pp. 24.

™Eor an in-depth study on misuse of carporate structures, see Sharman, J.C.2011. The Money Laundry: Regulating Criminal
Finance in the Global Economy. Ithaca: Cornell University Press.;Shamman, J.C, et al. The Puppet Masters: How the Corrupt
Use Legal Structures to Hide their Stolen Assets and What fo do About it. Washington D.C.: World Bank.

SAbuza, Z. 2003. Ibid. pp 34,

"8Abuza, Z. 2003. fbid.
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The characteristics and regulation of DNFBPs in
APEC economies

The following chapteroutiines the experience of APEC economies in seeking to extend their AML/CTF
regime fo include non-financial businesses and professions.

Ausftralia

The full range of designated non-financial businesses and professions (DNFBPs) exist in Australia.
Casinos (mainly supervised at the statefterritory level), bullion dealers, and lawyers are subject to
some AML/CTF requirements. Notaries, real estate agents, accountants, and frust and company
service providers (called professional company incorporation providers) also operate in Australia.

The Anti-Money Laundering Act2006(AMLI/CTF Act) regulates services not businesses or professions.
AML/CTF Act obligations arise from the provision of services rather than by virtue of being a particular
business or profession. As such, mandatory customer due diligence(CDD) requirements apply to any
person or entity that provides one or more ‘designated services' specified in section & of the AML/CTF
Act. Some mandatory CDD and record-keeping requirements continue to be in effect for cash dealers
as specified in section 23 of the Financial Transactions Act 1988 (FTR Act). Essentially within the
DNFBP category this means casinos and bullion dealers have CDD obligations, and to a limited
extent solicitors and motor vehicle dealers, which may have obligations under the FTR Act.

The Australian government is currently consideringextending the application of the AML/CTF Act to
specified services provided within the business and professional sectors.

Brunei

The DNFBP sector in Brunei includes real estate agents, dealers in precious metals and stones,
lawyers, accountants and trust/companies service providers.”Casinos are not permitted to operate in
the jurisdiction. There are less than 10 real estate companies operating in the country.The market for
precious metals and stones is not developed in Brunei.

Shortly following its second mutual evaluation in 2010, Brunei reported that the Money Laundering
(Amendment) Order 2010 had been approved on 22 July 2010. The main amendment, amongst
others, was to include DNFBPs (in particular lawyers and accountants) as reporting entities.To date,
some preventative measures have been put in place for some categories of DNFBP, but not all.

Canada

The DNFBP sector in Canada comprises casinos, real estate agents, accountants, lawyers, British
Columbia notaries, public and notary corporations, and dealers in precious metals and stones. TSCPs
are not separately recognised nor regulated in Canada.

7 All figures provided for the DNFBP sector are taken from Brunei's second Mutual Evaluation Report, APG — 2" Mutual
Evaluation Report — Brunei Darussalam pp. 20.
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Gaming is permitted under Canada's Criminal Code and regulated through provincial gaming
legislation.”™ Casinos have reporting obligations with respect to STRs, terrorist property reports™, large
cash transactions, electronic funds transfers, and casino disbursements. Effective September 28,
2009, entities must also report casino disbursements involving amounts of CA $10,000 or more,
whether payments were made in cash or not.®According to a typologies and trends report released by
FINTRAC, in 2008-09 all of the 112 cases involving the casino sector were assoclated to suspected
money laundering activity, with five of these cases also suspected to be related to terrorist activity
financing and/or threats to the security of Canada.” ’

Casinos, real estate agents and accountants have been subject to STR, CDD and record-keeping
requirements since 2001.% Regulations enacted in June 2007 and came into force in June 2008
expanded requirements for these sectors. As of December 2008, whole or part of the PCMLTFA
applies to legal counsel and legal practitioners, British Columbia notaries, public and notary
corporations, and dealers in metals and precious stones. TCSPs are not separately recognised nor
regulated as a discrete category of entity in Canada and do not fall under the AML/CFT regime.®

Chile

Chile has a large and well developed banking and financial sector with an established AML/CTF
financing regime. However, limited information is availablé on Chile's non-financial business and
professional sector.*Casinos, gambling houses and horse racing, customs general agents, auction
houses, realtors/ land developers, notaries and registrars, and sports clubs are subject to suspicious
transaction reporting. Dealers in precious metals and stones, lawyers, accountants and TCSPs are
not currently subject to STR requirements. The Chilean financial intelligence unit, La Unidad de
Analisis Financiero (UAF) has issued various circulars in relation to CDD and other preventative
measures to its reporting population.

People’s Republic of China

The DNFBP secior in China comprises real estate agents, dealers in precious metals and stones,
lawyers, accountants, notaries and TCSPs. Although China has recently strengthened the
requirements applicable to trust service providers {i.e. trust investment companies), it is yet to apply
specific AML/CTF measures to any other category of DNFBP.#Operating a casino (including internet
casinos) is specifically prohibited under China's Penal Code, as is gambling or opening a gambling
house.In recent years China has significantly strengthened the AML/CTF requirements applicable to
trust investment companies and taken some action to strengthen CDD and record-keeping
requirements in the real estate sector.However, according to the FATF, China has not yet extended

"bid. pp. 214. A
7 Since 2002, Canadian reporting entities are required to send a terrorist property report to FINTRAC if they have property in
their possession ar control that they know is owned of controlled by or on behalf of a terrorist or terrorist group. This includes
information about any transaction or proposed fransaction relating to that property (MER, pp. 225).

# FINTRAC Guideline for Casinos: http:/www fintrac.gc.calre-ed/filesicasinos-eng. pof

® EINTRAC, Money laundering Typologies and Trends in Canadian casinos, November 2009.

€2 EATF Third Mufual Evaluation Report - Canada, pp. 309.

®1bid, pp. 29.

Bchile's most recent Mutual Evaluation, undertaken by GAFISUD, was published in December 2010 in Spanish only. It is

available at: httg:l!uww_gaﬂsud.info!documentos/englevaluaciones mutuas/Chile 3ra Ronda 2010.pdf

8|1 jts 2007 MER, the Chinese authorities advised that the PBC has drafted a Gold Transaction Regulation that [s to be
approved by the State Council which would extend internal control, customer identification, record keeping and STR reporting
to gold exchanges, gold transacfions agents and other gold service providers. FATF— First Mutual Evaluation of China, pp. 120.
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comprehensive requirements to dealers in precious metals and stones, lawyers, notaries, and
company service providers.* '

Hong Kong, China

Hong Kong, China has taken progressive steps to extend CDD and record-keeping obligations to all
categories of DNFBP. Relevant regulatory/ professional bodies have issued practice
circulars/guidelines for compliance by the respective practitioners in the relevant DNFBP sectors.
These practice circulars/guidelines draw practitioners’ attention to the relevant FATF requirements,
the importance of CDD and record-keeping measures and address sector-specific issues with a view
to assisting practitioners' compliance.”

Hong Kong does not have land-based casinos and in general, betting activities are closely monitored.
Real estate agents have some AML/CTF obligations established by the Estate Agents Ordinance (cap
511) and additional legislation and conduct rules issued by the industry regulator.

All legal or natural persons (which include lawyers) in Hong Kong are bound by AML/CTF legislation.
They are prohibited from dealing with proceeds of drug trafficking and other indictable offences, and
are obliged to report suspicious transactions. AML/CTF obligations for legal practitioners are issued
by the Law Society of Hong Kong {LSHK). The Law Scociety issued Guidelines on AML/CTF referred
to as Practice Direction P, which took effect from 1 July 2008.*The CDD and record-keeping
requirements under Practice Direction P are mandatory. Practitioners who fail to comply with the

- requirements are liable to disciplinary actions by LSHK ranging from a fine o suspension of a legal .
licence.

Iindonesia

Most categories of DNFBPs (as defined by the FATF} are in operation in Indonesia, with the

exception of casinos and gambling services (which are outlawed} and trust and company service
providers.Indonesia’s new AML Law (Law No. 8, Year 2010) introduced measures for a range of non-
financial businesses as ‘reporting parties’ — property/property agent companies, motor vehicle dealers,
gemstone and jewellery/precious metal dealers, and arts/ antique dealers and auction houses. The
professions - lawyers, accountants and notaries, are currently excluded. Other categories excluded
from the regime include casinos and TSCPs (whichare not relevant in the Indonesian context).

Given thelr inclusion as reporting parties, thesereporting parties are now subject to the various
preventative measures (CDD, STRs, and record keeping reguirements) as set out under the 2010
AML Law. DNFBPs must also file a report for any transaction (using rupiah and/fer foreign currency)
with the amount of at least or equal to Rp500,000,000.00 (five hundred million rupiah, or equivalent to
USD $52,000) to Indonesia’s FIU, PPATK.*®

Japan
Article 2 of Japan’'s AML/CTF law, the Act on the Prevention of Transfer of Criminal Proceeds (Law

No. 22 of 2007) (the Act) encompasses the foliowing DNFBPs as covered institutions: real estate
agents and professionals, dealers in precious metals and stones (including antique dealers), postal

* EATF — Mutual Evaluation of China: 8" Follow-up Repart, pp. 43-44.
¥EATF, 4" Follow up report — Mutual Evaluation of Hong Kong, China, 19 October 2012, pps.29, 30-31. Accessed at;
hitp:ffwww fatf-gafi.org/media/fatifdocuments/repors/Follow%20up%20report%20ME R%20H ang%20Kong%20China .pdf
ibid.pp. 29.
gCurrency exchange rate as at 13 November 2012.
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service providers, and a range of legal professionals and accountants (including lawyers, judicial
scriveners, certified administrative procedures specialists, certified public accountants and certified
public tax accountants).”Casinos and internet casinos are prohibited by Articles 185 and 186 of the
Japanese Penal Code.”

Despite the uniform application of Japan’s AML/CTF law to financial and non-financial institutions, the
regime applied to DNFBPs varies across the sectors. independent legal professionals {excluding
attorneys) and accountants are subject to customer identification requirements as specified by their
relevant industry association.”While dealers and precious metals and stones have also been subject
to CDD requirements since 1 March 2008; however, there are currently no licensing or registration
requirements in place. Similarly, apart from the requirement to be licensed, there are no specific CDD
or reporting requirements on real estate agents. .

Republic of Korea

Designated non-financial businesses and professions in Korea currently have no AML/CTF
obligations except for casinos. While no AML/CTF obligations apply to trust and company service
providers, trust companies are considered to be financial institutions and are therefore subject fo
licensing requirements and supervision by the Financial Supervisory Service (FSS).

Korea has 16 casinos open to foreigners and one casino that is open to both foreigners and Korean
nationals. Since 22 December 2008, casinas have been required to perform CDD on both currency
exchange and exchange of chips for cash or cheques. Casinos do not open or maintain accounts for
customers. The Korea Casino Association has also established an AML business manual for casinos
based on the AML Enforcement Guidelines so that individual casinos can establish their own internal
guidelines.

The remaining sectors (legal professionals, including accountants, real estate agents and dealers in
precious metals and stones) are generally subject to licensing requirements, however there are no
explicit AML/CTF requirements applied to these businesses and professions.

Malaysia

All categories of DNFBP operate in Malaysia and are regulated under the Anti-Money Laundering and
Anti-Terrorism Financing Act 2007 (AMLATFA). Malaysia’s financial intelligence unit, Bank Negara
Malaysia (BNM) is responsible for monitoring and ensuring compliance with AML/CTF reguirements
under the AMLATFA, and has adequate powers and sanctions for those purposes.

Malaysia has taken a staged approach to implementing the AML/CTF regime across the various
sectors, initially commencing with suspicious transaction reporting (STR) obligations and then
followed by CDD, internal controls and record-keeping obligations. The staged approach to AMLATFA
implementation is guided by the vulnerability of particular industries.”

® CATE, Third Mutual Evaluation Reporf — Japan , 17 Octaber 2008, pp. 169. Accessed at: http:fivevew fatf-
gaﬁ.ogglmedEa!fatffdccuments!regoﬂslmer]MER%ZOJaQan%ZOEuH.Qdf

The Prefectural Public Safety Commission does license ‘business pariours’ and casino barsin accordance with Article 3 of the
Act on the Contral and Improvernent of Entertainment and Amusement Business.). However, exchanging chips from the
entertainment for maney or prizes is prohibited by the law. Source: hitp:fwww fati-
gaﬁ.org!rnediaifatfldocumentslregodsfmen’IViER%ZOJagan%QOfuiLgdf, pp. 21.

lbid, pp. 172.
¥ asia/Pacific Group on Money Laundering (AFG) — Mutual Evaluation Report on Malaysia. Adopted 25 July 2007, pp. 8.
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Malaysia also has a well-established system for ensuring the ethical and professional behaviour on
the part of professionals such as accountants, auditors, and lawyers. This includes the existence of
codes of conduct and good practices, as well as methods to ensure compliance such as registration,
licensing, and supervision.

Mexico

All types of DNFBPs are active in the Mexican economy. At the time of Mexico's mutual evaluation in
2008, there were no AML/CTF legal or regulatory measures, nor supervision, for any of the categories
of DNFBP, except for trust services which, by law, can be provided only by licensed financial
institutions.*Casinos are prohibited by law, including slot machines, except during regional fairs in
which case a temporary permit is required to operate a betting game hall. One to five such casino
licenses are issued every year.®

In October 2012 the Mexican Congress approved new legislation which designates and introduces
reporting requirements in relation to the following ‘catalogue’ of services, which includes, inter alia,
gambling and lotteries, real estate services, dealers in precious stones and metals, auctions and
artwork, vehicle dealers, legal and accounting services and donations by non-profit organisations.
Services provided by these DNFBPs are also subject to various cash thresholds. The legislation
further imposes suspicious fransaction reporting requirements on commercial establishments and
notaries.”

New Zealand

The Anti-Money [ aundering and Countering the Financing of Terrorism Act2009 (AML/CFT Act) was
passed on 16 Ociober 2009.

The application of AML/CTF responsibilities for businesses and professions is being approached in
two phases or tranches. The first phase largely covers financial institutions and casinos; the second
phase will potentially extend coverage to real estate agents, lawyers, accountants, conveyancers,
bullion dealers, jewellers and other high value dealers. New Zealand's six casinos are regulated
under the Gambling Act 2003 and the AML/CTF Act.

Papua New Guinea

The Proceeds of Crime Act 2005 (POCA) sets out basic AML/CTF preventafive measures applying to
all the DNFBPs, with the exception of trust and company service providers as set out in the
international standards. With the exception of casinos and regulated trust and company service
providers, all DNFBPs are currently active in PNG. PNG has recently passed legislation to allow a
casino to operate, however no casino license has yet been granted. The casino will fall within the
definition of a cash dealer and will fall under the requirements of the POCA.Y

“EATF — Mutual Evaluation of Mexico — Third Follow up Report, Octaber 2012, pp. 8.

SMutual Evalustion Report; Mexico, pp. 13,

% See McClesky, C. ‘Mexico Passes Long-Awailed Money Laundering Law,' in Sight Crime, 12 Oc¢tober 2012. It remains
unclear however which commercial establishments are subject to STR requirements.

" Asia/Pacific Group on Money Laundering (APGYWorld Bank, Mutual Evaluation Report: Papua New Guinea, 21 July 2011, p.

30. Accessed 4 February 2013 at: hitp:/fwww.apoml.org/documents/docs!/1 7/PNG%20MER _July%202011, pdf
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Peru

Currently, most DNFBPs in Peru are subject to some AML/CTF regulatory controls. The Peruvian
Government, particularly under the Humala Administration, have taken steps to implement AML/CTF
reform in the DNFBP sector. Amendments under Law N° 29038 of June 2007 introduced
amendments which brought the financial intelligence unit under the auspices of the Superintendency
of Banking Insurance and Private Pension Funds (SBS) and-extended the categories of DNFBP
obligated to report suspicious transactions.

Legislative Decree N°1106 of April 2012 further strengthened Peru's AML/CFT regime by establishing
the Peru Lawyers Association and Peru Accountants Association as supervisory agencies and
granting Peru's FIU powers to regulate the AML/CFT system for all reporting enfities (including
supervision of public notaries). Importantly, authorities recognise that high risk operations such as
mining companies and dealers of explosives or chemical components used in drugs and explosives
were important entities to capture in the Peruvian context. Despite these positive steps, there is a lack
of specific regulations issued for the broad categories of DNFBP and currently no AML/CTF controls
extended to the legal and accounting professions.

The Philippines

All categories of DNFBP operate in the Philippines. Trust departments of banks, trust corporations
and investment houses are licensed by the banking regulator, BangkoSentral ng Pilipinas (BSP) and
are considered ‘covered institutions’ under the Philippine Anti-Money Laundering Act, theAMLA.*

In March 2013, Philippine AML/CFT laws were strengthened to include persons (‘covered institutions’)
that provide certain financial services to clients or customers, such as jewellers, lawyers and
accountants, and company service providers. Dealers in precious metals and stones are subjectto a
cash transaction threshoid (PHP1,000,000.00 or approximately USD 24 000). Casinos are yet to be
legislated under the AMLA.

Russia

Russia has designated most categories of DNFBP but most are neither supervised nor registered
specifically for AML/CTF purposes.”Russia’s AML/CTF regime was implemented in two tranches: the
first covering financial institutions, the gaming sector, the real estate industry and dealers in precious
metals and stones. Therefare, the DNFBPs designated under Tranche one are subject to the same
preventative measures as financial institutions. The second tranche applies to lawyers, notaries and
accountants and in general, are subject to a less stringent version of the obligations that apply to
tranche one entities.Real estate agents, casinos and dealers in precious metals and stones are
required to report suspicious transactions. Russia’s FIU, Rosfinmonitoring, is responsible for
supervising casinos and real estate agents.

Singapore

® psia-Pacific Group on Money Laundering (APG)/World Bank — 2™ Mutual Evaluation of the Republic of the Philippines,

Adopted 8 July 2009, pp. 31.
P ATF Second mutual evaluation report — Russian Federation, 20 June 2008.Accessed at hitp/fwww fatf-

gaﬁ.orglmedia{fatﬂdocumentslregortsfmerIMER%ZORussia%Zqul.gdf. pp. 12. .
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Up until recently, Singapore applied AML/CTF preventive measures to legal practitioners and trustees
only (but not company service providers). Singapore has significantly strengthened its AML/CTF
regime in relation to DNFBPs including extending reporting requirements applicable to lawyers who
provide trust services and to casinos, which have had a physical presence in Singapore since 2010.
Singapore has not yet applied preventive measures to accountants, trust service providers (other than
trust companies and lawyers), company service providers, dealers in precious metals and stones and
real estate agents. While not explicitly regulated for AML/CTF purposes, Singaporean authorities
have plans in place to further strengthen the requirements for such DNFBPs.

Chinese Taipei

Dealers in precious metals and stones and trust businesses are the only designated non-financial
service providers to be included in Chinese Taipei's AML/CTF regime, in accordance with the Money
Laundering Control Act (MLCA). The establishment and operation of casinos are prohibited by law.™

The AML/CTF obligations that are imposed under the MLCA on financial insfitutions are equally
applied to the jewellery sector. In January 2012, new regulations governing the reporting of
transactions above certain amounts and suspected money laundering transactions by dealers in
precious metals and stones came in force. According to the new regulations, CDD and record-
keeping obligations for jewellery dealers are now applied for cash transactions above NT$500,000
(approximately US$16,850).

Jewellers in Chinese Taipei, in addition to dealing in precious metals and stones, also perform other
functions associated with financial institutions such as currency exchange. The Ministry of Economic
Affairs (MOEA) is the relevant AML/CTF supervisor for the jewellery sector and the ministry has
issued a “Checklist of Money Laundering Prevention Guidelines and Procedures” for jewellery
businesses.

Thailand

Five of the seven FATF designated non-financial businesses and professions officially operate in
Thailand: dealers in precious metals and stones, real estate agents, accountants, and lawyers.
Notaries, TCSPs and casinos do not operate in the jurisdiction. Casinos are illegal. Thai laws do not
permit the establishment or registration of trusts and TCSPs do not perform any of the functions in the
FATF definition.

In 2009, section 16 of the Thai AML/CTF Law, the AMLA, was amended to extend reporting
requirements to nine categories of DNFBP, including asset management companies, jewellery and
gold shops, automotive hire- purchase businesses or car dealers, real estate agents/brokers, antiques
shops, personal loan businesses, electronic card businesses, credit card businesses, and electronic
payment businesses.

The United States

The Annunzio-Wylie Anti-Money Laundering Act 1992 (US) (Annunzio-Wylie Act Act) permitted the
Secretary of the Treasury to require any financial institution to file a report of a suspicious transaction.
The AML/CTF legislation in the United Siates includes the Currency and Foreign Transactions

™ Asia/Pacific Group on Money Laundering (APG) Mutual Evaluation Report on Chinese Taipel, 24 July 2007, p. 145,
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Reporting Act (US) (known as the Bank Secrecy Act (BSA)), the Money Laundering Control Act 1986
(US) (MLCA), and the Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act 2001 (US) {the PATRIOT Act).

Some AML/CTF provisions extend fo ali businesses and to all individuals. TheAnnunzio-Wylie Act
requires all businesses to keep customer identification records for all currency transactions between
US$3,000 and US$10,000. Section 31 USC 5331 requires all individuals involved in trade or business
(except financial institutions which are covered by the BSA} to report currency received for goods in
excess of US$10,000 to the Financial Crimes Enforcement Network (FinCEN), the financial
intelligence unit in the United States.

The PATRIOT Act expanded the anti-money laundering program requiremenits to include broker-
dealers, casinos, futures commission merchants, introducing brokers, commodity pool operators and
commodity trading advisors. Informal value transfer systems (providers of remittance services) were
also included in the definition of financial.institutions. The regime also includes dealers in precious
metals, stones, or jewels.Professions in the United States, such as legal practitioners, are not subject
to preventive AML/CTF requirements. Members of the professions, however, may of course be

prosecuted for any criminal involvement in the financing of terrorism and for assisting ML/TF

activities.’”

Viet Nam

Viet Nam's AML Decree No 74 includes some but not all DNFBP sectors. Article 6 of the Decree
designates casinos, lawyers, real estate agents, and dealers in precious metals and stones as subject
to AML/CTF requirements. Accountants and company service providers are not currently included as
regulated entities, and it is unclear whether notaries have any obligations under the Decres. There
are also gaps in the definitions of DNFBPs included in AML Decree No 74. For example, the definition
of real estate agent is limited to companies.™ In relation to issuing AML/CTF guidance to specific
sectors, Viet Nam has to date tended Circulars 148 (Ministry of Finance), 22 {12 {Ministry of
Construction) which provide further guidance for the gaming and real estate sectors.Viet Nam is
currently conducting research in relation to issuing guidelines for other categories of DNFBP as
stipulated by AML Decree No 74.

195 ovi M & Reuter P 2006.Money faundering, in Tonry M (ed), Crime and justice: A review of researchvol 34, Chicage: Chicago

University Press: 289-386.
102 o pG pMutual Evaluation of Vietnam, 8 July 2009, p. 148. Accessed at.:

hittp:/Awww,apgmi.ora/documsnts/docs/] 7iVietnam%20ME 1. pdf
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Conclusion and Recommendations

The most significant challenge for the present study was the overall lack of available data on terrorist
financing in the economies examined. It was difficult to source current information onthe size and
scope of DNFBP sectors in APEC economies and specifically on the terrorist financing risks they face.
This finding was consistent with the views of workshop participants who agreed the topic of DNFBPs
was a 'tricky one’ and economies have not readily focused on the terrorist financing risks in these
sectors. This result is not surprising given that Recommendations relating to DNFBPs under the

former 40+9 framework were considered non-core/key FATF Recommendations. As a result,
countries have largelyfocused their AML/CTF efforts on thecore/key Recommendations as a priority.

Workshop participants and participating officials agreed there was no ‘one size fits all' approach fo the
regulation of DNFBP sectors. The general consensus was, it is the context of each economy’s
terrorist financing activities that will determine its regulatery approach, and economies' DNFBP
regulations must be tailored for the specific business and professional sector of each economy.

Given the lack of available data, it was not surprising information on terrorist financing in the business
and professional groups of participating APECeconomies was limited. This finding is consistent with
the results of other studies on this issue. Contributing to this finding is most likely the lack of empirical
information {namely terrorist financing cases) which involves DNFBPs. Compounding this issue are
that efforts to detect and interdict terrorist financing are usually only dealt with through existing
mechanisms to combat money laundering. Indeed, in some jurisdictions, the only available tools law
enforcement officials have to combat terrorism are anti-money laundering statutes. This can resultin
terrorist financing investigations proving' too difficult’ as a result of inadequate powers and/or lack of
capacity by reporting institutions to identify suchtransactions. o

DNFBPs provide a range of services and activities that vastly differ, both in their methods of delivery,
and in the depth and duration of the relationships formed with customers, and the size of the
operation. DNFBPs may also have different regulatory requirements at the national/state level than at
the state or provincial level. As a result,it was beyond the scope of this report to provide high-level
guidance for APEC economies, rather each economy and its national authorities should aim to
establish an active dialogue and partnership with its DNFBP sectors and relevant SROs that will be
mutually beneficial inprotecting their non-financial sectors from terrorist financing.

In relation to AML/CTF guidance, Annex 1 provides a table which outlines the inclusion of DNFBPs in
regulatory regimes across APEC economies. For each category, the related guidance material is
annotated and a reference to the related material is provided (where possible). This enables
participants to view other economies’ approaches to regulating their DNFBP sectors and the type of
guidance provided to that sector — bearing in mind, however,each economy will have different
regulatory approaches depending on a range of factors unique to their jurisdiction.

This report has generally only considered the seven main FATF-designated non-financial business
and professions. It is important to acknowledge this does not limit the inclusion of a range of ‘other’
types of DNFBP (motor vehicle dealers, arts and auction houses, pawnbrokers, for example) in
econamies’ AML/CTF regulatory regimes. In some cases, the levels of rfisk may be higher in the non-
FATF designated categories of DNFBP and in these cases economies need to engage with the
relevant sector to address the differing levels of risk.
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In relation to legal professicnals, it is important to remember the range of activities carried out by this
sector is diverse and varies from one economy to another. It is acknowledged by FATF members that
full implementation of these specific Recommendations has not been universal. As a consequence, a
major part of the legal profession is not covered by global AML/CTF regulatory standards. It is
therefore important that competent authorities understand the specific roles undertaken by different
legal professionals within their respective economy when assessing the vulnerabilities and risks
concerning their professional sectors.

For the other sectors, casinos were not considered particularly vulnerable to terrorist financing.
Research undertaken throughout this project only found a handful of reported cases of suspected
terrorist financing in the casino sector.This finding is supported by anecdotal evidence from workshop
participants involved in this project who noted that were ‘nof aware of information which involved the
funding of terrorism via the casino sector, nor would it be a likely scenario’. The real estate sector
remains vulnerable to terrorist financing in some the economies examined. Use of false identification
to acquireproperty or sign a lease remained a common method for avoiding detection by

authorities. However, workshop participants reported that in the case of Indenesia, terrorisis are more
likely to ‘homestay' in an informal room rental arrangement than acquire a formal rental
property.These factors make detection of terrorist financing in the real estate sector increasingly

difficulf.

While the empirical evidence may not strorigly support widespread misuse of the DNFBP sectors
among APEC economies, the risk these sectors may wittingly or unwittingly become involved in such
activity does remain an ongoing concern. Although it is most likely beyond the scope of most
economies to assess the level of risk amongst those businesses and professionals that operate
outside current legislative and professional regulatory controls, it is here the levels of risk may be
higher. As a result, APEC economies are encouraged to remain vigilant in protecting both the non-
business and professmnal sectars from potential abuse by terrorist financiers. Increased vigilance on
behalf of the DNFBP sector may prevent further illicit activities from occurring, and has economic
benefits beyond the sector itself.

Recommendations

Given the above findings,APEC economies may wish to consider the following recommendations:

e As afirst step, conduct (or commission an external provider to undertake) a detailed risk
assessment on the money laundering/ terrorist financing risks unique to the specific business
and professional sector in the relevant economy. For example, the Indonesian financial
intelligence unit hired a local Indonesian firm (the Indonesian Anti-Money Laundering Institute)
to help conduct research, both on the size and on money faundering/terrorist financing across
the DNFBP sector. This work was a useful first step fowards understanding the risk of
terrorists channelling funds through DNFBPs and how regulation might effectively address
these risks.

« Establish an active dialogue and partnership with the relevant economy’s DNFBP sectors and
related SROs and/for associations that will be mutually beneficial inprotecting their non-
financial sectors from terrorist financing.

« Conduct education campaigns for the non-financial businesses and professions covered by
the economy’s relevant AML/CTF legislation, or those at heightened risk of terrorist financing
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occurring. Under the PPATK-AUSTRAC Partnership Program (PAPP), the Indonesian Anti-
Money Laundering Institute along with the PAPP team conducted a range of education
campaignsfor the DNFBP sector across Indonesia.

» As far as possible, maintain detailed records of terrorist financing cases involving DNFBPs
and typologies that may be used.

« Publish AML/CTF guidelines in partnership with the relevant sector'sSRO and/or associations.,

s Seek opportunities to further build capacity in the area of counter terrorism financing more
generally, and of terrorist financing through the DNFBP sectors more specifically. For
example, capacity building activities and workshops offered through economies’ relevant
FBRBs and other international fora.

Future directions

In terms of future research, the provision of terrorist financing case studies and further typology
studies on the flow of funds from DNFBPs would be beneficial, if available. The role of certain
DNFBPs (gatekeepers in particular) in channelling funds through not-for-profit organisations (NPOs)
may also warrant further research. As noted in the outset of this report, a review of information
contained in the forthcoming FATF 4" round of mutual evaluations may provide a more up to date
picture of economies’ current progress on DNFBP reguiation.
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A Capacity building activity of the Counter Terrorism Working Group

Summary Report

Protecting designated non-financial businesses and professions from terrorist financing

Australia led a self-funded APEC project aimed at protecting designated non-financial businesses and
professions (DNFBPs) from terrorist financing. Three workshops were conducted under this project and a
report prepared for publication has been drafted. Comments on the draft report are sought from CTWG.

Project Objectives

DNFBPs are those sectors defined by the Financial Action Task Force on Money Laundering (FATF) that sit
outside the mainstream finance industry but offer services or products which may be vulnerable to money
laundering and terrorist financing. These sectors include — but are not limited to — casinos, real estate agents,
dealers in precious metals and stones, lawyers, accountants, notaries and trust as well as company service
providers. The core objectives of the project were to raiseAPEC’s awareness of the terrorist financing risks
posed to DNFBPs and to help economies develop suitable policy responses to mitigate these risks.

Activities Conducted

Capacity building workshops that were held in Singapore, Jakarta and Manila throughout 2012-13 sought to
address some of the key challenges faced by selected APEC members in their efforts to protect DNFBPs from
terrorist financing. The workshops brought together the counter-terrorist financing experts and
representatives from the DNFBP sectors to consider the risks and suitable responses to prevent terrorist
financing occurring through DNFBPs.

The project also involved conducting research into the specific terrorist financing risks posed DNFBPs in
various APEC economies. The research work led to the generation of a draft report that outlines the various
regulatory approaches adopted by economies, including thepreventative measuresand existing guidancethat
are in place to combat these risks. The reportalso draws on some of the discussion points raised and
conclusions reached during the workshops.

Key Outcomes
In terms of key outcomes, the project:

e helped increase the level of stakeholder awareness of terrorist financing risks;

* identified the challenges associated with enforcing regulation to protect DNFBPs against these risks;

» trained participants on how to adopt reporting measures that can help protect the DNFBP sector from
abuse by terrorism financiers; and

e contributed a new body of knowledge an the level of terrorist financing risks to DNFBPs.

Follow-up Work or Recommendations

In terms of future work, the pravision of terrorist financing case studies and further typology studies on the
flow of funds from DNFBPs would be beneficial, if available. The role of certain DNFBPs in channelling funds
through not-for-profit organisations (NPOs) may also warrant further research. A review of information
contained in the forthcoming FATF 4" round of mutual evaluations may provide a more up to date picture of
economies’ current progress on DNFBP regulation.

Inquiries:

Leslie Williams

Director, Reform, Security and ECOTECH

APEC Branch, Department of Foreign Affairs and Trade
Canberra, Australia.

R 461 (2) 6261 96944 leslie.williams@ dfat.gov.au
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Endorsed by SCE Nov. 2013
APEC COUNTER TERRORISM WORKING GROUP (CTWG)

TERMS OF REFERENCE (TOR)

Introduction

APEC member economies recognize that creating a secure environment for economic activity is an
important part of any strategy for regional growth and prosperity. APEC plays a valuable and
constructive role in helping to: protect the economic systems of the Asia-Pacific region from attack,
disruption, and misuse; protect the flow of legitimate trade and travel from compromise; and promote
human security and a safe business envirecnment.

In October 2001, following the terrorist attacks in the United States on September 11, APEC Leaders
in Shanghai issued a Statement on Counter-Terrorismunderlining that terrorism was a direct
challenge to APEC’s vision of free, open and prosperous economies, and to the fundamental values
that APEC members hold. Leaders built on their commitments and instructions in a further Statement
on Fighting Terrorism and Promoting Growth in 2002 in Los Cabos.APEC's Gounter Terrorism Action
Plans (CTAPs) were developed based on the 2002 APEC Leaders' Statement and incorporate
relevant security-related elements of subsequent annual Leaders' and Ministers' statements. CTAPs
provide a concise checklist of counter-terrorism measures undertaken by an APEC member economy
to achieve the key elements of the Secure Trade in APEC Region (STAR) initiative. The CTAPs are a
useful tool that provides an opporiunity for member economies to take stock of their efforts, to
respond to Leaders and Ministers' directions and to hightlight capacity-building needs to implement
these commitments. APEC Ministers, including sectoral Ministers, have also supported Leaders’
commitments and instructions on countering terrorism in their ministerial statements and activities.

Bearing in mind Leaders’ instructions to monitor progress and bulid capacity in counter-terrorism,
APEC Senior Officials established an APEC Counter-Terrorism Task Force (CTTF)in May 2003.
Since then CTTF’s mandate has been extended five times.

in November 2009Senijor Officials reinforced the CTTF's mandate to include a particular focus on
strengthening business resilience and the participation of the business sector to protect business,
trade and economic growth from disruption. In November 2011, APEC Ministers endorsed the
APEC's Consolidated Counter-Terrorism and Secure Trade (CT-ST) Strategy that underpin CTTF's
efforts over at least the next following five years.

Recognising thatthreat of terrorism has a long-lasting natureand the CTTF’s valuable and
constructive role in helping to protect the economic systems in the region from disruption;APEC
Senior Officialsendorsed the proposal to upgrade the task force into a working group in July 2013.

Mission
The Counter Terrorism Working Group's mission would thus be to:

build capacity in the region to mitigate, prepare for and respond appropriately to the threat
posed by terrorism, including by building business resilience and fostering private-public
partnerships to protect business, trade and economic growth from disruption; and

Improve coordination and enhance intra-APEC cooperation and integration of best practiceson
counter terrorism preparedness and response efforts in APEC.

The CTWG's annual priorities, projected activities and outputs will be outlined in its annual workplan,
which will be reported to Senior Officials through the SCE Fora Report,and where appropriate, to
Ministers and Leaders.



Medium-Term Objectives and Priorities

According tothe APEC Consolidated CT-STStrategythe CTWGwill implement its work based onthe
three CT-STfundamental pillars: security, efficiency and resilience, particularly on its four cross-cutting
work streams: Secure supply chains; secure travel; secure finance and secure infrastructure.In
accordance with the CT-ST strategy and annual directives of APEC Leaders and Ministers the
Working Group's objectives and priorities for 2013-2017 (in accordance with its strategic plan) would
be:

1. Advance security, efficiency and resilience in the Asia Pacific region through activities in the four
cross-cutting areas of CT-ST3trategy: secure supply chains, secure travel(including through the
Travel Facilitation Initiative ‘TFI"),secure finance and secure infrastructure;

2. Effectively implement Leaders’ commitments and Minister’ instructions;

3. Identify key counter-terrorism and secure trade challenges facing APEC economies, including
through the Counter Terrorism Action Plans (CTAPs);

4. Build capacity in ways that serve to both secure and facilitate regional commerce, taking into
account differing capacities across the region and employing new approaches and multi-stage,
multi-years initiatives; '

5. Foster whole-of-government approaches within APEC economies, as well as enhance coaperation
and coordination among economies and relevant APEC sub-fora; and

6. Strengthen cooperation with the private sector and with relevant multilateral organizations

Structure and Organisational Arrangements

The CTWG will be managed by a Chair and Vice Chair(calendar years) on a rotation basis in
accordance with the APEC “Guidelines for Lead Shepherd/Chair and Deputy Shepherd/Chair of
APEC Working Groups and SOM Task Forces”. The CTWG will be assisted by the Secretariat and
supported at the working level by the “Friends of the Chair’ (FOTC) who will provide
recommendations, advice, and input and develop work programs as required.

The CTWG will meet at least twice a year annually in the margins of Senior Officials’ Meetingsand
conduct business via email intersessionally. The CTWG will have a term of five years, after which
SOM shall review the CTWG’s work and decide whether to extend its mandate. .
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2014 C SOM1: PNG’s BRIEF UPDATE ON CTTF MATRIX — NINGBO, CHINA
A. Introduction

Chair and distinguished delegates, it gives me great pleasure to address you in this very imporiant
forum and to provide you a very short brief on the progress we are making in addressing the threat of
terrorism and associated national and regional security issues in Papua New Guinea. In this regard,
we have updated our Counter Terrorism Action Plan Matrix and we will submit the Matrix to your
esteemed office before the end of 2014 SOM1.

Much .of what | am going to say has been captured in the matrix; hence my brief will be very short.
B. Counter Terrorism in PNG Context

Chair, as you are very much aware, Terrorism is NOT a problem in Papua New Guinea. Much of our
internal security situation is driven by Law and Order issues associated with unemployment and the
inadequacies within our internal socio-cultural and economic systems. PNG is conscious of this and
much effort is being made to address this situation.

Notwithstanding the above, PNG stands committed and united with other APEC economies to
address the threat of terrorism to ensure regional and global security by enhancing safe and secure
environment for international trade.

It is in this context that PNG pursues a holistic national security approach to address the threat of
terrorism; that is fo say that we are taking a whole of government and a proactive approach to
address the threat of terrorism within our own national security context, whilst working closely with
regional and international friends to address this common agenda.

C. National Se'curity Perspective

it is in this regard Chair that | am pleased to inform you that tast year we formulated our first-ever
National Security Policy (NSP). The work towards formulating the NSP was done together with the
review of the Defence White Paper. Our Prime Minister launched both policy documents on the 21 of
December 2013. Efforts are now underway to implement both the NSP and the Defence White Paper.

In essence the NSP provides the policy framework for us, as an economy, to better deliver national
security to our people and other stakeholders. The NSP will be implemented through its Strategic
Action Plan. The Strategic Action Plan, amongst other things identifies actions required and agencies
and sectors that are responsible for implementing the required actions. Amongst other actions Is the
need to formulate a Counter Terrorism Strategy. This would require streamlining existing sectoral
programs and activities and initiating new and focused activities aimed at addressing the threat of
terrorism. .

D. Sectoral approaches
1. Transport Security — Pepartment of Transport

Whilst these initiatives are progressed at the strategic level, there are other on-going sectoral efforts
that are also progressed concurrently. For instance the Department of Transport has now developed
a National Transport Strategy (NTS) which was launched last year, 2013. The NTS has now provided
for the establishment of the National Maritime Authority which will be responsible for the
administration of the Maritime Safety and Regulatory regimes, Subseqguently a Transport Security
Policy. (TSP) is in draft and should be compieted this year.

Additionally, the NTS will see the establishment of a Road Transport Authority where road Safety,
Security, and Regulatory Regimes will be administered. Currently these roles and functions are
performed by different State entities thus creating confusion and disjcintedness in delivering this very
important national agenda. The purpose of the Road Transport Authority (RTA), like the National
Maritime Authority, is to streamline, harmonise and realign road transport safety and security



regulatory roles and functions. The Drait of the RTA Legislation is before the Government and should
be introduced to Parliament for approval.

Similar rationalization and realignment has already taking place in the aviation sector.

NTS has also provided for the establishment of a transport security and policy unit within the DoT to
provide oversight and supervision in development of policies, strategies, and programs for the three
transport sectors and to coordinate and attend to international obligations relating to transport
security.

2. Police Modernisation Plan and Defence White Paper

Similarly actions are being initiated and implemented within the PNG Police. The Royal Papua New
Constabulary has commenced implementing its Police Morndernisation Program last year. The
“program involves building and upgrading Police infrastructure, modernising its training, investigation,
prosecution and palicing methods and other activities. Part of this program would involve upgrading
the capacity and the capability of its Financial Intelligence Unit (FIU), which is responsible for
coordinating our efforts in addressing money laundering and cther related ctiminal activities.

Similar initiatives are also being implemented within the PNG defence Force. The Defence Force,
through our new Defence White Paper, whilst continuing to perform its traditional rofe of protecting our
sovereignty will support civilian agencies to promote safe and secure environment to facilitate trade in
the country.

3. Other Sectoral Approaches

Other sectoral approaches include our current effort fo develop a policy on cyber crime, our attempt to
draw-up an appropriate legisiation to address money laundering, and the on-going efforts by PNG
Gustoms, PNG Immigration Services, the Department of Foreign Affairs, Depariment of Commerce
and Trade and others who continue to progress various programmes and activities o collectively
enhance our national efforts towards facilitating international trade in a safe and secure environment.

E. Regional Approach in Addressing Human Smuggling and Trafficking

Apart from the internal efforts, there are also many regional efforts progressed concurrently to
address terrorism and other related threats. Amongst these is PNG’s continued support to Australia’s
effort in combating what is obviously a regional issue, which is the issue of Human Smuggling and
Trafficking in the region. In this regard, PNG has willingly provided facilities in PNG for the processing
of the boat people who are attempting to enter Australia. PNG's commitment to this effort is on-going.

F. Progress towards 2018

Chair, as you are well aware, PNG will be hosting APEC 2018. Our preparations for 2018 are
progressing very well. APEC 2018 is one of our top national priorities for the next 4 years thus
requiring closer government attention in terms atlocating appropriate resources for preparations
leading up to 2018. APEC 2018 is one of aur big ficket national agendas.

As you may be aware, last year our Cabinet approved the APEC 2018 National Operations Plan.
APEC 2018 Organising Committee is chaired by our Prime Minister and the Deputy Prime Minister is
the Deputy Chair, thus indicating our total commitment and giving it the prominence It deserves. The
Committee on Safety and Security is jointly chaired by both Police and Defence Ministers.

Since the formation of the Committee on safety and Security, we have held three meetings so far.
Chair, we will continue to update you and the distinguished colleges on our preparations towards
2018.

Chair, at this juncture PNG wishes to acknowledge and thank many of our friends who have offered to

provide their expertise and support to help us prepare for APEC 2018. In particular we would like to
thank Indonesia, Australia and New Zealand for their support in our preparations for 2018,

Page 2 of 3



It is on this note that | wish to thank you Chair and the distinguished delegates for allowing us the time
to provide an update on our efforts in addressing terrorism and other related threats in PNG.

Thank you

lan Jinga

Director General ~-OSCA/NSAC
Department of Prime Minister
Papua New Guinea

B

Page3 of3



Asia-Pacific
Economic Cooperation

2014/SOM1/CTWG/022
Agenda ltem: 11

CTWG Strategic Plan 2013-2017 (Update)

/,,.,.—"-—':“"‘”'—-.—_.._"'"'--..
e
Wm
APEC

CHINA 2014

Purpose: Information
Submitted by: CTWG Chair

15t Counter-Terrorism Working Group Meeting

Ningbo, China
22-23 February 2014



Endorsed Jun. 2013 -Updated 22 Feb.2014
APEC COUNTER-TERRORISM WORKING GROUP
STRATEGIC PLAN 2013-2017

Introduction

The APEC Counter-Terrorism Task Force (CTTF} was established in 2003 in
response to the increased terrorist threat to the Asia-Pacific region’s people and
its economic, trade, investment and financial systems. APEC Leaders’
commitments to undertake individual and joint actions to counter terrorism are
expressed in two principle statements: the ‘2001 APEC Leaders’ Statement on
Counter-Terrorism’, in Shanghai and the ‘2002 Leaders’ Statement on Fighting
Terrorism and Promoting Growth’, in Los Cabos, and in every subsequent annual
teaders' Declaration. The CTTF’s primary goal is to coordinate the
implementation of APEC members’ commitments related to counter-terrorism.
A key aspect of its role is to help member economies to identify, assess, and
address capacity building and technical assistance needs in this area. In
November 2011, APEC Ministers welcomed the APEC Consolidated Counter-
Terrorism and Secure Trade Strategy, which focuses APEC's work on secure
supply chains, secure travel, secure finance, and secure infrastructure, and it is
structured around three fundamental pillars of security, efficiency and resilience.
Collaborating with a diverse set of APEC working groups and stakeholders, the
CTTF develops, supports, and coordinates activities in support of this strategy,
which will guide its work for at least the next three years. In 2013, cognizant that
the threat of terrorism, frequency and intensity of disruption will continue to
exist in the decade ahead, the SOM ECOTEC (SCE) endorsed the upgrade of the
CTTF to a permanent Working Group.

Vision Statement

To take a comprehensive integrated approach to enhance member economies’
ability to protect their economic systems and infrastructure as well as to respond
and recover rapidly from misuse, aitacks, and disruptions without compromising
the flow of legitimate trade and travel.

Mission Statements

Coordinate, monitor, and review the implementation of the Leaders’ and
Ministers’ commitments and instructions on countering terrorism and securing
trade, including implementation of the Counter-Terrorism and Secure Trade
Strategy; Assist APEC member economies to identify, assess, and address
counter-terrorism and secure trade needs, including by developing, sponsoring,
and coordinating targeted capacity building and technical assistance programs,
using the APEC Counter-Terrorism Action Plans as the foundation for this work;



v.

Facilitate close coordination and collaboration among relevant APEC fora on
counter-terrorism and secure trade issues; Advise APEC Senior Officials, as
appropriate, on current and emerging trends in counter-terrorism and secure

trade efforts and report on proposals and projects as necessary; Build
partnerships with relevant multilateral organizations, including multilateral
financial institutions, and the private sector to advance leaders’ and Ministers’

instructions and avoid unnecessary duplication of efforts.

Critical Success Factor 2013-2017

Develop and implement innovative projects and initiatives that support
secure supply chains, secure travel (including through the Travel Facilitation
Initiative), secure finance and secure infrastructure;

Consider the recommendation of the Independent Assessor's Report to
transform the Task Force into a Working Group; (DONE)

Promote risk-based approaches to security;

Foster compatibility and share best practices on security standards and
programs to enhance security, efficiency, and resilience;

Enhance capacity building cooperation, including through the identification
of gaps, needs and necessary resources; and

e Enhance mechanisms to promote comprehensive cooperation and
coordination, including the engagement and partnership with relevant APEC
sub-fora, multilateral organizations as well as with the private sector.

Objectives

1.Advance security, efficiency and resilience in the Asia Pacific region through
activities in the four cross-cutting areas of APEC’s Counter-Terrorism and
Secure Trade Strategy: secure supply chains, secure travel (including th rough
the Travel Facilitation Initiative), secure finance, and secure infrastructure;

2.Effectively implement Leaders’ commitments and Ministers” instructions;

3.Identify key counter-terrorism and secure trade challenges facing APEC
economies, including through the CTWG’s Counterterrorism Action Plans
(CTAPs);

4.Build capacity in ways that serve to both secure and facilitate regional
commerce, taking into account differing capacities across the region and
employing new approaches and multi-stage, multi-year initiatives;

5.Foster whole-of-government approaches within APEC economies, as well as
enhancing cooperation and coordination among economies and relevant
APEC sub-fora; and



6. Strengthen cooperation with the private sector and with relevant multilateral
organizations.
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