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Control Centers’ Structure of TPC
Redundancy of Control Center—Dual Primary CC

The CS in two control centers operate as primary system
(Note: The APP like AGC at Taipel can be set as active mode,
Kaohsiung site’s AGC needs to be set as blocked i.e. listen mode)

They can operate simultaneously and backup each other
The CS in two control centers can operate in stand-alone mode
Links’ back-up between CCs and remote sites is flexible

Backup of Control Centers—Security Consideration
In CC Level

Two provisional CCs can be set-up for Taipei and one
provisional CC for Kaohsiung if necessary

P.3
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Control Centers' Structure of TPC

Control

Control

C.N.-Area
PESC

-

Kaohsiung NCC
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Since May 2010

Since Jul. 2009
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System Configurations of The NCCs
Redundancy of Computer System—Security
Consideration in CS

EMS/SCADA computers have traditional redundant scheme

Back-Up system for SCADA

Dispatchers can still use a standalone SCADA system when all
EMS/SCADA of Taipei and Kaohsiung NCCs fail

Redundancy of Network Telephone System

Network Telephone System has redundancy capability for every
component from servers to corporate com. lines

Back-Up system for Network Telephone System

2 traditional(micro-wave and telecom.) telephone systems will
be used when the Network Telephone System fails

P.6
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Links’ back-up
Taipei CC = ™S iinks® > Kaohsiung CC

L1 L2 L3 L4

If Taipei CC is DR( Data Responsive) Mode for a particular
Remote Site, Taipei sends Data received from Remote Site to
Kaohsiung thru M-S Links

(Note: Kaohsiung can be set as DR mode)

Taipei CC is at DR Mode,
if L1 fails, L2 takes over
if both L1 & L2 fail, L3 or L4 takes over
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System Configuration Of The NCCs

Taipei NCC

EMS/SCADA
Sronciore T Back-Up System for _—

Control

Center 'Network Telephone

TTh e ' Back-Ui Sistems for ‘ :

p.1/4

Area Control Centers
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System Configuration Of The NCCs panu

Kaohsiung NCC

Area Control Centers

EMS/SCADA

K,
o Terminal of The SCADA ‘s
Provisional «----r---» Back-Up system

Control

Center ' Network Teleihone ‘

Tl | Back—Ui Sistems for ‘ -
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EMS/SCADA (p.1)
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100T Segment
Router
with
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To:
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Digplay Primary/Secondary Other LANs
Video Projection System 2 c;‘rmw
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S  pan

EMS/SCADA (p.2)
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Computer Security Issue
Invulnerability Control

ICS structure design— Dual primary control system

gets higher reliability

Provisional CCs— Dispatchers can still use CS in special events
such as SARS (Severe acute respiratory syndrome) break out
Backup systems of CS and Telephone System-—

Malfunctions are also considered

Communication media— ICS uses non- public com. lines and
networks to prevent cyber attacks and every link is equipped
with backup

Remote access to ICS— Only vender’s engineers can access
ICS from remote site after permission

P.12
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Computer Security Issue (cont.)

Incidents encountered
Nature disaster caused ICS down— A power line tower fell down
due to an earthquake, the high speed com. links carried by an
OPGW over that tower broke, then ICS and its Back-Up System
crushed and re-started
Adding code caused ICS blind— All MMI monitors became
blind after ICS re-start because an engineer failed to thoroughly
test before adding code
Special Protection System (SPS, an external stand-alone system
used by dispatchers) seemed to receive attacks by a Trojan Horse

P.13
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Security Enhancement

Enhancement in ICS communication medias

Good lesson was given from the event that nature disaster
caused ICS down — using different media types for backup

Disciplining engineers in system maintenance work
ICS changes such as adding code must be thoroughly tested first
then get approval by managers

Upgrade OS when necessary
External system such as SPS needs to be upgraded frequently to
make sure completed hotfix and software patches are in place

CS’s firewalls can be further protected

The firewalls of CS can be monitored by the Security Operation
Center (SOC) set up by IT department

P.14


http://www.taipower.com.tw/indexE.htm

Security Enhancement (cont.)

More critical power plants and EHV stations were
added to Back-Up System for SCADA after
participating CIIP drills conducted by a government
agent

To Set up Back-Up System for SCADA at Kaohsiung
NCC

P.15
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|ICS Comm. Media (Original)

Video Telephone EMS Back-up
System System SCADA
NCC
Running Standby

S I S I SV

Running 4 [ Standby

SDH : Synchronous Digital Hierarchy
MW : microwave




ICS Comm. Media (Improvement)

Video Telephone EMS Back-up
System System SCADA

Standby

Running .A_

SDH : Synchronous Digital Hierarchy
MW : microwave




Conclusion
Electric power supply is considered as important as
national defense level

Both ICS and telephone systems of TPC’s NCCs are
crucial to power-dispatch

The security enhancement work in ICS and telephone
system began from systems’ start-up and never stops

TPC’s NCCs needs to sustain operations in danger of
bird-flu(e.g. HIN1-virus pandemic) or cyber-attack

So, TPC needs to train dispatchers to use the provisional
CC’s facilities often and to collaborate with government
In various cyber-attack drills for the CIIP plans
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Thank you
for your attention!

Management Philosophy:

Integrity Caring Innovation Service
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Old-School (Western)
ICS Security Wisdom

Paradigm:

Risk Manaiement



ICS Risk Management

in four easy steps

1. Do nothing for a couple of years
2. Assess risk. No credible threats? GOTO 1.

3. Risk ,acceptable®, or mitigation too expensive? GOTO 1.

4. Mitigate the risk you know about (and nothing else) for




|ICS Risk Fundamentals

1. Athreat-driven approach cannot look farther
than the predictability window of threats.

2. LeadtimeinICS environments
is measured in years.

3. New threats and vulnerabilities



Risk-based School of Thought

Event-driven: Focus on outside factors that
cannot be controlled (= threats)

Non-empirical: Use of parameters that cannot
be measured (example: attack
probability)

Biased: Fixation on IT components and

technical point solutions that



New-School (Kaizen)
|CS Security Wisdom

Paradigm:
Continuous Improvement



iKaizen: Focus on

- solutions,

- internal factors that we can control,
- systems and processes in context

- long-term improvement

Rislc & Threat: Focuson

- the magnitude of the problem,

- external events to which we try to respond,

- components in isolation (single out hot spots)
- short-term trouble control




Security as a property of
process control

Process control is insecure (or fragile) to the extent
that more things can happen than planned

—> Lack of predictability and robustness in systems
and procedures




What are relevant threats to this object?




Taguchion Quality

,Quality is evaluated by quality loss, defined as the
amount of functional variation of products plus all

possible negative effects, such as environmental

damages and operational costs."




Langner on ICS Security

,ICS Security is evaluated by loss of predictability,

defined as the amount of functional variation of

process control plus all possible negative effects, such

as environmental damages and operational costs."




360" View: Factors that we can

control
Network / Skills
System People
Components
Activities 4/

Data Flow

Configuration




ICS Insecurity Markers

1.You don't know exactly which control systems are used in your plant, and
their respective versions and configurations

2.You don't know the exact data flow and dependencies between
components

3.You have inaccurate network diagrams that end at the switch level
4.You don't control your supply chain

5. You don't know exactly who your contractors are that access your ICS
6.You don't enforce security policies

7.You don't systematically train your workforce in ICS security

8.You don't have clear guidelines for control system design and architecture




Continuous Improvement

Incremental & cummulative
improvements

Sustainability

Decremental cost




PROPRIETARY

RIPE Capability Scores 2013

e Atlgnta =ssssHirmingham

System Inventory

Training Programm _ i . Metwork Diagrams

Policy & S0P Repository ; ——— 0 Dataflow Diagrams

:force Information Database ’ Plant Planning Guidelines

ProcurementGuidelines



Recommended Reading

Langner, R.: Robust control system networks. How to achieve reliable control after
Stuxnet. NewYork, Momentum Press 2012

Langner, R.: The RIPE Framework. A process-driven approach towards effective and
sustainable industrial control system security. http:/fwww.langner.com/en/wp-
content/uploads/2013/09/The-RIPE-Framework.pdf

Langner, R.: To kill a centrifuge. A technical analysis of what Stuxnet's creators tried to
achieve. http://www.langner.com/en/wp-content/uploads/2013/11/To-kill-a-

centrifuge.pdf

Langner, R. & Pederson, P.: Bound to fail. Why cyber risk cannot simply be,,managed"

away.
http://www.brookings.edu/~/media/research/files/papers/2013/02/cyber¥20security%62
olangner%2opederson/cybersecurity_langner_pederson_o225.pdf
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An Australian Government Initiative ;“""’0 .
Control systems security

crt

AUSTRALIA

Topics
e CERT Australia — National CERT
e security environment, implications, controls
 Engaging with CI/SNI owners and operators
e Briefing on the secruity environment

e Alerts and Advisories

* Training
 Exercises
e Strong regional and international partnerships




'.’lj' p- - » -
An Australian Government Initiative

cr t Control systems security

AUSTRALIA

Terminology

* CERT - Computer Emergency Response Team
* Cl—Critical Infrastructure

* SNI — Systems of National Interest
 TLP —Traffic Light Protocol




| @rt Who is CERT Australia?
% AUSTRALIA

CERT Australia

e Australia’s national computer emergency response team (CERT)
— link between industry and government on cyber security

— Initial point of contact for cyber security information nationally and
internationally

* Provide information on cyber threats and vulnerabilities to owners and
operators of and systems of national interest (SNI)

 Coordinate technical aspects of a serious cyber event
e Respond to cyber security incidents impacting Australian SNI

e Lead and coordinate collaboration on identifying emerging threats and

vulnerabilities (looking ahead) ,






i An Australian Government Initiative " .
Control systems security

crt

AUSTRALIA

The environment, implications and
controls



% An Australian Government Initiative

NEW: SCADA+ Pack

An effort towards 100% public SCADA
vulns coverage

0 Days for SCADA!

Focused on Industrial software &
hardware environment

[S4]
=
=
u Weak points analyses

Average Attack Bandwidth up 718 percent;

Average Packet-Per-Second Rate Reaches 32.4 Million
According to Prolexic’s Q1 2013 DDoS Report

April 17, 2013

Giant attacks overwhelming appliances, ISPs,
carriers, content delivery networks

Scada Zero Day released at S4 Conference

Malaysian SCADA computer software organization Ec
vuinerability in its flagship human machine interface -
this week. ¢ 3

Tt

The patch repairs a buffer overflow vulnerability withir 2=

HMI application supplies a visualization of commercia™=
interfaces contact programmable logic controllers andz=
often a Windows-based system. Those processes ma: ="

control and much more




The implications

crt

AUSTRALIA

September September
2007 2011
* DHS Aurora e Stuxnet e Auriemma— ¢ Metasploit * McCorkle and e Project
demonstration drops 34 of 58 bounty for ICS  Rios Basecamp
vulnerabilities  exploits * 100 bugs in (Digitalbond
in one day 100 days S4)

Geoff McDonald,
Liam O Murchu,
Stephen Doherty,
Eric Chien




Cr t Controls

AUSTRALIA

Effective controls

e Threat of disruption and destruction poses significant risk in
control systems

e Consequence of compromise of ICS is much more than average
corporate system

e Implement effective controls on the corporate and control
networks.

e Protection of corporate well understood

e Effectiveness of controls used in corporate environment less
clear for ICS environment



i An Australian Government Initiative » .
Control systems security

crt

AUSTRALIA

Government Response

10



o __.'-:'" FOR CRITICAL INFRASTRUCTURE

o TSN

%"? RESILIENCE

Trusted Information Sharing Network

The TISN was established by the Australian Government in April 2003

Forum for owners and operators of critical infrastructure work together and share
information on threats and vulnerabilities

Develop strategies and solutions to mitigate risk.

The TISN operates on an all hazards basis.

Comprises seven critical infrastructure Sector Groups and two Expert Advisory
Groups.

Sector Groups

Sector Groups form the bridge between government and the individual owners and
operators of Australia’s critical infrastructure. Their purpose is to assist owners and
operators to share information on issues relating to generic threats, vulnerabilities
and to identify appropriate measures and strategies to mitigate risk.

11
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CERT engagement

crt

AUSTRALIA

CERT engagement
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@ rt CERT engagement
CERT engagement

e Providing security information to SNI owners and operators
e Alerts and advisories
e [ncident response

e Working with industry and researches

e Exercises

e Training

e Working with regional and international partners

13



AUSTRALIA

.9 An Australian Government Initiative ) ;‘5"'&
crt CERT engagement

Working with industry

* Provide one-on-one briefings to industry of the threat
environment and the effectiveness of controls selected.

e Provide technical guidance on mitigating threats and
vulnerabilities, including on system architecture

* Facilitating engagement with others within sectors and in
other sectors

* Provide high level architecture guidance and a security
sounding board

14



AUSTRALIA

> An Australian Government Initiative __g»"‘"’
Ny C rt CERT engagement

Advisories / Incident Response

Advisories on vulnerabilities with an emphasis on providing
mitigations

Advisories with a focus on controls systems vulnerabilities

Locally relevant information
Provide advice and assistance during an incident
Assist in mitigating threats and vulnerabilities

15




g AL < An Australian Government Initiative ' n;‘é’*b
i L ; Grt CERT engagement
E‘Q AUSTRALIA

Information Exchanges

e |t enables business and government to exchange highly
sensitive cyber security operational information in a trusted

environment
e Technical specialists from a broad range of SNI

e Share information to gain an understanding of common
threats and mitigation strategies

e Participation by a wide range of sectors, industries, and

other agencies
16




AUSTRALIA

An Australian Government Initiative g‘*"é
Cr t CERT engagement

Cyber Security Exercises

e Assisting owners and operators of CI/SNI with cyber security
exercises

e Local and international
e Design and development
e Active participant

e (Qutcomes

17




4 An Australian Government Initiative
C rt CERT engagement

AUSTRALIA

Training

e Provision of training opportunities to owners and operators
e Australian universities ASSITRALIA
e CERT an active contributor

¢ Qutcomes

Qu Queensland University
of Technology

S
p—
w
(o m
(S5
—
=

CONTROL SYSTEMS:

CYBER SECURITY
TRAINING COURSE

18



An Australian Government Initiative

Control systems security

Thank you.

('Contact CERT Australia — 1300 172 499 infnl'acert.goifgau
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