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conduits.
ISA-62443-3-3~ IEC 62443-3-3+ System security requirements and Published-
security assurance levels.
I, ISA- 62?43:143_ _IEEEEE#S—ILJ Ec:dm:t EEveﬁme\t nguﬁmg\tsa_ Under Developmenla-‘
ISA-62443-4 20 IEC 62443-4-2+~ Technical security requirements for IACS Under Development.| |
componentss
.| L] .| L] L] .| L] .| L] L] L] L] L] L] L] L] L] L] L] L] L] L] ‘
BfAAEASHHN ATLEeFa)T1E5— 16



Control System Security Center

ISA Security Compliance Institute (ISCI) &3

ik

@7 yb A ——(HHIRTLEESE) . YI5M4v. RUERBEBI LD
a2 )—F7 LT, ISA D Automation Standards Compliance Institute(ASCI)AIZ
20074E B ESN T,

Ha
@ FlH AT LB mFA T BT
HERRUBIAD-HD
H#HRETOERDREL
® 7uvrA—F— . YITS51v, AN T
BUH %Eﬂ%%‘d)lﬁd)iﬁ&—ﬁs ASecUredd
DTAYTSLEEILIZKY. A¥—LA—F RRNER
HERATLDORER. BARD MBS
BEO-HDORM.
OXANRUYRIDIER.

Hi B : T1SA Security Compliance
Institute (ISClI) and ISASecure™

BRTISAAN G
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ISCID X132 147 EMMA %

CSSCI3. ISCIICT7 ) IT—b A IseLTIMA (2013.11.262%) .

(Dstrategic Member: Chevron, ExxonMobil, Honeywell, Invensys, Siemens.
Yokogawa
Voting®§ £ =& 50000k~ /L
@Technical Member: Aramco Services, Codenomicon, Exida, RTP Corporation

VotingH £ E5000F )L H 525000K )L
@ Associate Member: cssc(aAY—S 7 LB AR R)
Voting & fF & E5000K /L
@Government Member : IPA
Voting #& S & E5000F )L
®Information Member:  Egemin. Globecomm
Voting #& £ & E1500F /)L

MADER:
1) SSA( System Security Assurance ) DR EHRTIBREEUVRREHROBRIAAF
2)EDSADIUNV AR RO R R I0E
3) B E CSSCH o () i - FRIERMBICE DAV MRE
%

HiMAESHH AT LEeF2VT1E 52—
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EDSAR i EBRE D H) W)

EDSASREEXI R : Hll > A7 L mILT D FH A A 5 25

oHIAA MR, EXTOLREER. BN, flHEUVEEITAL58FESN-HAHY
b0z 7EeRTT 5B EBNER-T/NMR

o fjl:

Programmable Logic Controller (PLC), Distributed Control System (DCS) controller
Safety Logic Solver, Programmable Automation Controller (PAC)

Intelligent Electronic Device (IED), Digital Protective Relay
Smart Motor Starter/Controller, SCADA Controller, Remote Terminal Unit (RTU)
Turbine controller, Vibration monitoring controller, Compressor controller

®ISASecure EDSAZEEEHR & F HHIA A i ar - 3ttsH M

Supplier

Honeywell Process
Solutions

RTP Corporation

Honeywell Process
Solutions

Honeywell Process
Solutions

Yokogawa

Type

Safety
Manager

Safety
manager

DCS
Controller

Fieldbus
Controller

Safety
IManager

Model

HPS 1009077 CO01

RTP 3000

Experion C300

Experion FIM

SCP451-11 : Vnet/IP
Firmware R19
SCP461-11 : Vnet/IP
Firmware R18

Version Level

R145.1 EDSA 20101
Level 1

A4 36 EDSA 20101
Level 2

R400 EDSA 2010.1
Levell

R400 EDSA 20101
Level 1

R3.02.10 EDSA20101
Level 1

http://exida.com/YOK_1303069_ProSafe-RS_ISASecure_Level_1_Cert_C001_V1R3.pdf

Hi B : T1SA Security Compliance Institute (ISCI) and ISASecure™

BEWMREESHM AT LRV T1EE—
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ISASecure EDSA B AF+—LERRFIA/M

ISASecure EDSA BE&AFX—LERBRFaX b

ISASecure EDSA7AJ S LRFaA/MCBSDONDERLATI)-HHIET,

-FHt . HOKETRT, T/ M ADRBIEENINBTHIERETIEHICHAShIBEHHMEREREL TVET,

-BE /B d-IEO#BTRE. ENLIICThEH MDD BERMICLENDD ., RSY-NVFTS5114H
CRTY—NORT2BS5h3H-DT. BRLTLET,

FRIVERIE : KEDRETRE. ISASecureRIVOIEROBEYLEBICDOWTH/IS—LTULET,

M AVLSORBHRBTRE. 7075 L2H RV EEICOVLWTEEBLTULET,

‘S ER S MUNREBTRIR. ISASecure EDSA7 A5 LRF 21X/ P TS RBENB DB ETOISLONEBICETE
TAIRFIANTT,

http://isasecure.org/ISASecure-Program/Japanese-ISASecure-Program.aspxMbAX I O—K TEE T,
BiMEESFHE ATFLEXaVT1E 52— 20
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http://isasecure.org/ISASecure-Program/Japanese-ISASecure-Program.aspx
http://isasecure.org/ISASecure-Program/Japanese-ISASecure-Program.aspx
http://isasecure.org/ISASecure-Program/Japanese-ISASecure-Program.aspx
http://isasecure.org/ISASecure-Program/Japanese-ISASecure-Program.aspx
http://isasecure.org/ISASecure-Program/Japanese-ISASecure-Program.aspx
http://isasecure.org/ISASecure-Program/Japanese-ISASecure-Program.aspx
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EDSABRE DX IR AR

IPAICEYBREREN7-EDSAIRE DM ERMRIZISCII T HIMTAM.

http://isasecure.org/ISASecure-Program/Japanese-ISASecure-Program.aspx

HWMERESHB ATLEF2)T 15—
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EDSARERECD# FF il 1IN B it W

7 @O SDSA. FSA. CRTO3D%EMliT3=2LT.
B sisecure NER BT 3R ROH —RED+

R THICEEEBEE
/

EDSA #RNERHARORTCEER

4 N . RUEDVTINIITRREASTFO AT OLREE
JYI7NIIF AR || - B=E(obust) TEFaTEYIMIITRARTOLRELE

1 fRigHTFHO-TNBC %I 2.
I —
t*2Y7 sl (SDSA) X IERMOEF T AL RERE RS RES

-
o

é ) RRIF5— / REMhoOMmH
1=
MEEL+2Y) 7 I . BFIVFAEERICOLT. BEETREFIFAAN
(FS A) I BT 2L EHDRREEATHIHNESH E5E
- . % SBRMO T ALY R AR RES
4 )
BRO/SAMRA BB ] F ISt ANBEE LT SN
(CRT) |+ TE-RUAOOIARER (BEH) (COLTHER
\_ J s FEPEMLHRRDAVE—% R, RBEHSZZ2IH
XEF1)FUARNCEST ., BARBERIBF—
EDSA : Embedded Device Security Assurance FEKICIKREREXESRLTESILY,

Communication Robustness Testing(CRT), Functional Security Assessment (FSA), Software Development Security Assessment( SDSA)
H e :TISA Security Compliance Institute (ISCI) and ISASecure™BUhttp://www.css—center.or.jp/sympo/2013/documents/sympo20130528-andre.pdf
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ISASecure SERBEDF)F1LANI

EHEIR B ORI K> TIEKBEDRREL NILERTE

LEVEL 1

LEVEL 2

LEVEL 3

Software Development
Security Assessment

(129)

Software Development
Security Assessment

(148)

Software Development
Security Assessment

(169)

Functional Security
Assessment(21)

Functional Security
Assessment(50)

Functional Security
Assessment(83)

Communication Robustness Testing (69)

Hi{ 8 : ICSIWG Spring 2011, (ASCI)
['Validating the Security Assurance of Industrial Automation Products

BEWMREESHM AT LRV T1EE—
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CRTEEROAE --- CRTEHIRIAZEIN L

OISCIFRENHAERT NI AICKWEER/ Ny beDUTICIIL T:E(E
L. V—EADHISZTER

06 DNWNAT—EANHISHERHIEELE
=>aAba—-2ZITIR <. FELHMHIOBAELHE

SRS 7109
m (m (am (=

ISCIZ2%E

Digital, Analog Test Device

L AE=S

DUT : Device Under Test
TD : Test Device

:CRTRRRIRIR D1 A—

HWMERESHB ATLEF2)T 15—
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CRTEHIROAR - 6DDURY—ER

B 6DDWAY—ER

ROWEEEZAW T —EAHBEHICHEIFEN TS

LEWRTS J—

-REDNETE LT SHEE

-70EAE1—-%BY LS T TRETSHEE

LS ATFLDSORSEISENERII T THET DHEE FrRIZEDY—EX

TORRTS—LEBYIL RIS I TEETHHEE e

FHEDH—EZ

-DAMEF— 2% BOL 2SI TRET S HEE D
Bl EW RIS\ BFDAR G
- BARRS TAE
. Analog Output / Digital Output
EPY—ET AR A AT S N LU
BRI -
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CRTHERONE - ISCIERE BIRT /1A

CRTEUERICIZ. ISCl DEBEL /=BT /NI AZ2R\3,

ISASecure : Recognized Test Platforms for CRT
http:/ /www.isasecure.org/Supplier-Resources/Recognized-Test-Platforms—for-CRT.aspx

®Wurldtech £t Achilles Test Platform ®Codenomicon%t DEFENSICS

http://www.wurldtech.com/product_services/discov http://www.codenomicon.com/defensics/
er_analyze/achilles_test_platform/

HWMERESHB ATLEF2)T 15— 26
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CRTHERLIS --- HERX®R 7O

®Group 1 12582 E 9570 ILIZX T HE (X, EDSA 401 ~406 THTE

®Group 2~Group 5 [ZDULVTI. ISASecure EDSASREI AT S LA THEINTLNFE

Wmmmm

IEEE 802.3 BOOTP e HTTPS IPv6 e SNMPv3
* (Ethernet) DHCP  TLS e OPC e SSH
e ARP DNS * Modbus/TCP ¢ Ethernet/IP/CIP < Server
 |Pv4 NTP, SNTP  PROFINET « OPC-UA
* |ICMPv4 FTP, TFTP  FFHSE « MMS
« TCP HTTP * Selected * |EC
« UDP SNMPv1-2 wireless e 61850
Telnet protocols/stacks ¢ SMTP
with elements
such as:
a77akal - IEEE 802.11
-ISA100.11a
\_ ) - WirelessHART

Protocols for ISASecure Communications Robustness Testing

BEWMREESHM AT LRV T1EE—
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FSA/SDSAIRt I

® FSA: Functional Security Assessment (EDSA-311)

- WRBBROEX) T HEOT RV

— EDSA-311MDERFIHITH T, WREBOREEONHRTE
FORBZTV. BS/FEAZHETS

- RH#T A
> g%ﬂ%*%ﬁl:?ht (. Efz AV TERRICEEZHERT

® SDSA: Software Development Security Assessment
(EDSA-312)
— WNEBEDOVINIITHETOECRDT LR AR
— BAFEFFAVNEE/REY)ELE 21— ER(PDCATOER
DF L LR MER)
® EDSATEHR
— ISASecure WebH{
http://www.isasecure.org/ISASecure-Program.aspx

BEWMREESHM AT LRV T1EE—
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FSAQE LRI

7ZotvAarba-
(AC: Access Control)

A—YkiR, 1—YREE. SATLEREHN., tyanvy /87
User Authorization, User Authentication, System Use Notification,
Session Locking/Termination

(RDF: Restrict Data Flow)

EHa M- TINA AEREE, BSEEEE K

(UC: Use Control) Device Authentication, Audit Trail

TF—2NTE BEEROT—2, REROT—42

(DI: Data Integrity) Data in Transit, Data at Rest

T—2DEREYE BEXPDT—2, REPROT—42, BS{t

(DC: Data Confidentiality) Data in Transit, Data at Rest, Crypto
F—270—HIR TSR 70—K. BRA/N—T1va=7), HeER

Information Flow Enforcement, Application Partitioning, Function
Isolation

ANIIDEAL L)L RR R
(TRE: Timely Response to Event)

19T/ NE
Incident Response

2YNI=01) )= AN ] A%
(NRA: Network Resource
Availability)

Y—EARBERENE. /o7y 7EMmE
Denial of Service Protection, Backup & Recovery

BEWMREESHM AT LRV T1EE—
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SDSA : FEEH7x—A—K

&5
PH1 t*a)F+EER7OEA(SMP)

PH2 t¥2)7+BRWIAL (SRS )

PH3 JINITPP—F*T9FviEH(SAD)

PHA X 2YFVIRIFERAPERBOET WME(SRA)
PHS B/ 7P BRE(DSD)

PH6 X1 1188t WM(DSG)

PH7 EI2—VORBREREE(MIV)

PHS tFX1)FRETAMSIT)

PHO9 t¥2)5F+7O0CAREE(SPY)

PH10 t¥a1)F 134 E(SRP)

PH11 tXa1)FAREBETAMSVT)

PH12 ¥ 21713 KIT(SRE)
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Y702 PRI L 717 ADEF1)T1 8 A

SDSATI. IR7OtADVEETFNIct*1)T BN 7 —XH M ARAENT VIS EE

BEEYD Ph.12SRE jpda1)5¢
Iiz::"l};; Ph.11 SVT BEEE
—-= -
Ph.1 SMP ﬂﬁ?’é#ﬂ?—ﬁ RT
t¥*a)5r1 gzgg:jnr_%
55 muon LE2—/BB  #romss Prioske
Ph.2 SRS \ REI]I.IiI‘EITIEI'ItS E  nTr T TT TP REHIEWITESt __________________ - DpEratiﬂ."a|
Analysis Testing I\Bh.gspv
N st 4254
%27+ | Highlevel o »| Integration | RLEER
P9 T AN,
LT ZTPEAR i ¢

Testing

abuse caseF Ak

YPERBOET VL Specifications
Ph.4SRA  pp,5 psD \
e¥1UF-717 i
DALY pe ke

Ph.6 DS

Ph.7 MIV
t¥*a)71a—-Kb
21— &2

H B8 : [1SA Security Compliance Institute (ISCI) and ISASecure™

HWMERESHB ATLEF2)T 15—

31



Control System Security Center

HATHAEICSLS MR FE DR S Z I sl
REISCINGER - REShL
AF¥—L

|
|
Current EDSA CL*1 : CSSCAHCLELTREE
> I EAE ~ —
IRTEZIKE Dexida—etH | 217, REALHBIC G2 D
|

HEEE R

CLELTREZO, i&Eh

(meomes | =i (mwe ) T
IAF/ ILAC MRA || == :
“ REEFEEA I
ANSl/ACLASS IAF :International Accreditation Forum > ii E$E%ﬁ%i$ﬁ |
ILAC : International Laboratory Accreditation I JAB Japan Accreditation Board I
Cooperation

MRA:MutEaI Recognition Arrangement / I / T B T I
1 I1SO/IE {1SO/IEC |

ISO/IEC BE ISO/IEC aEk « = ' :
Guide65¢2 17025#3 G“'de‘i,, 2 e 170253 :
i
|
|
|
|
i
|

Japan’s Case

b = = — — Qther Countries Cases _ _
%1 CL: Chartered Laboratory

%2 1SO/IEC Guide65:General requirements for Bodies
Operating Product Certification Systems

*¥3 ISO/IEC 17025:General requirements for the
competence of testing and calibration laboratories

¥4 CSSC:Control System Security Center

HWMERESHB ATLEF2)T 15—
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ISASecure EDSAEREEDERTEIN @ EIE

2013.9JAB A¥—LFA—7—|SCI
= = | !
AIRTEHHEH SCIRERE v ISCIm ISCIBE{E
TRLEREAOEE |
ISCI
: ISO/IEC  EDSARBIEMR [SO/IEC
SBARONEMEG | CMes2 DSk 170zsi
BEEANICETI2—g =Rk v 1 4 | v
FIR L » REBEIR
EDSASREIERERE (’CE%’
|SO/!E(_3Guid965: :
NRREIHEICHETS EDSA CRT/FSA/SDSA
— R REIR v
NENS (BE’)
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EDSAESREMRBA <M\ THORFAIANE A

201454 A KYPCLS ({R%1IRRE ) THEDSASRIEDY —ERARIRFE.
sl % B D {4l - EDSASREEIR EA DA A - mB v a7 W EFENEREL .
JABICHL2013.9IEBEHRZL . REBEPOREE.

FEEies | EDSAREERF—LA—7

ISCI 1 |<DCLS 18 A LIAICJABOEDSAEE M@ A g
gg%ﬁﬁgﬁ\ PCLS |1 | Bis ERERERE—LORT
; SEIOK|
i B || 2014.4 =
cssc 20139 /| “Epsa REmE JAB
SEEME AR, | EeaERRk o
2013.4 FEEAEFFH | 2014.4
| vV
201 4.2~* PCLSTORRELE AR

<EIAEBEER1T> BiE <ERHERBRF—L> TARMROEH>

| —0 L

ISCIERSEE RE £ THEBLE ISCIIC 0L 748 L EIACSSC
1Oy REE (B1T) 2K BEBOAF— LTI HEERORB

ISCI : ISA Security Compliance Institute ISA : International Society of Automation[E & &t:RIH|{E1Z2 % PCLS: Provisional Chartered Laboratory Status 1R 2 4k B8
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SSARBRED & FEl 1IN B It I

SSA : RXLNCO DY 23 D0
(SDA-S, FSA-S, FSA-E, SRT (VIT, CRT, NST)

. Ensures Security Was Designed-In
ﬂystem Security Assessmerh i = J ;
= The suppliers system development and mainfenance

(SSA) processes are audited for artifacts to confirm secunty

practices
= Ensures the system was designed following a robust,

Security Development secure development process
Artifacts for systems(SDA-S)

Ensures Fundamental Security Features are
Provided

= A system's secunty functionality i1s audited against
//’7 defined requirements for its target security level

Functional Security

_ B = Ensures the system has properly implemented the
Assessment (FSA-S, FSA-E) security functional requirements

. Structured penetration testing at all entry points
System Robustness Testing |5 including 3 types of testing:

(SRT) 1. Scan for known vulnerabilities (VIT)
2. Commumnication Robustness Testing (CRT)
3. Network Stress Testing (NST)

{ Identifies Vulnerabilities in Actual Implementation

e ——

H# : http://www.css-center.or.jp/sympo/2013/documents/sympo20130528-andre.pdf
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SSAMR AT Ls

ABDRAC I TRREND A—0Y AT LHEBEDI AT LHNR

Hi B8 : http://www.css-center.or.jp/sympo/2013/documents/sympo20130528-andre.pdf
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©%:ISA/IEC62443 %R ELT-IRALIBE

H11—tFa11)5712013 u ISA/IEC62443 E013636 5
e Tl bbbt I o ol i > 353 [1))
[ BED |1 Nisc | | ot | NIST | . o=
| == ‘ MET SR L I5A 4 BRER(TIT
POrs, : ! IEC 1 Cybersecurity |! .
! O 1 ~ I 1 | O
| " oo PA_J{ESSC HEE L == | Framework |!
! JPCERT/C E [ —————
S U R i
2k ot
_______________________________________ |
: Geiese ISASecure(EDSA, SSA) . CSMS(IEC62443-2-1)
l E Steering : : i i ! l
1 Committee E E ISA : ! IEC i :
I ! ! | : !
1 Coordination \ : ISCI ! . | JIPDEC | :
| i Group : ' ! ' | ! |
R : : ! | I l
i . . JAB ‘ ANSI _ | ! ! I
I || SME ! ! Exida |! L] JOA |
: i Group GIAC : : CSSC xida : : Q | :
I __________________________________________________________ Lbococoocoococooooooad
FlHRT LT )T1 HE R T L HES R T Ls
707xyvaF N (A) SRFLOME MF - e
AT i AT
(GICSP: Global Industrial Cyber Security Professional .
ISA/IEC62663&NERC CIPASEBEN TS, ) ICS : Industrial Control Systems

BEWMREESHM AT LRV T1EE— 37



Control System Security Center

©%:ISA/IEC62443 %R ELT-IRALIBE

H11—tFa11)5712013 u ISA/IEC62443 E013636 5
e Tl bbbt I o ol i > 353 [1))
[ BED |1 Nisc | | ot | NIST | . o=
| == ‘ MET SR L I5A 4 BRER(TIT
POrs, : ! IEC 1 Cybersecurity |! .
! O 1 ~ I 1 | O
| " oo PA_J{ESSC HEE L == | Framework |!
! JPCERT/C E [ —————
S U R i
2k ot
_______________________________________ |
: Geiese ISASecure(EDSA, SSA) . CSMS(IEC62443-2-1)
l E Steering : : i i ! l
1 Committee E E ISA : ! IEC i :
I ! ! | : !
1 Coordination \ : ISCI ! . | JIPDEC | :
| i Group : ' ! ' | ! |
R : : ! | I l
i . . JAB ‘ ANSI _ | ! ! I
I || SME ! ! Exida |! L] JOA |
: i Group GIAC : : CSSC xida : : Q | :
I __________________________________________________________ Lbococoocoococooooooad
FlHRT LT )T1 HE R T L HES R T Ls
707xyvaF N (A) SRFLOME MF - e
AT i AT
(GICSP: Global Industrial Cyber Security Professional .
ISA/IEC62663&NERC CIPASEBEN TS, ) ICS : Industrial Control Systems
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$%:CERT C/CHHEFaPa—F( I RG -k Lo

o LXa1F7IA-F1>0LF TJTOJVSLADRE(OD—FT+ >D)EET, HSEHEHEZMEDIAFTRRL. BB
EDRAFE NS Z R UIBIE T MO FiETHSB. CERT C/ C++ €FaF7I1—-F1>I0RF>
H—R(3, KESECEZEDRIFIRADERLELRZT— RO, EF1VUFr REBICHADII—FTr>0%
BWEL, EF17TREDOSVWI—REFRITILEHOTI—F12IORBELTEESHSNTVS,

® 2TDIL—ILICHENT DIHEIRLS, FIL—IICHESNBEEICEDE, HBEFEITO> IO
BOEBTHRIVA AV THIAT D ENAIRETHSD. CDCERT C/ C++ €FaF7I—-F1>IRF>
H—RZEBEATBIET, UTORBRMEIFTE S,

- KOERETEF 1 7RERHAFE

- BREUSBIMEBVUR I DILE

- dA—RotF+1 V57 r mBEZHHlid EFEDOVOEDEUTER

— 2014FE K DRIBHFE SN TS EDSASRSIDERFEIEHD—EBNADIT I

CERT X a7a—ToV T REUF—RIE, ¢/ C++ [ Java D3FEFE IRt
FEHTEER : https://www.jpcert.or.jp/securecoding.html
AR89 B EHRSE : secure-coding@jpcert.or.jp

BEWMREESHM AT LRV T1EE—
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X2 7 HliEIS R T L= BRAREAN

CSSCTR—LR—T
http://www.css-center.or.jp/

CSSCERBRE T4 (A AREEIR)
http://www.youtube.com/watch?v=wbEiDQZU5s|&feature=youtu.be
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