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fRIZ 2010 FEAVETET  EHERAVE TEFELA 1,000 (5 51475 88%
& T HIRE o FERCRTIERY T HOREME ) ER R T A FE AR R E T E
4R 8y T HIRE | @ sy -

R T HIRE | B ERERLUA AIAE 70 SERAYHIZEER | Field of Dreams(2°4]5K
H) (B8 2% BV If you build it, they will come(X1ERIRE 1 fLFTE2K) -

iR R L T T HIRE A, PRI EA -

If you build it,
they will come

BT 0 B TERS > AIBVERREREY T B0l siEsk o EERY o R T {ERESR
HRBH e > AEEREY T8 e REEEK - FI4Y E E A (web mail) ~ 1t
EE4E L (social) ~ REEHARTS (sms) DAz E At (F 47 1Y 75 (old school) &3 & -
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HATATLURRERVETS - T IRE ) TSR IR S BRI T ik
rE ) MRt s R LL T e e B U ARV ESY © R T ERE L
SMTP(Simple Mail Transport Protocol)# &1 74 2 1 T & > R 5% fy 25(Port
25) > % Iph aE E % FH P (Client) EREL (] iz (Mail Server) LU 4wl 2 22
H eIk 2 = fEAvEER - Ry BT 80 FAFTHIE - EEEEEER &
T4 BEREABE 80 4R T HBUFRDL ) R MiTER  EERFEET

UL E S RV BRAT -

September 1973
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AR EFEBR S R B S - NREN_EEE HERERE - RRLE
1995 AR T 55— (e B T B S - #ESEI | Floodgate ;0 H.
FdR R A O NI - SRR g B T HIIRE 2 ) AEE KRB
S o LTI S FRAECE I E AR 4 - FrERBE Gl R
{EART B ATH R L ES AR SMTP s Eb (27 21 B ity - thgt/2 A AfY
FHEAE TRERC R " IREN T | SRR IR RS - Ry e pl R Bt - R
FAAE R
1. EBTIEETRH] - N2 ERFER PR -
2. SEHRERERE ~ teolll ~ TRECTER -
{5 752 &kl /& (Database Of Word Probabilities) iy 77 =2 )& " FELT
SRCA | B T BEREE  -

T
S

Database of
word
probabilities

~

I3 7 EUR A e IR SRR A - Rl S M ke S
ARy P ALREE o FRRy )7 T H BT R R ) (Bayesian Spam
Filtering) |, » B 2SS el K HIRAE SV AEM A h Rl » IR
i TSR hORAETL -
BB =82 (Supervised Learning E{fff Machine Learning 101) /5 " &322 |
g —FENSR 7% - FEHE R PR EE T —EEE 5= (learning model) -
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AR IR B - R Rsha > B A T B RRSIRML A T AR
Pt Tr TR SOERETTZ o FEAIR T ARRAD ) B T SR PR
" B YMEL(Crowdsourced) | 1A > AiTEE T BERRSMEL ) Ry — TR SR
BN ZE A AR R AR TAF " 8860, (4 PRAERE HTRE R i AR A B4
fE > HBIMERY R TR - SRR SARARO R - SRV NEEFRE - 7R AT
R — TR B Ry 5200 A T BRSO MEL TR BT AR T R
B T IRRrhEi ) HHE AR o BRI B EREME Ay TR E ) RS -
HIpY TRERAMEL ) HYFIE BN BT - SR BB BT T R A

e °
NE Ry R B RS R R ARET

Email Market Share 2006-2012

75 .8 .85

.65

Fraction of Market Controlled by Big Three
.6 7

5

5

T T T T T T T
2006 2007 2008 2009 2010 2011 2012
Reporting Date, March of the Given Year

HARHN R R (PHTT) - ERE]fy 2006 4E 2 2012 4F - ikl Ry SR B 1 B4
FERT = KR AR B IR B Y (2R (PSR R T B PE(TIEER > Br T 2010 4
TEA RSN - 1E 2006 FHYRF] 60%5E T F] 2012 FHYEE 1 80%

" HIREM ) AR 2 Y E RS SMTP i E i E Y ERIS B4
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It SMTP A AL B T5HRE - (EEEFH " Ak 245 ) FIH
LGSR T R EEE - Ry TR BREUT T EBALE ) R SERRAERE T
{yiEERI7 22 s TCP/IP(Transmission Control Protocol/Internet Protocol) » X TCP
A A ks WP fikl > FrRARTRIAT R e as |~ P ik DU R
sfkaar TR ) FELAYEE THOREE ) - B E TR P B E
—{EFAIE T2 KR R A — (B e 1P P RS " Hhdh e
MERAER P YA TRAE ) MERATARIRERE 1P PP - E2
MR KETHIRERE 1P EAER TRV - KM RS " HIRE W B8
ARG SR EEAT 5 BHIIARESR » Spamhaus RILE—({EIESEY H IR &R E Y R ED
R4S > HAEE pamhaus.org TEHAEHTIG M " AIEREN ) BRIV R4
AUAERASL =& - R R —20 P T iR, VRS E R -
HIRE R ) R TIRE T ERALE ) BRI - BRA T 7R E4EES (Botnet) |
TERiss N E ) B9 FEE - T IEBEAERS  URAERY 2003 4 -

"EREAEES | EEIE BRI EE R (Malware) Y T AR R - I E
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AMERCAMEER - T EE M " mIRE) M — BT SRR A | A

AILZIERE N —E0 " TRRE R | R - A S 85% 2 R T TEkEE
M B T HIRGEN ) EE—RER AR o AR RS P
_E4¥pT{sE FHAY Ry DHCP(Dynamic Host Configuration Protocol : BhRE 1 H4HC E 177
TE)EERE - EERE IP F5IREEE A TCP/IP 13 E VABPEAERS 4% FHiNEED
REAY > B H B AR FTERSHY IP ik B A B E - R & RS 1P #3815 -

PERZE " EE RN, SRR P firkl o R SCEM AR T Ak
B R kR - 8 XO2 T RTRERY 1P T ARG 5 —THEARYE 2009
FAVERIGEET - B 90%HY " HIREM: | oy i EREY 6 (i T RS At
Midt o B —{E% 5 Rustock (Y " FERE4ERE , HI 2006 FEBHIGE(E - /N
RETE MRl Y %1% 25000 £ T HIIRENT: - HEF 2011 4 3 HA Bkt
SRS 2242/ F] FireEye ~ fl#R(Microsoft) ~ SEEIFERRIHAER LK S5 FIER
ENETFEE > 2RETEERZHF TR T 35%  BIEE 75 H  HR
SR ETTEIERFHIAKF -

Fo Sl T yEpeAERs | ey T aIRE T o A AFRH T EHHE 25 HETUR(Port
25)H9 5= > N R T2 ERITHYE SMTP dEih e - B imafRet K 25

EZBIEERE T 25 MEER - (AR 1EF] I 4E EH E 4 (webmail AT K & 45 24
(TR o IR H BS503R T Ui ABEES  H -

LABG 1R RS % -
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PRI > T AR | FREGE ML, - BUCE RS AT 7 B BEE
FER > — B RIS EE R ARIREE AAYEIR - HHE G Y
B AR S T R E T E RV EF A 1E 2007 FEHYSEE 7 9T
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Spammer Wty

g’ specialists

spammers

i
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-\ USIL ’,

hosted domain
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advertisers

THIIREN ) R EER L (BRI E A T AR E R
(Spammers) ; LI4Ei{{/E (Hosted Domain)iy 7 A RE G £ - M H H
TR E1E - AR A B B o I pe e 2 AR 4 e
(ERERP LB IR P H B IR Ab4E T MR @M S | A B o
B WERIERTEE Z FRREAERS o T R BB EE T EM R

2. JERE4EE%(Botnets)

Botnets

o

spammers

Users
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CRORE RS | F TRRAER | (AR (Users) K B
% THUREE -
3. % {f%%i(Banks)
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GIERITER " AOREEESSE ) FTEE  HEE BB =TT
HYITECRE - ISP e e -
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/-

g 7/
é- -‘ 3 ‘,‘» i Bank of Baku
p'rod.ucu.on/ merchgnts/ payments
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Hpg s P R B E B T RS AR S - (R B EER > 7
SHEGE T OIREM AR | (E R o
5. TIIREMS: | 15 (Spam Market)
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;308 El’] A mgi;%

F&EEdS | i (Legitimate Advertising Market)

Legitimate
Advertising
Market
publishers ad-networ Users
vty
specialists >@
b Sy el ama/zoncom Bank’o,grica
p‘rod'ucti‘on/ merchgnts/ payments
distribution advertisers

e o] USRI = - SO S 4948 (ad network) > 5 1 1EHY
LS AHB L EEEUE (20 facebook) HUSFTRE ZHYE ] IR H B KA
SRATREE R _LAVAERAANER - kT T RIRE:, SRR A
PhREM R ) EE - EONEEFREEERLL > FRAEEE =TT
SHTTEURE DU FT R B an iR - T BRI B EhRE (4
FLANSCHIFTEEE] > T AR ) IRE S IR d e tHE - RittER D
Sy T IrReER () SIEF RIS L E T o SEEL T ERER - Bk
80%H1y " HIIRENF | HEIE -
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| Phar Phaanany EI
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" rRCEM R BRI 5 R e SR Sk T 1000 B EL
- SBGEHHEAE A 100 B " HOREME | )5 B R AE EIRE
M - N R EIREDS - BEARNE A 5 ZIRTEEL S © EEE
NEUEEEE SRR ZORATA 10 [ o SRAOHES ALY 20 THR SR -
NEREEA 99% T HUIREE  #OEBIERIENR
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A 1005
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Ko GHBSHER TSR IELT TR = F > AIREEER] 25 5 > BB
ETERYREZ ] DLEI 100 52 E YA DS 2/ s on 7 BE R IR
HEZFARA -

"R ) ARESERR IS RS A ¢

Control 80% yitte
o :
E. Europe
us,
ﬂg"ﬂ, W. Europe
W. Europe
aw i r
o 7 r U}:‘ Banlk:o)(f:l!aku
Ind|a/Chma i
Russia E. Europe,
West Indies

BRIAESR » TR ARy T ML R ) AT R - HAEEE
FAPEER - FrigdZen e e SRR (L 7 SE A PHER - BLsRBIORIPE I R B Y R
TElF > BZEEEME - MR EE R BT -
BANREER S - HpEm e R T T LR L AR Y
WRATH ) BRI R A R S L R S o PRUR HCR E  R 17 E
» NI HIVEZ R R RS RN -

FRIZ B R Fe S S BB £ — (7 2011 - Levchenko £ \iEHE 45
{EELE3 & S FRIR R TIH TR S T s - oo R B AR R RS S
EIVEE > sA S 3.5 (BENEIVE —ghh R TEE R - EPTEIAE
A 5.4 HlH > FRpE SRR R A et S A FERY TSR



(Store-front styles) | » FIZCEENIR S (58 FHEHE > 28T HE WA KIE
AL B A H [F—JER > HEE BT 968 i - thut/esiiE 45 [ErRAE
SEALHVTTIH b SREEEE— I F 968 (A [F EASHY /1 & 1 45 B2
b BAEESAHRHHY AL G 30 52 0 HERAVIBE S X ~ (TEam 10K -

Table 1
Breakdown of the Spam Supply Chain

Stage Pharmacy Software Replicas Total
L'ni(lllc URLs 346,993,046 3,071,828 15,330,404 365,395,278
Domains 54,220 7,252 7.530 69.002
Store-front styles 968 51 20 1,039
Merchants 30 5 10 45
Source: From a study of 45 merchants tracked by Levchenko et al. (2011).

" HIREN ) B RS (Economies of scale) P - BIFEE B (559
BTN - PRI TR > Ho T AIRE A ENE RS ) R AT
A ERA » HAA IR bEs - 4aps N Ch - TRBEMERE S - B HR
Wz o (BFERGAGT - BEAR T NGB R L AT LS B AR
S AR AR I 48 I B BB e dErs - (H R T KR A EE M e E A
FEs ey R - PRI R A DRER TR B E AR S s - BIEEAIR
TR EF » STFRIBE R AT ENT HAYEE BANERG I » 2RI » T SR
B ) B AT DA g DATEE 2
3% T RORE RS | 451% 10,000,000 EFEL: - H1R PR A (4 T 4
‘R[E]HY7 8,000,000 Ef - FER 2,000,000 EFEIEZL - 281 - FHHIERHH
R 1,850,000 Ef ~ i 2HS EFEMIFRAY 149,625 £ » HIE L EHIEIES
BHYRLIEA 375 & - (EREEAMITARER SRR - DL T R
. BB J5E0 FHEDE 1000 T RE AV A (CPM) #4552 0.03 7T
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UsS Mail $250-1000 500-2,000

Primetime TV S20 50
Online S1-5 2-10
Display

Spam $0.03 0.06

AR TYIRISHERMEST T HIRE G, TSRS BRI A SRR
Temporally Separated Orders (“accounting attacks”): Levchenko et al. (2011),
Savage et al. (2011), Kanich et al. (2008)

botnet/market infiltration: Stone-Gross et al. (2011), Motoyama et al. (2011)
botnet monitoring: Symantec 2011, John et al. 2009/2011

“found data”: McCoy et al. (2012)

RETHE 1.8 (832708 3.6 (BT 2

GlavMed ~ Spamlt 1 RX-Promotion Ay H AR AL e
WO EARERIT - fROE TAIREN: ) BRI - 48hE - 4auniEeat - (TR
FEmPER ~ BPIRERR - HAR T ARERRRE ) R AR
RESx T HIREME | B TRERANEE mFER)MNS - 36 H "k
R ) ATHUSAEERINY 40%(E Flifl25 - B 2007 42 2010 K
1k B E RN EL N (PAT RERAL) |
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= GlavMed
9 -=+- Spamlt
g - -=== RX-Promotion

Orders per week (thousands)
o
|

2007 2008 2009 2010 2011

Figure 1: Weekly sales volume for each of the programs.

Tl MRS | B S IGATTE » BRR A RE FAOS5T -
M R E > YRR THLRE G | (5 T
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0.3+

0.2

Density

0.1

0.0+

¥ 0Estimaﬁ:szcc]ioalrlnua§I1c}:(i:)mmig;i{'z)}‘rgs (U$S1 OIZ[))EF:-(IIars)$1 .
TERE RISV - MR EEAETE S " AR | 1T RS Ay AE -
MEfer " AERE s SERTE AR EER - 28T HEBERSAHE
i T HIRE A E R o R R A E OB R =R
PRI BT o] DA By T &R ) e T ks | SRR
S > T LR ) AR A (B (L P B2 -
HHEAEHEMNS - KRER T AERE: ) BT EFEZR AL
BEEBEIEREME » ERREZEWIE 5 B E R B0 R B 2
F o S RE A E TR HHAVBRIPRA - LRI F IR = A
= ~ R ~ IRE PR ~ ERIRSZERA -
HFFIA Y 2B MG ERREFEN IR ET: ) IIEEEE AL HE
A RRHIRATRR
1 48 " HrRE: & e
2. g ORI RS R A P Uma LR (%)
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3. THrRET ) EIERSHYECE TR

5. (EE-PICE EATEE EAVEF IR

6. EI HAVERIERE

R PR E TSR ERAE 2010 2 K IYT ALAREp (A HE8 RETE 700 {BEf -
HrpA 1.29%0 T HIREM | ISR EIE M P - (e B RS T
SR ) FTARAVIRETE By 5 FP o LARER 25 SRoTat®E - T AIRE ) AERREY
{ELAFH P AR REY Ry 60 F1 120 (S35 T2 -

HAFECENME @ (THAVRA BREE 2R T aIRE | S -~ FEk
eI T Bk anE ~ B TMERARE " HrRE e FEERHIR RS
RIZAA > FEEITA SRR AR E ) SRR - Rk HIE
TG A

A TSRS HFER T Apk@E | isEE A= 0EN) ERTEK
RS -

1. SCPR S = 5 ST AR RS S

2. WE RIS H

3. BT ERIE " IRET: ) ATCEAYRE

BAGET > 55 =5 SRS S ALY 50 fE35TT » iR T Y S /D
72 10 (B357T - BTACEAERE [ HIRE: | FrfCE R AT AL AL
H#EER - AEEHET -

Rt BEHE TS ERIEIRATT

NEICENFTRETIRAL] 60 {§357T °

{EAFH P AT REHIEALY 60 2 120 {E35T2H °

DRI " e ) RSB &G AR S P IR 200 (ESRTTHYRA > [k
P - EARELE TARE ) RS P IRRE R TR
CEIRHEN 2 (ESSTCHYSER] - BT R ET L B A B AR ZRHIEEE - K
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QU5 100 © 1 /A o inEAPT AT DA —(E T
BB RS RTA » HALGRAELE R 0.03 £ 0.41 Z[H] -
FEHUREEAITT Ry HALERALEE R 6.7 £ 303 ZfH -
FNTEIRHAT R > HAL G RO’ 1000 DLE -
" HIRE ) B (EE A tSmrI L (E - AR E R L " ArE BT
Rt A s ~ TRENHIERERS -
=~ BUREAHED M AT

REZEHY T AEREE ) SREEARIESSEI(E 2003 SEH]TERY CAN-SPAM % » 52
KIBLEAGE HARHIEEE T E A HAA R L RN RS AL IE - 281
SMTP NI E 55 A E RIS e - (AT ANE ARG IR e T #0: -
BT IR
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/ card network \

Issuing bank acquiring bank
consumer merchant

HOME A ST B %A E R R RIRT T (issuing bank) > S&-RIRTTEBESE KA H
(card network)i& & FHESAGSGRUERT T (acquiring bank) > WCEKERTTHRFE FH S
s fErE%¢(merchant) °

LU P SIRE | DHEAY ST -

VISA
CHASE 4_‘;/ \ @ FirsCanisnea
JI_.___._L
‘Not Us” Spam
merchant

MRGTHAANEFHEE ST SN —E R AR MEE %
Y T EIRE R
" EE ) HBEREAAT
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—
_VISA

“Regular” market:
o

‘ N citi
| |

"Us” Merchant

FROT 2RI RN E G B 71 B IR0 A Rte B s iR BRI R -
LUEHIR5H5(Merchant Category Codes)iy=Z 7 53\t » B S ( B RIS
5912 FABHENREEEMA]  {£ 2010 2% 2011 F—REF > FEFIHE

(TR B SESERISRE TR T
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- 1 Other [ Mental Health
2 [0 Erectile dysfunction [ Sleep
E 4- O Pain/Inflamation [0 Obesity
o
=
8 M
5 3
c _
= m
= jttl[%
s ﬂmjfﬂiL i
c
O
>
Z 14 LJ_rlI—I_P—LZL
% -
[
= B
0_ —-—'—'—'—u—'—'—'—-—'l_‘—_izzl_ ﬂ;::lﬂ___h

20|1 0 20l1 1
VY~ &5

PRI Ry BT B S A AR - BRI (BN R TARIRE T MfTEsk
NG > e BB & A KRB 342 (5% spam kings © BTHR (2 2= M Al
L TR RS o SRR S S E SRR TSR > TR T S AR
DB T TS TR s RIS RCASERE - AR T HIREN ) B e 50 JRE
YRS » HAr R0y RS ARFS L e R A0S > MIAHETZ T » iE e A T SR
7 ) S B PTG R A S e 2R B B EEH B R PTIS RSOR 2 BARH /)N
BEFTREAE H A2 A #E 8 AATRA R RS SNECRARE - W5 R H
Baiat s WAL GIERSEHSRE TR Y LEERD  EAFRAT
AT T IRIE ST EE LR 5] - AR RE A AR | I R 2
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A= ~ PEEHE YT =

— S BRI E A ?

FRIZEHES - A 91%HY ST EMENEE - BT A G UAERE Y SR EE T30
O SR 2 Ry — TR SR E H A TR BV ARR BV Tk B ETTI
BB HUE HEE > gL TR0 RE 7% T sRal Sy a8k
MRl ZIEZ > 86 B T — D S e IR - (R s
WG BHEmEEIEY  BEAEAES W —MERETE ? EE
WA REVERPE 2
WP IR ES TR HEEEER R NEE, - DL N BeR A eI
1. [EEE 90%HVAERS Fl - 4 B R4S BV -
2. BHIHA 10 HERFE g -
3. FIFH T ERIBEFBUNT  AFRAVEEERE - (R SIERFETA 30% -
"R EERR P R ) A R R AR E BT
. OL%HYBHEIEIREE - Y A SGUAERS R AR T E R
BRSSP AR ) RE TEREREL o MR SBI R &
TRHERRCD o ERE T YRS LA
=~ P s EN Y Tk
e B R — R T2 > SR AR -
1. BCP38 it » RI{EHIZCH 1P BRadisifi a8 e B BT -

tmh
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http://zh.wikipedia.org/wiki/%E7%B6%B2%E7%B5%A1%E9%87%A3%E9%AD%9A
http://zh.wikipedia.org/wiki/%E9%A7%AD%E5%AE%A2
http://zh.wikipedia.org/wiki/%E9%9B%BB%E5%AD%90%E9%83%B5%E4%BB%B6
http://zh.wikipedia.org/wiki/%E5%AF%86%E7%A0%81

[1]

2. REFAETEHEERL

3. [H#E sMTP iEEfAE » BIRARH 25 imEHIE (port 25) -

4. 2% THEAE | FIR(BIL Spamhaus) > 5 EBIEYZR 2 ARE: -

5. M " RZIEf#HT(rDNS) , T RERESE TEih S A -

6. BRSNS - PIARCEE TEMEANE T 0E FIREIEEME: -

7. FIFIESEE BRI RO B R RETE - B2 R E TR RIEE
RUAIAY a4 )t -

8. fHFH SPF/DKIM E {305 e -

9. WFEFEFHATE S HIEEN: T AR

~ fa[3% DMARC ?

DMARC Fy—FEFIIRE YR A E » 4244 % Domain-based Message
Authentication Reporting and Conformance > 1 2012 4£ 1 H 30 H7 Google
Microsoft ~ Yahoo ~ Facebook + AOL - PayPal ~ Linkedin % 15 S5 % (>3 B A1
LA DMARC 4H#&% » DA S BB s By B A -
FH7 SMTP 28 SR 77 1 I i 54 B8 - S T (S REA I 77 =X - DRI e B el
AR TSHIE B - DMARC 1 B2 RIS SIS )7 » BT (S HEn M
BE SRR AN DUIEHEY TR - w0 (R E A
{548 -

NE Ry %€ DMARC EgatsihlHy s T E#01F
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McDowell, Brett bmcdowell@paypal-inc.com 11:18 AM (12 hours ago)
to me, dmarc-pr [~

I'm running late b
McDowell, Brett bncdowell@paypal-inc.com

—Brelt Adam Dawes <adawes@google.com=>,

On 11/16/11 1:17 "dmarc-pri@dmarc.org” <dmarc-pri@dmarc.org=>
. Wed, Nov 16, 2011 at 11:18 AM

Hi all,

Re: [dmarc-pr] Agenda for today's call
I had a few things [ pr] Ag y

paypal-inc.com
* Feedback on .
* Brainstorming paypal-inc.com

Important mainly because of the people in the conversation.

[ S =]

H AT 55 60%HYEE TE ({57 H DMARC fi77E fri€ - 1£32EIAIF 80% >
RBP4 RS R SE B HUBR 2238 5 > DMARC i 8 R i L R A D
- AEEFL RS M SR R At A -

)51/ 8 DMARC Baerthil oy 88 + B0 m] s T

1. FESRMEERYERTEE o BRI - 4EEsEYA - R -

2. FANTECEE DKIM B §% SPF Helo R4S -

3. BE M E A ETE M

4. R HEETHIETEI: -

FH DMARC MR EE = - ACHERY Ry e FoR MEE R E A » B4
I1f https://github.com/linkedin/lafayette [E]# » T &2 [ #H45 R 2 A5
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https://github.com/linkedin/lafayette

Emails with a subject containing %ACH trans% 2013-03-31 -
2013-04-04 UTC

Report Emails
+ emailld arrivalDate repor delivery  subject
3623260 2013-04-02 19:29:26 nlLintrum.com e Intrum.com. none
¥ 3622031 2013-04-02 17:29:43 se.intrum.com e intrum.com. none
¥ 3621971 2013-04-02 17:25:37 linkedin.com Sss=—mmm rev.sfr.net. reject
< 3621946 2013-04-02 17:23:57 linkedin.com T sk static.astinet.telk  reject
om.net.id.
« 3621791 R 2013-04-02 17:14:20 nacha.org Ceo—Te=" %= .telecentro- reject
reversos.com.ar.
« 3621662 R 2013-04-02 17:05:22 nacha.org 22 sevmercsLipnet.pl. reject
o 3621552 R 2013-04-02 16:55:57 com = St am prod- reject
infinitum.com.mx.
« 3621166 R 2013-04-02 16:29:04 linkedin.com static- reject
TIBSSSRIINT ipcom.comunitel.net.
& 3621009 R 2013-04-02 16:24:16 nacha.org ~JTTIUEsA 5.cable.dyn.cableonline.c  reject
om.mx.
< 3621067 R 2013-04-02 16:21:40 linkedin.com S5 JSSes 8= cable.dyn.cableonline.c  reject
om.mx.
‘Report Emails.

Automatic reply: Re: ACH Transfer cancelled
Autosvar: ACH transaction rejected
Fwd: ACH transaction rejected

Fwd: Re: ACH Transfer cancelled

Re: ACH transaction cancelled

Fwd: Your ACH Transfer N8678670280

Re: Fwd: Your ACH transaction N68161548

Re: ACH transaction cancelled

Re: ACH transaction rejected

Fwd: Your ACH Transfer N2950412511

KB AT > RGHIE

Reporting emails

‘emailid arrivalDate
R 3621067 2013-04-02 16:21:40
R 3621089 2013-04-02 16:24:16
- R 3821166 2013-04-02 16:29:04
R 3621552 2013-04-02 16:56:57
- R 3821662 2013-04-02 17:05:22
R 3621791 2013-04-02 17:14:20
< 3621946 2013-04-02 17:23:57
v 3621971 2013-04-02 17:25:37
» 3622031 2013-04-02 17:29:43
3623260 2013-04-02 19:29:26

R: Email previously reported
Send Reports

.

reportedDomain

linkedin.com

linkedin.com

taggedmail.com

linkedin.com

linkedin.com
se.intrum.com

nlintrum.com

THERR -

sourceDomain emailAbuse
S, cable.dyn. =
om.mx. e.com.mx
= = ——
om.mx. e.com.mx
static- amwedcorp.vodafone.es
" ipcom.comunitel.net.
ST dyn Prod- am=s@uninet.net.mx
infinitum.com.mx.
_ ol ol
E netar
reversos.com.ar.
T ———5 static.astinet.telk s Gtelkom.net.id, s
om.net.id. _ smmGteikom.net.id
E=misevsinet. sm=sGgaoland.net

com. net
s intrum.com. “m—mrGinteroute.net

Fo R ERHREN DI 20 -
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subject

Fwd: Your ACH Transfer N2950412511

Re: ACH transaction rejected

Re: ACH transaction cancelled

Re: Fwd: Your ACH transaction N68161548

Fwd: Your ACH Transfer N8678670280

Re: ACH transaction cancelled

Fwd: Re: ACH Transfer cancelied

Fwd: ACH transaction rejected
Autosvar: ACH transaction rejected

Automatic reply: Re: ACH Transfer cancelled



Reported Emails Map

Belgium: 5 (0.0%)

Horh Bl R AR R AL - SEE A A Rtk

RS EEER AR

ffE HoA B e S Bt A s - (B2 TS R 2 (s R R A i
i (BRI T B R — (E 7 S A AU (B BBt A S S i Re Y
B fy T IRER Pl 2 PR E SRR - B RY R e R YRR A - S
H&HH DMARC fih R ED (U 54 5 BRELGER 5 THIRE SR e A BRAH ARy &
fE8577 - iR E A R R R R -

- UagdTEENE ) AR

FEHE G — E AR SLE R RTRE - FIRRE T RS WOUR R T IRIES:
(E4EES 58 FHEHISALRE - 258 B ZFATATHR LS 200y T 4Rty i, AHRAREE -
TCHAERA IR S 2 o7 A EIRE R i E & 1F - BB A
B R - (e R -

oy

i
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Rl ~ WERREERT - FIRERREEE R B S RSty R

MERITE TG Z G

1. #(% 2013 FHH - I ARLEANCIREY 3,500 & » fE&p N 40 H P 8ok
2,700 & o

2. &TH TSRHTNISERRE & TEN &

3. 1F 2011 % - fIEEAfEAREENCE R S EEET4Y 191 (A -

EERIE T U(App) ZUB B TRAG AT R

1. 7£ 2012 ¢ NaEgAYE FRE =0ARE - CEAl ALARAY N EEISRAE S -

2. 1 2013 4 %3 820 {(R(EEMFE T4 Nk - FRGAE 7R n] 2 204 (2357T -

3. TAMGTE 2017 A 2% 2,000 (R (&R =CAT 4 Tk - 48uam iz 635 (8357t -

INZE K53+ [5)(Competition Bureau Canada, http://www.CompetitionBureau.gc.ca)

Fs—BILITEBUZ GUEMERS  HEERER IS RS SO B EE AT H R 1Y

MG Resy e O A RS

R R R EEENET NYIARE

1 Gk -
2. P AR A (B AHRBE RS AR ©
3. YIEIREIL
HEBZEE
HaE THERRIEZ LR E e 88 ~ (R ECRy T RSER B &R
H - S E SR 21T Fy o RIS 34 e S0 T H KA IR FE S TR = 2 MR R
HASE
— ~ EFEEE
IR 2 B B PR & R G B B S5 AH R BE A & (E S PR
R8T By (Rl R iR 2 B B A I P e I

B

il

=
B

_{
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http://www.competitionbureau.gc.ca/

1. fWEdTEETEEENE - EEHS T EECE T /E/ N (LAP and
M3AAWG) -

2. BB AR TS TER T/E/NH(IMMFWG ; International Mass Marketing
Fraud Working Group) °

3. KRS EESEEE4H4%(OECD ; Organisation for Economic Co-Operation and
Development) °

4. BEHEEREHITH4E(ICPEN ; International Consumer Protection and
Enforcement Network)

B 5 fey IEAE 2 BRI EOME B TR ST . 2013 FEHErIT51TE) -

FE B ER DS BEAE R SRET RN ENS  BIPRKER  —

&t~ /R NBZaEE eBay FHE 48k LI E BRI |

http://www.nbcnews.com/technology/seven-year-old-boy-buys-fighter-jet-ebay

-1252242franchiseSlug=technolog

BT 11 BRI SRR A St i EESCHILE] 2,2000 SETTHYEEE
B HEIRE -

C BEHEE

By T BRI E RN E A NIREN AR INE RN L ER S T
HEBEZEMHBEEN  RESEEBANENEREESEZRE - JIEKELE
REBWANERINIEAR TS - 5FIE 25490k

http://www.FightSpam.gc.ca

- FIERGE

DAERA T e NI 5R B 2 7 =S

1. srg
IR PR KRR F R — H s g - SRETE T - 4k
FATEIEES 2 S - SEIE RS540k
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http://www.nbcnews.com/technology/seven-year-old-boy-buys-fighter-jet-ebay-125224?franchiseSlug=technolog
http://www.nbcnews.com/technology/seven-year-old-boy-buys-fighter-jet-ebay-125224?franchiseSlug=technolog
http://www.fightspam.gc.ca/

http://www.onlineadvertisingworkshop.ca/2013/
ERGE TS~ SRR RSURNAE R R 2 HEE R EAE
R ISR T R EUAE B BT 1 2 25 R
2. &
AIREHES B Z B TE S (e 2 s B FE T E 2 - HAT
SRR FIEAAEET AR > DIMEEARRKEE TIFHIEITE - [FiF
EAE 2013 5.2 H 6 H RIS KEIEEEZ B G HUE LR AR -
e EAUH R E B -
E PR LT S (] SRR LR b B W AU RR Y - (R AE AR RS SR T Rl
HEAE - GIAFE " AN S B - BHSE HEEAVEE DR EINE 50 - T
proFEEZEMAREN  HEEMERE > FRF T ARNE ) IAMEREE
REEH THTEE? o EEN T REE ) MJHESTA AR
1. FBREHEH R AU E SRR A/ QS 7 FRIBURES -
FC MRS - PR - BRI
2. HaEUHZ HHYBLEERE - A - 3k - FIRR/N ~ EE R AR
3. EEGZERHSASEN - A T EEY] ) e
NEAVES
FEARRBE LA RSO A E F M LU 5 T4k - I E i NI S N A REEE 5 (2
DR > M DAAE T B G BB > DUZR R () e A 2 AT X
HIIE A HUELORATE 7 SUECRFZ A 7 B Ry R B -
LIpnsk HRTHIZER] > His Ko L & 5430 Bell ~ Rogers ~ TELUS ~ CWTA(fI
RGO G) FRE R B RN A T EGRENE » (DN E
TR AR R B AT A8 LA S (A I B Rk BT B Ach ks 3,100 &
IFETEE R > BRI EONE & LI REIEHAT Ry > JEZERY 2012 £
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http://www.onlineadvertisingworkshop.ca/2013/

9 AR EAE KIS A & F A i
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AT ~ TTENRRERVEE

{TEE TR BHVHBSE T 2B RBER A T
1. fEIESEME - 2012 FEAYTTENEE TR BH B RERLY 250 (85570 H 2011 FEEE
WD T 81% -
2. 7£ 2012 12 H > H 20% KB EEIEE T -
3. f£ 2011 4 > BUMHLIEATH 1%1043 NGt B EE g TassE > 495
170 {EET
THEEEARZGGET2BERNT ¢
1. 1 2012 S EREYH 60 [BITHIENM 7 - LG A IR 87% -
2. HATA 10 (ERxCEE 1 M TEhERHE -
3. Android {E3E 285 HAIEYA 45 S (EE AR E -
4. £ 2011 £ Apple A= P BRIV B EAFEE A FIREL T 69 (55Tl -
5. H 2009 L SRR A N EIEMERARE B H 4 1.5 8K -
R I T R E T BN AL E B NI A R fEaREESR o R AR
B TTEh RS ) YRR H AR - () 2011 SFEHYEE RS
20 (EfTEHEEED - HA 1 HEERAZES =TT &L -
— ~ fEREFER
BERFIR—f% T R R | G EERT IR T SR ) AVREER - FIRESR A
TR AL 5 AR TP AT —(EERET - HATRIERN 2 &htean e

9.99£ /il / 7 U A5y e
TTEARIES

WA= Rtz

= TR BRI
RIAEPEAERs L EA AL TAEAR RIS P RTENEEE B A T e | 2E
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HUEE BHAAE Z 3R 0E - MR TSR ) VSR - <M= E
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T 10 EEPHVR o
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Ll
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2

FEEIERREE A TR TR R A e T e > —{ofE 2012 4
FH_FHERE TR 7 51,447 HEEEAEZUE 2T Android {EE 2 40AT
axat o [FRFEE E R AT gAY Wik GBS T Rk > Pz A
RAVHREESERS FTREED Wik QS EBhSd ks iia 0 NEGE A - SEEAAITEHY
FHIFTE TR MR EEEEAER -

RS 2 B A TR SRR
FIAE7 BRAEiES F P BOR A0 (E A Bk SR TR P ERURGEER T R HAE RS =
AFHEE AR TR ET ) SR
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== TrustedBank”~

Dear valued customer of TrustedBank,

Wye have recieved notice that you have recently attempted to withdraw the
following arnount fram your checking account while in another country: $135 .25

If this infarmation is not carrect, someone unknown may have acCcess to your
account. As a safety measure, please visit our website via the link below to wverify
YOUr personal infarmation:

bt Meewew Trustedbank. comfgeneral/custyerityinfo.asp

Once you have done this, our fraud departrnent will work to resolve this
discrepency. We are happy you have chosen us to do business with.

Thank you,
TrustedBank

PR At 251 SRAE R IR A T T R R TR
Ry T REBITEIREEZ T EACTAAR - B AV EE ¢
1. RieAEEAmRE g -
2. ZERERIRE AR AL T HERE RIS AL & -
3. AEBBIEE SITEIRE -
4. (BRI S rERREs] -
5. BEPEEFIRAINT WiFi e/ VOGETH -
6. (E( LIRS HAET H IR BLRy LSS - RSB O E =5
7. EfI RS DIGE— -
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R~ H BT RERIEIE TR

%

TE4EREA RS ISR R RS SN T 2 R AR AR

1. 4Euh(Eufi e BEhE ~ ARS8 AR IR L) -

2. R BRI TR R ) -

REHH) "B ) BETRERE AL A BVERGEST » 2RI s B A4S A A
MHETER T AT ISR ARHIBE - Bz AMRIVERS - B if it - 4054
E& RS BEE R (1SPs) Bl EARAUVE HR 55 (L RS (Hosting Providers) Sy » A RERTERL{E
A E B MR e - RAL T E RS (Empirical Investigation) ; B T HEFHF
Bt (Mechanisms to Improve Cleanup) | A TEEAEEIUIET TE)

1. HHEI

BRI BEECHEZ - WHRE TiHb ) AV4EnEERECE SR P AR I

B 52 JRle & FH P ER G Pt iR s fe it o Z [T R FE -

2. feTtEH i
PRA TEEMEIE ) AURREE TR - SRR RS I S E R R AR (F Ky - A
2 G HIEE L LA PR TR
PayPal J2 & i 8 & M AR B T Ay Ho b 2 — - il i RIS B e 5 5%
A HIAE LR = - R DA BRI (8 Nk IHE TR H RS O AR B P
HEERY A E A PRERL -
PRIMAE 2012 FEfE F-FAF - B2 st B EARAVE OB THUBRVEEREE = > SUEEE
ASHERS P BB 47% BRI A RN ERGHESERIECE » WAEHPEESIHA
DR EAHB E - —EER BT E &8 E - 2T EEE - 54
B tnlge i ) A4 ERAVE IR BEERTHILENS - 558R = EPImAT L
PAETTAER Y ARTT R
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NE R A PayPal (R dEh - ALEHERR > Fydian H 2R A HI4EHE -

& @ € | © www.paypal.com.us-bin.cmd-run.submit-dispatch.4c225hxcvevsdfef2vbvev3532.55vc699bF2d 35Fef2vbvevp languagestationindia.com) s/ DY

Personal Business

Buy ~ Sell ~ Transfer ~ Explore
ayPa

Redesigned with you in mind.

When it came to updating our website, we brought in an expert: You.

Explore the redesign

Welcome to your new homepage ‘

Take the tour

Buy into being safer Sell in fewer steps Transfer money to friends
No matter where you shop, we'll keep your Gone are the days of waiting to get paid. Now you Money is easier between friends when it's this
financial information private and protected. can request a secure payment in a few clicks simple to send them money.

NRERUZRAERVEET > $YRITT RHYEFR R

% % E R
S A TR 1 0
L EEY S 115 20
2 18 0
AARE T X
SHA A TR 1 0
R DN S 104 10
2 19 0

BRERARE 70 33

TERZE TS B ERAIR S AL ER AL
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Home

* How does it work

* Track Your Delivery

¢ Solutions

¢+ About us

L SORac e Protect yourself with our Exchange Colect Services!
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Web Images Maps News Shopping Mail more v Sign in
GO L)g le “we soon were ahead in the sector” mmgv ~r v
Web Results 1 - 10 of abou@for "we soon were ahead in the sector”. (0.46 seconds)

Welcome to Globe Diplomatic Courier Service

hanks to our innovative view of courier transport and to our commitment to provide a
competitive service, we soon were ahead in the sector, leaving all the ...
gdcag.com/about_us.htm - 12k - Cached - Similar page

Welcome to Website

Thanks to our innovative view of courier transport and to our commitment to p(owde a
competitive service, we soon were ahead in the sector, leaving all the ..
www.gsp-express.ro/about_us.htm - 22k - ] - Similar page

Welcome to Website
Thanks to our innovative view of courier transport and to our commitment to ptovide a
competitive service, we soon were ahead in the soctor leaving all the ..

www.secure-spedition.ro/ - 25k - Cached - Similar pa

WHO WE ARE?

.. AND TO OUR COMMITMENT TO PROVIDE A COMPETITIVE SERVICE, WE SOON
WERE AHEAD IN THE SECTOR, LEAVING ALL THE TRADITIONAL EUROPEAN
COMPANIES BEHIND. ...
royal-international-shipping.org/who. php - 16k - Cached - Similar pages

lobal Shippi mpan
Thanks to our innovative view of courier transport and to our commitment to provde a
competitive service, we soon were ahead in the sector, leaving all the ...
www . qlobal-delivery-express.com/ - 19k - Cached - Similar pages
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industry

Since its establishment in 1959, Waller Truck Co., Inc. has centered is famiy-owned
trucking business on: QUALITY, FAIRNESS, HONESTY and UNCOMPROMISING
CUSTOMER SERVICE.
Because your product is your investment, we take shipping your product and protecting
your investment seriously. Waller Truck Company's wel-maintained r
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Spam '09
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Subject: Badware UBL notification - compromised3Site .com
To: supportlgood-host.com

hxxp://compromisedSite .com/ appears to be a badware UBEL. This means it
may be placing Internet users at risk. Please inwvestigate and take
appropriate action to resclwve or mitigate the threat.

Description: Contains maliciocus injected javascript

Date/time of detection: 2011-12-05 1303 EST
IP address at time of detection: 216.119.132.1%94
Additional parties notified: infofcompromisedSite.com (sSite owner)

You are receliving this report because this e-mail address is listed as
the technical cor abuse contact address in the WHOIS record for
216.119.132.1%4. If wou beliewe you have received this report in
error, or for more information, please contact us at this address:
reporting-betaf@stopbadware.org.

Caution: Opening badware URLs in your browser can infect your
computer. For security reasons, UTELs in this email hawve been modified

by replacing http with hxxp and by adding a space before the last dot
(.1

AER AN R > @At
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ADDITIONAL INFORMATIOM

Detailed badware description:

URL accessed: hxxp://compromisedSite .com/

Bad Code: <img heigth="1" width="1" border="0" src="hxxp://imgaaa
.net/t.php?id=9975084">

Behavior: Attempts to load malicious code from hxxp://imgaaa
.net/t.php?id=9975084.

URL accessed: hxxp://compromisedSite .com/.log/compromisedSite.com/xmlrpc.txt
Behavior: Is indication of further compromise of compromisedSite .com.

Special conditions: hxxp://compromisedSite .com/ only delivers malware when accessed
with a google.com HTTP referrer.

Best practices for web hosting providers receiving reports like this:
http://www.stopbadware.org/best-practices/web-hosting-providers
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Good morning, ladies and gentlemen. My name is Si-Hon Su. On behalf of the
National Communications Commission, Taiwan. | am pleased to be here to give a
presentation of the status quo of Anti-Spam in Taiwan to you.

Please feel free to give us comments and feedback.

My presentation will be separated into four main parts:

1. Legislation Progress of Anti-Spam Act

2. Procedure of Dealing with Spam Complaints
3. International Cooperations
4

Future Visions

First one is the legislation progress of the Anti-Spam Act in Taiwan. The latest draft
was brought out in 2012 by NCC. The draft focuses on protecting the right of the
receivers and strengthening the Internet security and efficiency. The draft also
targets on preventing the customers from receiving unsolicited commercial emails.
So we have designed class action lawsuit for the receivers to request compensation
from the senders. Besides, the competent authorities can order the email service
providers (ESP) or Internet access service providers (IASP) to stop spamming.

The draft adopts “Modified Opt-out” method that means the users can reject any
more emails if they didn’t reply to the very first email. Under the considerations of
the needs of the great amount of small and medium enterprises in Taiwan, the
“Modified Opt-out” mechanism is chosen to allow the enterprises to have the
opportunity to send the first email to the customers and to make sure the customer
will not be bothered again. The senders can’t send the same type of commercial
emails unless they get the consent from the consumers, which is the Opt-in method.
The draft focuses on receiver’s protection by using technologies because the
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Telecommunications Act stipulates that the service providers shall not reject the
transmission and reception of telecom services. Therefore, the draft also grants the
service providers the legal right of rejecting the sender’s dictionary attacks when
there is possible obstruction of the service provision. The draft also gives the
competent authorities the right to order the ESPs or the IASPs to stop spam emails
and impose administrative punishments onto the service providers if they refuse to
cooperate. Furthermore, the draft also gives the right of development of new
technology, e.g., OP25B, which is advocated by Japan.

Nowadays, in Taiwan, when the loss or damage of the spam victims may be
compensated from the lawsuit under Civil Law. However, it is time-consuming and
needs a lot of judicial resources. This will also cause a problem because they can’t
accumulate enough information from the senders to give it to the court. In order to
help the victims, the draft allows them to use class action and the group may request
senders’ information from the service providers or agents under the permission of
the competent authorities. If the service providers or the agents refuse to cooperate,
the competent authorities may put administrative penalties on the service providers.
However the draft doesn’t put the administrative penalties on the IP users because
there are a lot of botnets, the users are usually victims rather than real spammers.

In addition, there are three Anti-Spam drafts in the Legislation Yuan, the congress of
Taiwan. One is brought out by the NCC, the other 2 are proposed by different
legislators. There are quite a few discrepancies among the three versions. The
arguments are on the using of the administrative penalty by the competent
authorities and the class action lawsuit by the victims. Therefore, it still needs further
discussions and negotiations to finish the legislation of the Anti-spam act.

More information is on our website: http://antispam.ncc.gov.tw/english/links.html.
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Nowadays, there are no laws and regulations to combat Spam in Taiwan. The major
measure to handle the Spam is the cooperation between the competent authorities
and the private sectors. As email service providers, the ISPs are requested to specify
the agreement in the contract to the subscribers that if the subscribers send emails
repeatedly and those are confirmed to be Spam, the ISPs may take the necessary
steps to avoid further interference or damage to the Internet, such as suspend port
25 for a period of time. Therefore, if the users have received spam emails, they may
forward the spam emails to NCC or the ISPs with complaints. The NCC or the ISPs
may request the source ISPs to confirm the records by matching the origin IPs of the
email headers and stop the spam emails according to the service agreement of the
contract between the ISPs and the senders.

According to the statistics, about 97% of the reported spam emails are from overseas
but only a small amount are from the exchange of cooperation. There are not many
countries in cooperation with Taiwan, so | would like to invite you to establish the
cooperation with us on the anti-spam issues.

This chart shows the email numbers received by the top 10 ISPs, which are also email
service providers in Taiwan. The statistics are accumulated from February 2007 to
June 2013. The blue line is the total amount of incoming emails, the red line is the
total amount of blocked emails, the spam, and the green line is the ratios of the
amount of spam to the total.

You can see the red curve drops significantly since October 2010 because many
governments in the world have been struggling against botnets.

However, the ratio of spam emails still remain high, which is at an average ratio of
90%. The ISPs have to spend a lot of system resources to assist the users to filter
spam, not to mention the inconvenience to the receivers.
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This chart shows the sampled statistics of spam from the main sources to Taiwan.
The top 3 sources of the incoming spam from 2011 to 2013 are China, USA and
Singapore. The amount of the USA decreases but the amount of China grows. It is
worth noting that the amount from South Korea rises sharply in this August 2013.
Recently, NCC has set up a honey pot to collect spam. It has come out that 90% spam
are from the overseas. The NCC will seek for more international cooperation on
anti-spam as a core mission in the future.

Spam has become a global problem. Anti-spam action requires global cooperation. In
order to fight cross-border spam, NCC has been eagerly to develop international
cooperation, to join international organizations, and to establish working relationship
with the other countries. We have signed the MOU on cooperation in dealing with
Spam with Australia, Canada, etc.

NCC has also developed of spam data exchanging with Anti-Spam Consultation
Center (ASCC) of Japan Data Communications Association (JADAC), Korea Internet
Security Agency (KISA), Brazilian National Computer Emergency Response Team
(CERT.br), and Federal Trade Commission (FTC) of the USA. The spam data exchange
is bidirectional with Japan and Korea, while it is unidirectional with the USA and
Brazil.

Brazil ranks first on the amount of delivering data to Taiwan every year. South Korea
ranks second. The USA ranks first on the amount of getting data from Taiwan. South
Korea also ranks second.

There are three spam sources that are the information or data exchanged with
collaboration countries, the spam reported by Taiwan’s receivers, and the spam
captured by the Honey Pots established by NCC.

The collected emails will be analyzed by the software designed by NCC. The emails
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will be delivered to the collaboration countries if the IP addresses are located in the
IP domain of the countries. One important thing is that the whistleblower’s
information will be covered under the provisions of Personal Information Protection
Act of Taiwan before sending out the spam data. If the sources are in Taiwan, we will
request the IASPs to confirm the IP addresses and to find out the spammers to give
them warning to them or to prohibit their use of the Internet for a certain period of
time according the contract because the anti-Spam Act does not finished the
legislation yet.

Recently, the major work for NCC is to deal with the spam that is going out from
Taiwan by the international cooperation. It is beneficial to the elimination of
outgoing spam. However, there is little help to decrease the total amount of
incoming spam to Taiwan. NCC is planning to set up more Honey Pots and to increase
the data exchange with the collaboration countries to combat the cross-border
spamming.

Fighting against spam is a long-term work that needs resources and supports.
However, the legislation of the Anti-spam Act is not completed in Taiwan yet. The
regulators can only request the operators to deal with spam within limits. Also
without judgment standards of email delivery behaviors for the court, it is very
difficult for the victims to get compensations from lawsuit. NCC therefore will put
emphasis on proceeding with the anti-spam legislation and to overcome the barriers
between the government and lawmakers.

Cross-border spamming has become a major issue since the spammers will try their
best avoid being investigated because of different regulation strength. It is also an
important topic to enhance the development of international cooperations to fight
against spam to protect the email users. NCC will seek for more relationships with
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the other countries to build up spam data exchanging.

The international transferring amount of spam from the other countries is increasing,
so NCC is going in modified the existing analysis software to enhance the efficiency of
analyzing spam by automation and to get rid of manual errors.

Besides, many receivers have trouble being whistleblowers because there is no
unified form of reporting tools. Especially, the reception of webmail spam will be
reported manually. This not only increases the manual efforts and errors, but
decreases the efficiency of analyzing spam data. Therefore, the important issue for
NCC is to cooperate with the service providers to develop easy reporting tools for the
victims to use.

OK. That’s all for my presentation. Thank you for your attention. If you have any

guestion, please feel free to email to YCSu@ncc.gov.tw. We will be happy to have

further contact with you! Thank you!
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