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0900-1000 | Keynote Speaker: General Keith B. Alexander




Mainframes: The Past Will Come to Haunt You (Philip Young)

» BlackberryOS 10 From a Security Perspective (Falf-Philipp
We inmann)

» With BIGDATA comes BIG responsibility: Practical exploiting
of MDX injections (Dmitry Chastuhin)

» New Trends in FastFlux Networks((Wei Xu + Xinran Wang)

» CrowdSource: An Open Source, Crowd Trained Machine Learning
Model for Malware Detection (Joshua Saxe)

» Lessons from Surviving a 300Gbps Denial of Service Attack

1015-1115 .

(Matthew Prince)

> Combating the Insider Threat at the FBI: Real-world Lessons
Learned

» Beyond the Application: Cellular Privacy Regulatory Space
(Christie Dudley)

» Legal Considerations for Cellular Research (Marcia Hofmann)

» Java every-Days: exploiting Software Running on Three Billion
Devices((Brian Gorenc +Jasiel Spelman)

» How to Build a SpyPhone((Kevin McNamee)

» Black-box Assessment of Pseudorandom Algorithms (Derek Soeder
+ Christopher Abad + Gabriel Acevedo)

» Shattering Illusions in Lock-Free Worlds: Compiler/Hardware
Behaviors 1n OSes and VMs (Marc Blanchou)

» Password Hashing: The Future is Now (JP Aumasson)

» Power Analysis Attacks for Cheapskates (Colin O Flynn)

11451945 » Denying Service to DDoS Protection Services (Allison Nixon)

> Denial of Service as a Service - Asymmetrical Warfare at its
Finest (Robert Masse)

» What Security Researchers Need to Know About Anti-Hacking Law
(Marcia Hofmann)

» Just-in-time Code Reuse: The More Things Change, the More they
Stay the Same (Kevin Snow + Lucas Davi)

» ATale of One Software Bypass of Windows 8 Secure Boot (Yurity




Bulygin + Oleksandr Bazhaniuk + Andrew Furtak)

» TLS ‘Secrets’ (NextGen$)

> Million Browser Botnet (Jeremiah Grossman + Matt Johansen)

» End-to-end Analysis of Domain Generating Algorithm Malware
Family (Jason Geffner)

» Pass the Hash and Other Credential Theft and Reuse: Mitigating
the risk of Lateral Movement and Privilege Escalation(Mark
Simos + Patrick Jungles)

» Flying In the Dark - All the Things Not to Do When Hacking
Hardware (Matthew Watchinski)

» Universal DDoS Mitigation Bypass (Tony Miu + Albert Hui + Wai
Leng)

1415-1515 | » Legal Aspects of Full-spectrum Computer Network (Active)
Defense (Robert Clark)

» BIOS Security (John Butterworth +Corey Kallenberg +Xeno Kovah)

» | Can Hear You Now: Traffic Interception and Remote Mobile
Phone Cloning with a Compromised CDMA Femtocell (Tom Ritter
+ Doug DePerry +Andrew Rahimi)

» Lawful Access Panel (Matt Blaze & Brewster Kahle &Jennifer
Valentino-DeVries & Alan Davidson)

» Evading Deep Inspection for Fun and Shell (Opi Niemi + Antti
Levomaki)

» JavaScript Static Security Analysis Made Easy with JSPrime
(Nishant Das Patnaik +Sarathi Sabyasachi Sahoo)

» How to grow a TREE (Taint-Enabled Reverse Engineering
Environment) from a CBASS (Cross-platform Binary Automated

1530-1630 Symbolicexecution System) (Nathan L1 + Loc Nguyen +Xing Li +
James Just)

> Maltego Tungsten As a Collaborative Attack Platform (Roelof
Temmingh + Andrew MacPherson)

» Untwining Twine (Jon Chittenden + Anson Gomes)

» LTE Booms with Vulnerabilities (Ankit Gupta)




A Practical Attack Against MDM Solutions (Daniel Brodie +
Michael Shaulov)

TOR--- ALL-THE-THINGS! (Jason Geffner)

Truncating TLS Sessions to Violate Beliefs (Ben Smyth + Al fredo
Pironti)

Buying into the Bias: Why Vulnerability Statistics Suck
(Jericho + Steve Christey)

Clickjacking Revisited: A Perceptual View of UI Security
(Devdatta Akhawe)

OPSEC Failures of Spies (Matthew Cole)

Let's Get Physical: Breaking Home Security Systems and
Bypassing Building Controls (Drew Porter + Stephen Smith)

1700-1800

The Web IS Vulnerable: XSS Defense on the BattleFront (Greg
Wroblewski + Ryan Barnett)

Malicious File for Exploiting Forensic Software (Takahiro
Haruyama + Hiroshi Suzuki)

Predicting Susceptibility to Socialbots on Twitter (Chris
Sumner + Randall Wald)

BinaryPig - Scalable Malware Analytics in Hadoop (Zachary
Hanif + Telvis Calhoun + Jason Trost)

Smashing the Font Scaler Engine 1in Windows Kernel (Ling Chuan
Lee + Lee Yee Chan)

Pixel-Perfect Timing Attacks with HIMLS (Paul Stone)
Hacking, Surveilling, and Deceiving Victims on Smart TV
(Seunglin 'Beist' Lee)

How CVSS is DOSsing Your Patching Policy (and wasting your
money)

(Luca Allodi + Fabio Massacci)

Hiding @ Depth - Exploring, Subverting, and Breaking NAND Flash
Memory (Josh 'mOnk' Thomas)

Mactans: Injecting Malware Into 10S Devices via Malicious

Chargers (Billy Lau + Yeongjin Jang + Chengyu Song)
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0900-1000 | Keynote Speaker: Brian Muirhead
» (MX: IEEE Clean File Metadata Exchange (Mark Kennedy + Igor
Muttik)
» Mobile Malware: Why the Traditional AV Paradigm is Doomed, and
How to Use Physics toDetect Undesirable Routines (Guy Stewart)
» Pass-the-Hash 2: The Admin's Revenge (Skip Duckwall)
» Abusing Web APIs Through Scripted Android Applications (Daniel
Peck)
> Big Data for Web Application Security (Mike Arpaia + Kyle
Barry)
» The SCADA That Didn't Cry Wolf - Who's Really Attacking Your
1015-1115 ICS Devices - Part Deux! (Kyle Wilhoit)
» Mobile Rootkits: Exploiting and Rootkitting ARM TrustZone
(Thomas Roth)
» Fully Arbitrary 802.3 Packet Injection: Maximizing the
Ethernet Attack Surface (Andrea Barisani + Daniele Bianco)
» Bluetooth Smart: The Good, the Bad, the Ugly, and the Fix! (Mike
Ryan)
» Honey, I'm Home!! - Hacking Z-Wave Home Automation Systems
(Behrang Fouladi + Sahand Ghanoun)
» The Factoring Dead: Preparing for Cyptopocalypse (Alex Stamos
+ Thomas Ptacek + Tom Ritter)
> Bochspwn: Identifying 0-Days via System-Wide Memory Access
Pattern Analysis (Mateusz 'jOOru' Jurczyk + Gynvael Coldwind)
» Energy Fraud and Orchestrated Blackouts: Issues with Wireless
1145-1245 Metering Protocols (wM-Bus) (Cyrill Brunschwiler)
> Dissecting CSRF Attacks and Countermeasures (Mike Shema +
Sergey Shekyan + Vaagn Toukharian)
» Hunting the Shadows: In-Depth Analysis of Escalated APT




Attacks (Fyodor Yarochikin + Jeremy 'Birdman' Chiu + Tsung Pe1

Kan + Benson Wu)

» The Outer Limits: Hacking The Samsung Smart TV (Aaron
Grattafiori + Josh Yavor)

» Revealing Embedded Fingerprints: Deriving Intelligence from
USB Stack Interactions (Andy Davis)

» UART THOU MAD? (Toby Kohlenberg + Mickey Shkatov)

» Android: One Root to Own Them All (Jeff Forristal)

» Stepping p3wns: Adventures in Full Spectrum Embedded
Exploitation (Ang Cui + Michael Costello + Salvatore Stolfo)

» Using Online Activity as Digital Fingerprints to Create a
Better Spear Phisher (Joaquim Espinhara + Ul1sses Albuquerque)

» Hot Knives Through Butter: Bypassing Automated Analysis
Systems (Abhishek Singh + Zheng Bu)

» Above My Pay Grade: Cyber Response at the National Level (Jason
Healey)

» ') UNION SELECT "This_Talk™ AS ('New Optimization and
Obfuscation Technigues’ )%00 (Roberto Salgado)

» Out of Control: Demonstrating SCADA Device Exploitation (Brian

1415-1515 _
Meixell)

» Funderbolt: Adventures in Thunderbolt DMA Attacks (Russ
Sevinsky)

> Press ROOT to Continue: Detecting OSX and Windows Bootkits with
RDFU (Mario Vuksan + Tomislav Pericin)

» What's on the Wire? - Physical Layer Tapping with Project
Daisho (Dominic Spill + Michael Ossmann + Michael 'Dragorn'
Kershaw)

» Implantable Medical Devices: Hacking Humans (Barnaby Jack)

> CreepyDOL: Cheap, Distributed Stalking(Brendan O'Connor)

» Post Exploitation Operations with Cloud Synchronization

1530-1630 . o
Services (Jake Williams)
» Virtual Deobfuscator - A DARPA Cyber Fast Track Funded Effort




(Jason Raber)

» Is that a Government in Your Network or are you Just Happy to
See Me? (Eric Fiterman)

» Compromising Industrial Facilities from 40 Miles Away (Lucas
Apa + Carlos Penagos)

» RFID Hacking: Live Free or RFID Hard (Fran Brown)

» SSL, Gone in 30 Seconds - A BREACH beyond CRIME (Angelo Prado
+ Neal Harris + Yoel Gluck)

» Exploiting Network Surveillance Cameras Like a Hollywood
Hacker (Craig Heffner)

» Rooting SIM Cards (Karsten Nohl)

» OptiROP: Hunting for ROP Gadgets in Style (Nguyen Anh Quynh)

» Defending Networks With Incomplete Information: A Machine
Learning Approach (Alexandre Pinto)

» Teridian SoC Exploitation: Exploration of Harvard
Architecture Smart Grid Systems (Josh 'mOnk' Thomas + Nathan
Keltner)

» Bugalyze.com - Detecting bugs using decompilation and data
flow analysis (Silvio Cesare)

1700-1800 | » Hacking Like in the Movies:

» Visualizing Page Tables for Local Exploitation (Georg 'Oxff'
Wicherski + Alexandru Radocea)

> Home Invasion v2.0 - Attacking Network-Controlled Hardware
(Daniel Crowley + David Bryan + Jennifer Savage)

> Multiplexed Wired Attack Surfaces (Michael Ossmann + Kyle
'Kos" Osborn)

» Owning the Routing Table - Part II (Gabi Nakibly)

» Spy-jacking the Booters (Brian Krebs + Lance James)

(=) DEF CON 21
A4 DEFCON 21 2 Briefings s8f2 sl 3 K » 435 5 {E Track » HKH EF 108 E
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1000-1200

Proliferation (Ambassador Joseph R.DeTrani)

Torturing Open Government Systems for Fun, Por\\rofit and Time
Travel (Tom Keenan)

Welcome & Badge Talk (The Dark Tangent, LosT)

The Growing Irrelevance of US Government Cybersecurity
Intelligence Information (Mark Weatherford)

I Can Hear You Now : (Doug Deperry & Tom Ritter)

The Secret Life of SIM Cards (Karl Koscher & Eric Butler)
Adventures in Automotive Networks and Control Units (Charlie
Miller & Cris Valasek)

Hacking Driverless Vehicles (Zoz)

All Your RFz Are Belong to Me - Hacking the Wireless World
with Software Defined Radio (Balint Seeber)

1200-1400

Backdoors, Government Hacking and The Next Crypto Wars
(Christopher Soghoian)

The Dirty South - Getting Justified with Technology (David
Kennedy & Nick Hitchcock)

DragonLady: An Investigation of SMS Fraud Operations in Russia
(Ryan W. Smith Tim Strazzere)

10000 Yen into the Sea (Flipper)

Making Of The DEF CON Documentary (Jason Scott Rachel Lovinger
ACL Steganography - Permissions to Hide Your Porn (Michael
Perklin)

Prowling Peer-to-Peer Botnets After Dark (Tillmann Werner

)
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http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Smith
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Flipper
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http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Werner

Offensive Forensics: CSI for the Bad Guy (Benjamin Caudill)
Pwn'ing You(r) Cyber Offenders (Piotr Duszynski)

Business Logic Flaws In Mobile Operators Services (Bogdan
Alecu)

1400-1600

Protecting Data with Short-Lived Encryption Keys and Hardware
Root of Trust (Dan Griffin)

Evil DoS Attacks and Strong Defenses (Sam Bowne & Matthew
Prince)

MITM All The IPv6 Things (Scott Behrens & Brent Bandelgar)
HTTP Time Bandit (Vaagn Toukharian & Tigran Gevorgyan)

Meet the VCs (Panel)

Ask the EFF: The Year in Digital Civil Liberties (Panel)
Google TV or: How I Learned to Stop Worrying and Exploit Secure
Boot (Amir Etemadieh & Panel)

Kill 'em A1l - DDoS Protection Total Annihilation! (Tony Miu
& Wai-Leng Lee)

How to use CSP to Stop XSS (Kenneth Lee)

So You Think Your Domain Controller is Secure? (Justin
Hendricks)

The ACLU Presents: NSA Surveillance and More (Panel)

1600-1800

A Password 1s Not Enough: Why Disk Encryption 1s Broken and
How We Might Fix It (Daniel Selifonov)

VoIP Wars: Return of the SIP (Fatih Ozavci)

Getting The Goods With smbexec (Eric Milam)

Abusing NoSQL Databases (Ming Chow)

The Government and UFOs: AHistorical Analysis(Richard Thieme)
Decapping Chips the Hard Way (Adam "Major Malfunction" Laurie
& Zac Franken)

Unexpected Stories - From a Hacker Who Made It Inside the
Government. (Peiter "Mudge" Zatko)

Examining the Bitsquatting Attack Surface (Jaeson Schultz)

Please Inject More Coins (Nicolas Oberli)
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http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Caudill
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Duszynski
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Alecu
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Griffin
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Griffin
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Bowne
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Behrens
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Toukharian
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#MeettheVCs
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Ask-the-EFF
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Etemadieh
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Etemadieh
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Miu
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Lee
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Hendricks
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#ACLUPanel
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Selifonov
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Selifonov
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Ozavci
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Milam
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Chow
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Thieme
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Laurie
http://www.defcon.org/html/defcon-21/dc-21-speakers.html
http://www.defcon.org/html/defcon-21/dc-21-speakers.html
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Schultz
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Oberli

How my Botnet Purchased Millions of Dollars in Cars and
Defeated the Russian Hackers (Michael Schrenk)

25 DEF CON 21 852 RFEEQ H3 H)

HRF ] I

From Nukes to Cyber - Alternative Approaches for Proactive
Defense and Mission Assurance (Lt. Gen. Robert Elder USAF
(Retired))
Dude, WIF in my car? (Alberto Garcia Illera & Javier Vasquez
Vidal)
Do-It-Yourself Cellular IDS (Sherri Davidoff & Panel)
Predicting Susceptibility to Social Bots on Twitter (Chris
Sumner & Randall Wald)

1000-1200 Insecurity - A Failure of Imagination (Marc Weber Tobias &
Tobias Bluzmanis)
The Politics of Privacy and Technology: Fighting an Uphill
Battle (Eric Fulton & Daniel Zolnikov)
The Road Less Surreptitiously Traveled (Pukingmonkey)
Fear the Evil FOCA: IPv6 attacks in Internet Connections (Chema
Alonso)
Key Decoding and Duplication Attacks for the Schlage Primus
High-Security Lock (David Lawrence & Panel)
Defeating Internet Censorship with Dust, the Polymorphic
Protocol Engine (Brandon Wiley)
Home Invasion 2.0 - Attacking Network-Controlled Consumer
Devices (Daniel "UnicornFurnace" Crowley, Jennifer

1200-1400 "SavageJen" Savage, & David "Videoman" Bryan)

BoutiqueKit: Playing WarGames with Expensive Rootkits and
Malware (Josh 'Monk" Thomas )

Legal Aspects of Full Spectrum Computer Network (Active)
Defense (Robert Clark)
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http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Schrenk
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Schrenk
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Schrenk
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Elder
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Elder
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Illera
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Davidoff
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Sumner
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Tobias
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Fulton
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Fulton
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#pukingmonkey
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Alonso
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Lawrence
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Lawrence
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Wiley
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Wiley
http://www.defcon.org/html/defcon-21/dc-21-speakers.html
http://www.defcon.org/html/defcon-21/dc-21-speakers.html
http://www.defcon.org/html/defcon-21/dc-21-speakers.html
http://www.defcon.org/html/defcon-21/dc-21-speakers.html
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Clark
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Clark

» DEF CON Comedy Jam Part VI, Return of the Fail (Panel)

» Privacy In DSRC Connected Vehicles (Christie Dudley)

» RFID Hacking: Live Free or RFID Hard (Francis Brown)

» Android WebLogin: Google's Skeleton Key (Craig Young)
Building an Android IDS on Network Level (Jaime Sanchez)

» We are Legion: Pentesting with an Army of Low-power Low-cost
Devices (Dr. Philip Polstra)

» Phantom Network Surveillance UAV / Drone (Ricky Hill)

» Stalking a City for Fun and Frivolity (Brendan O'Connor )

» Defeating SEAndroid (Pau Oliva Fora)
Doing Bad Things to 'Good' Security Appliances (Phorkus (Mark

1400-1500 Carey) & Evilrob (Rob Bathurst))

» Pwn The Pwn Plug: Analyzing and Counter-Attacking
Attacker-Implanted Devices (Wesley McGrew)

» Hardware Hacking with Microcontrollers: A Panel Discussion
(Panel )

» Safety of the Tor Network: a Look at Network Diversity, Relay
Operators, and Malicious Relays (Runa A. Sandvik)

> Hacking Wireless Networks of the Future: Security in Cognitive
Radio Networks (Hunter Scott)

1500-1600 | » How to Hack Your Mini Cooper: Reverse Engineering Controller
Area Network (CAN) Messages on Passenger Automobiles (Jason
Staggs)

» An Open Letter - The White Hat's Dilemma: Professional Ethics
in the Age of Swartz, PRISM and Stuxnet (Alex Stamos)

> De-Anonymizing Alt.Anonymous. Messages (Tom Ritter)

» BYO-Disaster and Why Corporate Wireless Security Still Sucks
(James Snodgrass (PuNkInPoOp) & Josh Hoover (wishbone))

1600-1700 | » Electromechanical PIN Cracking with Robotic Reconfigurable
Button Basher (and C3BO) (Justin Engler & Paul Vines)

Data Evaporation from SSDs (Sam Bowne)
» PowerPreter: Post Exploitation Like a Boss (Nikhil Mittal)
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http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Phorkus
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#McGrew
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#McGrew
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#HardwareHacking
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#HardwareHacking
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Sandvik
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Sandvik
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Scott
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http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Stamos
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Ritter
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http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Mittal

> Suicide Risk Assessment and Intervention Tactics (Amber
Baldet )
» Noise Floor: Exploring the World of Unintentional Radio
Emissions (Melissa Elliott)
» GoPro or GTFO: A Tale of Reversing an Embedded System (Todd
Manning & Zach Lanier)
JTAGulator: Assisted Discovery Of On-Chip Debug Interfaces
1700-1800 .
(Joe Grand aka Kingpin)
> DNS May Be Hazardous to Your Health (Robert Stucke)
» OTP, It won't save you from free rides! (bughardy & Eaglel753)
» How to Disclose or Sell an Exploit Without Getting in Trouble
(James Denaro)
%<6 DEF CON 21 5 3 Ke#f2(8 H 4 H)
R ] AT
» The Cavalry Isn't Coming: Starting the Revolution to Fsck it
AI1! (Nicholas J. Percoco & Joshua Corman)
» gitDigger: Creating useful wordlists from public GitHub
repositories (Jamie Filson (WiK) & Rob Fuller (Mubix))
1000-1100 . S
Made Open: Hacking Capitalism (Todd Bonnewell )
> Exploiting Music Streaming with JavaScript (Franz Payer)
» Defense by numbers: Making Problems for Script Kiddies and
Scanner Monkeys (Chris John Riley)
> The Dark Arts of OSINT (Noah Schiffman & Skydog)
»  The Dawn of Web 3.0: Website Mapping and Vulnerability Scanning
in 3D, Just Like You Saw in the Movies (Teal Rogers & Alejandro
1100-1200 Caceres)
» Java Every-Days: Exploiting Software Running on 3 Billion
Devices (Brian Gorenc & Jasiel Spelman)
» Resting on Your Laurels Will Get You Pwned: Effectively Code

Reviewing REST Applications to Avoid Getting Pwned (Abraham
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http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Stucke
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#bughardy
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Denaro
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Denaro
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Percoco
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Percoco
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Filson
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Filson
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Bonnewell
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Payer
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Riley
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Riley
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Schiffman
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Rogers
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Rogers
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Gorenc
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Gorenc
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Kang
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Kang

Kang & Dinis Cruz)

EMET 4.0 PKI Mitigation (Neil Sikka)

Combatting Mac OSX/1i0S Malware with Data Visualization (Remy
Baumgarten)

A Thorny Piece Of Malware (And Me): The Nastiness of SEH,
VFTables & Multi-Threading (Marion Marschalek)

1200-1300 o o . . .

HiveMind: Distributed File Storage Using JavaScript Botnets

(Sean Malone)

This Presentation Will Self-Destruct in 45 Minutes: A Forensic

Deep Dive into Self-Destructing Message Apps (Drea London &

Kyle O'Meara)

Stepping P3wns: Adventures in Full Spectrum Embedded

Exploitation (and defense!) (Ang Cui & Michael Costello)

Transcending Cloud Limitations by Obtaining Inner Piece (Zak

Blacher)

Utilizing Popular Websites for Malicious Purposes Using RDI
1300-1400 . . o

(Daniel Chechick & Anat (Fox) Davidi)

Defending Networks with Incomplete Information: A Machine

Learning Approach (Alexandre Pinto)

Fast Forensics Using Simple Statistics and Cool Tools (John

Ortiz)

EDS: Exploitation Detection System (Amr Thabet)

Open Public Sensors, Trend Monitoring and Data Fusion (Daniel

Burroughs )

Collaborative Penetration Testing With Lair (Tom Steele & Dan
1400-1500

Kot tman )

Blucat: Netcat For Bluetooth (Joseph Paul Cohen)

Forensic Fails - Shift + Delete Won't Help You Here (Eric Robi

& Michael Perklin)

Conducting Massive Attacks with Open Source Distributed
1500-1600 Computing (Alejandro Caceres)

PowerPwning: Post-Exploiting By Overpowering PowerShell (Joe
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http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Cui
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Cui
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Blacher
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Chechik
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Chechik
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Pinto
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Pinto
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Ortiz
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Thabet
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Burroughs
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Steele
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Cohen
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Robi
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Caceres
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Caceres
http://www.defcon.org/html/defcon-21/dc-21-speakers.html#Bialek

Bialek)

Evolving Exploits Through Genetic Algorithms (Soen)
> BYOD PEAP Show (Josh Yavor)
» Let's Screw with Nmap (Gregory Pickett)

» Revealing Embedded Fingerprints: Deriving Intelligence from
USB Stack Interactions (Andy Davis)

1600-1700 | » The Bluetooth Device Database (Ryan Holeman)

» C.R.E.A.M. Cache Rules Evidently Ambiguous, Misunderstood
(Jacob Thompson)

— - ERESEAE
(—) Blackhat USA 2013

1 ~ Keynote Speaker: General Keith B. Alexander

Blackhat USA 2013 55— K2V SRR (A S 2¢ % 42 /5 (NSA) B R R LR
BT R Ll - W a2 HORE I8 H AV S (PRIME) » 2RI R 22 F L
2t B PR MR TGS SR TR K 54 A MEEEE - N ossR HN B - R eIk
AR M ERARIVEE A BIE Google ~Microsoft ~ Yahoo ~ Apple F Facebook
%o IR HESEF TS A e ZIRGEIE & P BRI - ek 2A
DEINER % /oA R R E SN R BRI & T # - HiE et S22
EEMEEHEE -

g TR VR TR R AR T E SR DI ME & ) 2 BETHE A SRR = 502
ETHERESNN LB ENEEAR - —EZREHTUMS BN 2R EERN R — » B
THPE LE 13 B E S BH R R S - B4 fe— i AE R R A R 70T Wi e B - =D
PELLE 77284 (3T-1£ 2009 SEateysthag Elast > s LR RS AATEH 911 #EAESEE]
KRR EREE 1 -SSR o % 4 Jey e P AR e T A | AR 4pk B Y EE 18004
T M= ZAE S MR R L 2 M E B BRI - (st B B ey o) & 0T/ R
frifir& 4k (NajibullahZazi) - #5R5EIEIR 22 Ee s BGHFERER (FBI) &kt
A HVEREESHEARTE - (HE B —(E AR AR SRS > B s —(E[= et EE R (Adis
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Medunjanin) - SEfELLARFEERE] 2009 4 9 H 6 HBIENEE, > BiERERA 7 KAV
[ (5 F A e (5 B A %

PESRRE PP B YN R B A SR 702 6 - SRR BRI R 2 /R B Ry NE 17
HEAY - EfEEAR AR BISNYINETERR - AR HEVEYINEI N L7808 o SR LA
AR R EBUT A G BTSN R IR B AU E S -

SRR B R e . T RS R R L2 R E R R EFIUE
SNEEZAVREST ) - HEE T R AREBUN R MIZEERAIEDN - B e
WEH > TR L BUFRGERNERMRD |- IS ERaEtE07a LR - 3tk
PHEREI TR 2R EB R - 585 EBIEE A -

2 ~ Binary Pig- Scable Malware Analytics in Hadoop

FEMEEHY 2 FFrf > Endgame BIRIERS 2 TEEFEETREL - HERARL 9.5 TB
fY binary BEA1E McAfee iz HHEF] HATEFRUTEIRE 10 E{EFEETHEEA1£ 2012
R —FHLEEULE 1| TEMEEA - SEAEERETERe (a2 55T (Machine
learning) HUPKERAIME S - T HIE IATERWHEGE TR AT SREUH RS T RIS 25
SENINREE S EE X -

FH P R RS A e R AR 2 2 () ARV RIS, - RSB A Y E RS AT T B 4Es
AR B — G 5 T B EAY B — Y RIS e S (8 MRS - AR PR TB 228K
RS E RS AT BN AR R E - B2t N B DR EREDY - JEFAE AR IE
RGO ITRO UL H CHIEA TR L sBSIE B -

FHIE SR B s LRy 70k - WA REIRIF iR sk m BN BRI A » HItE—
HEEE EBENEI > SRR RS EE - FR RS ER
SR AR e PR P ) BE A A BE A IS -

Rl s (E R - sz EBAE B R R aE T —(EE Hadoop HYEE I Z4RAE
A (ERRARUENT ST IE B S8 T - WIRKBIRENVEE L] - Hani f 5 ASEHBHRUE
2 BinaryPig » A2 TB B H &AL EER T - EEEZEEIAE Apache Hadoop HY
Apache PIG Al Python  EfFR T Al HEERTE RIS A - SiEmE H 25 RERHVE
BRI - I LIRS RS - B TR R R L HER AN T A -
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E(EZ TR ISR E (modular ) B3l H AT F2 (L (extensible) » R IERFA BT EIE
B EEEYRRNZ 2 ABNEE -

BeAh - R R T A EIE AR A BN PR AT - (Rl AR EZ IR R Ry
AR A (Apache 2.0 License) R > CARRIAHRBINTZE A B(LA

3~ 1 Can Hear You Now: Traffic Interception and Remote Mobile Phone Cloning with
a Compromised CDMA Femtocell

TTEmENAE RS S FHET 2/ N SRAR BT (Ce 1 D4R - BIEM S » ST ESER
BEEME A REAE A FRHEHE - 20EE - B IR o REWEEE (S T
PR > R SRR R & (Macrocel 1) ~ FAZUFEMIE (Microcel 1) ~ FFAIE M &
(Picocell)#i Femtocell : {8 ~ Fpfu Akt & B2 ST AIE Z AT T R RL (A Edsk > H
DAEIndeps 58 - aienh - iYIra5E - 1fi Femtoce 1 (2 & At 5 BURTIR R A
Fith 5 ) o g R B )N > SR A A L At R it 5 SR e R Y R R TR T R (e 2
o HEHNMEEE N SRR -

HREEER RSN E femtocel ] 45 - DIfHE =N ESHEEUGH - HE
femtocell fEEEIMY H 253 K (FE BB ENGIEE) - M EEEMMIEEE & > 5
AR/ NS FH(E RS - 3R 3G (A& 1Y ADSL Bt B4R T R fmdy 36 st (GER
e IRAFIZIEAIR - ) o NILE (E Y AR s @ Ay > e R s =2
PR - 0 HRFE R R — (i Ry T (E RS - INIEba% 0% EAYE L/ PR 8RS -
EHEARTER ~ Email - JREGRIEGRE T R > BlEieft — (e RGBS - H2FEEZEA
GERETIIS - REAFBZEE -

FEEICHET » HEEE RN R A I SRS - (E RS A MR S ek
WS A A REH T F &8k - 10 DRSS HysE = / fE/ Bagn & - e
W RE SR B —(E RS Ehakc s - T ERRHIIM -

4 ~ Hunting the Shadows: In Depth Analysis of Excalated APT Attacks
APT Y82 — T By - WS T 2T S 2R ARG 2400 > ST EaY g4k T i
TFAE TP (% » R TEREGES - 68 —H2—EEHNEE -
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BRI » A S AV AR A BRI BU B TS - ARG G
ERE A R AR > B (& > PAE > IR TR E AV BUN IR E E
HIAE] « K& R HPMIATH 745 1A s MRS IS - (EI RN B TE) » 5E
Xecure EhgEE M AT —(El ST - FECLHE T —EE 2L R4
XecScan2.0(http://scan.xecure-lab.com) o T %R AYENREFIAE A8 B B RS R
ST RITT RS HERSCAE RIS (D56 o 3% RS TE AT APT 738K
BrE A BRI N S B A Y RIEESEE - ERMAVESRT - HTRIRY XecScan Z &tk
sonlEE 12,000 APT A EE T-E5 4 > Hrp RN APT SEERFRISCHEA - A T EEFER
SYAFTRIAHBE S E AT A Mandiant B9 APT1(61398) AR » i @ {E &8 S FRAVEE A LLER RS
52 ) APT1 KR au A5 T 5w APT1 AREVEENEF1RAVIE S « fE B R - WS m—(EREY -
AIABAFIREIFT M E APT 238 & 15751 XecScan2.0 API HY

I

5 ~Rooting SIM Cards

T SIM R & H ATt EEEREZAVETEY & - AEZE AR EE S AR - SIM
REVEZEHAVZRR 73R H PN - fFTAR S Bt ] 4miZiy Tava 17 -

FEEETEE Kars ten Nohl AAHERATHIZEAVEER - SF% SIM -RAREHATINZ ST
DES(Data Encryption Standard)fFfE—{EEERIE - 525 nlH HaZ R B Z 4 SIM
R EAVENI &8 (digital key) @ PEE SRR AR T - & (ERERBIE TR
FEHLTHE ERVATARNE AR - 20 DUA B TR E Rl el E - EEEFoRE
FH—FCERRE - WA 2 s EREE TR 1 & T -

DES B 1970 F-#f g - CRZHEIESIHER L - RERIRZ M - 572 M
R e M58 3DES(Triple DES) » ZRHR S {HiA] B3 2T SIM -R5BREEHY DES f
#7720 0 HRIE Nohl H A MERAS R - S &« A Y 73 2 —HYFH PAT5{E F DES » PRIER#ER DL
WG RERETA 7.5 B T2 E -

(Z)DEF CON 21

1 ~ Google TV or: How I Learned to Stop Worrying and Exploit Secure Boot
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Google TV 752K T~ Android {ESE &I BIERER A \OHEEIVEEE - R A SERYE -
NS BEFERGBRZATE Google TV SEEZHFHIE—SRITEI HAYANS - BE4h - ZE—1L Google TV
BERS (5 FYE Intel HY x86 & 4H > MIEELL Android Z&RFTEE AT ARM > FLEERHESE 17K
ZYIER AT Android FERAEZ - 7ERT—2K DEFCON Era - Heffatam 7 55— Google TV
IR SRS TR 2 BRI » AJCHEER ST S Ay ekt - HhaiEERZr
OEM [z » AN¥ERE (Asus ) ~ & E(Sony )~ €44 (LG) H##fE(Vizio) ‘Hisense fl Netgeare

FEEEIE R AR AR A FHRYEERS R ~ SRR R LSRG EER o WS EA
SR A AT T A2 2 BBl (Secure Boot ) BRI Marvell &4 5 4H © A T %83 Google TV
EHVEERE) - EEEE ALY - SR T FAE Google TV g% ff E#TTAR
LEF B boot loader » Hrp—{EFZ2 2 » o] DLF I S0 EoAthn itk A\ ER FAVRERRFETHY

Linux % OV ERS R

2 ~ Exploiting Music Streaming with JavaScript
WE S SRR SRS > (AR B (i - M EEC TR E R — (5

RE i AFEEEE(Digit Right Management, DRM) » 57278188 g8 R BB S 2 AR A Aa i
P A I DRM 2R PRaE A PR =4 - [NILAERE T AR S8 0E i MRS S i -

FelEa A 4B BUESR T E ] JavaScript 2R — S B BB a1 = 4R BB R IR A Y
gt o EAREE T SRR RS TS AV [ TR0 B ] DM E 4R s ke
> 5725 EE DU A ) AR HETT AR - (15228 mT DR I Sy ome A0 1 sk b AR =]
HUEEK - B35 I T SRR AR ARG, > o T AR B 2 i S sk A AT
NEGESO > W4 T EER JavaScript SRA%E e tn s LI DHIE (T B S AR RRIES
A 4% 3 H Google IEE4s (Chrome ) HIHRERE FoRe LaTHI = AT IRA ket -

3 ~ How to Hack Your Mini Cooper: Reverse Engineering Controller Area Network (CAN)
Messages on Passenger Automobiles
A5 S R SR A S A Y [RGB RS E A —E
EEH R SEE - (BRI MEES VER £ AGEA T > EeEamisEER
el i EES (Cont rol ler Area Networks, CANs)LLUE CAN &RUSAYBREE I Ko ik 2 ik
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= HATHLARTE CAN 48RS &Rt 222/ 774 » FEMAHETE CAN PEFER R M SR ERE
P2 B CAN SRESRITSHYE A b - BREGIRMIFTAIER - BN AL e FZ el EE
B2 - i Eea U B o] DA 0% () A R AR R i oA B 45 SR -

B F 2w CAN SRS R [ AR50 » 13 (s 420 7] A2 Ffidé th 2y 3RS |
DIFEECEEM Arduino BERE » FHZACTE AZE 2003 £E3KAY Mini Cooper 2 CAN FEBEH » [t
&b > JTason Staggs R —{EMESEEHARBA LI E 1L H CHY rogue CAN Gl » FBTEATHE
BRI RRSE T - USSR R R AR R 2 e AR A L e s S ek -

4 ~ MITM All The IPv6 Things

£ 2011 £ > Alec Waters @7 T 20Ma[4E [Pv4 IV4EEE D ZE —(EEE IPv6 HI4ERS -
(EEEE A DUEA IPv4 JR & T A8 (man- in- the-middle, MITM) - GHE S ¥T
Iii(end to end)ZHAY - EMENERIRE VRN » HFZEEHE— RGN FEI R4
FCEMECE @ FEE A TS E SOBRFRYR - FEAh - FloHY ¥4 Alec Waters T
PR A AR EL - 5 (40 Windows 8) A% -

FEE# (Scott Behrens #1Brent Bandelgar)EHfati 7 Alec Waters FrigtHAYIX
B W ERERSIEERG - MR FEETICE B - vl bR B (E
FHAE Windows 8 FYEAE [ - AP IHHEANYZD BR Sea BT B —({EF1 A (Sudden Six) » AR

2R H Ry S B - SRR A o] DUE S A FH P M ERE RS » WAEFE

IPv6 i & 3 @h ] AR - A5 HeERR TR BBV IR - JRETEm MY B B L SRS
TS PR A —LE)RE) - A6/0FH Sudden Six WWACEIEFARF » NS ERIEHE—(F
Windows 8 HYIZEE o

5~ Defending Networks with Incomplete Information: A Machine Learning Approach
PEREEE (machine learning) B2 ERHARN (Data Mining) ¥ —f AR HUIE B G K
BEEEF > Wt ATCHANYEREN a2 E I EAMS - BT 2R
#5 > WEEZLH AR S B (R AT RS, - B0 © A B 2 MR R
H{4(SPAM) HYAEE - 40(E PRS2 E Ry T 2 B BTl IR i 2 U775 » (N R Al REAE
Deterministic AU A DUEEIF4FHY&ESR [N s deterministic ARV ERIEN EATEY
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ZGUEHIE R A > AT EZ RS B T AR SRS A Aot i R -
PR (R R RS B B L EHE TR pa e

FEEE S > AR E AR R - — RIS - AR > JREE

AEENHARE A DI B R T R BUS i HRRE » S m AR 2 a0 ATt DRI

EHAVSE O DU SRS - &% o EEEREE R T EEEsy sz B E

B (AR AR AZ] T hitcon 21 #HE » thiRBlerEa — Ly

6 ~ Electromechanical PIN Cracking with Robotic Reconfigurable Button Basher (and

C3B0O)

FWEHI PIN W5 2 4 &8 (E IR ek i b —Eeny a8 A RS )7 A8 B i
B BEEAEREER T - Al a2 A L ERE sl A AyIERE - AOGERN E B8
BESBR Rt - {50 W (R A T BRI E 3m i8 e B S Tl R S O S 4 N E I -

Robotic Reconfigurable Button Basher(R2B2)/2&—{E%Y 200 ETaIMRS A - kst
DA Eha SR g 7 SCE A B 48 A Tl A0S R2B2 m] DAFRE R Ml =0 s it
i > R2B2 AT DA B SR A A Y - 8H e B e =AY 1B R

Capacitive Cartesian Coordinate Bruteforceing Overlay (C3BO) &I EEE
SABE R E BT ETAVAEE - C3BO AR A IR ENER ) - TEEeiE i N F R
R2B2 23tk - iERIE THE AR RURM R - HAZHEE ARSI < - DU
3D $TENHY STL TEE?‘ET@E?@Z FeEETMEBIG R FTaes AV PIN iV esdeE -

& 1 : Electromechanical PIN Cracking with R2B2 and C3BO
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A6 HEBIEIZ % (National Security Agency, NSA)AVRZHEETEE (PRISM) #4&
75 > iSTEETESENSARIFBI ] DAfEMi crosoft ~ Yahoo ~ Google ~ Facebook ~ PalTalk ~ AOL ~
Skype ~ YouTubefIAppleSE &5 A a] - EHE ARy S M &R - BEETEF - 58
R ACENEE - 5 EREIFEEIRDL S VB SE - A Blackhat USA 20135 —Ki#iz
HY BB s (A FH B R 3R 22 42 5 (NSA) JE R an FELL KR B (R T el & Wi e
BRI U8 H eyt kst s (PRIME) 2 I HHRAER BH R - SRR S » R BN A2 58
P BT EEFR T AR B HORER] ; ZADINSARTAE > SR AH BEIv G A T HERZR X
ANR#VZ S » WREREERE » W E N wmEEEEREENE - HEERME B2 E RE
N H Hi RS R A TEN R B A A B RO R S BB AR S0 - BEFREEETA " i IRiE K
Bigdk 0 R ARWEERE AN ZIRNERE AR SE RG22 R HES
T rE e 2 B E - EoAibE Y R R A A e R B s AN B R AR S © S UA#h
AT SR BRI R L R T - BETEEREERERESZ » REES
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