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20050 & == EF T & (European Smart Grid Technology

Platform, ETP SmartGrids)  n * Bigwm W ET emg ; V{4
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[r. Martijn Bongaert MBE
Manager Innovations Assetmanagement

Ing. E.W.B. (Eric) van Aken
Consultant Telecommunication and Security

Energy consultiong

AN S VESEES

NL - P.0. Box 50,6920 AB Duiven
Liander #c% %77 4 &

ALLinader & ¥ FOTONENBOER(HE € R 35-)

3.1 I jm fF ac it § &7 5 ¢ Netbeheer Nederlands >
SARM A RGBT S gk B N BEP S kT8 o
Netbeheer Nederlands 4 % e = (e RIS IEA A [
PomAPie=d AR H > AL S8 TET e
B 22 B LR o

3.2 = BisFakEs w i Introduction to Smart Grids in
the Netherlands -~ SERI (Smart Energy Reserch)
Project ~ Security of smart grids:

.21 RP P HERT VT AR ZEE B P T 0ET
RS 2020 AAB o 1 (PR S BT - BAY Len
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fin

B F1(30%) @ Fpiizt o AFHF RS ST UARH A
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Smart meters

97% Of customers has
Smart Meter 2023

EU law: 80% Of customers
has Smart Meter 2020 ﬁ
Planned start
Large Scale Roll-out Jan, 2014
Pariament will evaluate Small Scale
Roll-out anc u: >cide whether Large
Scale Roll Out can start End of 2013 .
Small Scale Roll-out
350k Meters Placed Currently Q

74 kR : Netbeheer Nederlands

3.2.7 4= @ = AMI # # % DSMR(Dutch Smart Meter

Requirements) ¥ r/ 47 % 4 B K % AMI #-i¢ * CDMA
g AU R T I -
3.2.8 P A Liander en® T =b3ne K FHET A &1 142

FRAAETMSFYELRE S FF (FTELEE TR

3.29 e p it ¥
(30 ~ el mpr > 30 A 4aF 35 > 30 Mg imaiz) &

G R ARG RF IR FHFRE 2 R
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o

Fault localization

Average 90 min:

* 30 min driving With fault localization:

* 30 min searching  , 39 min driving

*30minrepairing o mip searching

+ 30 min repairing With remote control:

[r l * 0 min driving

y _ « 5 min ‘repairing’
7 Al h

||||||

— .

7oL &k ik : Netbeheer Nederlands

3.2.10 SERI #¥ IBM #ive= 3 &% > & 5 = BIFE: L.
Optimized  Asset Maintenance and Capital
Investment » 2. Power outage prediction ° 3. Customer
Intelligence.

3.2.11 Netbeheer Nederlands 4 %] = = - & Smart Grid
Cyber Security x ¥ | % » £ 4L F E 7 % 0 Cyber

Security °

10



TP~ i3 3R 1T 8P A7 ac T 4P B 1 Cyber Security :

-Use case Smart Charging using M490 Smart Grid
Information Security toolbox

-Use case Monitoring with use of KRIS

-Use case Local Energy balancing with the use of
USEF-SEC (Smart Energy Collective)
"FEFETRDFE > & 720 F Bl BB R 4o
A T Bl BT R BRE 24
ARG BAERAK - N o d W R R REF E g &
FEMAAALR S FHRRARRYERREL I AT

P, 20]] ERAXFETRRRT 21T ) e H

g

FARGBRG AR FLT R

3.3 kS d Liander * R B & F A3 5 L Spg » ik
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Bl 3~4:15 % B 5

(WWW. FOTONENBOER. NL )

~10 % 10 P (Fe)
S RE AYFEE P DNV KEMA
DNV KEMA - 3 27k2% 5 RRLH R EBE £2h
NP e R (92T E F - R R AR T W
T4 AR ol e 220 BRRSE RR 2O
Feoo TP R A EAoB iR R RIRE{CIREAR

i
Lo edahat TE S B S TR Mo

et
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Sebastiaan Mulder
Senior Consultant
DNV KEMA Energy& Sustainability

Robin Massink
ICT Specialist
DNV KEMA Energy& Sustainability

AT VRS

KEMA Nederland B.V. Utrechtseweg 310, 6812 AR Arnhem,
The Netherlands

DNV KEMA TEC61850 Conformance test Lab

DNV KEMA Smart Meter Test Lab.

.1 B3 WP ipEESPmp g TFRT R
HZ DNV G G T PEENFEAPA LS
s 2B DNV ciplzd g % % o

3.2 w i» @ 3F p % & % i Our approach for an

interoperable and secure infrastructure -

14



Conformance Testing for IEC 61850 ~ DNV KEMA- Smart
Metering ~ Cyber security services e f if B I2 4o

3.2.1 Our approach for an interoperable and secure
infrastructure:

» The Energy Landscape & the Smart Grid (it iRiFpz
Fiem i)

» Introduction DNV KEMA and Management & Operations
Consulting (4 % DNV KEMA fvg 12/ 18 3539 PR1%)

> Services and Project references (FR#%{fr3E P )
PRAZTE P A& A& 5o

v SCADA EMS/DMS services

v" Data communication services
BAFETRZFRRERFTE 3
<> [EC 60870-5 / DNP3
<> [EC 60870-6 (Tase.2/ICCP and Elcom-90)
<> [EC 61400-25 (wind power)
<> [EC 61850
< [EC 61970 / 61968 (CIM)

v Smart Meter services

15



DNV KEMA » 3 Smart Meter erip|3dRi% > g i &£
# & F:EU Directive 2006/32/EC (Energy Services
Directive) ~ EU Directive triggers (EU Mandate M/441

to CEN/CENELEC/ETSI) -

<> DLMS
<> IDIS
< M-Bus
<> PRIME
<> SML
<> 0SGP

Smart M’eter

Grid Operator DLMS, PRIME .,
M-Bus, IDIS, OSGP ==

_______ [S E ]
IEC 61970 -

M + 61968 (CIM)

Grid Operator

[
I

[

1IEC 60870-5-101
: IEC 60870-5-104
y [EC 61850

[ DNP

4

=4+ “IEC 61850
IEC 60870-5-103
DNP

i -
Substation

7R % R : DNV KEMA

16



DNV KEMA " = ET RE T 20 BEFE Y 5 5 - e
Zd UCAVF 2 A%PIERET %3 > 7 k35 [EC61850 5% A&
1fe2 X2 F A S22 - REPIFE-R 5 428H 250 BT
2. FNAHZK ¥ ~ % 4o CS101/104 -7 SCADA ~ & [ED % 2 %
SHPRRRE
DNV KEMA IF P v — ¥ 3 i 4 0 DLMS R348 4 > &
phe AT 10 # G5 0 R AR AZE 40

3. 2.2 Conformance Testing for IEC 61850:
DNV KEMA # & IEC61850 conformance test - Stress
test ~ Interoperablity Test FRF% o » H-is %R 5 45
I EHGHANPEEL T o

v Conformance test
—HMRIE o RGRALE B AREY
— L AR 2T R e (T

v Stress and Performance test
S YRR M S SRRl - R R

4 Interoperability test

z

S EH SR F L TEM

17



Producer

International standard protocols

Network operator ‘

———— »

IEC 61970 n ‘
+ 61968 IEC 62056 I !i :
! N Consumer
! ~ _ IEC 60870-6
JEC 60870-5-101 T~ _
1 IEC 60870-5-104 - P
! IEC 61850 3
! DNP

-
““ |EC 61850,
DNP

s

.
L

e P
System operator m

Substation

KL % 7R DNV KEMA

DNV KEMA 3% IEC 61850-10: “A conformance test is a
type test for communication” % i 7 conformance
tests » A FRIFEEFE P B L - REEPREERR » 3 £ p &
CEPlEAERT R EST A FERTE LI REFA T
2 1EXRFTF

v" UniCA 61850 Analyzer

—advanced trouble shooter, automatic error detection

v UniCAsim 61850 Client simulator

-to perform conformance test of a server device

v UniCAsim 61850 Server simulator

18



-simulating many servers to test a client system (e. g.
substation controller)

v" UniCAsim 61850 GOOSE simulator

-To perform conformance test of GOOSE

v UniCA SCL Checker

-to check the configuration (SCL) with the IED and
conformance to the standard

v All tools run on standard PC and are vendor
independent !

-Protection and Control devices (server devices)

3.2.3 DNV KEMA- Smart Metering

FET LIRS N A T 4o L Raugaad 2 # o TOU
FREAMTE T4 fefed NFEF#n (FFTH )
BRI M/ TR TR (BT R L)
EPREFRHFOT RIS (BT E)

T R R T AR R T Meters & More (used in
[taly / part of Spain) ~ DLMS on PRIME (Spain,

Poland) ~DLMS on G3 (France) ~ DLMS on S-FSK (France) -

19



DLMS over GPRS (The Netherlands) o

PIE AL T

Protocol
compliance test

Companion Specification
compliance test

'<—|

Functional
compliance test

Interoperability
tests

End-to-End / Full system
test

Erating Te energy Tarszon

Communication Protocols: Testing

- One device
- To test protocol functions
- Example: DLMS UACTT

- One device
- To test if device has correct objects and data types
- Example: IDIS Testing, DSMR4.0 PAT Testing

- One device
- To test if device meets functional req’s of CS
- Example: T5 testing at DNV KEMA Madrid.

- Muttiple devices
- To test if devices can correctly communicate with each other
- Example: Connectathon in NL

- Full system
- Test the complete system in a ‘real life' environment; field trials
- Pilots, ‘chain’ tests

DNV KEMA

DNV KEMA 247 E & £ 2 JRI%1 & 5 = <~ 30

1 iv“' :‘)I' :

DNV KEMA 4 =47 &

¢ 3% DLMS ~ PRIME -

%7 DIMS UA WG ‘¢ 3k 2

I\ /?J\zé‘;@_ E] mé(“:%;

3 An @ % 22 DLMS $F % ~ DLMS PRARenfm T e K

2. 7%

/?Jpé‘% U'JF'B;}B’ bh’;/{

A 55

3. BT T

R AR R

{2iR) 38 ~ PRIME — 3REPISFAET 7 3k E 120

20
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) e 23
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Bl 5~7:DNV KEMA ¢ xR & B A & P

Z 10 % 11 P (D)
%3+ ¥ ¥ Alliander 2 #
Alliander (/& Nuon 2 @ ) &7 ff B+ it BT 2

>\

. L)

!

eyt JIpF 250 @ £ 2 d - RA: o Alliander
KEZFL(FEF R 2200 RFL/Fredtdd Fafol )
Trmjfe R Fak 0 PR B2 RF 264 AR FH RS {2

¥k AT H o

l~a& ¢ XE
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Johan Rambi
Alliantiemanager Privacy & Security

Drs. A.J. Heerbaart
Manager Smart Grid
Assetmanagement

F.G.M. (Frans) Campfens
Consul tant

Intelligent Netbeheer

AN VE S

Postbus 50, 6920 AB Duiven, Locatiecode 2PB1140,
Utrechtseweg 68, Arnhem
AlLiander LiveLab(pl:Er&E T 9% %)

ALLiander % & =3k %%

o PG P R RERE BT R RS E X
el Bl P R R e iR
R A BB > ERE L m LS P hLive Lab
BgR e

3.2 Alliander 4%+ i 2 JEFF2\ P& 7 f§ 3R &2 3434 Smart
Grid for Amsterdam -~ European overview of Alliander
activities on SCADA/Smart Grid Cyber Security:

3.2.1 Smart Grid for Amsterdam:

23



B H%’;Ifj&l{fﬁﬂ} Alliander = @ iy iR 4 B P P .

Liander service area Liander's E-grid

- e + 3 min E-customers

+ 320 primary substations

» 40.000 secondary substations
+ 2.500 km 50 kV cable

+ 40.000 km 10 kV cable

+ 40.000 km 0.4 kV cable

« > 6000 employees

B 8: Liander’ s E-grid F#! %/h: Liander

FETER BT R R S o BT R 4T

W9 7 o

i-Net: from 10 to 20/10 kV, from radial to meshed,
from blind to intelligent

i =intelligent station

B 9: @iy e aa T eaywie T4 kA: Liander

3.2.4 Alliander e E T % (i-NET)T 7 B 23R * X7k

24



WEK A 90%ET /R FAEKA R AF RE ]
e 4o g % 7 Primary substation - Secondary
substations~90 % of MV grid % > £ #73 4 SA technology
(Eaton switch gears & SASensor technology) ~ Backbone

(20 kV) ~Telecom (fiber optic & wireless) & H s

3.2.5 Connect customers (prosumes) to energy via
Information-intensive network - e e B2 3 4v @ 1230
A eRFRL o R B A R E B 4 o

3.2.6 Alliander =7 SCADA & i % » BEB4H i & { 4e % &
ST A RAIETRAZES R T RRE
B AP is 3 S Live LabCRIBE T 47 % 3 )R A
BIZEFA A 7 Bpdue fre g 3lerg § &R PR

Moo i 7 R BAoH 10 -

25



|“‘.." ".1 L
b 44

o

@] 10:SCADA /& % it 7%

L7 & B FAKR: Liander
3.2.7T aptpur=q %%

>
2
PRk oE B R R

¥ir{ % T R% > Alliander $£2 5 SASensor °

SR Fls Rapipdl B R T EBRT T
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B 12~13:Alliander % % =t

T ~10 * 14 p (F-)
B TOV SUD 2 7 & RIBR% 3
DIRAC L0 S RF RRISRE R o 22012 % 8 7 24
B %40 [EC 61850 Rl % % %5 UCA International
Users Group 7% % > &1 Level A Wz 9% 2 i » ¥

i (7 [EC 61850 — RMBIRETSEFMBES o« ¥ b Ah
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SHETCABRBET kT MTREAE S LA
3% 2 #5414 [EC 61850~ [EC61400 ~25 3 31 ja k= % -

I~2&¢gAH

Stefan Gresser
Site assessment
Wind Cert Services

Andreas Schmid
Site assessment
Wind Cert Services
Ullrich Knopf
Project Manager

Offshore Wind Energy

2 R/ BT B
Ludwig-Eckert-Str. 10 93049 Regensburg

Forest in Northern Bavaria

3.1 2 penfFaas ia BmA -5 3 TOVSID s ® e 2 2t
> % 104 22 2 F 1387 F (Regensburg) > *=-¢ b %%
TR 2 2 7 AR S AR 4 B2 FRIRF 0 2 1
T 234 3404 (Northern Bavaria) ¢ Hh I3 5 BRI
B -

3.2 A
Turbine Measurements:

> TUV SUD - Service Portfolio Wind

28


http://zh.wikipedia.org/wiki/%E6%85%95%E5%B0%BC%E9%BB%91

o TOV SUD % 45 DIN EN IS0/ TEC17025:2005 2 33+

FERE O VHRE:

(( pAKKS

‘/ Fjb /}% é = %U ﬂiﬁ . zJa'. =R Deutsche Akkreditierungsstelle GmbH

nenm z ermndR § 8 Absatr . &1 Absatz 1 AkkStelleGBY

elb‘lll[\
rv.uE\ UAC und AF 2 " gegen

v };‘—17’7 %7‘?\'1 Akkreditierung %

Die Ceutsche Akkreditierungsstelle GmbH bestatigl hiermit, dass das Proaboratorium

TOV SOD Industrie Service GmbH

‘/ iﬁ :[:tlZJ /f}’ AN, ri V:F /{é WestendstraBe 199, 80€86 Manchen

r I Priiflaboratori

Abtellung Wind Cert Services
Ludwig-Eck Be 8, 93049

7 e nach DIN EN ISO/IEC 17 sitzt, Prisfungen in folgenden Bereichen
/ uﬂa_ﬁ_ UFé‘\Eéé— =] c:’(h'r':h\:.x'wLil EC 17025 3 " igend
N8 = 77 el o
Messungen des mittels ; Ermitthung
dos und dos
gemiB der natiiliches bu

turbusent, der nmkmlx chen und effektiven Turbulenz B rmmungm

/ }:i(‘j] #%‘ I}b ﬁi ‘% é)? }‘Elj % u:;‘mzvuf :ﬂm "m m-n n On- und Offsha r:\ll ndenergie: »A;, n; Bewertung

v o ORNEEHRZANAE

» Certification Process

&5 [EC 61400-22 » Sz A240T 2

29



B. Certification Process acc. |IEC 61400-22

Type test

FHL &k TUV SUD

» Standards and Guidelines
[EC61400-13 & & p = 2 2001 #x 4 » 3¢ T_2014-2015 = =

44

AR PR A Y - EE RHBY o T i e g
% ¥ B i EEL (Capture-Matrix) 2 p radic - TOV SUD
iR S bt BiriEfey > 0 A& TR AR

IR A\
R i»

» Technical Realisation

VORI A



FH &k TOV SUD

vz pd Tl - RIHER

4733000

*
4732500 &

4732000

4731500 @

4731000

4730500

4730000
369000 369500 370000 370500 371000 371500 372000 372500 373000

+ Wind WM @ Wind ieanl @ Test-WEA o Hindernisse

ALk k. TUV SUD

Vo e A
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Height above

ground[m]
Lightning rod -------------------- 150 L
T Hub height
Obstruction lights ---------- F "::3:"':-’ Anemometer
Wind vane h — ,‘f -, Temperature 100 L
?: Lower blade tip

| - Logger & GSM
Power supply et l ’ - cabinet

.- Software

p

F# %k TUV SUD
B WER R RPE - S FARD
B BHdpesSE CGRABEFELEAL) A HE
CEBIVE S TS TATIECE S (N
Tl reaiicdy - LIRIAN FR - EREF T
SRR R E . ro R RB T E . A AT ]
P/F 2/ PR/ Ry D RpEEE R

i |
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Bending Bending & Torsion

_————————— Tower Top

/\ Tower Mid Section
=

/" Tower Base

Nacelle & Main
Shaft

Blade Root

Blade Center

A&k TOV SUD
v' Validation and Evaluation - Famos

1. b i#& o ic e Timerows 2. BT F A M

33



[=*=powermean BIN|_ —+— cp mean (BIN)

050
788
1800 045
1700
1600 Vs = RN -~ 0.40
1500
1400 i /X'— 035
1300
1200 / \\ 030
— 1100
2 1000 f v S 025
s 900 =
g 800 f 4 020
= 70
600 / Wl N 0.15
500 I d
400 f‘ vl P 0.10
300
200 } — // 0.05
100
0 0.00
38 -0.05
o 5 10 15 20
wind speed [m/s]

3. 50 Hz f#+7 & 2. Timerows 4. 3817 20 # chf 3t

PEbEREEEERREGE "

S

[ EERRERRERRE RS RN Y]

FH %R TV SUD

3.3 ¥ ¢t 4 % * LIDAR(Light Dection And Ranging)# it »
MERIF LA BERTFEADRFFTH FLRFFT IR
oy

e B

LIDAR ernm @& g i 285 E@FammT A > » LIDAR
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PlikdE TR > BT R
TEASBIIREF ¢HEY W ELSPFTEY DT ER 0 TER
pEL®m wAL ] T RErhop AR Y TR Rk K

TN R cE R SR =E R RS L N ST

m

HRF b 4 AR b EFH  f ¥ LIDAR S kb it i
Weipl » FE % %Gk G A LIDAR S SR T RGL § ) - B
W AR E LY o4ty o BT ] Rl 7 4R

CETIE R 200 F 1P Pk TR

Height above ground [m]

00
Upper blade tip

150
Hub height

100
Lower blade tip

For SR TOV SOD
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B 14~15: # ¥ 3414 ¥ (Northern Bavaria) &+ b ¥
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E~pwmpoi@
PR EEMN R T4 7~ 7 Alliander ~ DNV KEMA ~

B TUV SUD 2 & + 41 CEST % 4% » 7427 & %32 8 23t > R

AR FfRRPE2 0 - BRI BE - d REROBE > T F
TR SRR Yo T EDIEA A R RIRITE T IR B
PR RGRAER D P AT ET RN Rl a 8 A R FE
g HI ALYy g Fer o

2. AESPEAT PR - MAUATEFEP FERET A A F 0]
WHARET 2Y BEEHSER - s FEF NS E 2
&%ﬂuﬁ&ﬂ’j%%gﬁ—gﬁﬂ,%pﬁ@&ﬁu W=
B R VIR RARM S F L S R Bk S
LY A7 3 AR HTRL Ao

3. = ens BiplAS% % H = DNV KEMA 2 TUV SUD £ M™% 4 %
RIFFREE = A ET RS s AN OREEL BN SR EE
¢ > 8¢ DNV KEMA ¥ B8 & s> » B 55 73] UCA ¥ 9 5%

FoOFMRAIHEFETRSENFTRORAF S L AF DA

¢
=

S 0 Emd DNV KEMA #rof 8 e d o o *oqn bl seies £ 4
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TOV SUD b #pldc 55 M 2R FEIRAIF D > 5 F%5 40
BIRGEERIREIRE 0 F AR AL G AR RE 2 Ap BT
TERML R A B RPN AR AR AR B2 B R BT G
THRT L FAEERN AR S AR PR SR IE B
LA MR R AT AT E D el L R T R (T
9’@@§iﬁ$??ﬂ%7iﬂ%iﬂ: 5A kG hEa o d

E B m,T*—kCyber Security x4 » B ey BT o

R R EE LR PSR T2 FAET

_’%

[N

3
i‘?\g
3

% 2EE NV E IR TG oL LA ET
PN AR - BRE- ST RORL L ROTRRE T
RRT I RS A LFRBOT S h @Ak 2 7
Lot § TR AHI L cE o A2 A A g T F et

- B iR R R RS E A B AP RO - B H R e



—

6. 7 # — @ ATHRAM L Function Safety » Flo R4 p 1 fagl i
64 x4 % 1;}‘,{)\ RERFAS T i FED e S

P R EE LI SN F £

BAT > 4 -6 AR kAR 2 o
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ANSI Std C37.20.1 Metal-enclosed switchgear and controlgear

ANSI/IEEE C37.60 Automatic Circuit-Reclosers

BS 6622 -

CENELEC HD 629.1 S1: | Cable Terminations

1997

HD 629.1 S1 Including HD | cable Joints

629.1 S1/A1

HD 632 S2 Power cables extruded insulation & accessories (> 36
kV, < 150 kV)

IEC 60044-1 Current Transformers

IEC 60044-2 Voltage Transformer

IEC 60044-2 Voltage Transformers

IEC 60055-1 Cable Joints

IEC 60076 Power Transformers

IEC 60076-11 Dry-Type Power Transformers

IEC 60076-15 Gas-filled power Transformers

IEC 60076-2 Power Transformers

IEC 60076-3 Power Transformers

IEC 60076-5 Power Transformers

IEC 60076-6 Earthing Transformers

IEC 60076-6 Reactors

IEC 60077-4 Circuit-Breaker

IEC 60255 series Protection Relay

IEC 60255-1 Busbar Protection IED

IEC 60255-1 Transformer Protection IED

IEC 60265-1 Switches

IEC 60282-1 Current-Limiting Fuses

IEC 60282-2 Expulsion Fuses

IEC 60353 Line Traps

IEC 60384-1 Teleprotection terminal

IEC 60439-1 Switchgear and Controlgear Assemblies

IEC 60470 Contactors / Starters

IEC 60495 Power-line carrier terminal

IEC 60502 Cables <= 36 kV

IEC 60502-1 Power cables extruded insulation & accessories (> 1
kV, < 3kV)
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IEC 60502-2 Cables <= 36 kV

IEC 60502-4 Cable Joints

IEC 60502-4 Cable Terminations

IEC 60840 Cable Joints

IEC 60840 Cable Terminations

IEC 60840 Cables > 36 kV

IEC 62067 Cables 170 kV < Um <= 550 kV

IEC 62271-100

Circuit-Breaker

IEC 62271-102

IEC 62271-102

Disconnectors

IEC 62271-102

Earthing Switches

IEC 62271-103

Switches

IEC 62271-105

Switch-Fuse Combinations

IEC 62271-110

Circuit-Breaker

IEC 62271-111 and IEEE Std
C37.60

Automatic Circuit-Reclosers

IEC 62271-200

Busbars / Busducts

IEC 62271-200

Circuit-Breaker

IEC 62271-200

Metal-Enclosed Switchgear and Controlgear

IEC 62271-203

Gas Insulated Switchgears => 72.5 kV

IEEE C37.14 and
C37.16

IEEE

Circuit-Breaker

IEEE Std C37.013

IEEE Std C37.013

Generator Circuit-Breaker

IEEE Std C37.09

Circuit-Breaker

IEEE Std C37.23

Busbars / Busducts

IEEE Std C37.23

Metal-Enclosed Bus and Isolated-Phase Bus

IEEE Std C57.12.90

Power Transformers

IEEE Std. C37.09

Circuit-breaker

IEEE Std. C37.09a

Circuit-Breaker

(7# % & : DNV KEMA)
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