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1. Diagnosis * 78 fi = FERGRER CEHEIHIT - A0 R3S PCB S ~ fiik
BRENE - U PR

2Recovery * SPHHEH [P RGpE 5 IR @5 HE 5 HIF B SR
PR3 Ay T Rk A G i R TR

3.Imaging * fRUR {5 1R e = FRHIAFE 7 FIER S TRIGP | - PRSI et
100% PR eI PRI AT LR v R S SR
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4.File restoration * I~ HIPTRLIFEREEAH 11 (357 0RLT [= 0 S IHIRRAVRR

AR ¢ R TR R SE AR S e

fjfﬁ‘: o
Data Recovery Flow
4 phases of data recovery

1.Diagonsis 2.Recovery 3.Imaging Restci'ialliion
/N & 2N
Q%ﬂ' 3.1.1 Data Recovery Flow
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il 3.2.1 A

1.Cover(_F3 9.Spindle(Fir)

2.Discs(f ) 10.DC Power Input(jir i Ffifaj * )
3. Actuator (FREHET) 11.Read/Write Heads (81 FYET)
4.Shock Mount([™h 224 12.Base Casting(‘He )

S.Printed Circuit Cable(5* i epHIEE PR 13.1/0 connector(I/O 15 #3)
6.ConnectorGHIH #3) 14.Printed Circuit Board(H] ﬂ[] Eﬁﬁ'ﬁ
7.Head/Disc Assembly(R&pF = fiH %f}%l') 15.Frame/Bracket(J} #=/3 ZH)

8.E Block(FZHAT)

(= MRE=HITI A (- R

Printed circuit board (PCB) HIT|IFE: HEG T (- l,ﬁ’[ :

Hard Drive Anatomy
Printed Circuit Board

VS
[Transisrt Vakage Suppress El

Ram

[fi 3.2.2 HIIEEEAS (PCB) 7 [F
1. Voice coil motor & Spindle driver(VCM):
S MR - ph CPU T #Fﬂﬁ‘ﬂ’ 7 PRI (e o T
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Sl TR PR [ R R o fﬁ%]%f, """ 8-/39



i 3.2.3 PCB A5 F 5 11 VCM
2. Transient Voltage Suppresser (TVS) :
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[ji! 3.2.5 PCB A5 1Y Fuse
4.CPUWMay include EEPROM or NVRAM ° R/W channel)
IR - 7 PCBAY FH ?ﬁﬁ‘ﬂ e R T .Jféﬂéﬂ'ﬁjﬂ R/W channel
* Voice coil motor » £ PCB #% Y CPU i fﬁlfﬂf' EEPROM or NVRAM £ R/W

channel > F5kLil1#¥* EEPROM or NVRAM #5 R/W channel & {*=#4¢ CPU [*] °

[fi! 3.2.6 PCB A% iy CPU

(Z )Y =% donor it ?
HTRIRIAFHR IR 102 g 3 donor fRIRE - 47138 2 (f
T S (R IN PSS~ B donor TR 2 ik EI AR 2
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[ iR -poey e ?FTEJ :

1.Brand (i)

2.Serial No.(5-5K)

3.Model No. (153" H-5%)

4 Firmware code(@lﬁé}ﬁ\ﬁ%‘ﬁ)

5.Jumper setting(4F st

6.Family Name (% ¥ €7

7.Volume and interface (”’Fﬁi% FIAT
8. Voltage, Current standard (P P& i)
9. Manufacturing date(%é[iﬁE 1)

10. Product of country(# &% [B5%)

EFl1E 4+ Model No.(f5535 3-5%) ~ Firmware code(ﬁyjﬁgiﬂg’ﬁ) + Family Name(Z#% £,



#) ~ Product of country(“F & 813 )F = FURIGRAE TR 1«

("“)jiH5 PCB 5 Troubleshooting A7
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o BTZ E110 FI3LED A 12 RIS PCB ARSI W RRIERT I R
(U TG L PP AR TR O3 2 g e TP 5 - PRl
F[%fﬂ ZYHCF%'EJJFLIE'

(— )PCB P& SHr [0 — 450

_”llll

» FVRL PCB AT » 4IRS~ fi donor »

donor F-L=fliiV PCB A = H5ipY PCBAY e 50 - [y 2 0.V it
PJ= It PCBAY Ry * FEEsh & fon FERL A AP 04
%V’FI%E%‘ TVS F%E#‘ Fuse ”Fufz‘*’Eit 15{%?'?*5

S TGRSR S

Sk Seshik

P A g S ?
S e 10159



it RS e R PCB AY I (I - F4 1P PCBAY 1
i {4 TVS ~ EEPROM F% Burn chip # VCM 1|0 =i PCB A%
(P& TR FIEFORR -

(OB =g

1. = E'J?ﬁr‘?‘%ﬁﬁ fiay Fﬁﬁﬁ?,f—ﬁﬁ Y [

330 W R
2 UPE IR TVS [EESELE i O [

BT EHERGOR I R A o e 134039



5. LR IR RAEERRLA T I [

q%d' 3.3.3 ﬁﬁﬁl Eué?uﬁ’ﬁ
4. /E{ﬁj’: FIJF%TL’ Hz F S () ﬁﬁ‘ Evl_ﬁ*{ﬁ'?iﬁ F\'I—F{I > Y qg\IFJ‘T—,

334 R L - 5

(=)PCB #yaefE 5f & Fhf HHy SHFEE > 1ES PCB ﬁﬁ”?'ﬁ[ﬂ?q F;l
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B 3.3.14 iR EVERZV S EEPROM KT 45 1
(CHBEREIZ R PCBAY Y VCM CHIP I'JEVEARZV ™ i o F 2 PR 88 B [l

3o ¥ PCB FISEIpIRIRR MRAL o 1 ©

[fi' 3.3.15 {0 P EVEARTEVTS VCM CHIP i 75 85l .

(= VRMRRE T [ /7 ?ﬁ F R J‘ﬁﬂﬁfﬁm [F 7 £l Head-disk assembly F¥ {72 (HDA) -
RUAGEGE S O RLIE P[RR A 2 REBET o FIIP R [~ oA & e 2
Eljggggaﬁ%ﬁﬁﬂ*ﬁ B VS E o REpER J‘ﬁ THE VSRS > FEEE Head

Stack Assembly f5 i#Fi(HAS) - fRif[" Jﬁ[bﬁﬁiﬁ{/[ﬂ :
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Head-diskassembly

Air filver

Spindle Motor

Flatters

Actuator Axis Head Stack

Preamplifier

Voica coll actuater

[fi 3.3.16 ﬁﬁlﬁ‘%mﬁwﬁiﬁ

LA filter(% 5 3ftVRias)

2.Spindle Motor(= #HIf%3E)
3.Platters(f&heta )

4.Actuator Axis(RREI= )

5.Voice coil actuator(?’l 5 RE)

6. Ramp (& piEl fH i 16k )

7.Head Stack(f%pFi)

8 Preamplifier(fj % ¥ 35)
TR %[ Drive Errors fH 730 -

L. BRIGRAE R (IR AR5 DR Y
2. ST WL R BTG block B ATV IR -
3. F | PSR S R = YT -
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Proper Head Stack Diagnosis
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[fif 3.4.1 Atola fiflfietsrif~ =

(= YiRtAsnR(Diagnostic Functions): Atola i fl e Asy & PTG i 42 il
B FTRONAG 4,25 sl b e T Atolafv = i - 2
fi £ e PEE N R R Awomatic Checkup » £ BiTAFE S AL > HihsH
Pt n"%éﬂ“d‘:ﬁﬁ*kéf = BSHRNS F RE E TS F'E v,
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-
# ' Diagnostics in progress...

| Case# 3 Case ~ SATA Port: SAMSUNG HD5021 Device ~

Home Checking Heads
= Diagnostics . .
\ e Media access timing...

) _———— 000000 |
Media Scan

View SMART

Device Recovery

Imaging Applying power and watching spin-up currents....

File Recovery Current oscillogram {12V):

mA

Windows * Help ~

Check list
Circuit Board
Heads

Media Surface
Firmware

File System

Device Utilities

Current oscillogram (5V):

mA

0 FE
Device is ready
Reqgisters: 0101 0001 0001 0CO0 0000 EOED 5050 Alt: 5050

T " Y T~ I TR W Y

Pras P

K]

e )
RR NDX i CORR R IRS ALIL DY 5 = AMNF N TOM ABR = - LINC

q*{‘qﬂ' 3.4.2 Atola i F (= =il

(= )Atola Diagnostic Report : ﬁ?ﬁﬂi& “WHE T WFE > PCB Checkup(PCBEEEAS Y
i)~ Head Checkup (RIGEEFFPVRS A1) ~ Media scan (B it /7 1D » Firmware
Area (System Area) Checkup (#/f{[48 1 ) ~ Partitions and File Systems Checkup
G B AR B0 » = ORG-S b R T
FIFT AR > TR R £ PR o g A

Automatic Checkup finished

Report date and time: 2012/11/21 at =T 10:26
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Atola Insight v2.5.4423.31284

DiskSense unit: Ethernet

Device information:

ST3500418AS

Serial number: 9VM4RSX0

Firmware revision: CC44

Capacity: 976,773,168 sectors or 500,107,862,016 bytes

512 bytes per sector

Diagnostics results

No major hardware or firmware issues have been found.

Full Diagnostic Log

Circuit Board (PCB)

Selected Interface: SATA
Device is powered on. A power cycle is needed...

Applying power and watching spin-up currents...

Current oscillogram (12V):

s
3000
2000
1000

0 914 1,525 2,742

3,656 4,571 ms

s
GO0

400

200

Device is ready

Registers: 0101 0001 0001 0000 0000 EOEO 5050  Alt: 5050

Peak power consumption during spin-up: 5V line = 689.70 mA; 12V line = 3621.42 mA
Status register seems to be valid.

Interface check passed.

Device has been identified: ST3500418AS  SN: 9VMA4RSX0

Elapsed: 22 sec.

BT PRI R [ (R R < B - 25439

3,656 4,571 ms



Circuit board looks fine

Heads

Checking power consumption curves for signs of head damage
Identifying the device

Detecting device family

All device identification checks have passed.

Detected 2 heads: 0 1Performing media access timing verification separately for each head.

Head 0:
Verified sectors: 276,214
Errors: 0
Avg. speed: 88 MB/s
Status: OK
Head 1:
Verified sectors: 374,963
Errors: 0
Avg. speed: 78 MB/s
Status: OK

Media access timing verification shows no damage to the head stack.

Elapsed: 8.6 sec.
Head stack looks fine

Media Surface

Media scan is running...

Verifying outer tracks (LBA: 0 - 600,064)
0 error(s) found

Verifying middle tracks (LBA: 488,386,583 - 488,986,647)
0 error(s) found

Verifying inner tracks (LBA: 976,173,103 - 976,773,167)
0 error(s) found

Elapsed: 9.7 sec.

Media surface looks fine

Firmware

Device is not locked.

Device identification data looks fine.

Max Address according to device ID: 976,773,167

Native Max Address Ext: 976,773,167

) SRR

=11

5]

N
i

O,



Max Address from DCO: 976,773,167
Reported capacity looks logically correct.
Performing SMART checks...

# Attribute Name

1/ Read error rate

3 Spin up time

4 Number of spin-up times

5 Reallocated sectors count

T Seek error rate

9 Power-on time

10 Spin-up retries
12 Power Cycles

183
184 End to End Error
187 |Reported Uncorrectable
188 | Command Time Out
189 High Fly Writes
190 Airflow Temperature
194 HDA Temperature
195 Hardware ECC recovered
197 Current pending sectors
198 | Offline scan UNC sectors
199 Ultra ATA CRC Error Rate
240
241

242

Elapsed: 0.3 sec.

Firmware looks fine

File System Structures

Found partition at sector 63 (type NTES). Partition size: 104 GB.

Value

117

91

100

100

81

93

100

100

100

100

100

100

100

63

37

51

100

100

200

100

100

100

Worst

9

91

100

100

60

93

100

100

100

100

100

100

100

60

40

31

100

100

200

253

253

253

Threshold

6

0

20

36

30

0

91

20

0

9

Found partition at sector 204796620 (type Extended partition). Partition size: 395 GB.

Found partition at sector 204796683 (type NTES). Partition size: 209 GB.

Found partition at sector 614389860 (type Extended partition). Partition size: 185 GB.

e i fﬁ%@ﬁ ----- 27 -/39
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RAW
144,611,561
0

821

0
121,443,387
6,920

0

821

0

623,181,861
37
144,611,561
0

0

0

9,190
1,804,505,028

1,412,877,835



Found partition at sector 614389923 (type NTES). Partition size: 185 GB.
Checking NTES partition at sector 63. Partition size: 104 GB
Checking NTFS partition at sector 204796683. Partition size: 209 GB

Checking NTES partition at sector 614389923, Partition size: 185 GB
Elapsed: 0.8 sec.

Partitions and file systems look fine.
(= PRGSO ’fﬁ?ﬂﬂﬁfﬂ"ﬁ’i“»ﬁ (R b gy g
e B - Atola LAy PCB ARSI - 4 AR 4 [N G 7 PCB
F5 T L AR B - D AR R ] s
(o FRERESS & EYERY T SF5F PCB WY& SAERS > YU il DAsfs ~ fi[ 8
TR FVEREE - PISEAER VTS it = 2 G PRI 12V F g
FEITHIRE > eSS EYE S PCB Y 12V P b 2 A
Automatic Checkup finished

Report date and time: 2012/11/16 at > T 02:46
Atola Insight v2.5.4423.31284

DiskSense unit: Ethernet

Device information:

Unknown device

Diagnostics results

The device has failed to initialize and become ready. Either circuit board or head stack are malfunctioning. More manual checking has to be

done.

Full Diagnostic Log

Circuit Board (PCB)
Selected Interface: SATA

Applying power and watching spin-up currents...

Current oscillogram (12V):

S0 T IR RR] [ R AR o fﬁ%@f‘, ----- 28 -39



més
3000
2000

1000

0 2,622 5,245 7,865 10,491 13,114 ms

0 2,622 5,245 7,868 10,491 13,114 ms

The device did not become ready in a timely manner.

Still waiting for the device - this may take up to 3 minute(s).

Device is still not ready

Registers: FFFF FFFF FFFF FFFF FFEF FFEF 8080  Alt: 8080

Peak power consumption during spin-up: 5V line = 1043.70 mA; 12V line = 3625.12 mA
Status register seems to be valid.

Device s still not ready. Resetting and waiting for 10 seconds...
The device has failed to initialize and become ready. Either circuit board or head stack are malfunctioning. More manual checking has to be

done.

Heads

Head stack cannot be diagnosed.

Media Surface

Media test has been skipped because head stack test was not properly finished.

Firmware

Firmware cannot be diagnosed because of PCB damage.

File System Structures

File system test cannot be started.

(PR 7 [ iED R T [P p i) GREd pET SV U VR TR
il RLVE (SRR o RS RURLE I A A e R AR

F[(*J]L[J{jw o @[[—L ﬁgﬁlt’ﬁ—i s j;i;[:[gﬁfpfk[ 53 ﬂg—] %;jﬂ %Uﬁ/ﬁﬁﬁ I 7;/,3@:[‘ %FF[ |\J]E15
S TR PR [ R RO rﬁﬁm ----- 29-/39
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_IZ( 1#|_J EI FIJImage °
' Diagnostics: Media Scan | | -
g 3 Case #: 5 case v SATA Port: WDC WDS000AADS- Device - Windows - Help -
Home Media Scan
=l Diagnostics Current LBA: 618 495

Automatic Checkup

Imaging
File Recovery

+ Device Utilities

Entire Surface Speed Graph | Log

[ Write protection: Disabled ]
[ err f miox | [ DREQ | [ BusY |

Media Scan 876773187 Average Speed: 10 MEB/s
View SMART Linear - : 3
rrors: ]
+/ Device Recovery | Stop | -

Current Speed: 10 MB/s

#| Average graph

| Power On || Power Off | | Power Cycle
[ A (asrr ] - Wonell - unc i e |

Q%‘N 3.4.3 Media scan = & [-1

CORESTE: Atola ™y HEH V(S TE

> BVl S RV D) (Firmware

Backup )’ F! *@’JFE‘ X 1&( Automatic Firmware Recovery ) ﬁ”?ﬂ[ﬂl ¥ ( Firmware

Restoration ) > F 1A% {* Ve X TR

(S

AT R R
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RGP BRI BB S
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Recovery: Firm~are Files

g b Case #: 5 Cas SATA Port: WDC WD3S000RAADS-

Home Get Map...

+ Diagnostics

= Device Recavery Woestern Digital (CPU: Marvell)
= Firmware Recovery

ID tl ta Description
Backup - Le

) oool 24 O [1] Firmware Map
Gl DtiCReoovery 0002 3 [2] Device configuration
Firmware Files 0003 28

Passworc Recaovery I 0004 981 Read CK [2] Device configuration options
I

ROM/NVRAM acf” tions
B Please Wait &J P ;
Imaging pticns

File Revuvery

* Device Utilities Reading: 0011

Read OK [2] Overlay/Executable code —

Shaw Legend
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Day 1 1400~1630

e Datarecovery Lab Standard and SOP

e Datarecovery Lab Facility Introduction

Day 2 1000~1630

Getting Start with a full breakdown of hard drive anatomy and Basic Recovery Flow

e Hard Driver Anatomy o P-List&G-List

e S.M.AR.T Data e Zone Table

e Servo Information e Transalation Tables

e HDD Firmware structure e Disagonsis procedure

Introduction to Atola Insight — Data Recovery Tools

e Introduction Flow e Automatic Function

e 4 Points of Data Recovery e Manual Function

Day 3 1000~1630
An Intense day packed with lectures, tutorials and practice session revolving around
physical hard drive and clean room procedure.

Advanced Data Recovery Flow
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e Proper HDD Diagonstics

e Platter Swap

e PCB Recovery

e Head Stack Issues

e PCB Replacement

e Preamplifier 1ssues

e Motor [ssues

e FError Prevention

e ATA Password Removal

e HDD Firmware Recovery

HDD Backup/Duplication

e File Extraction

Diagnosis with Atola Insight-Data Rrcovery Tools

e Automatic Diagnosis

e File Recovery

e Media Scan

e [ncorporation General Diagnostic

Day 4 1000~1630

Learn all you need know about data recovery with Atola Insight.

e Backup,Buplication &Imaging

e (alibration Data

e Firmware Recovery

e (ase Management

e Password Recovery

e Utility Function
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