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President CAO Jianming, Dato’ Sri Abu Kassim bin Mohamed, Distinguished Delegates, Ladies and Gentlemen.  On behalf of the Delegation from Hong Kong, China I wish to thank our host, the Malaysian Anti-Corruption Commission, for organising this important Conference and bringing together high officials, prosecutor generals and experts in the field of anti-corruption.  It’s a great honour for me to be here, representing the ICAC of Hong Kong, to share with you the important topic of technical assistance and information exchange and in particular address you on the theme of the Need for Intelligence-Led Policing in the Investigation and Prevention of Corrupt Practices.
2.
The Hong Kong Special Administrative Region (SAR) has developed over the relatively short time of about 35 years from that of a manufacturing and workforce intensive place to one of the world’s leading business and financial centres.  It now boasts a reputation for clean business and zero tolerance towards corruption. It demands high standards of integrity from its 160 thousand plus Civil Servants and is at the forefront of setting standards that ensure clean competition, a level playing field and a corruption free environment for business to take place.  It has been ranked as the 12th least corrupt jurisdiction of 183 jurisdictions that are regularly reviewed by Transparency International’s Corruption Perception Index.  That was not always the case.  Prior to 1974, Hong Kong was ravaged by corruption.  It was endemic in the disciplined services especially the then Royal Hong Kong Police Force, and the level playing field of business that we are so proud of today back then more resembled a swamp.  It was not until the early 1970s that the effects of a continual public outcry against corruption finally forced the government to take action. The result was the establishment of the ICAC. 

3.
During its 38 years, the ICAC has caused a sea change that resulted in the eradication of systemic and syndicated corruption from within the disciplinary services and the Civil Service as well as the setting of anti-corruption standards within the business community that have been acknowledged and emulated by many jurisdictions.   From the outset, the ICAC has been proactive in the investigation of corruption.  It recognised that the only way to transcend the satisfied customer syndrome was to fight corruption proactively through the use of intelligence-led investigations. 
4.
So what do we mean when we use the term “intelligence-led investigations”? Of course it includes intelligence that can be obtained through the use of electronic surveillance techniques and the interception of communications, but it goes much further than that.  It also includes the use of evidence and information gathering methods from a multitude of sources and an ever increasing need for specialised training in the lawful collection and dissemination of such material.   It requires us in the investigative field of anti-corruption to ensure that training covers capacity building in the development and planning of strategic anti-corruption policies; particularly policies regulating the sharing of intelligence with other jurisdictions. It requires us all to ensure that our Mutual Legal Assistance regimes allow for such information exchange.  It requires a fundamental understanding that investigating and detecting the transfer and disposal of illicit proceeds generated from corrupt-related crime is as important as investigating the act of corruption itself.  In fact corruption is what fuels the means whereby money laundering can take place.  
5.
Distinguished delegates, intelligence-led investigations go even further.  We have to stay ahead of the game. If the corrupt are ahead, our intelligence systems are failing.  Therefore intelligence regimes cannot just concentrate on identified suspects and known or suspected criminal activities.  They need to go into the study of developing trends of corruption, not just within our local jurisdictions but regionally and internationally.  This necessitates the kind of technical assistance and information exchange envisaged under Chapter VI of the UNCAC.
6.
The sharing of intelligence with other jurisdictions under the UNCAC again is not just limited to the information itself.  It extends to the expertise needed to collect, decipher, interpret and disseminate such intelligence.  This would involve the need to acquire the services of analytical experts in a variety of fields, such as computer forensics, forensic accountancy, document and handwriting analysis and behavioural psychology etc. 
7.
The Hong Kong SAR has put considerable resources into the ICAC’s development of its intelligence-led investigative capability.  Over the years we have developed a forensic accounting unit staffed by qualified accountants who are expert in the analysis of financial systems. They are able to interpret and consequently unearth corruption from within accounting systems and records that on the face of them appear completely innocuous.  Our forensic accounting unit is augmented by another unit, again staffed by qualified financial experts that specialise in the tracing and freezing of illicit assets and criminal proceeds.  ICAC also utilises its liaison networks which include other overseas Law Enforcement Agencies and in Hong Kong through our interaction with the Joint Financial Investigation Unit or JFIU.  The JFIU was established following the enactment of the Organised and Serious Crimes Ordinance and its function is to receive suspicious transaction reports and share the intelligence with the appropriate law enforcement agency.  Likewise law enforcement agencies can interact with each other through this unit.  In one investigation, the ICAC was able to identify a trail of illicit assets that passed through Hong Kong and which led directly to the arrest and subsequent prosecution and conviction of a very senior official of a nearby territory together with the recovery of over HK$300 million.  
8.
Our computer forensic teams are experts in data recovery and can retrieve evidence of corruption from some of today’s best protected systems.  They along with their forensic accounting counterparts are qualified to give expert evidence in that regard.  
9.
We must recognise that intelligence-led investigations, especially those that deploy the use of electronic assistance such as in the interception of communications and electronically assisted covert surveillance are vital but equally must remain necessary and proportional to the nature and seriousness of the investigations into which they are deployed.  Proper usage is productive.  Excessive and unnecessary usage becomes counterproductive. 
10.
In Hong Kong in 2005, following a court case which tested this principle, the Interception of Communications and Surveillance Ordinance (ICSO) was enacted. 

11.
The ICSO succeeded in striking the balance between what were considered to be the acceptable parameters for the use of technical assistance in intelligence-led investigations and the rights and freedoms of the individual.  In essence it provided that such systems could only be used on the authority of an appointed panel of Judges of the High Court and could only be kept in place for limited periods of time.  Once authorised, the continuation of the use of these systems, past the period of authorisation, would be dependent on the Judge being convinced of the continuing need for the use of interception and covert surveillance.   The ICSO also provided for the appointment of a Commissioner on Interception and Covert Surveillance whose duty was to perform an oversight function on law enforcement agencies’ practices and procedures; and there were consequences for law enforcement officers who failed to conform to the strict letter of the law. 
12.
Yes the enactment of the ICSO was a positive and welcomed initiative but in view of the high standards and extra demands placed on our officers, clear training and development issues were identified.   In short a new investigative ethos needed to be developed and instilled into our officers.  
13.
Another interesting issue arising from the title of this session is the term “corrupt practices” .
14.
Under our enabling legislation, we in the ICAC are tasked to prevent corruption as well as to eliminate corrupt practices.   In this regard corrupt practices include actions that don’t amount to the offer, acceptance or solicitation of a bribe but are actions that breach the trust of the individual concerned and undermine his integrity.  An example of a person engaging in a corrupt practice could be a police officer, who is suspected to have accepted bribes from members of a triad society as rewards for supplying confidential police information and the investigation is unable to prove the bribery but does prove that the officer maintained undesirable association with members of triad societies.  The ICAC would seriously consider bringing details of this to the attention of the Police Commissioner on the grounds that the officer’s conduct in keeping such undesirable association is clearly conducive to corruption.  In other words it would be considered a corrupt practice.  Another example could be what we term as “old boy networking” where a civil servant does not actually accept a financial advantage or a favour, but performs his official duties partially, favouring selected individuals in the hope say of securing the opportunity for future employment with them after leaving the Civil Service.  Again there is no bribery but the ICAC would consider referring such information to the Civil Service Bureau in order to eliminate the practice that could become conducive to corruption.  In Hong Kong, although it is not part of the definition of bribery, we have prosecuted several civil servants for the common law offence of Misconduct in Public Office where intelligence has found that the civil servant managed to acquire a self-generated benefit by misusing the authority of his public office.  These are the sorts of conduct which we in Hong Kong term as “corrupt practices”.  They demonstrate the evolution of corrupt practices, along with the evolution of the society, from acceptance of bribes to misconduct in public office.  The Hong Kong SAR Government has recently published a guide to all public officers, which set out the nature and consequences of the criminal offence of misconduct in public office, while at the same time giving cogent advice on how to avoid conflicts of interest and other situations that could compromise integrity.
15.
Distinguished delegates, the intelligence-led detection and prevention of corruption, in effect, was the cornerstone upon which was built the success of the ICAC over the past 38 years.  We commend all State Parties and other jurisdictions to really take the messages of Chapter VI of UNCAC to heart.  It is a short chapter, but a vital one.  It really set down the benchmark in identifying the reality of how corruption can be effectively investigated in a modern world, where emerging technologies and increased sophistication allow the corrupt to devise ever-more ingenious ways to perpetrate their crimes and hide the proceeds. 

16.
 I can give you all my assurance that the Hong Kong SAR and the ICAC in particular will stand by its commitments under Chapter VI of the UNCAC and will continue to deploy intelligence-led investigations and lawfully use the intelligence it obtains in accordance with the benchmark set down in Chapter VI; and in furtherance of its holistic mission to keep Hong Kong free of corruption.  Thus ensuring that Hong Kong retains its hard found reputation as an internationally recognised, integrity based, vibrant and cosmopolitan city of the Orient. 
17.
Thank you.
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