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An Improved Link-16/JTIDS Receiver in
Pulsed-Noise Interference

Chi-Han Kao' and Clark Robertson®
'Electrical Engineering Department
R.O.C. Naval Academy, Kaohsiung, Taiwan
*Electrical and Computer Engineering Department
Naval Postgraduate School, Monterey, CA 93943-5121

Abstract—Link-16 provides presumably secure and jam-
resistant tactical information for land, sea, and air platforms. Its
communication terminal, Joint Tactical Information Distribution
System (JTIDS), is a hybrid direct-sequence/frequency-hopping
spread spectrum system and features Reed-Solomon (RS) codes
for channel coding, cyclic code-shift keying (CCSK) for 32-ary
baseband symbol modulation, and minimum-shift keying (MSK)
for waveform modulation. In this paper, a noise-normalization
combining MSK chip demodulator and an errors-and-erasures
RS decoder (EED) are proposed in the JTIDS receiver to replace
the original MSK chip demodulator and errors-only RS decoder
in order to enhance the anti-jam capability of JTIDS. The symbol
error rate (SER) performances of the proposed JTIDS receiver
are investigated in pulsed-noise interference (PNI) by a
combination of analysis and simulation assuming perfect
frequency de-hopping, sequence and chip synchronization, and
de-scrambling. Given various fraction of time the jammer is on,
the SER performances obtained with the proposed JTIDS
receiver are compared to those obtained with the original JTIDS
receiver. The results show that the proposed JTIDS receiver not
only significantly outperforms the original system as the fraction
of time the jammer is on is large, but completely eliminates the
effect caused by PNI as the fraction of time the jammer is on is
small.

Index Terms—Errors-and-erasures decoding, Joint Tactical
Information Distribution System, Link-16, noise-normalization
combining, pulsed-noise interference.

I. INTRODUCTION

Link—l6 provides presumably secure and jam-resistant
tactical information for land, sea, and air platforms. Its
communication terminal is called Joint Tactical Information
Distribution System (JTIDS), a hybrid direct-sequence/
frequency-hopping spread spectrum system. JTIDS features
Reed-Solomon (RS) codes for channel coding, cyclic
code-shift keying (CCSK) for 32-ary baseband symbol
modulation, and minimum-shift keying (MSK) for waveform
modulation at the chip level [1]. Since the Link-16/JTIDS
system will be around for many years to come, the study of
potential system improvements against hostile interference is
non-trivial.

For the past years, the error rate performances of JTIDS have
been analytically investigated in [2]-[8]. Analytic expressions

for the symbol error rate (SER) performance of a coherently
detected JTIDS-type waveform in additive white Gaussian
noise (AWGN) were first seen in [2] for both errors-only RS
decoding and errors-and-erasures RS decoding (EED). Its
results, however, are based on the overly optimistic assumption
that the cross-correlation values of the CCSK symbols are
statistically independent. It has been shown in [3] that the
cross-correlation values of the CCSK symbol are not
statistically independent. Based on the findings of [3], the SER
performance of a coherently detected JTIDS-type waveform in
Nakagami fading channels and pulsed-noise interference (PNI)
was investigated in [4] with errors-only RS decoding and in [5]
with EED. The results of [5] showed that EED outperforms
errors-only RS decoding when PNI is present. In [6], the SER
performance of a coherently detected JTIDS-type waveform
with noise-normalization combining (NNC) in PNI is analyzed.
Its results show that a JTIDS receiver with NNC outperforms
the original JTIDS receiver when PNI is present. Unlike [2]-[6],
a JTIDS-compatible waveform which uses 32-ary orthogonal
signaling with 32-chip Walsh function to replace CCSK and
MSK is proposed in [7]. The bit error rate (BER) performance
of the compatible waveform in PNI is evaluated in [7] and [8]
for errors-only RS decoding and EED, respectively.

To enhance the anti-jam capability of JTIDS, in this paper a
NNC/MSK chip demodulator and an errors-and-erasures RS
decoder are assumed in the JTIDS receiver to replace the
original MSK chip demodulator and errors-only RS decoder
(see Figure 1). The SER performances of the proposed JTIDS
receiver are then evaluated in both AWGN and PNI by a
combination of analysis and simulation assuming perfect
frequency de-hopping, sequence and chip synchronization, and
de-scrambling. Moreover, maximum-likelihood chip detection
is assumed rather than maximum-likelihood sequence detection
since according to [1] the former represents a more practical
assumption for the JTIDS signal. The rest of this paper is
organized as follows. The system model of the proposed JTIDS
receiver is introduced in Section II. The performance analyses
of the proposed JTIDS receiver over AWGN and PNI are
discussed in Section III. Numerical results are presented in
Section IV, and the major findings and contributions of this
paper are summarized in the last section.
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Fig. 1. Major block diagram of the proposed JTIDS transceiver (after [1]).

II. SYSTEM MODEL DESCRIPTION

A. JTIDS Transmitter

The JTIDS transmitter (the top branch of Figure 1) consists
of a RS channel encoder, a symbol interleaver, a 32-ary CCSK
baseband symbol modulator, a 32-chip sequence scrambler, a
frequency-hopping circuit, and a MSK chip level modulator. In
other words, the major processes involved to generate a JTIDS
waveform includes bit-to-symbol mapping, RS encoding,
pseudo-random symbols interleaving, 32-ary CCSK baseband
symbol modulation (each 5-bit coded symbol is converted into
a 32-chip nonorthogonal sequence), PN sequence scrambling,
MSK waveform modulation on a chip-by-chip basis, and
frequency-hopping. After up-conversion, the signal is
amplified, filtered, and transmitted over the channel. Note that
Link-16 data may be transmitted as either single or double
pulses (each pulse has a duration of 6.4 ysec) depending the

operation mode of JTIDS. In Normal mode, Link-16 data are
transmitted as double pulses; that is, each symbol is transmitted
twice on different carrier frequencies [1]. In this case, JTIDS
may be viewed as a hybrid direct-sequence/fast
frequency-hopping spread spectrum system with a sequential
diversity of two. To facilitate the performance analyses, the
Normal mode of JTIDS is assumed throughout this paper.

B. The Proposed JTIDS Receiver

The major components of the proposed JTIDS receiver (the
bottom branch of Figure 1) are almost the same as the original
JTIDS receiver except the MSK chip demodulator and the
errors-only RS decoder are replaced by a NNC/MSK chip
demodulator and an EED RS decoder, respectively. Note that
the JTIDS waveform is noncoherently detected at the chip level
due to the fast hopping rate. In this paper a coherently detected
JTIDS waveform is evaluated to ascertain the performance
possible if coherent demodulation were practical. The block
diagram of the proposed NNC/MSK chip demodulator is

illustrated in Figure 2, where the input r(¢) represents the

received noisy JTIDS signal, and the output § represents the
demodulated 32-chip sequence ready for de-scrambling. In
Figure 2, we assume that the noise measurement circuit can
accurately measure the noise power of each chip. The measured
noise power is used to normalize the sampled output of the
correlator for each chip of the first JTIDS pulse prior to
soft-decision (SD) combing with each chip of the second
JTIDS pulse in order to obtain the decision statistics. Since
jammed chips are de-emphasized with respect to unjammed
chips, this procedure minimizes the influence of jammed chips
on the overall decision statistics.
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Fig. 2. The proposed coherent NNC/MSK chip demodulator.

After NNC/MSK chip demodulation and de-scrambling,
each 5-bit channel symbol is recovered by a 32-ary CCSK
baseband symbol demodulator shown in Figure 1. The
determination of which channel symbol was received is
accomplished by computing the cross-correlation between the
de-scrambled 32-chip sequence and the 32 possible CCSK
sequences. The decision is made by choosing the channel
symbol with the largest cross-correlation value. Since EED is
assumed, the CCSK symbol demodulator may yield thirty-three
possible outputs corresponding to symbol 0, 1..., 31, and
symbol erasure. Note that a channel symbol is erased when the
CCSK symbol demodulator cannot make a decision as to which
channel symbol was received with sufficient confidence, which
occurs when the largest CCSK cross-correlation value is less
than the preset erasure threshold. More details about the 32-ary
CCSK baseband symbol demodulation are discussed in [3].
After symbol de-interleaving, the channel symbols are decoded
by an EED RS decoder. If the decoding is successful, the
information symbols are recovered.

III. PERFORMANCE ANALYSES

In order to compare the SER performance of the proposed
JTIDS receiver to that of the original JTIDS receiver, the
performance analyses are divided into three subsections: the
original JTIDS receiver in PNI, the modified (original JTIDS
receiver with EED) JTIDS receiver in PNI, and the proposed
JTIDS receiver in PNI.

A. Performance of the original JTIDS Receiver in PNI

To investigate the SER performance of JTIDS in PNI,
analytic expressions at the output of MSK chip demodulator,
CCSK symbol demodulator, and RS decoder are required. For a



linear, non-binary block code such as RS code that can correct
up to ¢ symbol errors in every block of n symbols, the
probability of symbol error is given by [9]

1 < (n i n—i

Ps=—21[ijps(1—ps) , (1
i=t+1

where i represents the number of symbol errors, and p, is the

average probability of channel symbol error at the output of the
CCSK symbol demodulator. For JTIDS with the double-pulse
mode in both AWGN and PNI, the average probability of
channel symbol error is given by

22 2
S P @

where ¢=0,1,2 denotes the number of pulses are affected by
PNI, 0< p <1 represents the fraction of time the PNI is turned

on, and Py, is the conditional probability of channel symbol

error given that / pulses are affected by PNI. Note that p =1

implies barrage noise interference (BNI). From total
probability theorem, the conditional probability of channel
symbol error Py is given by
32 32) . 32-j
Py =Z§{ jjpzf(l—pw,) : 3)
=0

where £, are conditional probabilities of channel symbol error
given that j chip errors have occurred in the de-scrambled
32-chip sequence, and Py is the conditional probability of
channel chip error given that ¢ pulses are affected by PNI. The
values of £’ were obtained both analytically (denoted as £y )

and by Monte Carlo simulation (denoted as ¢;,, )in[3]. Fora

fair comparison between the original and the proposed systems,
¢y 1s used in this paper to evaluate the SER performance of

the original JTIDS system. For the purpose of convenience, the
values of ¢, and ¢, are reproduced here in Table L.

TABLEI PROBABILITIES OF SYMBOL ERROR GIVEN THAT j CHIP ERRORS HAS

OCCURRED IN THE DE-SCRAMBLED 32-CHIP SEQUENCE: ANALYTIC RESULT
VERSUS MONTE CARLO SIMULATION (FROM [3]).

J §UB/ §SIMI
0 0 0

6 0 0

7 0.0015 0.0015
8 0.0207 0.0194
9 0.1166 0.1126
10 0.4187 0.3669
11 1.0 0.7093
12 1.0 0.9351
13 1.0 0.9953
14 1.0 1.0
32 1.0 1.0

When AWGN and PNI are statistically independent, PNI
may be modeled as Gaussian noise. Furthermore, when a
coherent matched filter or correlator is used to recover the
binary data, MSK has the same performance as BPSK, QPSK,
and offset QPSK [10]. Thus, when coherent MSK
demodulation is practical, the conditional probability of
channel chip error Py is given by

[ 0.625/LE,
P :Q( W], (4)

where r=k/n is the code rate, L=2 for the double-pulse
mode, E,, represents the average energy per bit per pulse, N,
denotes the one-sided AWGN power spectral density, and N,
is the one-sided power spectral density of PNI. Note that in (4)
we use the fact that for JTIDS, E, =5F, =32E_ and E, = LE,..
Now, using (2) through (4) in (1) with r=15/31, L=2,
£ =0,1, 2, the values of ¢, v, from Table I, and various p , we

obtain the SER performances of the original JTIDS receiver in
both AWGN and PNI.

B. Performance of the modified JTIDS Receiver in PNI

In this subsection the SER performance of the modified
JTIDS receiver in PNI is investigated. The modified receiver is
referred to as the original JTIDS receiver with EED. As the
previous subsection, several analytic expressions are required
to investigate the SER performance of the modified system.
When EED is applied, the block error probability of a RS code
that can up to ¢ symbol errors and/or ¢ symbol erasures in
every block of n symbols is given by

C n i o (n—i & n—i-¢
PE = Z . K Z ep()
i=t+] £=0 &
N n i < n—i & n—i-¢
+ > P
=0\ ! Ac:dmin—Zi & o

where p, is the average probability of channel symbol error,

©)

p. denotes the average probability of channel symbol erasure,
p, represents the average probability of channel symbol correct,
and d_; is the minimum Hamming distance. In (5) the first
term on the right-hand side is obtained from the fact that a block
error occurs when i > ¢ regardless of the number of the symbol
erasures, and the second term on the right-hand side is obtained
when the number of symbol erasures € >d , —2i—1 even
when i <t . Next, given the probability of block error, the
probability of symbol error P, is given by

P, = Pr{syrnbol error |block error} P.. (6)

When a total of i symbol errors and & symbol erasures result
in a block error, the conditional probability of symbol error is
approximately [11]
Pr{symbol error|block error} 1TE . (7
n

Now, substituting (5) and (7) into (6), we obtain
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Note that for JTIDS with the double-pulse mode in both
AWGN and PNI, the average probability of channel symbol
error p, is the same as that given in (2) since it is independent

on the types of forward error correction (FEC) codes being
used; however, the conditional probability of channel symbol
error given in (3) needs to be modified as

P

where ¢ , are the conditional probabilities of channel symbol

error given that j chip errors have occurred in the de-scrambled

32-chip sequence. Similarly, the average probability of channel
symbol erasure is given by

2 (9)
p":;‘:(é}p/(l_p)z Py

and the conditional probability of channel symbol erasure P

(10)

given that / pulses are affected by PNI is

32 32\ 3-;
pef::.zoé/el(j]pcj‘é(l_pci) j’
=

where ¢, represents the conditional probabilities of channel

(11

symbol erasure given that j chip errors have occurred in the

de-scrambled 32-chip sequence. Finally, the average
probability of channel symbol correct is obtained as
2.(2) , 0
po:z[ng/(l_p)Z/paé’ (12)
1=0

and the conditional probability of channel symbol correct Py

given that ¢ pulses are affected by PNI is given by

T Y (g A (9

where ¢ are the condltlonal probabilities of channel symbol

(13)

correct given that j chip errors have occurred in the

de-scrambled 32-chip sequence. Note that the values of
¢ 5 ,cfe/ , and cfo/ were obtained by Monte Carlo simulation
based on an obtained optimal erasure threshold 7, =14[5].
For the purpose of convenience, the values of £ ¢, , and
¢ . for 0 < j <32 are reproduced here in Table II. Note that
the conditional probability of channel chip error Py shown in

(9), (11), and (13) are the same as that given in (4) since it is
independent on the types of FEC code being used. Now,
substituting (4) and (9) through (13) into (8) with »=15/31,
L=2,(=0,1,2,and the values of {S/ ’ge, , 4’0/ from Table II
with various p , we obtain the SER performances of the
modified JTIDS receiver in both AWGN and PNI.

TABLE Il SIMULATION RESULTSFOR (), , {, , ¢, WHEN T, =14.

J 3 Z, ,
0 0 0 1

6 0 0 1

7 0.0018 0 0.9982
8 0.0194 0 0.9806
9 0.1116 0 0.8884
10 0.0772 0.9228 0
11 0.3033 0.6967 0
12 0.1217 0.8783 0
13 0.3715 0.6285 0
14 0.1624 0.8376 0
15 0.4313 0.5687 0
16 0.1711 0.8289 0
17 0.4429 0.5571 0
18 0.1876 0.8124 0
19 0.4339 0.5661 0
20 0.1675 0.8325 0
21 0.4032 0.5968 0
22 0.1331 0.8669 0
23 0.3263 0.6737 0
24 0.0837 0.9163 0
25 0.2129 0.7871 0
26 0.0311 0.9689 0
27 0.0981 0.9019 0
28 0 1 0
32 1 0 0

C. Performance of the Proposed JTIDS Receiver in PNI

For the proposed receiver, a NNC/MSK chip demodulator
and an errors-and-erasures RS decoder (EED) are assumed in
the receiver to replace the original MSK chip demodulator and
errors-only RS decoder, respectively. In this case, (8) through
(13) are still valid for evaluating the SER performance of the
proposed JTIDS receiver in both AWGN and PNI, but the

conditional probability of channel chip error Py given in (4)

needs to be modified due to the additional noise-normalization
diversity combing circuit.

The NNC/MSK chip demodulator is illustrated in Figure 2,
where the top branch is the in-phase channel and the bottom
branch is the quadrature channel. When PNI is present, it can

be shown that the random variable X, that models the output

of the correlator is a Gaussian random variable with a
probability density function (PDF)

fx; (Xf):ﬁexp[_(x;c _X_f)2/26::| ,

where k£ =1o0r 2 denotes the chip coming from the first or the

(14)

second JTIDS pulse. The random variable X, has a mean of
X_I" = J_r\/EA(_ representing a binary chip 1 or 0, and a variance
of o7 =(N,+N,/p)/T. . After noise-normalization, we obtain

another random variable Z} = X/ /o, . Next, applying single



random variable transformation, we obtain the PDF of Z;

£ ()= J;_ﬂexp[—(zf —Z_f)z/z} ,

which shows that Z} is also a Gaussian random variable with a

(15)

mean Z, = X} / o, and unity variance. After buffering, each

even chip of the first JTIDS pulse is soft-decision combined
with each even chip of the second pulse to obtain the decision
statistics

2
Z,=>7}. (16)
k=1

Since sum of Gaussian random variables yields another
Gaussian random variable, the decision statistics Z, is still

Gaussian with a mean

1 (7
and variance

(18)

When ¢ pulses are affected by PNI, the mean of the decision
statistics shown in (17) becomes

z_,ziﬁAc[\/NojWJr\z/%]\/f, (19)

where ¢=0,1,2. Squaring both sides of (19), we obtain

2
=2 1 2—¢

Z, =2E, + )
' [VN0+N1/,D VN()]

where E, = A’T.. When coherent detection is practical, the

probability of chip error of a coherently detected NNC/MSK
chip demodulator in both AWGN and PNI is given by
—2
Z
P=0| = |

O-Z,

(20)

21)

Substituting (18) and (20) into (21), we obtain the conditional
probability of chip error of a coherently detected NNC/MSK
chip demodulator given that ¢ pulses are affected by PNI as

P,=0| |E ‘ +2_£2-

When FEC coding is applied and when the double-pulse mode
is chosen for JTIDS, the conditional probability of channel chip
error is given by

(22)

(23)

Py =0| ,[0.3125/E,

2

[ (2 f}

JNo+N,/p N, ’
where r is the code rate. Note that similar result is obtained for
the quadrature channel. Now, using (9) through (13) and (23) in
(8) withr =15/31,£=0,1,2, and the values of ¢, , ¢, . ¢,
from Table II with various p , we obtain the SER performance
for the proposed JTIDS receiver in both AWGN and PNI.

IV. NUMERICAL RESULTS

Due to the space constraint, only two signal-to-noise ratio
(SNR) cases are considered in this paper for presenting the
numerical results. The first case is given E,./N, =3 dB for the
low SNR scenario, whereas the second is given E,./N, =10
dB for the normal SNR scenario. Given E,. /N, =3dB, the

SER performance of the proposed JTIDS receiver in both
AWGN and PNI is shown in Figure 3 for p=0.75 and

p=0.25 (PNI is turned on for 75% and 25% of the time),

respectively. In order to compare the SER performance of the
proposed JTIDS receiver to the modified and the original
JTIDS receiver, all three results are shown in the same figure.
From Figure 3, two observations can be made. First, given the
same value of p, the proposed receiver outperforms the other
two receivers. For example, given p=0.75 at P, =107, the

proposed receiver outperforms the modified receiver by 0.2 dB
and outperforms the original receiver by 1.5 dB. Second, the
proposed JTIDS receiver outperforms the other two receivers
by a greater margin as the value of p decreases. For example
given p=0.25at P =107, the proposed receiver outperforms

the modified receiver by 3.3 dB and outperforms the original
receiver by 5 dB.
Next, given E,, /N, =10 dB, the numerical results are shown

in Figure 4. Several observations can be made. First, as
expected, the SER performance improves as the value of
E, /N, increases. For example, for the modified JTIDS

receiver the required E,,/N, is reduced to 1.4 dB (a reduction
of 3 dB if compared to Figure 3) at P =10~ . Second, given the
same p , the proposed JTIDS receiver still outperforms the
other two receivers, whether E,. /N, is large or small. Lastly,
noting the trends as p decreases and E,./N, increases, for
sufficiently large value of E,, /N, , the proposed JTIDS
receiver completely eliminates the effect of PNI.

—6— Original JTIDS, p = 0.75
=+-O~+- Original JTIDS, p=025
—+— Modified JTIDS, p = 0.75
=== Modified JTIDS, p = 0.25
—+8&— Proposed JTIDS, p=0.75
=&~ Proposed JTIDS, p = 0.25

E, /N, (dB)

Fig. 3. SER performances of the improved JTIDS receivers versus the original
JTIDS receiver in both AWGN and PNI, where E,./N, =3 dB.
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Fig. 4. SER performances of the improved JTIDS receivers versus the original
JTIDS receiver in both AWGN and PNI, where E,,/N, =10 dB.

V. CONCLUSION

In this paper, an improved JTIDS receiver was proposed and
its SER performances in both AWGN and various PNI are
investigated. The proposed receiver utilizes a NNC/MSK chip
demodulator and an EED RS decoder to replace the original
MSK chip demodulator and errors-only RS decoder. Neither
NNC nor EED is new, but the idea of combining both NNC and
EED in the JTIDS receiver to enhance its anti-jam capability
has not been presented before. The results show that the
proposed receiver not only significantly outperforms the
original JTIDS receiver when PNI is present, but also
completely eliminates the effect of PNI when both the fraction
of time the PNI is on is small and the signal-to-noise ratio is
large. In an anti-jam scenario, this is the best we can hope for
since the jammer is forced to abandon PNI and adopt a benign
jamming strategy such as BNI. Since Link-16 will be around
for many years to come, the study of potential system
improvements for JTIDS against hostile jamming is non-trivial.
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Abstract—Link-16 provides presumably secure and jam- resistant tactical information for land, sea, and air platforms.  Its communication terminal, Joint Tactical Information Distribution System (JTIDS), is a hybrid direct-sequence/frequency-hopping spread spectrum system and features Reed-Solomon (RS) codes for channel coding, cyclic code-shift keying (CCSK) for 32-ary baseband symbol modulation, and minimum-shift keying (MSK) for waveform modulation. In this paper, a noise-normalization combining MSK chip demodulator and an errors-and-erasures RS decoder (EED) are proposed in the JTIDS receiver to replace the original MSK chip demodulator and errors-only RS decoder in order to enhance the anti-jam capability of JTIDS. The symbol error rate (SER) performances of the proposed JTIDS receiver are investigated in pulsed-noise interference (PNI) by a combination of analysis and simulation assuming perfect frequency de-hopping, sequence and chip synchronization, and de-scrambling. Given various fraction of time the jammer is on, the SER performances obtained with the proposed JTIDS receiver are compared to those obtained with the original JTIDS receiver. The results show that the proposed JTIDS receiver not only significantly outperforms the original system as the fraction of time the jammer is on is large, but completely eliminates the effect caused by PNI as the fraction of time the jammer is on is small.

Index Terms—Errors-and-erasures decoding, Joint Tactical Information Distribution System, Link-16, noise-normalization combining, pulsed-noise interference.

I. INTRODUCTION

L

ink-16 provides presumably secure and jam-resistant tactical information for land, sea, and air platforms.  Its communication terminal is called Joint Tactical Information Distribution System (JTIDS), a hybrid direct-sequence/ frequency-hopping spread spectrum system. JTIDS features Reed-Solomon (RS) codes for channel coding, cyclic code-shift keying (CCSK) for 32-ary baseband symbol modulation, and minimum-shift keying (MSK) for waveform modulation at the chip level [1]. Since the Link-16/JTIDS system will be around for many years to come, the study of potential system improvements against hostile interference is non-trivial.

For the past years, the error rate performances of JTIDS have been analytically investigated in [2]-[8]. Analytic expressions for the symbol error rate (SER) performance of a coherently detected JTIDS-type waveform in additive white Gaussian noise (AWGN) were first seen in [2] for both errors-only RS decoding and errors-and-erasures RS decoding (EED). Its results, however, are based on the overly optimistic assumption that the cross-correlation values of the CCSK symbols are statistically independent. It has been shown in [3] that the cross-correlation values of the CCSK symbol are not statistically independent. Based on the findings of [3], the SER performance of a coherently detected JTIDS-type waveform in Nakagami fading channels and pulsed-noise interference (PNI) was investigated in [4] with errors-only RS decoding and in [5] with EED. The results of [5] showed that EED outperforms errors-only RS decoding when PNI is present. In [6], the SER performance of a coherently detected JTIDS-type waveform with noise-normalization combining (NNC) in PNI is analyzed. Its results show that a JTIDS receiver with NNC outperforms the original JTIDS receiver when PNI is present. Unlike [2]-[6], a JTIDS-compatible waveform which uses 32-ary orthogonal signaling with 32-chip Walsh function to replace CCSK and MSK is proposed in [7]. The bit error rate (BER) performance of the compatible waveform in PNI is evaluated in [7] and [8] for errors-only RS decoding and EED, respectively.


To enhance the anti-jam capability of JTIDS, in this paper a NNC/MSK chip demodulator and an errors-and-erasures RS decoder are assumed in the JTIDS receiver to replace the original MSK chip demodulator and errors-only RS decoder (see Figure 1). The SER performances of the proposed JTIDS receiver are then evaluated in both AWGN and PNI by a combination of analysis and simulation assuming perfect frequency de-hopping, sequence and chip synchronization, and de-scrambling. Moreover, maximum-likelihood chip detection is assumed rather than maximum-likelihood sequence detection since according to [1] the former represents a more practical assumption for the JTIDS signal.
The rest of this paper is organized as follows. The system model of the proposed JTIDS receiver is introduced in Section II. The performance analyses of the proposed JTIDS receiver over AWGN and PNI are discussed in Section III. Numerical results are presented in Section IV, and the major findings and contributions of this paper are summarized in the last section.
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Fig. 1.  Major block diagram of the proposed JTIDS transceiver (after [1]).


II. System Model Description

A. JTIDS Transmitter

The JTIDS transmitter (the top branch of Figure 1) consists of a RS channel encoder, a symbol interleaver, a 32-ary CCSK baseband symbol modulator, a 32-chip sequence scrambler, a frequency-hopping circuit, and a MSK chip level modulator. In other words, the major processes involved to generate a JTIDS waveform includes bit-to-symbol mapping, RS encoding, pseudo-random symbols interleaving, 32-ary CCSK baseband symbol modulation (each 5-bit coded symbol is converted into a 32-chip nonorthogonal sequence), PN sequence scrambling, MSK waveform modulation on a chip-by-chip basis, and frequency-hopping. After up-conversion, the signal is amplified, filtered, and transmitted over the channel. Note that Link-16 data may be transmitted as either single or double pulses (each pulse has a duration of 6.4
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) depending the operation mode of JTIDS. In Normal mode, Link-16 data are transmitted as double pulses​; that is, each symbol is transmitted twice on different carrier frequencies [1]. In this case, JTIDS may be viewed as a hybrid direct-sequence/fast frequency-hopping spread spectrum system with a sequential diversity of two. To facilitate the performance analyses, the Normal mode of JTIDS is assumed throughout this paper.

B. The Proposed JTIDS Receiver

The major components of the proposed JTIDS receiver (the bottom branch of Figure 1) are almost the same as the original JTIDS receiver except the MSK chip demodulator and the errors-only RS decoder are replaced by a NNC/MSK chip demodulator and an EED RS decoder, respectively. Note that the JTIDS waveform is noncoherently detected at the chip level due to the fast hopping rate. In this paper a coherently detected JTIDS waveform is evaluated to ascertain the performance possible if coherent demodulation were practical. The block diagram of the proposed NNC/MSK chip demodulator is illustrated in Figure 2, where the input 
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 represents the received noisy JTIDS signal, and the output 
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 represents the demodulated 32-chip sequence ready for de-scrambling. In Figure 2, we assume that the noise measurement circuit can accurately measure the noise power of each chip. The measured noise power is used to normalize the sampled output of the correlator for each chip of the first JTIDS pulse prior to soft-decision (SD) combing with each chip of the second JTIDS pulse in order to obtain the decision statistics. Since jammed chips are de-emphasized with respect to unjammed chips, this procedure minimizes the influence of jammed chips on the overall decision statistics.
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Fig. 2.  The proposed coherent NNC/MSK chip demodulator.


After NNC/MSK chip demodulation and de-scrambling, each 5-bit channel symbol is recovered by a 32-ary CCSK baseband symbol demodulator shown in Figure 1. The determination of which channel symbol was received is accomplished by computing the cross-correlation between the de-scrambled 32-chip sequence and the 32 possible CCSK sequences. The decision is made by choosing the channel symbol with the largest cross-correlation value. Since EED is assumed, the CCSK symbol demodulator may yield thirty-three possible outputs corresponding to symbol 0, 1…, 31, and symbol erasure. Note that a channel symbol is erased when the CCSK symbol demodulator cannot make a decision as to which channel symbol was received with sufficient confidence, which occurs when the largest CCSK cross-correlation value is less than the preset erasure threshold. More details about the 32-ary CCSK baseband symbol demodulation are discussed in [3]. After symbol de-interleaving, the channel symbols are decoded by an EED RS decoder. If the decoding is successful, the information symbols are recovered. 

III. Performance Analyses

In order to compare the SER performance of the proposed JTIDS receiver to that of the original JTIDS receiver, the performance analyses are divided into three subsections: the original JTIDS receiver in PNI, the modified (original JTIDS receiver with EED) JTIDS receiver in PNI, and the proposed JTIDS receiver in PNI. 

A. Performance of the original JTIDS Receiver in PNI

To investigate the SER performance of JTIDS in PNI, analytic expressions at the output of MSK chip demodulator, CCSK symbol demodulator, and RS decoder are required. For a linear, non-binary block code such as RS code that can correct up to 
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 symbol errors in every block of 
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 symbols, the probability of symbol error is given by [9]
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where 
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 represents the number of symbol errors, and 
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p


is the average probability of channel symbol error at the output of the CCSK symbol demodulator. For JTIDS with the double-pulse mode in both AWGN and PNI, the average probability of channel symbol error is given by
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where 
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 Probabilities of symbol error given that 
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When AWGN and PNI are statistically independent, PNI may be modeled as Gaussian noise. Furthermore, when a coherent matched filter or correlator is used to recover the binary data, MSK has the same performance as BPSK, QPSK, and offset QPSK [10]. Thus, when coherent MSK demodulation is practical, the conditional probability of channel chip error 
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B. Performance of the modified JTIDS Receiver in PNI

In this subsection the SER performance of the modified JTIDS receiver in PNI is investigated. The modified receiver is referred to as the original JTIDS receiver with EED. As the previous subsection, several analytic expressions are required to investigate the SER performance of the modified system. When EED is applied, the block error probability of a RS code that can up to 
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When a total of 
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Now, substituting (5) and (7) into (6), we obtain 
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Note that for JTIDS with the double-pulse mode in both AWGN and PNI, the average probability of channel symbol error
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where 
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C. Performance of the Proposed JTIDS Receiver in PNI

For the proposed receiver, a NNC/MSK chip demodulator and an errors-and-erasures RS decoder (EED) are assumed in the receiver to replace the original MSK chip demodulator and errors-only RS decoder, respectively. In this case, (8) through (13) are still valid for evaluating the SER performance of the proposed JTIDS receiver in both AWGN and PNI, but the conditional probability of channel chip error 
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The NNC/MSK chip demodulator is illustrated in Figure 2, where the top branch is the in-phase channel and the bottom branch is the quadrature channel. When PNI is present, it can be shown that the random variable 
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which shows that 
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Since sum of Gaussian random variables yields another Gaussian random variable, the decision statistics 
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When 
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 pulses are affected by PNI, the mean of the decision statistics shown in (17) becomes 
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where 
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. When coherent detection is practical, the probability of chip error of a coherently detected NNC/MSK chip demodulator in both AWGN and PNI is given by
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Substituting (18) and (20) into (21), we obtain the conditional probability of chip error of a coherently detected NNC/MSK chip demodulator given that 
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 pulses are affected by PNI as
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When FEC coding is applied and when the double-pulse mode is chosen for JTIDS, the conditional probability of channel chip error is given by
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where 
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IV. numerical results

Due to the space constraint, only two signal-to-noise ratio (SNR) cases are considered in this paper for presenting the numerical results. The first case is given 
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Fig. 3.  SER performances of the improved JTIDS receivers versus the original JTIDS receiver in both AWGN and PNI, where
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Fig. 4.  SER performances of the improved JTIDS receivers versus the original JTIDS receiver in both AWGN and PNI, where
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V. Conclusion

In this paper, an improved JTIDS receiver was proposed and its SER performances in both AWGN and various PNI are investigated. The proposed receiver utilizes a NNC/MSK chip demodulator and an EED RS decoder to replace the original MSK chip demodulator and errors-only RS decoder. Neither NNC nor EED is new, but the idea of combining both NNC and EED in the JTIDS receiver to enhance its anti-jam capability has not been presented before. The results show that the proposed receiver not only significantly outperforms the original JTIDS receiver when PNI is present, but also completely eliminates the effect of PNI when both the fraction of time the PNI is on is small and the signal-to-noise ratio is large. In an anti-jam scenario, this is the best we can hope for since the jammer is forced to abandon PNI and adopt a benign jamming strategy such as BNI. Since Link-16 will be around for many years to come, the study of potential system improvements for JTIDS against hostile jamming is non-trivial.
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