CDX Exchange Mechanisms

* CDX Web — EPA'’s site for submitting
environmental information via standard Web

browsers

— Users submit data via Web-based forms and file uploads (flat file,
XML file)

— Users receive submission confirmation/processing reports
v — Primary electronic reporting (e-Signature) interface

 CDX Node — EPA’s Web services infrastructure

on the Exchange Network Capi

— Supports machine-to-machine data exchanges

— Standardized Web service protocols and XML schemas used
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~ What is Exchange Network?
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CDX SERVICES
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CDX Services

User Registration Services Agency Systems
Authentication & Authorization

Services (NAAS) ([ GeoData | ( Document

Web Forms/Uploads Gateway Mangg;;nent

Data Submission Services

QA Services (XML Schema Validation,

extended business rules)
Data Transformation Services XML/’)_/

Data Distribution Services

PKI/XKMS Security Services / 'Bgt? IL:?toresce \ Registries

Audit and Logging Services
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Data Archiving Services W w
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Data Publishing Services m w

Messaging Services (status, error) ’j_/




 Types of Data Exchanges

State-to-EPA
Facility Data to FRS
Water Quality Data to WQX
Drinking Water Data to SDWIS
Haz Waste Data to RCRAINnfo
Air Emissions Data to EIS
Air Monitoring Data to AQS

Industry-to-EPA & States
TRI Data submissions
Renewable Fuels to EMTS

Water Discharge Monitoring Data
to NetDMR, eDMR

State-to-State
Water Quality Data
Hazardous Waste Transporters
Air Quality Data
Homeland Security Data
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EPA-to-State

TRI Data Submissions
Chemical Data

Facility Data from FRS
Air Quality Data

International
Hazardous Waste Notices
between Canada, Mexico, US




Reusable Services
Centralized, Shareable Web Service Components

Registration (Network)
Authentication and Authorization (NAAS)

Secure Document Exchanges

Data Reporting

Data Querying

Messaging (status, error)

Quality Assurance (validation)

Web Service Management (Monitor Services)

Internal Services: Archiving, Logging, Routing, Distributing, etc.
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Reusable services access through the Exchange Network
Discovery Services (ENDS)
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Reusable Component Services

Reusable services, code, data sets, and other tools

Registry of IT Services

REST Web Services

SOAP Web Services

Widgets'

XML Schema

Code Libraries (APIs)?

Data Sets

Software Tools — & it aevelopront.
Data Dictionaries

'Small application that can be installed and executed within a web page by an end user

2 specifications that software programs can follow to communicate with each other. It serves as an

interface between different software programs and facititatfeé their interaction




