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The explosion of junction station and underground cable

->overhead transmission lines

Transmission tower ->

Crucial facilities -> .
L, -> Explosion

manhole
2-3m { 1

Explosion <-

Underground Cables O Underground Cables

Figure - 3

The explosion of four-circuit lines

The explosion of four-circuit lines (N-2) connected with
switch yard inside power plant / EHV Substation

Loz

Extra High Voltage
Power plants Substation

Figure - 4
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|. Introduction
Difference of the Roles

Different levels of power plants (including nuclear power plants,
thermal power plants, and hydro power plants) have always been playing
the role of ”POINT” in the entire power system. The electric power
generated from those power plants has to be transmitted into switch yards
and substations through overhead transmission lines, towers and
underground cables separately. The power transmission and distribution
systems, however, have always been playing the roles of "LINE”
and "FACE”.
Security Vulner abilities of Power Transmission and Distribution
Systems

Since al the crucial facilitiesin systems (like overhead transmission
lines, towers, junction stations and even underground cables) are exposed
to the outdoors, they might be easily shut down by terrorist attacks or
sabotage. Therefore, the systems themselves have their inherent
vulnerabilities. The increasing difficulty in the systems means that
24-hours’ site surveillance in transmission and distribution systems will
be virtually impossible to fulfill. A regiona or awide — regiona power
outage would definitely happen , following the destruction of
transmission and distribution systems.

The Importance of Countermeasures On Counterterrorism
and Sabotage

Launching of the attacks on transmission and distribution systems
for terrorists are much more easy than that on nuclear power plants.
Under these circumstances, both national security and socia stability may
serioudy be impacted. How to effectively protect the power transmission
and distribution systems from being obliterated by adversaries would be
the primary issue we concerned about. The more we looked at this
problem, the more concerned we were.
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Junction station:
Interface between overhead transmission
Lines and underground cables

Figure - 1

I1. Role and Function of Power Transmission and Digtribution Systems
1. Power Transmission and Distribution SystemsV S. Blood Circulation
System
1-1. Key elements in Power Transmission and Distribution Systems.
1 Power plants (including generators, switch yards, towers)
1 Overhead transmission Lines
1 Transmission Towers
1 Underground Cables
1 Junction Stations
1 Subgtations (including switch yards, main transformers)
1-2. Key elementsin Blood Circulation System.
1 Marrows
1 Plasma
1 Bones
1 Blood Vessels, Blood Capillaries
1 Nervous System
1 Heart
1 Tissues and Organs
2. Comparison Between the Two Systems
1 Marrows (power plants)
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1 Plasma (current)

1 Bones (transmission towers)

1 Blood Vessels, Blood Capillaries
(transmission lines, cables)

1 Nervous System (transmission lines)

1 Heart (substations)

1 Tissues and Organs (customers)

Y Somes T Qe Trensision Tole Function | SeL e Ser™

Power Plants Point, producer Marrows

Overhead Transmission Lines Line, Transmitter Blood Vessels

Transmission Towers Line, Face, Supporter |Bones

Underground Cables Line, Transmitter Nerves

Junction Stations Point, Line, Face Nervous System

Substations Point, adjuster Heart

Customers the end user Tissues and Organs
(Table - 1)

3. Conseguence analysis on the damages to the systems
3-1.Power Transmission and Distribution Systems
1 A regional or awide-regional power outage would definitely happen.
1 We won’t rule out the occurrence of synergy attacks launched by
adversaries.
3-2.Blood Circulation System
1 It might have partly or even completely led to paralysis.
1 Serious obliterations of the circulation system might affect health and
lead to death.

[11. Counterterrorism and Sabotage to Power Transmission and
Distribution Systems

1. The transmission and distribution systems exposed to the outdoors are
vulnerable to being destroyed, and are always staying under dangerous
circumstances.

2. Nuclear power plants or large-scale thermal power plants would soon
be forced to shut down following the serious destruction ( caused by
internal threats or external threats or natural disasters) of the crucial
facilities in power transmission and distribution systems

3. National security, social stability and financial activities might have
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serioudly been impacted while power outage happened because of
destruction of the systems.

4. To protect the systems from being obliterated, effective
countermeasures based on threat assessments would play aleading role
of defender.

5. Current status of the existing facilitiesin Taiwan Power Transmission
and Distribution Systems.

Titles of Fecility Quantities |Length/ Installation of Capacity
Transmission Lines 16,058 / circuit-km
Distribution Lines 323,462 / circuit -km
Extra High Voltage Subgtations 21 43,500 MVA
Primary Substations 240 64,436 MVA
Secondary Substations 303 21,843 MVA
(Table - 2)

6. The Countermeasures On :
6-1.Power Transmission System (including transmission towers, junction
stations, underground cables, and other facilities) :

1 Practicable programs and effective drills containing site surveillance,
quick response and rescue services focused on threat assessments
and physical protection of al crucial facilities should be properly
implemented.

1 To protect key transmission towers, junction stations and
underground cables from being planted explosives, the establishment
of Motion Detector Alarm System isin urgent need of supply.

6-2.Power Distribution System (including switch yards, main
transformers and other facilities) :

1 Background check to the site employees and subcontractorsis
absolutely needed.

1 To protect all the crucial facilities from terrorist attacks, an effective
Intrusion Detection System at the key substations and junction
stations should be established.

1 Programs on keeping close communications and interactions with
local law enforcements should periodically be carried out.
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IV. The Potential Threats and The Sequent Consequences

Potential Threats Sequent Consequences

1 Theexplosion of crucial 1 Regiona or wide-regional power
facilities outage would definitel y happen

The explosives might covertly be following the explosion.

planted on towers, underground 1 Theimpact on regional activities

cables, switch yards, or junction and socia stability would be

stations by extremists or terrorists or unavoidable.

the experienced insidersin collusion 1 Wewon’t rule out the occurrence of

with the outsiders. synergy attacks launched by

adversaries.

The Invasive Paths to Junction Station and Underground Cables

Transmission tower | \

[ - N
_ e

Figure - 2
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The explosion of junction station and underground cable

->overhead transmission lines

Transmission tower ->

Crucial facilities -> .
L, -> Explosion

manhole
2-3m { 1

Explosion <-

Underground Cables O Underground Cables

Figure - 3

The explosion of four-circuit lines

The explosion of four-circuit lines (N-2) connected with
switch yard inside power plant / EHV Substation

Loz

Extra High Voltage
Power plants Substation

Figure - 4
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The Potential Threats

The Sequent Consegquences

I Sabotage

Crucial facilitiesin the systems
such as key transmission towers,
switch yards, underground cables
or junction towers, might confront
devastating destruction (like car
bombs attack).

I Junction towers or key transmission
towers would immediately collapse,
causing regional power outage and
social panics.

I Generators at both nuclear power
plants and large-scale thermal
power plants would concurrently be
forced to stop their operations.

I Partly or completely paralyze the
power transmission and distribution
systems.

I Synergy attacks launched by terrorists
would probably happen during
power outage.

Contingencies On Power Transmission And Distribution System

A Fault Caused By Sabotage
1 A metal object placed right on the
overhead transmission line led to
short circuit fault, fire and
wide-regional power outage.
1 The attacks launched by the

adversaries might occur following
the wide-regiona power outage.

The Breakdown Of The 161kV 2000mm? XL PE Underground Cable
1 The underground cable of 161kv 2000mm? X L PE at the incident
occurred Sept.26, 2008 in Taiwan had been run through by high
voltage current due to quality deficiency.
1 The factorsleading underground cables to be exploded could be one
of the following scenarios : carelessness in construction, quality

8
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deficiency, and sabotage.

1 Driving a nail into the jacket, or a deep crack found on the surface of
the jacket would definitely lead to a serious explosion on the cable.

il

-

AS _ N
i L

XLPE insulétor Jay&r . .«

181 kY 2000 mm® XLPE Cable

The Potential Threats

1 Blackout bomb assault
The aircrafts carried with
graphite bombs might be used
astoolsto break up the power
transmission and distribution
systems.

The Sequent Consequences

1 Partly or completely paralyze
the power transmission and
distribution systems.

I Generators at both nuclear
power plants and large-scale
thermal power plants would
concurrently be forced to
stop their operations.

Potential Threats

I Natural disasters
Flood, landdlide, earthquake
and so forth might cause
serious damages to the crucial
facilities.

The Sequent Consequences

I Possbly cause aregional or a
wide-regional power outage
and social panics.

I Theimpact on various kinds of
regional activities would
definitely occur .
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A 345kV Transmission Tower Collapsed By Landslide Disaster

1 A 345kV Transmission Tower completely collapsed because of the
landslide disaster on July 29,1999 in southern Taiwan.

1 A big earthquake with the magnitude of 7.3 Richter had seriously
damaged the transmission lines at central part of Taiwan on
Sept.21.1999.

1 Alot of infrastructures, power facilities and human livesin the
western part of Taiwan had experienced unprecedented strikes by
these two disasters.

1 Would the incidents possibly happen under sabotage or adversaries’
attacks ?

Taiwan Strait — "TAIPEI

- i J r
T'%Q incident(1999)
> .
e . s
‘: S Pacific-Ocean

1
Kaohsiung

The Potential Threats The Sequent Consequences

I Human Errors Emerge I Stability of power transmission
While Operating and distribution systems would

Human errors may happen by / without soon be affected .

intention under the conditions of I Possibly causearegiona or a

carelessness, quality deficiency of wide-regional power outage .

facility itself.

10
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The Potential Threats The Sequent Consequences

Cyber Attack I Theentire power transmission
I The computer operational system and distribution systems might
at power control center may have been completely broken up
covertly be invaded by intruders, following the devagtating attacks
and then sabotage triggers could to computer operational system.

be hidden in the system.

I The software or programsin the
computer syssem may subtly be
manipulated by adversaries.

I Countlessintrusions may allow
adversaries to sted sensitive
information and paralyze the entire

computer system.

V. CONCULUSION
National Security and Social Functions Would be I mpacted

Nobody would like to guarantee the power transmission and
distribution systems in several specific nationsin the world might not be
assaulted by terrorists or sabotage in the unforeseeable future. From our
understanding on the above-mentioned potential threats and the sequent
consequences, we definitely realize that both national security and social
functions would seriously be impacted aslong as regional power outage
has broken out due to the devastating attacks launched by terrorist
organizations or sabotage.
We Don t Rule Out the Occurrence of Degtruction From Adversaries.

Most nuclear security efforts have until now been focused on nuclear
materials management, the obliteration of power transmission and
distribution systems may ultimately be an equally dangerous threat.
Based on demand of consideration of security, we don’t rule out the
occurrence of destruction of power transmission and distribution systems
by adversaries during the power outage.
Prevention |s Better Than Cure

The concept of “Prevention is better than Cure”, however, has

n
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extensively been utilized by management hierarchy in various kinds of
industry during the entire process of making threat and risk assessment.
We must realize the importance of countermeasures on counterterrorism
and sabotage to power transmission and distribution systems, Nations
around the world ought to stand together and try in all efforts to protect
the systems from being obliterated by adversaries and to rid the world of
terrorism.

12

PDF created with pdfFactory trial version www.pdffactory.com



http://www.pdffactory.com

1
PDF created with pdfFactory trial version www.pdffactory.com



http://www.pdffactory.com

A ¥ APNISEH & €845 50
170100711

faa WA R TE LB €

2010.07- k===

PDF created with pdfFactory trial version www.pdffactory.com


http://www.pdffactory.com

a

St th A HRR 2 B

2010.07:14

PDF created with pdfFactory trial version www.pdffactory.com



http://www.pdffactory.com

.

Saa By ERT HRF RN
2010.07.14

Il Counterterrorismand S abotage to Fower
Transmission and Distribution System:
(continued)

3 National security, social stability and ﬁnanciai_
activities might have seriously been impacted while
power outage happened because of destruction of
the systems.

4 To protect the systems from being obliterated,
effective countermeasures based on threat
assessments would play a leading role of defender
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