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Think about CyberTerror




Cyberspace is NOT SECURE
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Cyber Terror is NOT a FICTION

5/30/2007 Attack against Estonia
DDosS attack against government ministry and
e e (WO MIJOT bANK Networks.

"11/26/2008 Mumbai were attacked

lasted for three days, 179 peoples were
kitled including 22 foreigners.

. April. 2009 U.S Electric Grid Attack
Electric Grid in U.S penetrated by Cyberspi

e 1/18/2009 Attack Against Kyrgyzstan
DoS against two largest ISPs in the economy

717/2009 Attack against South Korea

DDo§ attack against 26 domestic and foreign sites
including Blue House, National Assembly, MND, Gran
National Party and White House

so- 3/20/2008 Cyber Spies Break-in
Attacker hacked into classified documents from
government and private organizations in 103 countrie

11/26 Mumbai Attack

<+ More than ten coordinated shootings
and bombing attacks

< The Mumbai terrorists’ most
powerful weapon ...

< Handheld VoIP phone, SIM, Google
Earth




Major Cyberterror Attacks
We Can Expect

Distributed Denial of Service attack

DDoS Attack
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the command and controt

“t is little early to announce the specific plans: Estonia says the country's

since we have not reported it to President wehsites have been under

govemment official said. "We are going to ma’ heavy attack for the past

- . e sivengthening the eyber guard system agei three weeks, blaming Russia

attacks to protect our properies.” for playing a part in the cybe;
; warfare,

Many of the attacks have come

from Russia and are being

hosted by Russian state ma avS Moy e yeehstes have
computer servers, Tatlinn S8YS.peen arrectes

Moscow denies any

invoivement.

" Estonia says the attacks began after i moved & Soviet war
. memorial in Taflinn. The move was cendemned by the
: Kremtin,




Afttack against SCADA

< The safety monitoring system at Ohio Davis-Besse Nuclear power plant was off-lined
for about 5 hours, due to the Slammer Worm in January 2003.

< The east coast of America experienced a blackout in 2003, while not the cause, and
many related systems were infected by the Blast Worm.

< The Russian government announced that hackers succeeded in gaining control of the
world’s largest natural gas pipeline network owned by Gazprom, in 2000.

< Computers and operating manuals seized at the Al Qaeda training camps were full of
SCADA information about dams and its structures.

% The worldwide well-known security company, 1SS, announced at the Blackhat 2006
that a number of SCADA controller systems against which they performed penetration
test were actually vulnerable to the traditional hacking techniques.

Will it be possible?
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US countermeasures against the

CyberTerror attacks

Thank you



