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Chapter Relations Comanitee
Annuaal Report to the hMembership 2009+

-
IFLANT currently hias 20 chapters, an all titne high: siz regional chapters in the 115 | sight
international chapters, and sizz student chapters. Three new INIVIVI chapters swere fortmned
in the 2009 reporting period: United Kingdom, the UTndwersity of Tennessee, the
Uniwversity of IWlichigan, and Idaho State TTniversits. «

-

The Chapter Felations Cormmunittes ¢ CR.CY held its armual business luncheon mesting for
Chapter Presidents on Thuarsday during the Annuaal IWlesting. HNearlsy all chapter
presidents attended or sent representatives. We had a full agenda and lisrely discussions
regarding successful chapter activities, co-sponsoring worlshops, engaging students, and
sotme lessons learned

o

Since that titne, with the support of the Executive Conunittes, the CRC has been transforrmed
frorm an Ad-hoc Cormonidttesto a Standing Conamittes.  Additional committee members were
reciuited and the CRC nowr consists of 8 membears: Teressa WicKinney, Walter Fane, Jaitme
Widaurre-Henry, Jolm Feng Shelly 1i, Galya Balatsky, Scott Krauss, and Jolm Datter «

!

Fach CE.C cormmmittes member has been assigned specific chapters to serve as the laison
between that chapter and the CFR.C and prowide informmation and support as requested and
appropriate  The indtial chapter contacts hawe been completed by the CR.C members «

o

Druring the S0 Anrmal Wegting of the IMNIWIIV in Tucson, the CRC will hawe its first business
mesting on Thirsday morming, July 16, 2009, followred by the armual business hancheon writh
the Chapter Presidents. «

-

Slkenitted hp
Jolm Adoaterd
Chesy, OO
June 7, 2000
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The 50th INMM ANNUAL MEETING

Physical Protection Technical Division Working Group Meeting

The Potential Threats To Power Transmission Line &
Substation Project System And Power Supply System

John Y. Feng
Supervisor

Department of Transmission Line and Substation Project

Taiwan Power Company
5F No.73 Gu-Ling St. Zhong-Zheng District Taipei, Taiwan

Tel : 886-2-2322-9835 / 886-2-2321-4171

CONTENTS

My Power Security Career
Taipower’s Existing Facilities In
Transmission And Distribution System
The Potential Threats To Power
Transmission Line & Substation Project
System And Power Supply System

- Appendix
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. My Power Security Career

¥

- 1978 Bachelor degree from College of Chinese
Culture in Taiwan
- 1978 Successfully passed the screening ex-
amination held by Taiwan MJIB (Ministry of
Justice Investigation Bureau)
Been assigned to Security and Anti-
Corruption Department of Taiwan Power
Company by MJIB
- 1999-2008 Served as :
(I) Security Supervisor at the 2nd NPP, the
4th NPP Respectively .
(I.) Supervisor, Departments of Nuclear
Generation, Nuclear Safety, Nuclear
Waste Management at Taipower HQs.

. My Power Security Career
CONTINUED

June,1991
An official visit to Manheim Nuclear Power Station at Frankfurt, Germany
April,2000
ITC-15 International Training Courses on Physical Protection System at
Sandia National Labs. Albuquerque, NM,USA.
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June, 2004

The attendance of Global Best
Practices in Nuclear Materials
Accountancy, Control and Physical
Protection Workshops held in Prague,
Czech Republic.

The topic of my oral presentation :
I'Response Force | [See Appendix 2.(1)]

. My Power Security Career
CONTINUED

-

July,2006

Participation in the 47th INMM Annual “'_

Meeting held in Nashville,Tenn. USA. 7

The topic is : T Current Status of
Taipower’s radioactive Waste
Management Program |
[ See Appendix 2.(2)]
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. My Power Security Career

CONTINUED

July,2007 i
Participation in the 48th INMM |

o 1 --._

Annual Meeting held in Tucson,

i

!

AZ.USA. i

Ilﬁ'
The topic is : " The Perspective *\’

Of Establishing A Fully Functional
Physical Protection System In
Taiwan Power | [See Appendix 2.(3)]

. My Power Security Career

'I'-u-h;unrl?‘h' I Pregaction Woskshop

July, 2007
1 A successful Physical Protection

Workshop for Taiwan Power has been

held by Sandia National Laboratories

U.S.A July 16-18, 2007. Shortly after my

participation in the 48th INMM Annual

Meeting.

1 ToplO experts who are outstanding in
the field of Nuclear Material Management
had made their resplendent oral
presentations during the workshops.
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Il. Taipower’s Existing Facilities In
Transmission And Distribution System

Facility Quantity /Length

||
Distribution Lines -

[1l. The Potential Threats To Power Transmission Line &
Substation Project System And Power Supply System

1 Abstract
Through longstanding efforts for the last 50 years from
INMM members from around the world, INMM has
unprecedentedly created a lot of resplendent world-class
records in many aspects of nuclear materials management,
especially the establishment of WINS. The entire global
nuclear community would incontrovertibly be remaining the
highest level of alert under collaboration with the members
of INMM.
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[1l. The Potential Threats To Power Transmission Line &
Substation Project System And Power Supply System

CONTINUED

The issues, however, on potential threats caused by
adversaries schemes to power transmission project system
and power supply system have frequently been neglected by
many countries in the world.

As a matter of fact, the adversaries everywhere in the world
would be likely to show much interest in thoroughly terminating
those systems. Their ultimate goal is to launch devastating
attacks or retaliatory attacks following wide-regional power
blackout caused by them.

. The Potential Threats To Power Transmission Line &
Substation Project System And Power Supply System

CONTINUED

A power plant ( no matter what kind of its rank ) is functionally
playing the role as a “point” in the entire power generation
system, While power transmission line and substation are
expanding from “Line” to “Plane” as they are in operation.
Therefore, once the power transmission and supply system
have thoroughly or largely been destroyed by adversaries,

A serious power blackout and a terribly social panic might
immediately happen.
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I Contingencies On Power Transmission And Supply
System

() A Fault Caused By Sabotage
I
1 A metal object placed right on
the overhead transmission line
led to short circuit fault, fire
and wide-regional power
blackout.

The attacks launched by the
adversaries might occur
following the wide-regional
power blackout.

(I1) A 345kV Transmission Tower Collapsed
By Mudslide Disaster

A 345kV Transmission Tower
completely collapsed because of the
mudslide disaster on July 29,1999 in
southern Taiwan.

A big earthquake with the magnitude

of 7.3 Richter had seriously damaged - y
the transmission lines at central part R g +
of Taiwan on Sept.21.1999.

A lot of infrastructures, power facilities
and human lives from north to south
had experienced unprecedented
strikes by these two disasters.

Would the incidents possibly happen .ﬁfjncident'&ég%-

1 incident(1999)
4

Pacific Oceat

under sabotage or adversaries
attacks ?

Kaohsiung
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() The Breakdown Of The
161kV 2000mm? XLPE
Underground Cable

1 The cable was run through by
high voltage current on
Sept.26,2008.

The factors leading underground
cables to explode could be one
of the following scenarios :
carelessness in construction,
guality deficiency, and sabotage.

Driving a nail into the jacket, or a
deep crack found on the surface
of the jacket would definitely
lead to a serious explosion on
the cable.

161 kY 2000 mm” XLPE Cable

Exploded by
iving a nail

Casdtor
Sari-condcting Laver

Irsdsin
Sarivoadmting Lise

e dling Capper Winm

"
Y

I The Potential Threats, Consequence Analyses
And Countermeasures

() On Transmission Line & Substation Project System

o e consemence frae

1.Radical
protesters
2.Extremists
3.Disgruntled
employees
or subcontractors

intentions, which are
destructive of power
facilities, have subtly
been planted by

Transmission
Line

adversaries during the

phase of design or
construction.

Substation

Prior to completion of the
functional tests, some,
dangerous ingredients /

1.The
inspection
mechanism
should be strictly
implemented.
2.Background check to the
specific individuals.

1.Several vital facilities in the
system would suddenly be
disabled in the process of their
initial operations.

2.All the activities including
military and commercial
actions might completely be
impacted.
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I The Potential Threats, Consequence Analyses

And Countermeasures
(1) On Power Supply System

Facilities Adversaries Potential Threats Consequence Analyses Countermeasures

1.Disgruntled Transmission lines, 1.A wide — regional power 1.Stay in close touch with the
employees or towers and underground blackout would cause local law enforcements.
Transmission | Subcontractors | transmission cables in serious panics. 2.Carry out background check to
Line 2.The employees crucial region might be | 2 Consequent devastating the specific individuals.

destroyed by . - '
. aftacks might occur.
adversaries. 9 3.Heighten security measures to

the adversaries. website and access control.

3.Cyber attacks
4.Radical 1.The computerized

data might be
tampered, thieved, or
disappeared following
cyber attacks.
2.Vital facilities including
Substation switch yard, main
transformer at
substation might
concurrently be
exploded.

in collusion with

protesters

I Conclusion

In Taiwan we have always been concerned about the security-
related questions on power transmission and supply system.

(1) - Has the INMM ever discussed the issues on how to effectively
prevent the transmission line and power supply system from
being destroyed by adversaries during the annual meetings in
the last 50 years ?

- Facing the questions on improving Power Security, Should we
form an international non-profit organization like INMM or
WANO that would systematically collect and disseminate best
practices for the members among anti-terrorism community in

the world ?
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(3) - Are there any basic physical protection design models which
could be exerted to power transmission and supply system on
counterterrorism ? And any global best practices on counter-
terrorism to power transmission and supply system been held
during the past decade ? | personally think the issues over

creating an effective mechanism to prevent power transmission
and supply system from being destroyed by adversaries should

be highlighted in our sustaining efforts to improve the global
Power Security.

V. Appendix

1. Taiwan Power Business Summary 2008(Jan.~Dec.) m

2. The oral presentations made by John Feng during the
Workshops and the 47" & 48" INMM Annual Meetings :

(1) Global Best Practices in Nuclear Materials Accountancy,
Control and Physical Protection Workshops m

(2) Current Status of Taipower’s Radioactive Waste
Management Program (the 47th) m

(3) The Perspective of Establishing a Fully Functional
Physical Protection System In Taiwan Power (the 48th) m
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