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Introduction to Project Members

Thailand - Taiwan

In dusirial Technology
R ioh instifute

Angsumal Sunalai Ladda Jaengkasemzsuk
Consultant Cansuftant

14



Project Members: Thailand

Government Information Technology Services (GITS)

Dr. Sak Segkhoonthad Surangkana Wayupark Muntana Podjananuntakul Miwech Mingmitolarn
Conzubant Consultant Specialist Consultant

i | l.- | | '
. :

Charin Thiratitayangkul Suntod Suriyan Thitikorn Trakoonsirisak ~ Mititas Chansamom
Specialist Project Manager Eesearcher Researcher

Wangsakom Kongthai  Patavee Visittajinda Thitima Ratanaprakai
Researcher Researcher Project Coordinator

Sippakorn Yindeesuk  Tanongkorn Kanpromienyapol Phadungtham
System Enginesr System Engineer System Enginesr
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Observers: Thailand

The Thai Customs Department

Mr. Sinmahat Kiatjanon
Director Planning and Standard Division
Mr. Weerasak Loysai-or
Computer Specialist

Departinent of Foreign Trade

Mr.Chanchai Chaichalermsak

Director Information Technology Division
Mrs. Porntip Wanitchayapong

Computer Technical officer
Mr. Kiangsak Kiatsuriya

Programmer

Project Members: Taiwan

Mr. Kai-Fang Cheng

Dr. Wei-Chung Hwang
Consultant

Consultant

Ms. Alicia Say Mg, Karen Chang
Project Coordinator

Consuftant

16



| Observers: Taiwan

Ministry of Economic Affairs
Run-Jou Liaw, Senior Specialist, Department of Commerce
Horng-Chang Tsai, Specialist, Department of Commerce
Berton B.C. Chiu, Diractor, Taipei Economic & Cultural Office in Thailand
Yan-Hsin Shiau, First Secretary, Taipei Economic & Cultural Office in Thailand £
Lih-Jen Jan, Specialist, Bureau of Foreign Trade

B el P

Chunghwa System Integration Co., Litd.
Ching-Hsiung Tung, General Manager

HyWeb Technology Co., Lid.
Henry Kao, Vice President

ITRI
Wendy Huang, Specialist of PKI Promotion Program Office

Thank You
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TREMAFR

f Industrial Technology
Research Institute

| PKI Promotion Program

PKI Status in Taiwan

Wei-Chung Hwang

March 5, 2009
Bangkok, Thailand

TREXMAAFE R

Industrial Technology
Research Institute

Taiwan: Big by Comparison

8. ..
....... Taiwan : Thailand
w 1 14.2
area
13,969 sq. miles 198,360 sq. miles
1 lati 2.8
ioms on
......... 23 million populatio 65 million
Population 23 million PC Penetration 79.3%
GNP $374.5 billion Broadband Household 63% (No. 4)
Foreign Exchange Reserve $266.15 billion (No.3) Mobile Phone Penetration 103%
Foreign Trade $427 billion CATV Household 84.8%
FDI $13.97 billion
2
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Taiwan’s ICT Capabilities
Product per second Products
435 SWLAN By global
= estimates, 83%
3.9 *Mobile Phone of ICT related-
3.34 *Optical Disk Drive products were
1.98 *Notebook Computer produced by
Taiwan’s IT
1.39 i
°L.CD Monitor Companies
1.32 *Digital Still Camera
1.32 *Desktop Computer
0.48 *PDA
0.09 *Server
3
T BTt T b

PKI Legislation

O Taiwan enacted the Electronic Signatures Act in
October 2001 and the Act officially became effective

on April 1, 2002.

Industrial Technology
Research Institute

MOEA (Ministry of Economic Affairs) is the competent
authority of this Act

Legislative objectives
O Encouraging the use of electronic transactions
O Ensuring the security of electronic transactions

O Facilitating the development of electronic government and
electronic commerce

Principal features:

O technology neutrality
B Currently only CA/PKI are regulated under the

O party autonomy
O market orientation

enforcement rules, but the consideration of other
technologies, such as biometrics, is underway

19
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4 f Industrial Technology

Legal Framework

mission of
i :
ice Provider:

Enforcement Rules for the Electronic Signatures Act

Electronic Signatures Act

TR EATAR 52
f Industrial Tec;nologyjb 7

CAs in Taiwan

Private Sector

Government Electronic Certification

Steering Committee (GECSC) Taiwan Financial Root CA

Government Root CA
(GRCA)

Taiwan
Flnanmal Policy
“NNCA (TFPCA) Other CAs

I
I I I
C

MOICA MOEACA G A XCA stCA HCA
User
CA
Public Sector [RA[ [RA[ [RA]

20
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=B a8 ‘4 f Industrial Technology

Research Institute

Public Sector — Government PKI

O The GRCA (Government Root Certification Authority) was
established in October 2002 by RDEC (Research
Development and Evaluation Commission)

B Hierarchical structure with two levels
B Current subordinate CAs

CSP Authority Purpose # of certificate

GCA RDEC For government agencies 98,567

MOICA MOI For natural persons (citizens)| 1,543,895

MOEACA MOEA For industry and business 88,798
organizations

XCA RDEC For school, juridical 27,086

associations, and
consortiums

GTestCA RDEC For testing purpose -
|HCA 2.0 DOH health personnel and 21,050
medical care facility (2008/11/28)
7

‘ TSR
*g ;E EB ‘4 f Industrial Technology
Research Institute

Private Sector — Financial PKI

Financial Root CA

O Initiated by Bank (FRCA)
Association as part
of the Internet
Banking program

O FRCA started
operation since April,

Al m Audit
O All members of Bank —

Association are olicy Management

required to join FPKI Authority (PMA)

& issue FXML

certificates

O Currently operated
by TWCA, and
Chunghwa Telecom RA RA RA
will also provide the
service soon

User CA

21



o T3 BT R
A% ot Technalogy
Private Sector — Other CAs

O Other CA’s in private sector

CSP Operated by Purpose
SET CA TWCA SET transactions

NB/EC/XML CA TWCA Electronic commerce and
financial transactions

VTN Hitrust Electronic commerce and
financial transactions

FXML CA Hitrust Financial transactions
TCRCA Hitrust Electronic commerce
ePKI Chunghwa Telecom

CGCA Chief Telecom =

EBCA FISC Electronic banking

hx Industrial Technology
Research Institute

TR TR
-y v 7~ A Fubn

PKI Applications in Taiwan

0 Government sector
m Official document exchange
Tax filling of citizens/companies
Company registration/administration service
Land administration service
Farmer and labor insurance service on Internet
Electronic motor vehicle and driver information system
Government procurement service (e-procurement)

O Financial sector [ Other applications
B Stock trading m e-Invoice
B Banking B e-lLogistics
B Insurance u

10
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Research Institute

Interoperability with other countries

[0 Taiwan’s major PKI systems (GPKI and
TWCA) were members of the JKST(Japan-
Korea-Singapore-Taiwan) PKI IOT project
during 2001~2003

0 Bridge CA

B Finished the IOT with two domestic PKIs(GPKI
and FPKI), and also with one foreign CA
(NETRUST of Singapore)

B Finished the “Certificate Policy Mapping Project”
together with other 4 countries in Asia

O Applications

B ECO already in real business with Korea and
France

11

r TR AR 2B
4 r Industrial Technology 7

Research Institute

EI'/'S@ Thanks!

http://www.pki-pma.org.tw/
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Discussion

Thailand - Taiwan

TR I (e

Mesearuh ingitule ELTE

Discussion

= Review objectives, scope, duration of the project
= Review detailed plan

= Appropriate Interoperability Model between
Thailand and Chinese Taipei

= PKI Application to be tested

24



| Discussion

= Review objectives, scope, duration of the
project
— Objectives
1) To setup the test environment that is compliant

with Taiwan's Government PKI and Thailand’s
National Root Certification Authority.

2) To develop the interoperability mechanism and
conduct the technical trial over the test
environments.

3) To develop the pilot applications over the test
environment.

| Discussion

m Review objective, scope, duration of the
project
— Scope
+ Proof-of-concept testing
« Focus only on technical issues

— Duration
« From January — September'09

25



Discussion

= Review detailed plan
— #Meetings

Activities Timeframe
Conference Call Jan — Oct'09
1=t Meeting March'09
2rd Meeting May'09

3 Meeting July’09

4t Meeting September'09

Taipei/Bangkok
Bangkok

Taipei

To be determined
To be determined

| Discussion

Activities

1. Setup project objective; scope, duration
and responsibilities

2. Study technical issues

3. Look for PKI sbucture of participating
countnes

4. Determine approprate CA
interoperability mode! between countries
5. Setup pilot test plan

6. Perform the test

7. Summarize test result and lesson
learned

8. Develop the test report

2009
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| Discussion

m Appropriate Interoperability Model
between Thailand and Chinese Taipei

Tarwan Test Thallang Test Talwan GREl Thaland NRCA
Envl Enl

Cross GACA Apoept multpie
frust points
MOEAC GTaslcA
A

@ rootca  E EE (End Entiy) @ RAootca B EE (End Eniiy)
@ SubCA  — Certifcaion @ Sub A — certication

~ Cross CROSS
Certification RECOGNITION

Discussion

m Test Phases
Test Phase Test Items

Basic test & Issue cross certificates

. CA-CA certification request: PKCS# 10{DER/PEM)

- CA-CA certification format: X.509v3

- Directory query inberface : LDAPv3 {Optional)
Revoke certificates and issue CRL/ARL

- CRL/ARL issuance: ¥.50%v2

® Update certificates

® Renew certificates

- CAEE certificate: PKCS#12.

- Validation Autharity(VA) validation test: DCSP (Optional)
Key changeaver

27



| Discussion

= PKI Application to be tested
May choose among the following applications:
= Email (S/MIME for Qutlook or Thunderbird)

» Electronic Certification of Origin (ECQ), in cooperation
with CAT Telecom/Trade-VAN (Optional)

» Electronic Visa (Optional)

Thank You
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Remarks

Mr. Run-Jou Liaw / Senior Executive Officer, Ministry of Economic Affairs
The CA-CA Interoperability Kick-Off Meeting
B Time: 14:00-16:00, March 5th
B Place: Meeting Room 1, ICT3 Floor, Ministry of ICT, Bangkok Thailand

Distinguished guests, on behalf of Ministry of Economic Affairs,
ROC, I would like to congratulate the first international cooperation in
the PKI field between Thailand and Taiwan has been successfully
established.

Under the trend of a digitized world, more and more international
transactions are being done through the internet. The most secure
transactions doing on the web is using the certificate issued from
Certification Authority (CA) for the authentication and document
integrity and non-repudiation, hence, the CA interoperability between
nations becomes an unavoidable trend.

As we know, Thailand and Taiwan have great amount of
international trades every year. Once the CA interoperability has been
accomplished, it could raise the transaction efficiency and promote more
international trades between Thailand and Taiwan, which is we are all
very pleased to see.

This CA-CA interoperability test project is carried out by GITS,
Thailand and ITRI, Taiwan. Two remarkable institutions which are fully
supported by government and having a close relationship with the
industry. We believe the project will be processed successfully and
furthermore to create more cooperation between Thailand and Taiwan.
We also look forward to seeing the actual interoperability in eCO,
personal e-mail security and other fields between Thailand and Taiwan.

Finally, I wish the meeting will process smoothly and both of us
can accomplish the common consensus which will provide the mutual
advantages for the two nations.

Thank you very much!
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Kick-off Meeting: CA-CA Interoperability between Thailand and Taiwan
under National Root CA and CA Interoperability for e-Logistics Project

Date: March 5, 2009

Time: 14.00 — 14.10

Speaker: Mr.Angsumal Sunalai

Deputy of Permanent Secretary

Ministry of Information and Communication Technology

Welcome speech

The Director of Electronic Transaction Bureau, Ms. Ladda Jaengkasemsuk.
The Director of Government Information Technology Services , Dr. Sak
Segkhoonthod, Representatives from Taiwan

Ladies and gentlemen, welcome. It is my pleasure to give a welcome message
over the kick-off meeting for the CA-CA Interoperability Test between
Thailand and Taiwan under project ““ National Root CA and CA
Interoperability for e-Logistics” where the Government Information
Technology Services (GITS) of the National Science and Technology
Development Agency (NSTDA) acts as the consultant for the project.

According to the cabinet’s resolution on March 9, 2004, Ministry of
Information and Communication Technology was assigned to oversee the
Thailand Single-Window e-Logistics under Thailand Logistics development’s
strategy; a project has received a budget since year 2006. The Government and
Conveyance Information Network Project for import & export and

logistics aims to support the implementation of connecting the National Single
Window and Information technology systems in order to issue permissions and
certificates for the import & export trading. The significant infrastructure
called “National Root CA” needs to be enhanced

simultaneously in order to support the mentioned system since it acts as the
main device in linking digital signature systems in order to verify the users
from different CA. Furthermore, it creates confidence and reliability in data
transferring as well as being the infrastructure for

the paperless system in the future.
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In conclusion, the National Root CA must be implemented urgently for
supporting the Single Window e-Logistics system operation. For this reason,
Ministry of Information and Communication Technology has assigned
Government Information Technology Services (GITS) of the National Science
and Technology Development Agency (NSTDA) as the operator of National
Root CA and CA Interoperability for e-Logistics project. And one of the
important activities of the project is to perform interoperability testing with
other countries.

Now is the time for the meeting to begin. I would like to start the Kick-off CA
Interoperability project meeting between Thailand and Taiwan as the attached
agenda now on. Thank you for your attention.
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Government Information Technology

No. 27 5405.0800/ gL} Senvices (GITS)
1?"’ Floor, Bangkok Thai Tower Building,
108 Ranganam Road, Phayathai,
Ratchathevi, Bangkok 10400
Tel: 662 612 6000 Fax: 662 612 6012

\% February B.E. 2552 (2009)

Subject:  Invitation Letter for CA-CA Interoperability in National Root CA and
CA Interoperability for e-Logistics Project

Dear Ms. Karen Chang,

During 2007 Théiland has established the National Root CA (NRCA) by Ministry of
Information and Communication Technology, to be a center of Interoperation among domastic
CAs and foreign CAs. The Government Information Technology Services (GITS), National
Science and Technology Develoﬁrrﬁe;.r'it'hgency have been appointed as a consultant of this

project.

In this year, NRCA of Thailand plans to perform CA-CA interoperation with other
countries in order to make use of PKI technology to secure electronic transaction between

Thailand and other countries.

We would like to seek one participating country which has potential and readiness to
take cooperative part in this project. Therefore, Taiwan is one of the desired target countries
because Taiwan not only has a lot of e-Transactions with Thailand but has strong knowledge
and many PKI experts with widespread use of PKI in various sectors as well. Thus, we would

like to invite you to participate in CA-CA Interoperation between Thailand and Taiwan.

For the timeframe of the project, we would like to inform you that a kick-off meeting
will be held on the 5 March 2009 in Bangkok. The purpose of the meeting is to setup the

scope, timeframe and responsibilities of both participating countries.

dvnuimnnaluladoawnanaig [aunz) Government Information Technology Services (GITS) z
n"n‘fn.nuﬁn:.n’mmmnm'un:nnn‘[u'[uﬂuviu‘]i Matfonal Science and Technology Development Agency ——
11,17 ewrmnananne el Vith, 17th Floor, Bangiak Thai Tower Building e
W 108 ST Wi RTE AT 10400 108 Rargraen Rd. Phayathai, Ruchathevi, Bangkok 10400, Thailand. S
Trivfined 0 2612 6000 Tviwrws 0 2612 60112 Tel. (+66) 2612 6000 Faox. (+66) 2632 6011-2  Rtape/ M gits.net.th 'a_"l\r-lst‘l""Dl:‘l'.l

38



In this regard, we would like to invite the participants from Taiwan to attend the
meeting. We are enclosing herewith the details of the project for further consideration. Please
send the name of paricipants to Ms.Thitima Ratanaprakai at e-mail address

“thitima.ratanaprakai@gits.net.th” use by 27 February 2009 for reserving this meeting.

We would appreciate your cooperation and look forward to seeing in the Kick-off

meeting for the successful of project's implementation.

Yours sincerely,

S s

Sak Segkhoonthod
Director
Government Information Technology Service (GITS)

National Science and Technology Development Agency (NSTDA)

Enclosure:

1) Details of Project, draft agenda

CC: 1. Mr. Ching-Hsiung Tung
2. Mr. Kai-Fang Cheng
3. Ms. Alicia Say
4, Dr. Wei-Chung Hwang
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