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2009 Base Project: Digital 1&C issues defenseepttl and
diversity resolution related to Nuclear Energy ituse (NEI)
working group (Work Order 065139)

2009 Base Project: Probabilistic Risk AssessneR) &
risk informed I&C issues resolution related to NEdrking
group (Work Order 065744)

2009 Base Project: Human factors and control regsues
resolution related to NEI working group (Work Order
065138)

b. éﬁ%gaﬁwkbai% LR 2 IR 2 BRI

prof

|

NES/

New 2009 Base Project. Technical Guideline forld-ie
Programmable Gate Arrays (FPGA) for safety appbost
(Work Order 067933)

2009 Supplemental Project: Platform pre-qualifaratfor
Toshiba FPGAs per existing EPRI guidelines for
pre-qualification of programmable logic controllef@/ork
Order 044111)

2009 Supplemental Project: Reactor Protection e8yst
(RPS) / Engineered Safeguards Actuation System ABpF
generic specification requirements for upgradingnBostion
Engineering (CE) plants (Work Order 059321)

2010 Proposed Base Project: Increase reliability o
critical-to-power-production digital systems (Wo®rder
TBD)

C. g~ YRR [NFL PSR U & 2 PR

]

E /UL

2009 Base Project: Cyber-security requirements &
implementation guidelines (Work Order 065770)

2009 Base Project: Update EMI guidelines for
high-frequencies.  Joint project with Advanced Nacl
Technology program (Work Order TBD)

2009 Supplemental Project:  Wireless instrumematio
standards, qualifications and testing project wiivanna



River National Lab for control of a nuclear fuektsy facility
using highly encrypted wireless (Work Order TBD)

B 2009 Supplemental Project: Control room modifimasi
planning and human factors guidance applicationlantp
specific support (Work Order 055606)

B 2010 Proposed Base Project: Human factors cortayh
engineer’s guide (Work Order TBD)

d. JE5— RYEHI) > RS R EdE T I puSR e

AR -

g[g',ﬁjig((/[ﬂ :

B 2009 Base Project: Digital I&C good practices lohsa
operating experience (Work Order 061695)

B 2010 Proposed Base Project: 1&C project database f
completed digital upgrade implementation (Work Q@rde
TBD)

B. §F‘4 f "‘I%ﬁﬁjﬁ‘ %‘“@E@’ﬁ%ﬁfj EX: S
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B 2009 Base Project: Information infrastructure faimize
plant equipment reliability. Joint project with hg Term
Operation program (Work Order TBD)

B 2009 Base Project: Advanced instrument monitoring
calibration reduction (Work Order 053403)

B 2009 Base Project: Guidelines for wireless teobgiels
and integration with equipment condition assessragstems
(Work Order TBD)

B 2009 Supplemental Project: Wireless communications
technical requirements for nuclear power industssea
applications (Work Order TBD)
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B 2009 Supplemental Project: Technical specificatbange
guidance for safety-related instrument calibratioterval
extension - plant specific application support (KV@rder
TBD)

B Available Supplemental Project:  Wireless sensoos f
optimizing component / reliability in nuclear powplants
(Work Order TBD)

b. fimﬁ:%@rﬁE'Jﬁ]%i(simulation)\ fi' b {™(visualization)- »
LI T E"J‘JE&—?‘&P‘;%@E . FHEXW [ [y Ao =
P o
OIS U

B 2009 Proposed Base Project: 1&C, human factorgl an
information technology to support long-term operatiof
nuclear power plants. Joint project with Long Term
Operation program (Work Order TBD)

B Available Supplemental Project: Simulators  and
simulations capabilities for design and testing (k\VOrder
TBD)

A0 4 -

FUAS R 2 A el PP o e ot FH » & {ﬁﬁE F{fjﬁ@%ﬁé
5ijl{li-:IF[Jo ':[T ’Z,L(F[J_:r_rm SL’ETFJ I/HIJ P"J Fh = — ,\‘F[k/,!/

Lpuﬁisaﬁﬂl | R B gﬁ[J%WiP RS -
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a. EIEIQ “E El&glj%ﬁ” (design for replacement)3i ﬁﬁ[?%
Eiﬁrw BlEs {&E‘IJ

T Fﬁﬁ”i pnﬁiﬂf CEERIORE PR
T%&THJJ | R A AR R [
Eifer gy

B 2009 Supplemental Project: Developing an I&C
modernization strategy — plant specific applicatsupport
(Work Order 066684)

B 2009 Supplemental Project: Digital upgrade tragniw/ork
Order 054266)

B 2009 Supplemental Project: Lessons learned frogitadi
upgrade operating experience workshop (Work Ordd)T

B 2010 Proposed Base Project: 1&C expert knowledgeeas
(Work Order TBD)
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B Available Supplemental Project: EMI / RFI trainifiyork
Order 056251)

B Available Supplemental Project: Control room thagn
(Work Order 058324)

B Also available via Plant Support Engineering Progra
multiple training modules, guides etc.

2. BRHERHEHEH F (Obsolescence Management)fiU iy
FIR

B Instrumentation and Control Strategies for Plant&Viand
Fleet-Wide Cost Reduction: Utility Application Geilihe,
EPRI - 1018109 , September 2008

B | & C Obsolescence Management Strategy: Pilot Stadg
Lessons Learned , EPRI — 1015083, July 2008
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Bhit < 55 1% Class 1E Safety, Critical Non-Safety General
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C. R (~RiFst
ot R VR [Z R F'ﬁdﬁgﬂ?\fwﬁﬂﬁwﬁ;#’*ﬁyﬁ?*‘h |
i BEEF[%D e AR (Risk Informed Asset Management ,RIAM )
RIS S BT | (v 7 1

S P TE (2 RS 4 ST | B
42 O D S A OV R
PO (RS SHBIRTIR e

A4 i e 'J$'”‘I'“E'¥?a+ I B Y ’Ei\iiﬁﬂtﬂi' ,
Tk Eg@ﬁu] I ,F:TJL%%%; ORI A =
AR 10 FI ISRl R < i » A E;f J_:T—Fav’ﬁ

mlj E‘[EI%Q Ko iFJ%ﬁF ”ﬁﬁﬁkﬁd Fﬁ‘&?’gﬁ FRE IR ?ﬂj ) TI'IJ?J
R -
RIAM E{%ﬁl¢ ﬂ,{[;}*ﬁy[m qgﬂl(a)t’p?qf o

a) RIsk Informed Asset Management
Framework (From EPRI 1009632)
ettt
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Mot /Dumhuu
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éﬂa’am Risk
Assessment (GRA)

b) I1&C Modernization Influences

Extarnal Influences

| — A;sset Value

Operafing Price Fors

Marging [8.4.3)
Recuced ILC fFalure Sales T T
Erharced |

PREUADIRY  sopyity Based Costing|e.d 1
& Piant svallability(s.4.2) 1ty gy
mioroves hisazune d Ine Condition Eased Monforrg
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uced ILC Falure Rade

5 s
Edued Sy 'l""l:'l:r: e

1&C Modermnization Influences
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3. RSFHT A
%ﬁ%@wj 1% (Critical Digital Review ,CDR*&JE%‘}?&H?]‘ . Fﬂ['ﬁ[“ﬁ#ﬁ I
Y
W R EE Y [
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(DIt 5% 7 38 1 e

@7 ROV 122 SR -
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(CDR Penetrates the Technical Shell to Investig&ehavior
Mechanism)

CDR S [~ ff— FERM: » G 0 R i 30
W10 P O ~ DR K S AR R O -
CDRVEH Tl )™ = ﬁl]ﬁ[ tH HIE fE AR o

"Astute" Technical

. Perspective
Technical L
ET v Process Deficiencies
=xceflence N - _yConceptual Problems
\ = oy Design Problems
s v Silent/Obscure Failure Modes
Technical Shell . \ o "y Customer-Vendor Confusion
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/ v \
Digital Technical Core
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B. E'?*if'ﬁlig??‘f%ﬁj ’ ‘EJ%EJ %E%Elﬂiiﬁﬁ] (Critical Digital
Review , CDR)fVE [ #IEZ8f [iF «
a’f| 3?%"[\% :
m ﬁ[i%Fegj%?ﬁTu?fgf& T Ak = B ASTE! o
[ ] [Eﬁ; [ ufF (foreseeable events){[i4 fﬂﬁfﬁlﬁﬂﬂ JEFFE” SLb)
EFal iy (o fgs - Bt 6 J‘ﬂﬁbﬂﬁ“ﬂ@ PR R B
Fel?sgi At (silent) nyﬁﬁlﬁ*
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@ ﬁé Jﬁ(conflguratlon management)
©® fir R oL wEEE
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@ Eﬁ%&'3ﬁﬁ‘iﬁ§§fﬁ'lfi£l?é(basis)
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D. Bt B[ fY RS R

Some Advantages and Disadvantages of Digital 1&C Technology

Advantages of Digital Replacements Concerns and lssues
More accurate and less susceptible to drift Becomes chsolete faster
Much sasier to troubleshoot many problems, Harder to troubleshoot some problems
e.0., via automated fault diagnosis. because of complexity and intermittency

Maodular and more scalable (state dependent behavior)

Data is more available to cutside systems for More challenging to determine root cause

archiving and trending In non-redundant systems, one processor

Data from one system can be used by another failure can cause the loss of muktiple loops

syatem to aid in anticipatory contral. Easier to make changes to an algorithm
Easier to make changes to an algorithm (configuration management challenges)
(flexibility) Peripheral activities (e.qg., file transfer) can
slow down highway communications needed
for control — administrative restrictions are
essential.

Mare functionality can be built in (e.9., powerful
diagnostics, quality checking, etc)

Few spare Parts —relatively few different
modules are capable of peforming many
functions. Enhanced importance of configuration

High availability management.
SOA requirements more challenging due to
software complexity

Database corruption.

Low operation and maintenance costs
Archiving of all process variables for analysis
Following benefits require a plant-wide or
agoressive approach fo fully reakze:
Easy-to-use operator interface based on Video | ®  Linkto information netework

Display Units (VDUs) » Corflicts between security, performance
Improved fault tolerance and sase of use.

Licensing risks when O&M concepts change
Paotzntial Cyher Security vulnerabilities

Improved surveillance testing
Patential for High degree of automation

Staff recruiting and retention is simplifisd.

(Z ) EPRI Charlotte Office ?’3?5
LERH -

EPRIF1 19855 & » A= @i i ¥ (= § o4 R
T (E ﬁ**[ﬁ[ 'Eﬁmﬁru%mﬁuﬁ o Tt 2001£F ,

F 12D il L*F[Iaﬁ ,ﬁﬂmzz,{“ ;gﬁ@a @f@pﬁgugfgj E §
bl EI'U’FfJIZI'L s IR *J‘s‘»jf‘:j“ EPRIEJ’ﬁJIJ‘*

@Yy %z’ﬁ’fﬁl‘d 75

@ﬁt;@* i i p@a;—r%ﬁ

@= NEI - INPOb NRC Zr g I 3 5§ P ¥ (= A p e
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g o by f@t[«'*ﬂ@\ [ #=7) fr(Initial Line Resonance
Analysis, L|RA§1‘EE;§ At R
A. %E{F%ﬂﬁﬁp i
W SUEERRL = R RUEY i iﬁlg‘?ﬁ'ﬁ*ﬁﬁﬁﬁﬁk’?‘/ “"55:7”
U T SR R AT 0 "ﬁ"
M@FﬁWﬁwwﬁdp@@mw%ﬁw*ﬁ@mm
m pfgpuﬁi [F‘,}firmrl?[fﬂ*r K ’E“?L%E'(indenter) - B
PP ai e PR b (PO o T TRV
|
-w?@M%gw#rﬂﬂﬂme#r%%@ e
-LmAB | R BT A [ o LRl T R
e fEn] lﬁ[m%ﬂg,ﬁzng“ ujtFj#L ) E v[l[%’g EER I INE
;FJF; . ¢ [ I ﬁfﬁﬁ‘uﬁ&l}lﬂﬁdﬁIﬁyml'iﬁfw TR
FAE S 5 .Pﬁ Hﬁﬁﬁ@ﬁﬁfimﬁf
- FJ S 9@‘@”5’?{' o A Y I R
P & @ﬂ‘tﬁ TEHP E%FI}IJ‘WL[ °
e qgﬂlypm :

Line Resonance Analysis (LIRA)

» System Developed by Institute for Energy Technology
(IFE) (Halden Reactor Project, Norway)

* EPRI sponsored work with IFE proved LIRA could detect
and locate thermal damage from cable terminals before
cable is beyond its qualified life

* White noise is applied to cable and resonance points and
associated phase angles are evaluated to locate damage

and assess severity - 495 [200
] 350
30
%’z'gecrmmation .
enetratiofn | .
B 20.0-h (T Terr;:unanon
1
w 15 0 ‘, \1 Damage i
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Indenter Modulus of CSPE Aged at 150°C For 504 Hours (Figure 5-3,
TR-104075) (Severely over aged above 100 N)
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Water Has Multiple Effects

» Water permeates insulation
systems with time

» Water slowly causes electro-
chemical and electro-
mechanical breakdown of
energized MV insulation =
leading to early failure Failed Wet Cable

» Water corrodes conductors
and shields

» Water, especially salty water,
corrodes support structures
(road salt and brackish water)

» Keeping underground cable
systems free of water

supports long term operation Water Dripping from

Inside of Cable

Corroded Conductor

(B5B)
EPP(2I | Rt o
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= OLM Timeline

On-Line Monitoring Overview

2004: EPRI On-
1993: 1998: EPRI Line Monitoring
Instrument submittal to Implemen-
Monitoring NRC for tation Project
and instrument Ends 2007: EPRI Tlfunded
Calibration calibration instrument 2004: ECA with Prognostics R&D begins
Program reduction calibrafion On-Line -
(ICMP) reduction Monitoring 280K .
Technology ‘ —SmorrCor:npopent demonstrafion )
-OLM of vibration data demonstration
Evaluated *
|
1990 1992 1994 1996 1998 2000 2002 2004 2006 2008 2010 2012
2000: EPRI 2001: EPRI On- 2009:
Instrument Line Monitoring -Nuclear participation in FWMIG
Monitoring Implementation Antegration of OLM with Thermal
and Project begins Performance Monitoring
Calibration
Users Group 2006: EPRI Fleet-Wide Monitoring
Interest Group (FWMIG) officially
formed

FOWER
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