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Annex G2
10f2
APEC PROJECT FORMAT
Progress Report on APEC Projects
[ 1 Operational Account [ 1 TILF Special Account [ 1 APEC Support

Fund

Project number: Date received by Secretariat:

Name of Committee/Working Group:
Security and Prosperity Steering Group

Title of Project:
APEC TEL PKI/E-AUTHENTICAITON Training Program

Proposing APEC Economy: (1)Chinese Taipei

Co-sponsoring APEC Economy (ies) (2)Thailand (3)Malaysia(4)Peru

Project Overseer: Name, Title and Organization (M/E)
Mr. Pai-Por, Wang

Chairman, Chinese Taipei PKI Forum

Postal address:

i . i Tai Tel:+886-2-2392-5090
TTF Building, 7F, No.22, AiGuo East Road, Taipei, Taiwan Fax:+886.0-2392-1752

Email: anitakuo@itri.org.tw

Financial Total cost of proposal (US$): Amount being sought from APEC Central

Information Self-funded, over 400,000 US dollars Ecl:r?: (US$):

Type of Project: [0 seminar/symposium [  short-term training course 0 survey or analysis

and research  [] database/website M others (Please specify) long-term training
program
Project start date: November, 2006 Project end date: October, 2009

Brief description of Project : its purpose and the principal activities (including when and
where) :

The project contains two parts: “APEC TEL PKIl/e-Authentication Training Center” and “Annual
PKIl/e-Authentication Advancement Survey”.

The APEC TEL PKIl/e-Authentication Training Center has been initiated in Taipei in 2006 as the
linkage platform for exchanging PKl/e-Authentication experiences worldwide. With support and
recognition shown by the survey and the participants, APEC TEL PKl/e-Authentication Training
Program not only benefits the attendees themselves but also help expedite the PKl/e-Authentication
advancement in their respective economies.

The mission of establishing APEC TEL PKl/e-Authentication Training Center is to explore, review and
identify the most practical approach for managing and operating program tasks. And furthermore,
encourage PKl/e-Authentication know-how and capability built-up via comprehensive training
investment and strategic promotion, and benefit PKl/e-Authentication prevalence and information
security in e-Commerce.
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The Annual PKl/e-Authentication Advancement Survey among APEC economies will help understand
level of PKl/e-Authentication development and PKl/e-Authentication implementer cultivation, and the
on-going actions or effective approaches to PKI/E-AUTHENTICAITON advancement in the
respective APEC economy.

2008 PKIl/e-Authentication Advancement Evaluation Report based on input from member economies
of APEC TEL and applicants of “2008 APEC TEL PKIl/e-Authentication Training Program” will be
completed in October. 2008 APEC TEL PKI/e-Authentication Training Program will be held in Taipei
during late October to early November.

Signature of Project Overseer:

Wemg (P O

(Separate written confirmation acceptable for email submission) Date: 18, March, 2008

Signature of Committee Chair/WG Lead Shepherd:  (Not applicable to Progress Report
and Evaluation Report)

(Separate written confirmation acceptable for email submission) Date:
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Annex G2

Progress Report on APEC Projects

20f2

Status/Progress and Problems

Current status of project: On schedus/No) Within budget (Yes/No) N.A.

Objectives

How do results of the project thus far (if any) compare with its expected results? Include your
results thus far (if any) relative to quantitative measures you proposed in paragraph 1 (and 25) of
the project design proposal.

Chinese Taipei has initiated the APEC TEL PKI/E-AUTHENTICAITON Training Center in 2006. 2007
APEC TEL PKl/e-Authentication Training Program was held during September 28 - October 4,
2007 in Taipei. There were 24 participants from 10 APEC member economies : Chile, Indonesia,
Malaysia, Mexico, Peru, Philippines, Russia, Singapore, Thailand and Vietnam, and guests from 8
non-APEC economies : Argentina, Bahrain, Guatemala, India, Jordan, Panama, Poland and Slovakia.
It has brought all attendees a much deeper understanding of the global PKI/e-Authentication market
demands, and to enhance more international communications and exchanges.

From the feedbacks that were responded by attendees of 2007 APEC TEL PKIl/e-Authentication
Training Program, the most concerned subject is how to enhance the PKl/e-Authentication
development by international cooperation. The result of “2007 PKl/e-Authentication Advancement
Survey” shows that it is generally aware that the investment and development of PKl/e-Authentication
will be expanded in the cyber world.

This year the survey topics will be focused on the status of PKI applications and CAs(Certificate
Authority) in APEC member economies, and the opinions of international cooperation. The survey will
be circulated by HODs, APEC TEL, from 1st April, and all the survey responses will be collected by
12th May. 2008 PKI/e-Authentication Advancement Evaluation Report will be released at APEC TEL
38.

The enlistment for 2008 PKl/e-Authentication Training Program will be launched in August. 20
attendees will be selected. The courses will be focused on PKl/e-Authentication applications and
experience sharing, and international cooperation discussion will be also included. Every attendee
will receive a certificate given by the chair of APEC TEL. 2008 APEC TEL PKl/e-Authentication
Training Program will be held in October in Chinese Taipei.

Linkages, Methodology, Budget

Describe any problems which have arisen and how they were resolved, including changes in
schedule or revised dates, budget changes, changes in participation, or additions or deletions of
activities.

The number of participants in 2008 PKI/e-Authentication Training Program are supposed to be 20,

but owing to the better usage of the budget, APEC members will have the first priority to join the
program, and the rest will be open to those PKIl/e-Authentication developing areas worldwide.
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Gender Considerations

Provide a brief description of the impact of the project on women to date.

N.A.

Provide details to show how women have been consulted on the delivery of the project.
N.A.

What kind of sex-disaggregated data has been collected and used for the project?

N.A.

Progress since last report :

2007 APEC TEL PKl/e-Authentication Training Program was held during September 28 - October 4,
2007 in Taipei, and 2007 PKIl/e-Authentication Advancement Evaluation Report and 2007 summary
report were completed at APEC TEL 36. “2008 PKIl/e-Authentication Advancement Survey” document
is available at the official website of APEC TEL 37. “2008 PKIl/e-Authentication

Training Program” is under planning and scheduled to be held in late October.

Notes: - All Committee and Working Group projects, irrespective of their source of funding, should
be reported to BMC.
- Please mark “N.A.” if any item is not applicable.

- Name of Project should be identical with the name stated in the project proposal.
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37th APEC Telecommunications and Information
Working Group Meeting

Tokyo, Japan

23-28 March 2008

AGENDA
Security & Prosperity Steering Group (SPSG)

March 26
1400 - 1700

March 27
0900 - 1200

1. WELCOME AND INTRODUCTION - Review and adoption of agenda

2. REPORT OF WORKSHOPS

a) ICT Products and Services Security Workshop (Japan)
b) Workshop on Policy and Technical Approaches against Botnet (China)
¢) Handheld Mobile Device Security Workshop (Malaysia)

3. PROJECT UPDATES AND REPORT

a) Building a Culture of Security — Corporate Policy and Management Issues (New Zealand)
b) Strengthening Effective Response Capabilities Among APEC economies (Korea)

¢) Judge and Prosecutor Cyber Crime Enforcement Capacity Building Project (USA)

d) Voice over IP (VoIP) Security Guidelines (Australia)

e) Information Security Certifications Assessment Guide (Australia)

f)  International PKI and e-Authentication Training Program (Chinese Taipei)

g) Guide on Policy and Technical Approaches against Botnet (China)

h) Cyber Security Exercises (USA/Korea)

4. OTHER UPDATES ON SPSG ACTIVITY

a) The StopSpamAlliance (www.stopspamalliance.org)

b) 2" Internet Governance Forum, Rio de Janeiro, Brazil
c) ITU’s High Level Expert Group (HLEG) to develop the Global Cybersecurity Agenda
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5. SPSG REPORT ON OUTREACH ACTIVITIES

a) Report on the 24™ WPISP-OECD meeting, Paris, France, March 3 & 4, 2008
b) Report on APCERT Conference, Hong Kong, March 12, 2008

6. DISCUSSION ON COLLABORATION WITH THE WPISP-OECD

a) APEC TEL — OECD on Malware
b) APEC TEL — OECD on Indicators for Security and Trust

7. NEW PROJECT PROPOSALS FOR TEL 37
a) Cyber Security Awareness Raising Project (Australia/USA)

8. MALICIOUS ACTIVITIES AND MISUSE OF THE NETWORK
INFRASTRUCTURE

*Updates and Presentations are invited

Economies are encouraged to provide written reports to be uploaded onto APEC TEL 37’s website.
(www.apectel37.jp). Oral reports should aim to flag major issues only. However, if economies
have initiatives that would be of benefit and value to other economies, you are invited to present a

paper but it must be concise.

9. EXAMINATION OF THE SECURITY IMPLICATIONS OF EMERGING
TECHNOLOGIES

*Updates and Presentations are invited

Economies are encouraged to provide written reports to be uploaded onto APEC TEL 37’s website.
(www.apectel37.jp). Oral reports should aim to flag major issues only. However, if economies
have initiatives that would be of benefit and value to other economies, you are invited to present a

paper but it must be concise.

a) Virtual World — Nick Elsmore (SIFT, Australia)

10. EXAMINATION OF ISSUES CONCERNING SUBMARINE CABLES
*Updates and Presentations are invited

Economies are encouraged to provide written reports to be uploaded onto APEC TEL 37’s website.

(www.apectel37.jp). Oral reports should aim to flag major issues only. However, if economies
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have initiatives that would be of benefit and value to other economies, you are invited to present a

paper but it must be concise.

a) Australia
b) Malaysia

11. ECONOMY REPORTS

*Updates and Presentations are invited

Economies are encouraged to provide written reports to be uploaded onto APECTEL 37’s website.
(www.apectel37.jp). Oral reports should aim to be flag major issues only. However, if economies
have initiatives that would be of benefit and value to other economies, you are invited to present a

paper but it must be concise.

a) VoIP Security Policy Drive (Korea)
b) Wireless Security (Australia)

12.  MATTERS ARISING
a) APEC Seminar on Protection of Cyberspace from Terrorist Use and Attack - Proposed Joint
Seminar by APEC TEL and CTTE, Jeju Island, Korea, June 2008 (Korea)

b) TELMIN 7 — Discussion on SPSG elements to the Ministerial Direction

13. MEETING WRAP-UP - Other Business
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