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摘要
行政院衛生署自82年起規劃分階段實施國內外藥廠的確效作業，94年12月10日止已推行到國外藥廠第三階段（主要為電腦確效）。身為GMP稽查員，選擇美國國際醫藥品製造工程協會所開辦的2項訓練課程，期充實本身對優良自動化製造作業第四版（GAMP 4）的電腦確效及美國電子紀錄及簽章規範（21 CFR Part 11）實務運用的認識，並加強對美國及國際間電腦確效的相關規定與管理趨勢的瞭解。
GAMP 4 對電腦系統或電腦化系統之軟體分為5級，硬體分為2級，各依風險評估結果，規範各系統生命週期中所需執行的驗證項目。電子簽章及紀錄則為因應無紙化時代，規範GxP 法規中敘明需要保存及簽名之文件，以電子形式建立、保存及流通時的相關要求。
關鍵字：電腦確效、電腦化系統確效、電子簽章、電子紀錄、Computer Validation、Computerized System Validation、GAMP 4、21 CFR Part 11、GMP
1、 目的: 

本次筆者所參加的訓練課程為International Society for Pharmaceutical Engineering（ISPE，國際醫藥品製造工程協會）在佛羅里達州坦帕市的開辦二項GMP訓練課程。課程名稱為Practical Application of Computer Systems Validation Using GAMP 4（優良自動化製造作業第四版於電腦確效作業之實務運用）及Complying with 21 CFR Part 11 - A Risk-Based Approach Using the GAMP Good Practice Guide（符合聯邦法規第21類第11部(即電子紀錄及電子簽章規範)-風險概念下之優良自動化製造作業第四版之運用）。選擇此2門課程的動機起於行政院衛生署自82年起規劃分階段實施國內外藥廠的確效作業，至目前已推行到最後一個階段，也就是要求輸入藥品的製藥工廠，必須完成全面性確效（其中主要重點為電腦化系統確效的要求），並應於94年12月10日前應檢附電腦確效相關資料至筆者服務單位-行政院衛生署藥物食品檢驗局核備，為了業務需要並加強電腦確效方面的知識，於是利用申請經濟部聯合技術協助訓練進修實施計畫的機會，赴美學習。
2、 訓練過程
ISPE於1980年成立，是個非營利性的全球會員組織，該組織為製藥工程產官學界提供有關製藥技術之訓練、教育及國際GMP相關法規及趨勢之資訊，目前已擁有來自全球80餘國，逾2萬2千名的製藥業會員。該組織的目標為加速製藥工程之創新，並提供會員發展專業技術及交流實務經驗機會，並致力於與全球衛生主管單位的合作。該組織之官方網站為：http://www.ispe.org/，會員及非會員均可至該網站瞭解目前ISPE及製藥工業GMP的最新動態及教育訓練課程時間表；該網站不時提供最新法規或技術資料供會員下載，以及提供會員線上學習的服務。ISPE每年提供多項教育訓練，訓練方式有實體面授課，也有線上教學，其課程內容繁多，包括企業經營（研發及製造、專案管理、製造策略）、製藥技術發展（清潔、微生物、自動控制、設備規格及設計、臨床試驗）、設施與工程（水系統、空調系統、廠房設計及建造）及法規與品質（與衛生單位互動、稽核、驗證與公共安全衛生、電腦確效、優良製造規範、優良實驗室規範、法規與稽核）。實體面授課程在主要在美國舉行，另也在歐洲及亞洲陸續開辦，以方便全球會員參與。

本次行程於12月4日抵達訓練地點，即開始緊湊的4日訓練，12月5～6日課程為「優良自動化製造作業第四版於電腦確效作業之實務運用」，12月8～9日課程為「符合聯邦法規第21類第11部(電子紀錄及電子簽章法)-風險概念下之優良自動化製造作業第四版之運用」，上完課隨即於12月9搭機返國。
本次2項課程的講師，為同一人，即凱特湯森小姐（Kate Townsend）她服務於美國Business Edge Solutions公司，為該公司法規與確效部門的副總，湯森小姐在確效及電腦領域已有20年經驗，並且一直參與ISPE 電腦確效專業顧問，在藥學相關國際會議也常能聽到她的演講，算是在這一專業中相當活躍的人物。這次接受她4天的授課，對她的專業知識十分佩服，課程講解方式也非常活潑生動，帶動學員熱烈的討論，獲益良多。
成行之前還有一段小插曲，ISPE雖為非營利單位，但其課程費用卻相當高，參加一項2天的課程即需美金1,685元，筆者想報名的2項課程原需3,370元，遠超出經濟部規定的費用範圍。感謝電子郵件的便利，筆者寫信去ISPE表達參加意願及公務員身份，馬上便得到善意的回應，最後以2項課程650元美金的費用成行。這項靈感來自過去參加藥學相關國際會議，往往在報名表找得到為政府機關人員所訂價格「Government Rate」，而且通常比學生價還低，因此本次課程報名表上原來雖沒有訂 Government Rate，最後透過詢問，還是拿到最有利的優待價格得以成行。
以下將兩堂課所學重點敘述如下：
課程一、Practical Application of Computer Systems Validation Using GAMP 4

這項課程以講課及小組討論並重方式進行。學員領域來自確效部門、電腦資訊部門、自動化部門及品質部門等，學員多來自美國，但有四位來自丹麥及我一位台灣學員。主要教材是ISPE出版的「GAMP Guide for Validation of Automated System-第4版（GAMP4）」及ISPE編寫的投影片講義。課程開始首先老師要學員先自我介紹，為利討論先將學員依人數及專業領域分組，即開始課程。GAMP是 Good Automated Manufacturing Practice的縮寫，自動化機器（電腦控制）的優良製造規範，因此GAMP就代表電腦確效或電腦化系統確效。所謂確效，依據WHO GMP 定義「有文件證明的行動，能證實任何程序、生產過程、設備、原料、活動或系統確實能持續穩定導致預期的結果」。
（1） GAMP 4 概述：GAMP的發展起自於1991年，是專為製藥、醫療器材及醫藥生技產業所用之電腦化系統發展出來的規範。GAMP 4 的主題包括：電腦系統生命週期、規劃、風險評估、使用者與供應商合作關係、規格、可追溯性、設計回顧、正式測試及驗證及文件管理。GAMP電腦系統規格及測試基本架構圖如圖一。電腦系統起源自使用者之需求，因此使用者先訂出需求規格，然後寫成功能規格，接著就能寫出設計規格，據以建立系統；系統建立後先執行安裝驗證，安裝驗證是與設計規格相對應，驗證系統是否符合設計規格；其後執行操作驗證，本項是驗證是否達到功能規格；接著必須測試性能驗證，性能驗證即是驗證系統是否能符合使用者規格。GAMP將產業所用的電腦化系統軟體分為5級，Category 1～Category 5類的電腦系統分級及確效驗證項目詳如表一。GAMP並將硬體分為2級其分級及驗證項目如表二。
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圖一： GAMP電腦系統規格及測試基本架構圖
表一：GAMP 4 電腦軟體分級及其確效驗證項目
	類別
	電腦系統
	驗證項目

	Category 1
	Operating system作業系統

	系統名稱；
軟體版本；
安裝驗證（IQ）

	Category 2
	firmware韌體（standard and smart instrument標準或智慧型設備, micro controller微電腦控制器, PLC可程式化電腦）
	系統名稱；
軟體版本；
安裝驗證（IQ）；
表面配置（Configuration）；
操作驗證（OQ）；
變更管制；

	Category 3
	software package套裝軟體
	系統名稱；
軟體版本；
安裝驗證（IQ）；
使用者需求操作驗證（OQ）；
表面配置（Configuration）；
操作手冊的易取得性（accessibility）

	Category 4
	configurable software package可表面配置的套裝軟體

	需提供標準界面及功能；
能依使用者特定操作表面配置；
軟體開發相關的品質保證管理系統；
軟體及其平台需為大眾所之的
應用軟體3Q驗證；
可能需要客製模組；
變更管制

	Category 5
	be-spoke system (custom built)客製化的系統

	品質保證管理系統；
全系統的3Q驗證；
通常需要供應商查核；
需制訂其生命週期確效計畫；
變更管制


表二：GAMP 4 電腦硬體分級及其確效驗證項目
	類別
	電腦系統
	驗證項目

	Category 1
	標準化硬體

	1. 文件化製造商或供應商的詳細資料及版本
2. 安裝驗證
3. 紀錄模型（Record model）、版次、預先組合硬體之序號（serial number of pre-assembled hardware）
4. 可利用硬體資料表（hardware data sheet）或其他規格表示封故單位（sealed units）
5. 變更管制及表面配置管理（configuration management）

	Category 2
	客製化硬體
	1. 如 Category 1的各項，以及，
2. 設計規格
3. 應接受允收測試
4. 供應商硬體開發評估
5. 不同來源硬體組合應經過相容性驗證
6. 設計文件應定義相關表面配置（Configuration）
7. 安裝驗證


（2） 電腦確效計畫書：符合GAMP 4的電腦化確效的要求，首先需有電腦確效主計畫書。完整的電腦確效主計畫書應包含全廠電腦系統整體描述及相互連結之關係、評估各電腦系統是否需遵循GxP規範、確效策略、變更管制、標準作業程序及人員訓練、文件管制、範本、參考資料及名詞彙編。各電腦系統則分別準備電腦確效計畫書，包括系統變更管制、維修校正、保全作業、異常事件管制、人員教育訓練、定期評估、性能驗證、再驗證頻率及相關SOP。
（3） 電腦系統生命週期之確效：指電腦系統從規劃至除役的完整生命週期所需執行之需求訂定、設計開發、規格與驗證、文件管理、監控、修改與維護、及確效狀態維持與變更管制。相關步驟及各步驟實施項目如表三。
表三：電腦系統生命週期之確效步驟及實施項目
	步驟
	實施項目

	規劃
	依據風險評估結果及GAMP系統分類準備確效計畫書

	規格制訂
	訂定需求規格，設計之審核

	撰寫3Q測試計畫
	測試執行項目文件化

	執行3Q測試
	執行測試並記錄測試結果

	審核
	審核測試結果是否符合預訂規格，為測試結果報告下結論


（4） 風險評估：風險評估之面向需包括電腦系統風險、產品品質風險、法規之符合性及企業風險，亦即技術層面、法規層面以及企業管理層面均需兼顧。風險評估之執行、評估結果及最終決定皆須保留紀錄。GAMP的風險評估依電腦系統軟硬體之分級等級、系統與GxP的關連性、系統出錯的可能性、系統出錯的可偵測性等因素，以量化方式求得之風險級數，來決定是否實施確效並決定確效實施的廣度、深度、優先順序及需挹注的資源多寡。量化方式分為風險分級（Risk Classification）評估及風險優先順序（Risk Priority）評估。風險分級係依據系統錯誤會造成企業影響（Business Impact）程度大小及風險發生可能性（Risk Likelihood）等2個因素各分低中高三等級之矩陣求得風險分級屬1、2或3級，第1級風險為風險最大，第3級風險最小。風險分級矩陣如圖二。風險優先順序則是依據前所求得之風險分級級數及風險可偵測性（Detectability）之低中高等級2個因素之矩陣，即可求得之風險優先順序之低、中、高順序。風險優先順序矩陣如圖三。
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圖二：GAMP 4 風險分級（Risk Classification）矩陣
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圖三：GAMP 4風險優先順序（Risk Priority）矩陣
經過上述有系統的訓練課程，將來應用到稽查藥廠電腦確效實務，相信更能掌握稽查焦點：例如，查閱包含電腦確效的策略的相關文件，瞭解藥廠用用哪些電腦系統？藥廠是否評估電腦系統（包含軟硬體）的供應商，及如何評估？這些系統對產品品質及病人安全的影響程度為何？瞭解藥廠電腦系統的GAMP分級，檢視各級數的電腦系統清單，從其中選定幾個關鍵性的系統，調閱相關文件如SOP及報告、檢視其系統使用權限、安全性、人員訓練、資料備份與災變回復計畫等，來執行電腦系統確效的稽查。
課程二、Complying with 21 CFR Part 11 - A Risk-Based Approach Using the GAMP Good Practice Guide

這項課程以講課為主並穿插部分小組討論方式進行。學員領域來自確效部門、品質保證部門、電腦資訊部門、工程維修部門等，學員同樣以美國人居多，另有四位來自丹麥、一位來自加拿大及我一位台灣學員。主要教材是ISPE出版的「A Risk-Based Approach to Compliant Electronic Records and Signatures」及ISPE編寫的投影片講義。
CFR是美國聯邦法（Code of Federal Regulation），21代表第21類即與藥物食品類，Part 11代表第11部其標題為「Electronic Records; Electronic Signatures」即電子紀錄及電子簽章之相關規定。
GMP要求的紀錄一向均指書面紀錄，並需有相關執行及負責人員手寫簽名及簽註日期。隨資訊系統的發達，業界於1991年開始向FDA提出因應無紙化時代的來臨，GMP的要求應該有些新的配合規範，以供遵循。於是FDA在1992年成立一個Task Force Subgroup來與業界討論，並研擬相關草案供業者提出修正建議。經過數年廣納意見，Part 11於是在1997年8月20日生效。對FDA來說，Part 11可用來確保電子簽章與電子紀錄之使用能夠等同於紙筆簽名與紀錄並值得信賴；對業者來說，則可以加速資訊交換、大量減少資料儲存空間（代表降低成本）、減少人為失誤機會及更易於搜尋、整合資料及分析趨勢，隨之而來的是改進製程管控並提升產品品質。
但是使用電子紀錄也有下列風險必須考量：軟體設計可能導致資料的解讀因人而異或易生誤解、資料能被輕易改寫並不被發覺，亦即不易保留原始資料的完整性、電子簽章易被盜用、電子資料可能在彈指之間被刪除、資料能更容易被更多人取得（但這也是電子紀錄的優點之一）。因此Part 11的目的為減少造假與錯誤的機會並增加偵錯的機會；此外，FDA的稽查人員，也會視情況要求調閱紙本，以核對資料的完整性與正確性，確保在電子化之紀錄，仍能符合GMP的要求。
Part 11分為3個部分，Subpart A為總論；Subpart B為電子紀錄相關規定；Subpart C為電子簽章相關規定。
（1） Subpart A - 總論，明訂Part 11的範圍、實施及定義。其內容及重要定義如下：
Part 11規範的電子紀錄與電子簽章範圍僅限於法規中已明文規定（Predicate Rules）需予以保存之紀錄及須有簽名並簽註日期者（例如GxP規範），且法規條文中必須明訂哪些紀錄必須保存、紀錄需包含的內容項目、紀錄是否需要簽名及紀錄的保存期限。例如，美國21 CFR Part 211 - §211.180「Any production, control, or distribution record with this part and is specifically associated with a batch of a drug product shall be retained for at least 1 year after the expiration date of the batch or, in the case of certain OTC drug products lacking expiration dating because they meet the criteria for exemption under §211.137, 3 years after distribution of the batch.」。或，以我國的法規舉例:藥物製造工廠設廠標準第八十二條規定「藥廠之每批產品均應有批次製造紀錄，詳載與該批產品製造及品質管制有關之完整資料。藥廠應製作製造管制標準書之精確複印本，核對其精確性，並簽名及簽註日期。」同法第八十一條規定「本編所定有關製造、管制及運銷之所有紀錄，均應保存於適當場所，俾供稽查，並供作至少每年一次評估產品品質標準之依據；其保存期間，為該批產品或最終產品有效期間後一年。但免於標示有效期間者，應保存至該批產品或最終產品出廠後三年。」以上規範中的紀錄及簽署若以電子形式產生及保存，即應符合Part 11 的要求。至於企業的各工廠分散於世界不同時區，為了企業內部共用系統的統一性而無法各廠使用當地時間時，是允許選定一個時區為系統時間，但是必須在該系統的相關文件內明訂。
Part 11 涵蓋的範圍包含藥品及醫療器材之研發、生產、品管、倉儲及運銷等系統，而這些系統的開發人員、維護人員及使用者均應遵守，且應接受FDA稽查。但如果一份文件指是在電腦中製作及列印的電子文件，該文件的生效與使用卻都採紙本形式發行、流通或送審（送交給FDA）的話，該文件還是屬於書面紀錄，因而排除於Part 11之外。在法規明文規定以外所使用的以電子形式之簽章，包括系統登入、某步驟或某程序執行之確認，則屬電子簽章的排除範圍。
Part 11所用的相關定義如下：
1. 「電子紀錄（Electronic Record）」的定義如下：「以電子化形式所建立、修改、維護、保存、取用或傳遞的任何文字、圖片、資料、視聽、圖示或其他資料表示方式之組合 （any combination of text, graphics, data, audio, pictorial, or other information representation in digital form that is created, modified, maintained, archived, retrieved, or distributed by a computer system）」。實際的形式除了於電腦系統建置儲存的資料外，電話錄音（例如客戶怨訴電話）及數位化媒體資料（例如一段示範錄影帶）均可視為電子紀錄。
2. 「電子簽章（Electronic Signature）」的定義為：「由某個人所執行、採用或授權的任何符號或一連串符號編輯而成的電腦資料，可以相當於並與他的手寫簽名合法地連結（a computer data compilation of any symbol or series of symbols executed, adopted, or authorized by an individual to be the legally binding equivalent of the individual’s handwritten signature）」。電子簽章是無法單獨存在，它必須是簽在某個紀錄上，而且該紀錄必須有安全性保護。
3. 「生物測定學（Biometrics）」：「 一種用個體的獨有並且可測量的生理特徵或可重複性的動作來鑑別個體身份的方法（a method of verifying an individual’s identity based on measurement of the individual’s physical feature(s) or repeatable action(s) where those features and/or action are both unique to that individual and measurable）」。包括人的聲紋、指紋及視網膜等，都是獨一無二，可以當作辨識個體身份的特徵。使用電子簽章時，如果不是屬生物測定學性質者，就必須包含兩個構成要素。一般而言，就是常見的使用者登入名稱與密碼為兩個不同的構成要素，必須一起使用才能使系統運作。
4. 「封閉式系統（Closed System）」：「指系統中的內容及電子資料被該系統相關負責人員所控管的一種環境」（an environment in which system access is controlled by persons who are responsible for the content of electronic records that are on the system）。一般而言，藥廠內所使用的各種系統都屬於封閉式系統。
5. 「開放式系統(Open System)」：「指系統中的內容及電子資料不被該系統相關負責人員所控管的一種環境」（an environment in which system access is not controlled by persons who are responsible for the content of electronic records that are on the system）。網路、電子郵件的內容資訊並不由系統負責人所控管，屬於開放式系統。
6. 「數位簽章(Digital Signatures)」：「是利用一套規定及一組變數所計算而得，經由本人驗證及加密方法且可對簽署人員的身份加以辨識之電子簽章」（an electronic signature based upon cryptographic methods of originator authentication, computed by using a set of rules and a set of parameters such that the identity of the signer and the integrity of the data can be verified)。
（2） Subpart B電子紀錄則規範對封閉式系統、開放式系統、電子簽章之顯示及電子簽章與紀錄之關聯要求。共有4條條文：11.10。、11.30、11.50、11.70。
1.
條文11.10 “Controls for closed systems”封閉式系統之管控。規範建立、維護或轉換電子紀錄的人員應確保電子紀錄之保密性、確效、授權使用、易取得性及保存性，系統並應建置追查路徑（audit trail）以便回溯電子紀錄經建立、修正及刪除之動作及其時間。紀錄必須以人可閱讀之形式呈現，且能被FDA人員稽查、審核及影印。紀錄的正確性必須被保護且在紀錄應保存期限內可被存取。作業系統需能檢查並限制系統是依照預訂的順序使用執行。相關人員必須接受適當訓練。
2. 
條文11.30 “Controls for open systems”開放式系統之管控。開放式系統必須（必要時使用加密功能或電子簽章）確保電子紀錄確實性、完整性及保密性。適當時應包括條文11.10之相關規定。
3. 
條文11.50 “Signature manifestations”。電子簽章應含有簽署人的完整姓名、簽署日期及時間及簽署之目的（例如：核准）。閱讀電子文件或列印紙本的人必須能知道文件是否已被簽署及被誰簽署。
4. 
條文11.70 “Signature/record linking”。電子紀錄上的電子簽章或手寫簽名與必須該紀錄緊密相連，簽名不得被刪除、額外複製或轉置。
（3） Subpart 電子簽章則規範簽章的一般性要求、簽章的組成與管控及身份與密碼的管控。共有3條條文：11.100、11.200、11.300。
1. 
條文11.100 “General requirements”一般性要求。電子簽章必須為個人獨有且獨一無二，且不得授予第二人重複使用。授予電子簽章前，組織必須先驗證該人員的身份。電子簽章與傳統手寫簽名之相等性必須為合法的，組織並應繳交書面證明書來宣稱該合法性。
2. 
條文11.200 “Electronic signature components and controls”電子簽章構成要素及其管控。電子簽章可以用生物測定學形式或使用者登入名稱及密碼兩個構成要素來運作。電子簽章必須由其真正被授予的人員使用，不能借用或盜用。一連串的電子簽署可以簡化如下：第一次簽署需使用全部的構成要素，其後一直到登出系統前，允許只用其中一個構成元素（例如：密碼）來進行簽署，但須確保簽署的人為該密碼擁有者；同一人登出後再次登入簽署時，仍須使用全部的構成要素。
3.
條文11.300 “Controls for identification codes/passwords”身份碼及密碼之管控。利用使用者登入名稱及密碼的電子簽章必須為個人專屬，不能與他人重複，以確保其安全性及完整性，可規定定期檢查、更換密碼來提高安全性。使用者身份或密碼被忘記或被竊取，需核發臨時或重新核發時，組織需再次驗證領取人的身份。如果有使用身份證明裝置（晶片卡或USB裝置）才能啟動的系統，組織必須定期測試該裝置疼正常運作且不能在未被授權下變更。
FDA 於2004年9月宣布的cGMP Initiative - “Pharmaceutical cGMPs for the 21st Century-A Risk-based Approach” 也有一個章節提到Part 11。FDA在2003年9月5日FDA公告的Part 11的最新指引「Guidance for industry Part 11, Electronic Records; Electronic Signatures-Scope and Application」，該指引係強調於法規明文規定電子紀錄及簽章的範圍，經過參考業者意見及需求而訂，以提供藥廠一個遵循Part 11的風險管理方式。這個指引也明確表示FDA將加強對於早期（1997年8月20日以前）建立的現存系統、確效、追查路徑（audit trail）、紀錄保存及複製紀錄等範圍之查核，但是強調的是與法規相關規定的符合性，而不硬性強制業者符合該指引的所有敘述要求。FDA對電子紀錄與簽章將強調下列稽查還包括：限制系統使用權限、作業系統查核、授權規範、人員訓練、企業對電子簽章的政策與系統文件管理等。
此外FDA除已正進行研擬臨床試驗所需的指引草案”Computerized Systems Used in Clinical Trials”，也同時尋求業界提供意見對 Part 11本身的條文進行修正。 FDA原已計畫在2005年召開與業者的溝通會議討論Part 11，該會議卻因為受美國前總統雷根去逝的影響而暫停。
課程進尾聲時，老師拿出PIC/S GMP規範的分則11-電腦化系統，要我們拿來和美國的Part 11對較比照。PIC/S的分則11共有19條條文，針對電腦化系統的所訂的規範，內容包括原則、人員、確效及系統（安全性、正確性、變更管制及預防矯正措施等）。因為PIC/S的分則11範圍比美國Part 11僅規範電子紀錄與電子簽章為之廣泛，兩者之間並不是很容易找出對照條文。但是經過一番努力，我們還是詳細地逐條分析，儘量比對美國Part 11和PIC/S的分則11互相對應的條文，並且發現PIC/S的分則11大部分規定，都集中於對應Part 11之Section 11.10。茲將美國Part 11、PIC/S的分則11、美國Part 11與PIC/S分則11條文對照表及美國Guidance for industry Part 11, Electronic Records; Electronic Signatures-Scope and Application分別附於附錄一、附錄二、附錄三及附錄四。
3、 心得及建議
1、 本次是筆者第一次參加國際性GMP訓練課程，與參加國際會議有許多地方不同。參加國際會議雖能在短短數天內，聽取全球藥業與法規的最新趨勢，但是因為時間安排關係，國際會議演講的內容太多，講者多以蜻蜓點水方式，迅速帶過；而且參加會議都為了要聽到更多最新資訊，人們總是忙於趕場，人與人交流得時間非常短。參加課程則大為不同，因為與同班學員相處一整天，而且在上課地點一天有許多不同的課程同時進行，所以每到休息時間，總是與在走廊上碰到不同的人相互寒暄。因為大家都抱著進修的目的而來，更容易打成一片，我也就趁此機會，與這些來自美國藥廠的學員們請教他們的藥廠實務經驗。而這些美國人也對台灣非常好奇，例如台灣是否有自己的GMP規範，我們對FDA及PIC/S有多少了解，台灣業界是否了解及執行GAMP4等？因為台灣的GMP法規政策，都已跟上國際趨勢，我們的稽查人員訓練也非常紮實，所以在回答他們的問題的同時，我可以挺起胸膛向這些美國友人介紹台灣的GMP狀況，也等於做了一場小小的國民外交。
2、 我是沒有藥廠實務經驗的GMP稽查員，面對這些來自藥廠的美國友人，我雖欠缺他們都有的電腦專業，但是不論對他們的專業來說是多麼基本的問題，只要我提出問題，老師同學都非常仔細的回答。而另一方面也因同學多只了解FDA的規範，至於國際性的GMP規範如PIC/S和ICH、各國法規及衛生機關的動態等，就不像稽查員有機會接觸並廣泛了解，因此在上課的當中，我也順便與全班分享我所瞭解的國際動態。此行出發前還擔心會因為電腦專業不足而無法參與討論互動，但實際上，即使欠缺電腦專業，我用我所知的GMP觀念，也能在小組討論中貢獻意見，甚至發現討論的盲點，大家都有收穫。這就是聞道有先後，術業有專攻，儘管沒有絲毫藥廠經驗，也不用妄自菲薄。
3、 GMP稽查技巧除了技術之事外，經驗之累積也占相當的比重；因為每個人擁有不同的查核經驗，因此稽查員的教育訓練也可以利用案例研討方式，選定一個特定案例深入研讀，再集合全員集思廣益一起討論，期使經過數次案例研討後，一方面稽查員的看法標準一致化，資深稽查員的經驗也可傳承新進人員，並帶動全體的進步。
附錄一：美國Part 11條文 
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CHAPTER I--FOOD AND DRUG ADMINISTRATION, DEPARTMENT OF HEALTH AND HUMAN 

                                SERVICES

PART 11_ELECTRONIC RECORDS; ELECTRONIC SIGNATURES

                      Subpart A_General Provisions

Sec.
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                      Subpart B_Electronic Records
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                     Subpart C_Electronic Signatures
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11.200 Electronic signature components and controls.

11.300 Controls for identification codes/passwords.

    Authority: 21 U.S.C. 321-393; 42 U.S.C. 262.

    Source: 62 FR 13464, Mar. 20, 1997, unless otherwise noted.

                      Subpart A_General Provisions

Sec. 11.1  Scope.

    (a) The regulations in this part set forth the criteria under which 

the agency considers electronic records, electronic signatures, and 

handwritten signatures executed to electronic records to be trustworthy, 

reliable, and generally equivalent to paper records and handwritten 

signatures executed on paper.

    (b) This part applies to records in electronic form that are 

created, modified, maintained, archived, retrieved, or transmitted, 

under any records requirements set forth in agency regulations. This 

part also applies to electronic records submitted to the agency under 

requirements of the Federal Food, Drug, and Cosmetic Act and the Public 

Health Service Act, even if such records are not specifically identified 

in agency regulations. However, this part does not apply to paper 

records that are, or have been, transmitted by electronic means.

    (c) Where electronic signatures and their associated electronic 

records meet the requirements of this part, the agency will consider the 

electronic signatures to be equivalent to full handwritten signatures, 

initials, and other general signings as required by agency regulations, unless
specifically excepted by regulation(s) effective on or after August 20, 1997.

    (d) Electronic records that meet the requirements of this part may 

be used in lieu of paper records, in accordance with Sec. 11.2, unless 

paper records are specifically required.

    (e) Computer systems (including hardware and software), controls, 

and attendant documentation maintained under this part shall be readily 

available for, and subject to, FDA inspection.

    (f) This part does not apply to records required to be established 

or maintained by Sec. Sec. 1.326 through 1.368 of this chapter. Records 

that satisfy the requirements of part 1, subpart J of this chapter, but 

that also are required under other applicable statutory provisions or 

regulations, remain subject to this part.

Sec. 11.2  Implementation.

    (a) For records required to be maintained but not submitted to the 

agency, persons may use electronic records in lieu of paper records or 

electronic signatures in lieu of traditional signatures, in whole or in 

part, provided that the requirements of this part are met.

    (b) For records submitted to the agency, persons may use electronic 

records in lieu of paper records or electronic signatures in lieu of 

traditional signatures, in whole or in part, provided that:

    (1) The requirements of this part are met; and

    (2) The document or parts of a document to be submitted have been 

identified in public docket No. 92S-0251 as being the type of submission 

the agency accepts in electronic form. This docket will identify 

specifically what types of documents or parts of documents are 

acceptable for submission in electronic form without paper records and 

the agency receiving unit(s) (e.g., specific center, office, division, 

branch) to which such submissions may be made. Documents to agency 

receiving unit(s) not specified in the public docket will not be 

considered as official if they are submitted in electronic form; paper 

forms of such documents will be considered as official and must 

accompany any electronic records. Persons are expected to consult with 

the intended agency receiving unit for details on how (e.g., method of 

transmission, media, file formats, and technical protocols) and whether 

to proceed with the electronic submission.

Sec. 11.3  Definitions.

    (a) The definitions and interpretations of terms contained in 

section 201 of the act apply to those terms when used in this part.

    (b) The following definitions of terms also apply to this part:

    (1) Act means the Federal Food, Drug, and Cosmetic Act (secs. 201-

903 (21 U.S.C. 321-393)).

    (2) Agency means the Food and Drug Administration.

    (3) Biometrics means a method of verifying an individual's identity 

based on measurement of the individual's physical feature(s) or 

repeatable action(s) where those features and/or actions are both unique 

to that individual and measurable.

    (4) Closed system means an environment in which system access is 

controlled by persons who are responsible for the content of electronic 

records that are on the system.

    (5) Digital signature means an electronic signature based upon 

cryptographic methods of originator authentication, computed by using a 

set of rules and a set of parameters such that the identity of the 

signer and the integrity of the data can be verified.

    (6) Electronic record means any combination of text, graphics, data, 

audio, pictorial, or other information representation in digital form 

that is created, modified, maintained, archived, retrieved, or 

distributed by a computer system.

    (7) Electronic signature means a computer data compilation of any 

symbol or series of symbols executed, adopted, or authorized by an 

individual to be the legally binding equivalent of the individual's 

handwritten signature.

    (8) Handwritten signature means the scripted name or legal mark of 

an individual handwritten by that individual and executed or adopted 

with the present intention to authenticate a writing in a permanent form. 
The act of signing with a writing or marking instrument such as a pen or 

stylus is preserved. The scripted name or legal mark, while conventionally 

applied to paper, may also be applied to other devices that capture the 

name or mark.

    (9) Open system means an environment in which system access is not 

controlled by persons who are responsible for the content of electronic 

records that are on the system.

                      Subpart B_Electronic Records

Sec. 11.10  Controls for closed systems.

    Persons who use closed systems to create, modify, maintain, or 

transmit electronic records shall employ procedures and controls 

designed to ensure the authenticity, integrity, and, when appropriate, 

the confidentiality of electronic records, and to ensure that the signer 

cannot readily repudiate the signed record as not genuine. Such 

procedures and controls shall include the following:

    (a) Validation of systems to ensure accuracy, reliability, 

consistent intended performance, and the ability to discern invalid or 

altered records.

    (b) The ability to generate accurate and complete copies of records 

in both human readable and electronic form suitable for inspection, 

review, and copying by the agency. Persons should contact the agency if 

there are any questions regarding the ability of the agency to perform 

such review and copying of the electronic records.

    (c) Protection of records to enable their accurate and ready 

retrieval throughout the records retention period.

    (d) Limiting system access to authorized individuals.

    (e) Use of secure, computer-generated, time-stamped audit trails to 

independently record the date and time of operator entries and actions 

that create, modify, or delete electronic records. Record changes shall 

not obscure previously recorded information. Such audit trail 

documentation shall be retained for a period at least as long as that 

required for the subject electronic records and shall be available for 

agency review and copying.

    (f) Use of operational system checks to enforce permitted sequencing 

of steps and events, as appropriate.

    (g) Use of authority checks to ensure that only authorized 

individuals can use the system, electronically sign a record, access the 

operation or computer system input or output device, alter a record, or 

perform the operation at hand.

    (h) Use of device (e.g., terminal) checks to determine, as 

appropriate, the validity of the source of data input or operational 

instruction.

    (i) Determination that persons who develop, maintain, or use 

electronic record/electronic signature systems have the education, 

training, and experience to perform their assigned tasks.

    (j) The establishment of, and adherence to, written policies that 

hold individuals accountable and responsible for actions initiated under 

their electronic signatures, in order to deter record and signature 

falsification.

    (k) Use of appropriate controls over systems documentation 

including:

    (1) Adequate controls over the distribution of, access to, and use 

of documentation for system operation and maintenance.

    (2) Revision and change control procedures to maintain an audit 

trail that documents time-sequenced development and modification of 

systems documentation.

Sec. 11.30  Controls for open systems.

    Persons who use open systems to create, modify, maintain, or 

transmit electronic records shall employ procedures and controls 

designed to ensure the authenticity, integrity, and, as appropriate, the 

confidentiality of electronic records from the point of their creation 

to the point of their receipt. Such procedures and controls shall 

include those identified in Sec. 11.10, as appropriate, and additional 

measures such as document encryption and use of appropriate digital 

signature standards to ensure, as necessary under the circumstances, 

record authenticity, integrity, and confidentiality.

Sec. 11.50  Signature manifestations.

    (a) Signed electronic records shall contain information associated 

With the signing that clearly indicates all of the following:

    (1) The printed name of the signer;

    (2) The date and time when the signature was executed; and

    (3) The meaning (such as review, approval, responsibility, or 

authorship) associated with the signature.

    (b) The items identified in paragraphs (a)(1), (a)(2), and (a)(3) of 

this section shall be subject to the same controls as for electronic 

records and shall be included as part of any human readable form of the 

electronic record (such as electronic display or printout).

Sec. 11.70  Signature/record linking.

    Electronic signatures and handwritten signatures executed to 

electronic records shall be linked to their respective electronic 

records to ensure that the signatures cannot be excised, copied, or 

otherwise transferred to falsify an electronic record by ordinary means.

                     Subpart C_Electronic Signatures

Sec. 11.100  General requirements.

    (a) Each electronic signature shall be unique to one individual and 

shall not be reused by, or reassigned to, anyone else.

    (b) Before an organization establishes, assigns, certifies, or 

otherwise sanctions an individual's electronic signature, or any element 

of such electronic signature, the organization shall verify the identity 

of the individual.

    (c) Persons using electronic signatures shall, prior to or at the 

time of such use, certify to the agency that the electronic signatures 

in their system, used on or after August 20, 1997, are intended to be 

the legally binding equivalent of traditional handwritten signatures.

    (1) The certification shall be submitted in paper form and signed 

with a traditional handwritten signature, to the Office of Regional 

Operations (HFC-100), 5600 Fishers Lane, Rockville, MD 20857.

    (2) Persons using electronic signatures shall, upon agency request, 

provide additional certification or testimony that a specific electronic 

signature is the legally binding equivalent of the signer's handwritten 

signature.

Sec. 11.200  Electronic signature components and controls.

    (a) Electronic signatures that are not based upon biometrics shall:

    (1) Employ at least two distinct identification components such as 

an identification code and password.

    (i) When an individual executes a series of signings during a 

single, continuous period of controlled system access, the first signing 

shall be executed using all electronic signature components; subsequent 

signings shall be executed using at least one electronic signature 

component that is only executable by, and designed to be used only by, 

the individual.

    (ii) When an individual executes one or more signings not performed 

during a single, continuous period of controlled system access, each 

signing shall be executed using all of the electronic signature 

components.

    (2) Be used only by their genuine owners; and

    (3) Be administered and executed to ensure that attempted use of an 

individual's electronic signature by anyone other than its genuine owner 

requires collaboration of two or more individuals.

    (b) Electronic signatures based upon biometrics shall be designed to 

ensure that they cannot be used by anyone other than their genuine 

owners.

Sec. 11.300  Controls for identification codes/passwords.

    Persons who use electronic signatures based upon use of 

identification codes in combination with passwords shall employ controls 

to ensure their security and integrity. Such controls shall include:

    (a) Maintaining the uniqueness of each combined identification code 

and password, such that no two individuals have the same combination of 

identification code and password.

    (b) Ensuring that identification code and password issuances are 

periodically checked, recalled, or revised (e.g., to cover such events 

as password aging).

    (c) Following loss management procedures to electronically 

deauthorize lost, stolen, missing, or otherwise potentially compromised 

tokens, cards, and other devices that bear or generate identification code 
or password information, and to issue temporary or permanent replacements 
using suitable, rigorous controls.

    (d) Use of transaction safeguards to prevent unauthorized use of 

passwords and/or identification codes, and to detect and report in an 

immediate and urgent manner any attempts at their unauthorized use to 

the system security unit, and, as appropriate, to organizational 

management.

    (e) Initial and periodic testing of devices, such as tokens or 

cards, that bear or generate identification code or password information 

to ensure that they function properly and have not been altered in an 

unauthorized manner.
附錄二：PIC/S分則11條文

	ANNEX 11
	分則 11

	COMPUTERISED SYSTEMS
	電腦化系統

	PRINCIPLE
	原則

	The introduction of computerised systems into systems of manufacturing, including storage, distribution and quality control does not alter the need to observe the relevant principles give n elsewhere in the Guide. Where a computerised system replaces a manual operation, there should be no resultant decrease in product quality or quality assurance. Consideration should be given to the risk of losing aspects of the previous system by reducing the involvement of operators.
	電腦化系統之導入製造系統中，包括儲存、運銷與品質管制在內，並沒有改變要遵守本準則中他處所提之相關原則的需求。在電腦化系統取代手工作業之場合，不得產生降低產品品質或品質保證的結果。應考慮由於減少操作者的參與而喪失先前系統觀點的風險。

	PERSONNEL
	人員

	1. It is essential that there is the closest co-operation between key personnel and those involved with computer systems. Persons in responsible positions should have the appropriate training for the management and use of systems within their field of responsibility which utilises computers. This should include ensuring that appropriate expertise is available and used to provide advice on aspects of design, validation, installation and operation of computerised system. 
	1.  關鍵人員與參與電腦系統工作人員之間最密切的合作是必需的。承擔責任的人員，在其使用電腦的責任領域內，對於系統的管理和使用應有適當的訓練，此應包括確保可以獲得適當的專門技術，並用以提供關於電腦化系統的設計、確效、安裝與操作層面的建議。

	VALIDATION
	確效   

	2. The extent of validation necessary will depend on a number of factors including the use to which the system is to be put, whether it is prospective or retrospective and whether or not novel elements are incorporated. Validation should be considered as part of the complete life cycle of a computer system. This cycle includes the stages of planning, specification, programming, testing, commissioning, documentation, operation, monitoring and changing. 
	2.  確效所需程度將取決於許多因素，包含該系統所要從事之使用在內，是否為先期性或回溯性以及不管其是否結合新的元件。確效應視為是一個電腦系統之完整生命週期的一部份，該週期包括企劃、規格、程式設計、測試、試運轉、文件、操作、監視和變更等階段。

	SYSTEM
	系統 

	3. Attention should be paid to the siting of equipment in suitable conditions where extraneous factors cannot interfere with the system.
	3.  應注意把設備設置在外在因素不會干擾本系統的適當地點。

	4. A written detailed description of the system should be produced (including diagrams as appropriate) and kept up to date. It should describe the principles, objectives, security measures and scope of the system and the main features of the way in which the computer is used and how it interacts with other systems and procedures.
	4.  應有本系統的詳細書面說明，包含其圖解(合適時)，並且保持最新。其應說明本系統的原理、目的、安全措施與範圍，以及本電腦使用上的主要特性和與其他系統及程序是如何互動。

	5. The software is a critical component of a computerised system. The user of such software should take all reasonable steps to ensure that it has been produced in accordance with a system of Quality Assurance.
	5.  軟體是一部電腦化系統的關鍵組件。該軟體的使用者應採取所有合理的步驟，以確保其已依品質保證系統所產生。

	6. The system should include, where appropriate, built-in checks of the correct entry and processing of data.
	6.  合適時，本系統應包括數據之正確輸入與處理的內建核對功能。

	7. Before a system using a computer is brought into use, it should be thoroughly tested and confirmed as being capable of achieving the desired results. If a manual system is being replaced, the two should be run in parallel for a time, as part of this testing and validation.
	7.  電腦化系統在納入使用之前，應予徹底測試並確認其能達成所預期的結果。如果手工系統是以電腦化系統取代時，則此二系統應併行運作一段時間，以當作該測試與確效的一部份。

	8. Data should only be entered or amended by persons authorised to do so. Suitable methods of deterring unauthorised entry of data include the use of keys, pass cards, personal codes and restricted access to computer terminals. There should be a defined procedure for the issue, cancellation, and alteration of authorization to enter and amend data, including the changing of personal passwords. Consideration should be given to systems allowing for recording of attempts to access by unauthorised persons.
	8.  資料應只有被授權的人員才可執行輸入或修改。阻止未經核准資料之輸入的適當方法，包含有使用鑰匙、通行卡、個人密碼以及限制使用電腦終端機。輸入及修正資料的授權之發放、取消、變更，包括個人密碼的變更在內，應有一個界定的程序。應考慮可以提供未授權人員企圖使用之紀錄的系統。


	9. When critical data are being entered manually (for example the weight and batch number of an ingredient during dispensing), there should be an additional check on the accuracy of the record which is made. This check may be done by a second operator or by validated electronic means. 
	9.  當關鍵資料以手工輸入時(例如，在調配期間一個成分的重量與批號)，關於所產生之紀錄的準確性，應有一個追加的核對。該核對可藉由第二位操作者去執行，或者是經由確效過的電子方法去執行。

	10.The system should record the identity of operators entering or confirming critical data. Authority to amend entered data should be restricted to nominated persons. Any alteration to an entry of critical data should be authorised and recorded with the reason for the change. Consideration should be given to the system creating a complete record of all entries and amendments (an "audit trail ").
	10. 電腦系統應記錄輸入或確認關鍵資料之操作者的身分。授權修改輸入的資料應限於指定的人。對於關鍵資料的輸入之任何變更應經核准，並對這種變更的理由作成紀錄。對於所有的輸入與修改可以產生完整紀錄的系統(一種“回溯稽核“)應予考慮。


	11.  Alterations to a system or to a computer program should only be made in accordance with a defined procedure which should include provision for validating, checking, approving and implementing the change. Such an alteration should only be implemented with the agreement of the person responsible for the part of the system concerned, and the alteration should be recorded. Every significant modification should be validated. 
	11. 對於系統或對於電腦程式的改變，應只能依所界定的程序執行，該程序應包括對於變更之確效、核對、核准和執行的規定。此種改變應只有該系統之有關部份的負責人同意時才可以施行，且此種改變應予記錄。每一個重大的修改都應加以確效。

	12.  For quality auditing purposes, it shall be possible to obtain meaningful printed copies of electronically stored data.
	12. 為了品質稽查的目的，應可獲得有意義之電子化儲存資料的列印副本。

	13.  Data should be secured by physical or electronic means against wilful or accidental damage, and this in accordance with item 4.9 of the Guide. Stored data should be checked for accessibility, durability and accuracy. If changes are proposed to the computer equipment or its programs, the above mentioned checks should be performed at a frequency appropriate to the storage medium being used.
	13. 資料應以物理方法或電子方法確保其安全，以防止蓄意或意外的毀損，並與藥品優良製造準則之總則第4.9條相符。儲存資料應檢查其擷取性、耐久性、及準確性。如果要對電腦設備或其程式提出變更時，上述的核對應以適於其所使用之儲存工具的頻率執行。

	14.  Data should be protected by backing-up at regular intervals. Back-up data should be stored as long as necessary at a separate and secure location. 
	14. 資料應定期藉由製作其備份予以保護。備份資料應依其所需儲存時間儲存在隔離且安全的地方。

	15.  There should be available adequate alternative arrangements for systems which need to be operated in the event of a breakdown. The time required to bring the alternative arrangements into use should be related to the possible urgency of the need to use them. For example, information required to effect a recall must be available at short notice.
	15. 電腦系統應備有如果發生當機時需要運轉的適當替代安排。替代安排之導入使用所需要的時間應與需要使用他們的可能急迫性有關。例如：達成回收所需要的資料，就應在一接到通知時就可以取得。

	16.  The procedures to be followed if the system fails or breaks down should be defined and validated. Any failures and remedial action taken should be recorded.
	16. 如果電腦系統失靈或當機時，所要依循的程序應予界定並確效。任何的失靈及所採取的矯正行動，均應加以記錄。

	17.  A procedure should be established to record and analyse errors and to enable corrective action to be taken.
	17. 應建立紀錄與分析錯誤，以及能採取矯正行動的程序。

	18.  When outside agencies are used to provide a computer service, there should be a formal agreement including a clear statement of the responsibilities of that outside agency (see Chapter 7).
	18. 當使用外包廠商提供電腦服務時，應有一個正式的協議，包括該外包廠商責任的清楚說明在內 (參閱藥品優良製造準則之總則第七章)。

	19.  When the release of batches for sale or supply is carried out using a computerised system, the system should recognise that only an Authorised Person can release the batches and it should clearly identify and record the person releasing the batches. 
	19. 當使用電腦化系統執行批次的放行以供銷售或供應時，該系統應能識別只有被授權的人員才可放行這些批次，並應能清楚辨識及記錄放行這些批次的人員。
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