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Spectrum LAN connection

i
i

2 Option

CPU performance:;
Floating point processor;
Cache:

RAM:

1 Processor

W MIPS

x¥ MFLOPS
xx kByte
128 MByte

TCI LAN connection
TCP/IP connections
/ tomax. of 4 TCRs

Ethernet /
|'/-J"lI
4-fold Ethemet board | | |
U——[1B
Keyboard } 3 ...
, TCP/IP connections
\2}?235 / \R?ngzﬁ to max. of 14 TCBs

SCSI2Bus

-
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@
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TCSE JﬁJH‘. T £ : 3

[ ] ’?{Eﬁﬂ;ﬁfﬁ[ (start up management) :

EQ’TCST@ ’?7 *JEJJ‘ + IR FIED’? A o
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e

FAR VTCS i [

[ ] E‘}";{S]?Fﬁ?“%@?ﬁiﬁfﬁ[ (data conversion) :
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%f EY*[?[&:V%‘?RTU E};HTF(:\‘ IR o

B eYR[STfiEE (data distribution) -

f
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B PRFHACECE! (data pre-processing) ¢
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|

Iy

Communication interface 4

Communication interface 5

L Communication interface §

RSZ32 order RS 485
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=
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TCBAVHEZRTUSTCS IV R rh @ Bl T = B 2 RIzpggprs
® RTUHH)

1. SR E S e (Link Layen)fiosgE!
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3. TPSEPEO )
4. RS
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1. # THIi > I Client=) 57 fol - TCSHLH IP address ~ program - configuration
PR R
2. RIS R e

3. EEILEDE TgE

P4~ ] RTU 545

7 RUPTR P R IRTUSLE  EMS o A 1T A il iR TU AT

il > FIGE D20RTUS[ > 7 JIRTULHf g™ -

WU R o 2 R R (D20ME)ZE E g A A
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LR AR 8 ) e s R R - 0y AR BD20MER
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W 2R 2 ECHE YRR $R5 T FAREEVMEDus -
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Redundant D20 Interconnection

SERIAL COMMUNICATION INTERFACE

RS232 SWITCH,
FAILOVER sl L ST FAIL-OVER
/WATCHDOG WATCHDOG
CABLE CABLE
INTER CCU LINK
PING - REDUNDANT
MONITOR CABLE
r
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==
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jFJ AL Fu@%&ﬁi{ HE Jﬂﬁj\ H IJE&T[“'F%%%EI;F% o
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e
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RN N fl%jf#? H jﬁ jtZLﬁf[J
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—fi
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> Leeds Northrup C2020 protocol

C3000 protocol

- 18 -



> Siemens AG. SINAUT-8 protocol

Type I protocol (kg CDC Empros)

Type II protocol

- GE 5000 protocol  ('pUEj Harris)
6000 protocol

- ABB Indactic 33/41 protocol

o Landis & Gyr. MPS-9000 protocol

o Westinghouse REDAC 70H protocol

F[‘“f‘[*ﬁ\fﬁﬁﬁﬁ*ﬁ* o5 3;k7FEIFL i = ##%‘—' RTU | = A1 Aty 47
Y[ SIRERLER |- % IR SCADA Rk H o FIE IS RTU FUA 1
Bl SRR R o i o BERITE S R R R RTU R fil
PIRFRMER 55AR  HEE AL A R ORIEE (7 U R
ST s e E B o N SRR L P R S R S R
L G R OB S
o IEC60870-5 = FI EBJ YV EYBHFR | -
o DNP3.0 [l[|= fol RIS PY B AR P
IEC60870-5 : [l IEC Al Z. I 15 » | JFL cpﬁj‘;m IRHERE S
1. IEC 60870-5 Telecontrol Companion Standard section 101 (TCS 101) for basic

telecontrol tasks o

2. IEC 60870-5 Integrated Totals Companion Standard section 102 (TCS 102) for

transmission of integrated totals in electric power systems °
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3. IEC 60870-5-104, network access for IEC 60870-5-101 using standard transport

profiles, for use of TCS 101 over wide area and router networks °

4. IEC 60870-5 Protection Communication Companion Standards Section 103
(PCCS 103), formerly "VDEW-6 Empfehlung", for information exchange

between digital protection relays and SCADA systems
IEC 60870-5 ﬁﬁ IEC At spupH it —F?ﬁ#ﬂ%ﬁ v EPA [iy{*f5%] (Enhanced
Performance Architecture)> & &J Fﬁij[ﬂ 7 Application Layer, Link Layer % Physical

Layer = [t v ¢

Telecontral T IEC 870-5-101
U ser processes IEC 870-5-102
toni| fond | .. |fenew [y IEC 870-5-103
application serrices IEC &70-5-5
IEC 870-5-4 IEC §70-5-104
IEC §70-5-3 B
_____ Eﬁl-&?illﬁ?{lﬂj@:_n__ i:.--IE': 870-5-2
I\ T AL Y4 =0 = L~
e o2 1 1EC 87051
Phyaieal |

EPA Reference Model IBC 875 Sandard Series

DNP £} Distributed Network Protocol [ H » {1+ IEC60870-5 [1v3fs - ki1 GE
Harris [fijf5% % OSIfv EPA Reference Model FLELEET 3L B e fiv > [l 1993 £ il
%%’ﬁ DNP User Group &8/ 555 o I?Z User Group {7/ l%’JJQ?ﬁﬁf?{b?Iﬁjgﬂ
AR PHEITE FITTC R o BT Q- o SR HCE S VS DNP3O £

I B R BB~ LR R SR YR P (data
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object) « {11 ¢ AL IR BRI 1 o T OSSR P AT ] DNP
Pl A J%ﬁﬁ?ﬂ BUER |2 E q’*uifﬁ‘/?ﬁﬁj [X[F=DNP User Group HHLFLH F'
e 1 J%ﬁg it ) (B B e | B ORI Y O Hﬂﬁﬁf
727 [fl'st *F DNP Subset = ] Level 1, Level 2 = Level 3 « — iy 5 » 21 )
fi=fY RTU I%ﬁﬁjﬁﬁﬁ Level 3 fiuforsfs » =4[ FRLH EWFFERR] S I 17V TED » [
rﬂﬁ, Level 1 Efjﬁﬂiﬂﬂﬁ o
DNP st | J[zfﬂ %Iﬁxg?ﬁtj =0 B 7S Byte oriented ]FVEE 0 FFREY
RIFVHRRGT T [ UART AR o (TRl i ™| 16bits PO o it - R
1] EAEE 65000 I RTU 55 IED F%ﬁﬁj o &) F%ffﬁj[“ | > R 32bits fUeyf
R =0 JIIE = FEERIP Gt R R ESG1E 4,000,000,000 Ff L
wﬁ?ﬁ“@“ﬁf@l i e DNP3 SRR VIS » S PR ool i s Rl
a2 LS - DNP3 S Em 3 4R fGS ) R[Sl et g

KA [~ H1 [F (time tagged event or sequence of event with 1ms resolution)fVe A

2 - FLEMS 2 TCL Z 95
FFEMS. Y TIP3

1 ] MéTCI%ﬁF HAHRSYHIFSTCLL > TCI17 » TCI33 > TCI49 -

2. HITCI = TCI7Z KL #2 F":}‘Jﬁ*mg‘ﬁfyﬁﬁ(TCDS) TCI 33%*TCI 49
= EVER F‘ﬁ”ﬁﬁ%ﬁyﬂﬁ(KCDS)

3. &— BTClw Fb'f = TCR(TeleControl Rack) » 145 TCB -

4. TCREF + TCBAA 9 » [l F | P il o RCBASLR I%JLTCI%HU’FF“ ’
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