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1. 摘要

· 互動式多媒體服務係一嶄新之電信加值服務，其主要特點在於滿足客戶之即時點播(on demand)、互動性(interactive)、方便性(easy to use)與個人化(personalization)。為達到此需求，相關之網路規劃、視訊伺服器設計、後端維運管理均要有配套之措施。本次出國實習案係因MOD服務即將提供好萊塢(Hollywood)優質影片播放服務，需派員實習媒體安全管理系統相關之應用服務介面控制技術，以使媒體安全管理系統之運作不受廠商之限制，並能使服務功能更易於擴充。實習之重點為瞭解MOD系統上使用之Widevine公司Cypher CA Suite媒體加密系統及其管理平台機制。實習項目共分為Winevine System 功能介紹、Winevine System 構成元件說明、系統硬體架構、Communications 架構、Entity API說明五項。相關之內容於本報告將逐一說明。

本報告包括：

· 前言
· 行程及實習內容紀要
· Winevine System 功能介紹
· Winevine System 構成元件說明
· 系統硬體架構
· Communications 架構
· Entity API說明
· 結語

2. 前言
由於傳統電話網路營收逐漸被以IP為主流之通信技術所侵蝕，如何提升中華電信公司既有網路體質，將傳統電信網路演進至符合世界潮流之寬頻IP網路，係中華電信公司正面臨之重要挑戰。其中接取迴路寬頻化是世界通信網路發展的趨勢，如何在既有電話網路上開發新業務，才能創造新商機。為因應此一新電信服務，本公司正運用非對稱數位式用戶迴路(ADSL)，在現有電信市話迴路提供更經濟、更便捷及高頻寬之互動式多媒體服務(Multimedia-On-Demand, MOD)，以服務現有市話客戶，其潛在市場規模將成為本公司市話部門主要營收來源。
本次出國實習案，係因MOD服務即將提供好萊塢(Hollywood)首要影片播放服務，需派員實習媒體安全管理系統相關之應用服務介面控制技術，以使媒體安全管理系統之運作不受廠商之限制，並能使服務功能更易於擴充。本次前往實習的Widevine公司所使用的Cypher CA Suite媒體加密系統及其管理平台，可以讓多媒體內容業者能在寬頻網路上（包括ADSL、VDSL、FTTH、無線及乙太網路）提供其高附加價值之媒體內容而無需擔憂盜拷、盜錄等侵權的海盜行為發生。目前中華電信北區分公司係使用該系統提供MOD服務之相關媒體安全管理。此外，美國、加拿大均有使用該系統進行商用業務之實例。
行程及實習內容紀要
為配合中華電信北區分公司引進互動式多媒體服務，奉本公司九十三年六月二十一日信人二字第93A3501152號函核准職等前往美國西雅圖實習「實習多媒體安全管理系統(CAS/DRM)之相關架構、元件、服務及操作機能、軟體API、系統維護等技術項目」，實習期間（含行程）自民國九十三年八月八日至九十三年八月十五日為期八天。本次實習內容計有：

· Introduction of Content Encryption (1天)
· Product Architecture and Solution  (1天)

· System Implementation, Process Flow, STB Provisioning (1天)
· Administration & troubleshooting  (2天) 

3. Widevine System功能介紹
CAS（Conditional Access System）與DRM（Digital Right Management）彼此是注重在不同的層面上：CAS是注重在〝允許存取上〞，而沒有〝使用權傳遞〞的觀念；而DRM則側重在處理〝使用權〞，較不適用於過去之〝廣播〞內容上。以下針對CAS及DRM的重點說明可清楚的描述其差異：

· CAS

· Legacy CAS products were designed for the specific requirements of broadcast television in the cable and satellite domain.
· The systems function by encrypting content at the transport level and decryption occurs when the transport session is terminated upon reaching a set-top box.

· This architecture ensures that content is secured in transit from a head-end to a receiving device.

· The legacy conditional access technologies were designed for broadcast television not iTV, new video transport techniques, or managing access/use of high-speed data services.

· CAS is aimed more at permitting access without transfer of ownership.

· The transport level encryption employed by the legacy CAS is not compatible with new video service operators utilizing other network transports. 

· CAS is not applicable to iTV

· DRM

· Digital Rights Management (DRM) deals with the concept of ownership. 
· DRM is based on the idea that there will be an electronic “certificate of ownership” issued to someone or something as proof that rights have been assigned. 

· DRM systems are designed to protect files and are historically targeted at industries where ownership is transferred yet the rights of the new 'owner' to copy or distribute content needs to be restricted. 

· Encryption is applied at the file level at the point of encoding and rights are maintained by the content copyright holder 

· In the broadcast video industry users purchase the right to view content - they do not own it. The vast majority of broadcast content is streamed in real time not in a file format.

· DRM is not applicable to broadcast content.

Widevine Cypher Suite是特別針對IP雙向環境，經與好萊塢業者技術合作多年，符合IPTV需求的CAS/DRM整合解決方案，其最大之特點是採用Virtual Smart Card軟體解決方案，徹底消除過往Smart Card方案所帶來的建置與營運成本，是通信業者提供視訊服務保護有價內容的最佳選擇。
3.1 Widevine Cypher Suit 包括的元件
Widevine Cypher Suite是一套Client/Server軟體方案，包括下列元件：Cypher CA Core（含FIPS-140 Level 4 Key Storage），Cypher ECMg Server，Cypher EMMg Server，Cypher Provisioning Server，Cypher VOD Server，Cypher Broadcast Server，Cypher Client。

[image: image1.jpg]Widevine Cypher Suite Architecture




3.2 Widevine Cypher CA Core之功能
Cypher CA Core是Widevine Cypher Suite中最重要的核心元件，其包含資料庫系統（用以儲存所有用戶鑰匙、內容加密鑰匙、實體用戶設備資料、用戶DRM權限資料等）、FIPS-140 Level 4 Key Storage（用以儲存用戶設備及內容加密所使用之私密鑰匙）、以及Utility API處理程序（Cypher使用Secure XML之格式語言與外界系統進行資料交換，外界系統如：用戶管理系統、帳務系統、視訊服務中介軟體、視訊內容管理系統等）。
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3.3 Widevine Cypher ECMg Server之功能
Cypher ECMg Server負責產生內容加密時所需之ECM封包（ECM：Entitlement Control Message，為一加密之資料，其包含內容加密所需之鑰匙及內容之使用限制）。ECM封包為Cypher VOD Server及Cypher Broadcast Server對視訊內容加密時所需。當Cypher VOD Server或Cypher Broadcast Server需要對視訊內容加密時，其會對Cypher ECMg Server提出ECM需求，Cypher ECMg Server會向Cypher CA Core提出Content Key需求，然後產生ECM封包。
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3.4 Widevine Cypher EMMg Server之功能
Cypher EMMg Server負責產生用戶端設備解密時所需之EMM封包（EMM：Entitlement Management Message，為一加密封包，其包含用來解開ECM封包的鑰匙及用戶對內容的使用限制）。當用戶透過中介軟體購買加密視訊內容時，中介軟體藉由與Cypher CA Core之溝通介面將此需求通知Cypher CA Core，Cypher CA Core會trigger Cypher EMMg Server產生EMM封包，Cypher EMMg Server為了產生EMM封包會向Cypher CA Core取的用戶之相關訊息，包括用戶的公鑰及用戶的使用權限，以產生加密的EMM封包，並藉由Cypher Provisioning Server將此EMM封包傳送給用戶端設備。
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3.5 Widevine Cypher Provisioning Server之功能
Cypher Provisioning Server扮演Cypher Suite與用戶端設備的溝通橋樑，其可執行下列幾項事情：一、Cypher CA Core藉由Provisioning Server將Virtual Smart Card image及用戶端設備的私鑰傳遞給用戶端設備；二、EMMg Server藉由Provisioning Server將EMM封包傳遞給用戶端設備：三、Cypher CA Core藉由Provisioning Server執行Key Revocation及Key更新動作。
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3.6  Widevine Cypher VOD Server之功能
Cypher VOD Server其目的是用來對未加密的視訊檔案（例如MPEG-2或MPEG-4檔案）進行加密的動作，以產生加密過的檔案，供VOD及NVOD視訊服務使用。Cypher VOD Server進行加密動作時會向Cypher ECMg Server要求ECM封包，然後以包含在ECM封包內之Content Key對視訊檔進行加密，且只對封包內之payload進行加密，而不會破壞封包的表頭，這對於後續的VOD視訊服務非常重要，不會影響VOD的trick play功能（前進快轉、後退快轉、暫停等）。Cypher VOD Server為一離線作業程序，視視訊檔案的存放位置，具有三倍至七倍的加密速度。
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3.7  Widevine Cypher Broadcast Server之功能
Cypher Broadcast Server與Cypher VOD Server的內部架構大體類似，加密的流程亦類似，只差再加密的對象，Cypher Broadcast Server針對的是即時的MPEG視訊流。Cypher Broadcast Server具有一Gigabit Ethernet input及一Gigabit Ethernet Output，其Through大約是400Mbps至500Mbps，能同時對100個不同的Live頻道進行加密動作。
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3.8  Cypher Client之功能

顧名思義Cypher Client是安裝在用戶端設備之軟體（firmware），其中包括Virtual Smart Card（用戶private key）及解密軟體。Virtual Smart Card必須在設備安裝在用戶處之前先裝置（provision）完畢。解密軟體則視用戶端設備之不同，而必須事先安裝或事後開機安裝。以目前北分MOD所使用之兩款Pace STBs（DSL4000及IP420）為例，是在機器冷開機之後才將解密軟體安裝至STB。

3.9  Cypher CA Core與外界系統界接
Cypher CA Core採用Secure XML語言與外界界接，大部分的外界系統不具有Secure XML功能，Widevine提供有EIM模組供外界系統整合Secure XML功能，或增加一EIM Server與外界系統直接連接，扮演將外界系統之XML語言即時直接轉換為Secure XML，反之亦然。
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3.10 Widevine 系統的Key Management
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其步驟如下：

· Content以Content-AES加密
· ECM包含Content-AES及一些Content的存取限制

· ECM以Service-AES加密

· EMM包含Service-AES及一些用戶rights information
· EMM以STB-AES加密
· Application server將點選影片的用戶訊息傳給Cypher CA，Cypher CA取得service key (Service-AES)，加上用戶的存取權限訊息，產生EMM傳給用戶。

· 用戶以存在STB內的Master key  (STB-AES)解開EMM，取得service key (Service-AES)。

· 再以service key (Service-AES)解開從OVS傳來的ECM，取得content key (Content-AES)。

· 最後以content key (Content-AES)解開加密過的視訊流，來觀看影片。

4. Winevine System 構成元件說明
4.1 Cypher CA Core Server

     
[image: image15]
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4.2 Cypher EMMg Server
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功能:
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4.3 Cypher ECMg Server
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功能:
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4.4 Cypher Provisioning Server
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功能:
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4.5 Cypher VOD Server
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4.6 Cypher Client
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功能:
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5. 系統硬體架構
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6. Communication 架構
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7. Entity API說明
此Emtity API主要目地是提供一個以專業性的方法去讓Entity 與Widevine Cypher CA透過XML的Format進行訊息的交換.

Widevine Cypher Suite主要被設計成為常態性相互之溝通用途,且大多數transaction流程都是透過Entity API進行運作. Cypher CA 是一個具有高度彈性和高成本效益的保護型中介軟體工具且能讓授權的使用者重複的建構使用.

Cypher CA 直到今日已經能夠被廣泛的運用在Broadcast 網路IP,DVB,ATSC ,DVD,CD, Internet, peer to peer, DVR/PVR等環境.

Cypher CA 是一套軟體運用在安全付費TV和VOD等商業用途上以有條件式的提供合法content. Cypher CA 有一個server元件和一個安裝在client裝置上的元件以提供合法取得content因應不同的business logic透過Entity API進而操控server元件.

Cypher CA 是以元件式為基礎的軟體而此軟體主要是安裝在Linux based的操作系統上以完成一特殊功能.此操作系統是被設計成只提供Cypher所需的一切必要性功能.

什麼是Entities? Entities 是種商業行為包含了:

· subscriber management systems, 

· system operator, 

· CDN owners, 

· content aggregators etc. 
每個entity提供4個特殊的類型包含了

· CA owner

· Service owner

· Asset owner

· Subscriber owner

Entity API主要提供以下的流程

· Subscriber accounts

· Service records

· Asset records

· Entitlements
Entity之資料流(Data flows)如下圖:


[image: image23]
Entity API之詳細規格及範例程式如: 9.附件
Ps.(使用前請閱讀者確認電腦中需有安裝Adobe軟體)
8. 結語

Widevine在最後不但對於上述的實際系統課程訓練提供完整訓練外,更在理論上分享了所謂的AES密碼學。AES密碼學:七零年代後期,DES(Data Encryption Standard)被發展出來,自此長達二十年的時間,DES成為世人最廣泛使用的對稱金鑰密碼系統(Symmetric-Key Cryptosystem),然而隨著電腦速度越來越快,以及Differential Attack的發現,DES的安全性到了九零年代中葉漸漸讓人感到懷疑,期間有許多改善DES的研究,如Triple DES,然而這麼做還是無法挽回人們的信心,因此美國國家標準和技術研究所（US National Institute of Standards and Technology，NIST）希望能發展一套全新的加密系統,並且命名為AES(Advanced Encryption Standard),1997年NIST以公開甄選的方式來決定加密的演算法,起初穫得十五項來自世界各地的提案,經過初審階段,由其中五項進入決選。NIST廣納各方意見,經過多項審核,其中包括演算法的安全性,演算法在各種平台上實作的成本和加密解密的速度,明文密文及金鑰長度.最後在2000年10月宣佈由比利時密碼學家Daemen與Rijmen所設計的Rijndael[5]成為AES,並公佈Rijndael FIPS草案,接受公開評論90天,在2001年2月完成對Rijndael的公開評論,NIST根據評論,修正草案,2001年四月到6月AES FIPS變成官方通行加密標準,並完成相關測試。
     如同DES,AES也不斷的受到各種攻擊法的考驗,其中包括了最有名的Differential Attack, Linear Attack , 還有Square Attack等,然而這些攻擊都無法對AES造成威脅。近來,Courtois和Pieprzyk用其發明的XL演算法,嘗試將AES轉換為多元次聯立方程式的問題,這個方法引起了許多人的重視。XL的想法,可以說源自於重線性化(Relinearization)的概念,在1999年, Kipnis和Shamir兩人提出重線性化,主要目標為攻擊Patarin所做的HFE。之後Patarin和Courtois等人向Shamir學會重線性化,並且做了大量的實驗,發現它不如原先想像中的神奇,因為重線性化的過程中會產生太多線性化相依方程式,解多變數高次方成組效率相當差。且在攻擊之後分別被莫宗堅教授和Don Coppersmith證明是有錯誤的。
    AES的加密運算一共可分為四個,分別為ByteSub , ShiftRow , Mixcolumn , AddRoundkey ,這四個運算是看似四個獨立的運算,但實際上可以合在一起,再造成演算法上更高的困難度,相對的也對密文行成難以破解可能性,在最後的課程中Widevine分享了密碼學世界的奧秘讓大家對密碼理論有初步認識也完整的結束這一連串的教育訓練。
本公司即將提供之互動式多媒體MOD服務具備創造性和使用者生活習性相關，並有市場發展潛力，符合寬頻、個人化服務的特性，若結合本公司的既有網路優勢，將可提供個人化、套裝式的服務，讓用戶可以自行控制、管理自己的服務設定。由於MOD服務於導入期須藉助好萊塢優質影片的號召，來吸引廣大客群的加入，因此如何引領好萊塢優質影片進入MOD也是本次MOD建置寬頻網路媒體安全管理系統的理由所在。藉由本次實習相信對MOD已建置的Widevine Cypher CA DRM系統已能完成基本的操作及維護技術能力，後繼期望在雙方互信互助的努力下除了讓媒體安全管理系統更堅實及更符合MOD需求外，也能因建置本系統而為MOD服務帶來更寬廣更多元的媒體內容。
但在面對未來固網業者的競爭下，本公司提供給客戶的服務也要不斷的推陳出新才可在市場上取得領先的地位。MOD服務是本公司的利器之一，本公司應隨時注意此技術的最新發展趨勢，擬妥相關對策，同時積極培育媒體安全系統相關規劃、建設、與維運人才，以因應未來更嚴峻的挑戰。
9. 附件
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AES Copyright Notice 
Copyright (c) 2001 Dr Brian Gladman <brg@gladman.uk.net>, Worcester, UK 
    
   TERMS 
 
   Redistribution and use in source and binary forms, with or without 
   modification, are permitted provided that the following conditions 
   are met: 


   1. Redistributions of source code must retain the above copyright 
      notice, this list of conditions and the following disclaimer. 
   2. Redistributions in binary form must reproduce the above copyright 
      notice, this list of conditions and the following disclaimer in the 
      documentation and/or other materials provided with the distribution. 


 
   This software is provided 'as is' with no guarantees of correctness or 
   fitness for purpose. 
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1. Purpose 
The purpose of this document is to provide a comprehensive guide to controlling 
the Widevine Cypher CA through a collection of XML messages called the Entity 
API. 
 
The Widevine Cypher Suite has been designed in order to minimize day-to-day 
interaction. The majority of the transactions flow through the Entity API. 
 
Cypher CATM is a flexible and cost effective tool for protecting media from 
unauthorized use / reproduction.  It combines Conditional Access (CAS) and 
Digital Rights Management (DRM) functions in one certificate authority database. 
Cypher CATM is applicable for today’s proven distribution models (Broadcast 
networks (IP, DVB, ATSC), DVD, CD) and designed for next generation 
distribution models (Internet, peer to peer, DVR/PVR). Cypher CATM is the lone 
“software only” conditional access solution on the market.  No smart cards are 
required, making Cypher CATM the easiest to deploy and use media security 
solution available with rapid renewal. 
 
Cypher CA is a system that secures Pay TV and VOD businesses by providing 
conditional access to content. Cypher CA has a server component and a client 
component that runs on the client device that accesses the content. The server 
component is controlled by several ‘business entities’ through the Entity API. 
 


2. References 
 


• Widevine Cypher CA Operations Manual 
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3. Overview 
Cypher CATM is a component-based system.  The Cypher CATM software is 
installed on a special purpose operating system based on Linux.  This operating 
system is designed to provide only the support necessary for Cypher to function.  
The Cypher CATM software components are distributed over separate physical 
servers.  The Cypher CATM Core Server contains the CA Control, CA Owner 
Console, EntityAPI Control and Database components. The FIPS 4 Key Store 
and Secure Time Clock are deployed on a redundant pair of servers.  The 
Entitlement Control Message generator (ECMg) and the Service Key Scheduler 
(SKS) components coexist on the same server.  The Entitlement Management 
Message generator (EMMg), which also includes the Client Handler, resides on 
another server.  Finally, there is the Provisioning and Activation Server. 
 
All of the components of the Cypher CATM system must be able to communicate 
over the network with extremely low latency.  Installing all of the components on 
an isolated network segment is the most secure and desirable solution. 
 
The Cypher CATM system is typically installed at the head-end location.  The 
following diagram shows a typical head-end installation of a Cypher CATM. 


 
 
A digital pay TV head-end will serve pay TV and VOD to a large population of 
subscribers through a private multicast network. The Cypher Broadcast and 
Cypher VOD encryptors encrypt the content in accordance with ATSC and DVB 
CA standards. Cypher CA manages the keys used to unlock the keys in the 
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entitlement control messages (ECMs). These keys are securely communicated to 
entitled subscribers through entitlement management messages (EMMs). 


 


3.1 Generalized Cypher CA model 
Cypher CA is designed to facilitate a ‘fair and trusted market’ for the supply, 
resale and consumption of pay TV content. To that end the Cypher CA system 
model includes many independent entities. It assumes that the network owner, 
service operator, asset owner and subscriber management systems are all 
independent commercial entities. Each of these entities connects securely to the 
Cypher CA and conveys information to control the conditional access to pay-TV 
and VOD. 
 
Cypher CA ensures that one entity cannot access information provided by 
another. 
 
Cypher CA strives to hold the minimal essential information needed to provide 
conditional access to the pay TV content. 
 
The Entity API defines all of the commands and data that can be communicated 
to Cypher CATM in order for it to carry out its functions.  These commands 
provide for the creation, management and reporting of Subscriber accounts, 
Service records, Asset records and Entitlements as a few examples.  Great effort 
has been taken to minimize the overlap between the information stored in Cypher 
CATM and the information stored in the other systems comprising an operational 
support system.   
 


3.2 Entities 
Who are entities? Entities are users of the Cypher CA system. These are 
business entities including: 


• subscriber management systems,  
• system operator,  
• CDN owners,  
• content aggregators etc.  


 
They are not the domestic end-users. An entity can be a computer program 
connected to the CA via a network or an individual at a terminal. Several entities 
can connect to the CA. Each entity will have one of 4 roles or classes of 
privileges. These include: 


• CA owner 
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• Service owner 
• Asset owner 
• Subscriber owner 


 
3.2.1 CA Owner 


If an entity is designated as a CA owner then it will have the ‘administrator’ 
or super user type privileges within the CA application. It will be able to 
create new entity accounts and will be able to authenticate each entity on 
their first connection to the CA. The CA owner account is a ‘principal’ 
account. It has built in privileges.  The CA Owner has access to the 
Cypher CATM system for configuration and operation of the Activation 
application as well as for definition of the external Entities.  In addition, the 
CA Owner is responsible for maintenance of the CA system including 
maintenance of the database. 
 


 
The CA Owner: 


• is the principal user with Administrator or super user privilege on the 
CA core server. 


• can only have one Entity API session open. 
• is authenticated by local access to the CA server machine itself. 
• must  interact with the CA from the CA core server’s console – no 


remote access is allowed. 
• is required to manually authenticate other entities upon their first 


connection. 
• can request reports on all subscribers, devices, services, assets and 


entitlements. 
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3.2.2 Subscriber Owners 
If an entity is assigned Subscriber Owner privileges then it can add, modify or 
remove  


• subscribers, 
• CPE (consumer premise equipment), 
• entitlements 
• and service groups. 


It can also request reports on the above as well as a list of assets and 
services to which it has been granted franchises. 


 
A Subscriber Owner is responsible for creating the records within the system 
that define the Subscribers, the set top boxes associated with the Subscribers 
(CPE records), Service Groups and the Entitlements for their authorized 
Franchises.  The Subscriber Owner is also responsible for creating the 
Physical Device records for all of the set top boxes that they will deploy. 


 
The typical process that a Subscriber Owner would follow to set up their part 
of the Cypher CATM system is described below. 
 
Define Physical Devices 
 Create the Physical Device records for one or more of the set top 


boxes in inventory 
Define Subscriber Account 
 Create the Subscriber account.  The information required by Cypher 


CA is a very small subset of the information entered into the 
Subscriber Management System.   This information amounts to a way 
to identify the account.  All billing and subscriber identity is retained by 
the SMS. 


Define CPE Record 
 Create the records for each set top box to be installed for a particular 


Subscriber 
Define Entitlements 
 Create the Entitlement records for the Subscriber.  When creating an 


Entitlement, the Subscriber Owner can control the start and end time 
for the Entitlement, can define a period during which the Entitlement is 
valid along with a count of how many periods are allowed, and can 
define the maximum number of viewings for the content. 


 
The Define Subscriber Account and Define CPE Record steps can be part of 
the Activation process depending on the business process of the Subscriber 
Owner.   Renewal of CPE communication keys can be initiated via the 
Subscriber Owner Interface. 
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In addition, the Entity API provides a facility to allow for the creation of 
Service Groups should the SMS not provide this ability.  A Service Group is a 
package of Services that a Subscriber Owner has Franchises for that are 
grouped together to more easily facilitate the Entitlement process.  
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.2.3 Service Owners 
If an entity is assigned Service Owner privileges then it can add, modify or 
remove 


• Network resource (eventually this may become the responsibility of a 
new entity with network owner permissions) 


• Service 
• Franchises 


It can also request reports on the above records that it owns. 
It can also request a list of subscriber owners. 
 
A Service Owner is responsible for creating the records within the system that 
defines the various broadcasts and PPV content it controls.  They have the 
ability to determine which content is to be encrypted and, if it is to be 
encrypted, how frequently to rotate both the content encryption key and 
service key.  The content encryption key is used by Cypher BroadcastTM to 
encrypt the content and it can be changed as frequently as every ten seconds 
within the encrypted stream.  The service key is used by Cypher CATM to 
encrypt the ECM’s that are sent to the set top boxes.  The Service Owner can 
also control the start and end time for services, define blackout periods and 
override the service key rotation to provide a way to immediately stop access 
to a particular service in the event of a security breach or other issue.  
Additionally, this interface allows the Service Owner to move Services from 
one Network resource (see below) to another without the need to re-issue 
Entitlements. 


 
One example of the control available over Services is the ability to easily 
change the date/time of a PPV event.  To accomplish this, an EntityAPI call 
would be made to modify the Service Start Time, End Time or both. If this 
change is initiated by the operational support system (such as a Content 
Management System), and it had been integrated with Cypher CATM, there 
would be no additional action necessary on the part of the operator to effect 
the change.  If no operational support system were in use, then making this 
change would require entering the new Start/End Times using the optional 
browser-based application mentioned above.  Once Cypher CATM receives 
the call, all other actions required to propagate the change to the set top 
boxes is handled automatically.  Because the timing aspect of a PPV event is 
associated with the service key and service identifier there is no need to issue 
new or modified entitlements to each of the set top boxes. 


 
Before defining Services, the Service Owner must also define what are called 
Network Resources.  A Network Resource is essentially a multicast IP 
address and port that will be used to carry a Service.  This facility allows for 
the creation of PPV channels that are comprised of many Services or events. 
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Once Services are defined, the Service Owner must define Franchises for the 
Services.  A Franchise is a right granted to a Subscriber Owner to resell or 
entitle that Service.  A Service Owner can control which Services a particular 
Subscriber Owner has a Franchise to as well as the duration of that 
Franchise. The management of Services is either performed by the content 
management system or the Service Owner can layer a browser-based 
application on top of the Entity API to allow Service management.  Service 
Owner A is not authorized to modify the Service records of Service Owner B 
and vice versa. 


 
If a Service has been compromised, the system allows for change of service 
key and transmission of new entitlements to the valid CPE devices.   Change 
of the service key would disable future decryption of the Service.  Change of 
service key may be triggered via the Service Owner interface. 
 
Cypher CATM is capable of handling multiple subscriber owners or SMS(s).  It 
is also capable of having multiple Service Owners and Asset Owners.  The 
Service Owners and Asset Owners are responsible for creating franchises, 
which allow the reselling of content to a neighboring operator/retailer.  These 
franchises are also known as reseller entitlements.   
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3.2.4 Asset Owners 
If an entity is assigned Asset Owner privileges then it can add, modify or 
remove 


• Asset 
• Franchises 


It can also request reports on the above records that it owns. 
It can also request a list of subscriber owners. 


 
An Asset Owner is responsible for creating the records within the system that 
defines the various pieces of VOD content it controls.  They have the ability to 
determine which content is to be encrypted and, if it is to be encrypted, how 
frequently to rotate the content encryption key.  This key is used by Cypher 
VODTM to encrypt the content and it can be changed as frequently as every 
ten seconds within the encrypted file.   
 
Once Assets are defined, the Asset Owner must define Franchises for the 
Assets.  A Franchise is a right, granted to a Subscriber Owner, to resell or 
entitle that Asset.  An Asset Owner controls which Assets a particular 
Subscriber Owner has a Franchise for, as well as the duration of that 
Franchise.  The management of Assets is either performed by the content 
management system or the Asset Owner can layer a browser-based 
application on top of the Entity API to allow Asset configuration.  Asset Owner 
A is not authorized to modify the Asset records of Asset Owner B and vice 
versa. 
 
If an Asset has been compromised it can be re-encrypted which generates a 
new service key and transmission of new entitlements to the valid CPE 
devices.    Re-encryption may be triggered via the Asset Owner interface. 
 
Cypher CATM is capable of handling multiple subscriber owners or SMS(s).  It 
is also capable of having multiple Service Owners and Asset Owners.  The 
Service Owners and Asset Owners are responsible for creating franchises, 
which allow the reselling of content to a neighboring operator/retailer.  These 
franchises are also known as reseller entitlements.   
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3.3 Entity API Functionality 
The Entity API is split into 3 groups of functionality.  


• Secure connection to CA 
• CA Owner functionality 


o Adding, Modifying and Removing Entities 
o Authenticating Entities on first connection. 


• Service and VoD Operator functionality 
o Adding, Removing Network Resources (IP addresses) 
o Adding, Modifying and Removing Services (TV) 
o Adding, Modifying and Removing Assets (VOD) 
o Adding, Modifying and Removing Franchises 


• SMS functionality 
o Adding, Modifying and Removing Subscribers 
o Adding, Modifying and Removing CPE Devices 
o Adding, Modifying and Removing Service Groups (packages) 
o Adding, Modifying and Removing Entitlements 


 
The following diagram shows the data flows from the Entities to the Entity API. 
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3.4 Object relationships 
Figure 1 Object relationship diagram 


 
Most Entity API commands 
cause records within the 
Cypher CA database (DB) 
to be added, modified or 
removed. The records 
represent objects that are 
used to manage conditional 
access. These objects 
include: 


• AssetOwners 
• ServiceOwners 
• SubscriberOwners 
• Assets 
• NetworkResources 
• Services 
• Franchises 
• ServiceGroups 
• Subscribers 
• CPEs 
• Entitlements 


Figure 2 shows the 
relationship between the 
various objects. 


• Asset owners are 
entities that own 
assets. 


• Assets are VOD 
files. 


• Service owners are entities that own services (and NetworkResources 
(not shown)) 


• Service represent multicast pay TV transmissions. 
• Subscriber owners are entities that own subscribers. 
• Subscribers are end-users. They do not interact with the CA directly. 


Subscribers own consumer premise equipment (CPEs) such as set-top 
boxes, PVR and other media devices. CPE records and controlled by the 
subscriber owner. 


• Franchises represent a permissions granted by service owners or asset 
owners allowing a subscriber owner to resell an asset or a service. 







Widevine Cypher CA™ Entity API Programmer’s Reference Manual 
Version 2.3 


 


This document contains confidential information and is proprietary to the company, Widevine 
Technologies Inc., and may not be reproduced or redistributed without the express written 


permission of the company. 
 


Page 15  
Copyright 2002 and 2003 Widevine Technologies, Inc. 


• ServiceGroups represent a packaging to services that a subscriber owner 
would resell. 


• Entitlements represent permissions, granted by a subscriber owner, that a 
CPE or all CPEs or a subscriber may access an asset, service or group of 
services. The entitlement includes a rich rights expression and the 
conditions under which the CPE may access the content. 


 


3.5 Commands Overview 
Entities can issue commands based upon their privileges.  From an 
operational point of view the human interface to the system is typically 
performed through the operational support system such as a Subscriber 
Management System (SMS) and not with Cypher CATM directly.  If there is 
not an operational support system capable of supplying the required 
information a browser-based interface can be layered on top of the 
EntityAPI in order to provide direct interaction with the system. 


 
 
 Command          Response CA 


Owner 
Subscriber 


Owner 
Service 
Owner 


Asset 
Owner 


Connection OpenConnection 
CloseConnection 


OpenConnectionResponse 
CloseConnectionResponse 


    


Session OpenSession 
CloseSession 


OpenSessionResponse 
CloseSessionResponse 


    


Entity AddEntity 
ModifyEntity 
RemoveEntity 


AddEntityResponse 
ModifyEntityResponse 
RemoveEntityResponse 


    


Reporting RequestReport RequestReportResponse     
Subscriber AddSubscriber 


RemoveSubscriber 
AddSubscriberResponse 
RemoveSubscriberResponse 


    


CPE AddCPE 
ModifyCPE 
RemoveCPE 


AddCPEResponse 
ModifyCPEResponse 
RemoveCPEResponse 


    


NetworkResource AddNetworkResource 
ModifyNetworkResource 
RemoveNetworkResource 


AddNetworkResourceResponse 
ModifyNetworkResourceResponse 
RemoveNetworkResourceResponse 


    


Service AddService 
ModifyService 
RemoveService 


AddServiceResponse 
ModifyServiceResponse 
RemoveServiceResponse 


    


Asset AddAsset 
ModifyAsset 
RemoveAsset 


AddAssetResponse 
ModifyAssetResponse 
RemoveAssetResponse 


    


Franchise AddFranchise 
ModifyFranchise 
RemoveFranchise 


AddFranchiseResponse 
ModifyFranchiseResponse 
RemoveFranchiseResponse 


    


ServiceGroup AddServiceGroup 
ModifyServiceGroup 
RemoveServiceGroup 


AddServiceGroupResponse 
ModifyServiceGroupResponse 
RemoveServiceGroupResponse 


    


Entitlement AddEntitlement 
ModifyEntitlement 
RemoveEntitlement 


AddEntitlementResponse 
ModifyEntitlementResponse 
RemoveEntitlementResponse 


    


Table 1 Table of commands and responses 
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3.5 XML 
The Entity API is a collection of extended mark-up language (XML) messages.  
See http://www.w3.org/XML/ for further information. 
 
The collection of messages is defined in the Widevine Cypher CA Entity API XML 
schema.  
 
Cypher CATM accepts eXtensible Markup Language (XML) input from external 
sources via the EntityAPI provided by Widevine.  This Application Programming 
Interface (API) defines the information (and its format) required by Cypher CATM 
to define the content to be entitled, the encryption rules for that content, the 
subscribers and devices that will be granted entitlements and the entitlements 
themselves.   


3.6 Messages 
XML messages from the ENTITY to the CA are called commands. 
Commands contain a header called a CommandAttributes. This includes the 
Session ID and the Sequence number. The Command ID uniquely identifies the 
command among all sessions on a connection. The response to a command 
contains the same Command ID to allow responses to be matched up with 
commands in a multi-threaded, multi-session communication between the 
ENTITY and CA. The ENTITY will generate a unique SessionID each time it 
opens a session. For each command it sends it will generate a unique 
SequenceNumber. 
 
Responses contain an error code. 
 
 <xs:complexType name="Command"> 
  <xs:annotation> 
   <xs:documentation>This type specifies a command</xs:documentation> 
  </xs:annotation> 
  <xs:attributeGroup ref="CommandAttributes"/> 
 </xs:complexType> 


Figure 2 Command complex type schema 


CommandAttributes include: 
 
 <xs:attributeGroup name="CommandAttributes"> 
  <xs:annotation> 
   <xs:documentation>Attributes of a command</xs:documentation> 
  </xs:annotation> 
  <xs:attribute name="SessionID" type="xs:unsignedInt" use="required"/> 
  <xs:attribute name="SequenceNumber" type="xs:unsignedInt" use="required"/> 
 </xs:attributeGroup> 


Figure 3 CommandAttributes attribute group schema 


SessionID   This is generated by the entity and uniquely identifies a 
session within a connection between user and CA. 
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SequenceNumber  This is a handle passed by the entity to the CA. The CA 
includes it in subsequent responses to that command. This can be a sequence 
number within a session. 
 
XML messages from the CA to the ENTITY are called responses. Both 
commands and responses contain identification information so that responses 
can be matched to commands at the ENTITY. 
 
 <xs:complexType name="Response"> 
  <xs:annotation> 
   <xs:documentation>This type specifies the minimal response to a session command.  
   </xs:documentation> 
  </xs:annotation> 
  <xs:attributeGroup ref="CommandAttributes"/> 
  <xs:attribute name="Errorcode" type="xs:int" use="required"/> 
 </xs:complexType> 


Figure 4 Response complex type schema 


Errorcode  This is a code defined in CAErr.h [TBD] 
 


3.7 Entity, Connections and Sessions 
The connection message establishes a secure connection between the ENTITY 
and CA. 
The session messages are used to open and close sessions. 
Once a session is open the ENTITY can send commands and receive 
responses. 
 
 <xs:element name="Entity"> 
  <xs:annotation> 
   <xs:documentation>A principal user of the CA system - SMS, System operator, Aggregator 
etc.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:sequence> 
    <xs:element ref="EntityID"/> 
   </xs:sequence> 
   <xs:attributeGroup ref="Privileges"/> 
  </xs:complexType> 
 </xs:element> 


Figure 5 Entity element schema 


 


3.8 Names, Ids and Flexible Ids  
When the ENTITY adds a record of an object (a subscriber, CPE, service, asset 
or entitlement) to the CA database it can optional offer the CA its own 
VerboseName for the object. This name is treated opaque text and is stored as a 
field in the table of records but is not used as the primary key for the table in the 
database. In the response message, the CA returns either a compact ID that is 
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used as the primary key or an error if the verbose name already exists in the 
table being written. The ENTITY now has a choice. It can either use the compact 
ID or its own name for the object. Using the primary key obviously enables faster 
access to the data. However the opaque text name can also be used to 
subsequently reference objects stored in the CA database. 
 
 <xs:complexType name="FlexibleID"> 
  <xs:annotation> 
   <xs:documentation>This ID is either the CA generated ID or the verbose name.</xs:documentation> 
  </xs:annotation> 
  <xs:attribute name="CA_ID" type="xs:unsignedInt" use="optional"/> 
  <xs:attribute name="VerboseName" type="xs:string" use="optional"/> 
 </xs:complexType> 


Figure 6 FlexibleID complex type schema 


3.9 Secure Communications 
An Activation Process of all Cypher CATM System servers is required before they 
are ready to operate.  There is an activation option on the console menu of each 
server.   Initial activation is a one time activity performed by Widevine personnel 
or Widevine’s authorized representatives and is included as part of the System 
Implementation.    
The Activation process verifies components and establishes a trust relationship 
between two components to allow for secure communication.  A manual step is 
introduced so a trusted human can authenticate that the component in question 
is, in fact, the real component.  Activation involves one component or device 
informing another component or device about its existence as well as transferring 
information necessary for future secure communications. 
The following describes the Activation process in more detail. 


• Once a component is configured with its required IP addresses, it may be 
activated using the Activation application.  The Activation application 
includes the steps outlined below.  Communication keys are automatically 
generated and exchanged between the systems. 


• After this exchange, an identifier, IP address, and key fingerprint in the 
form of a series of words generated from the hash of the public key is 
displayed on the consoles of the communicating systems. 


• The operator is then required to either accept or reject the activation after 
communicating with an operator on the other system (or having access to 
both systems) and comparing the words on both screens to verify that the 
public key was not compromised in transit. 


• If the activation is rejected then a rejection notice is provided and the 
process is restarted. 
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Once Activation is accepted, the two systems are ready to start operations.  
 
Widevine provides its Entity Integration Plug-In, a software library that provides 
functionality for activation and secure communication, for each external source.  
Widevine personnel or Widevine’s authorized representatives will link this library 
with each external source during the System Implementation to permit the secure 
communication of the required information to the Cypher CATM system.   
 
The following diagram shows the use of the Entity Integration Plug-In to 
communicate with generic middleware.  In this example the middleware is acting 
in the roles of Asset Owner, Service Owner and Subscriber Owner. 
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4. Entity API Detail 


4.1 Connection 
In order to first establish a connection with the Cypher CA server the iTV 
application (a iTV Manager, VOD manager, SMS application) needs to issue an 
OpenConnection command identifying itself. Each connection is a unique 
socket through the SMM. 
 
When the command is first issued the Cypher CA will activate the calling 
application. It will create an entity record for the calling application and create a 
binding between the already provisioned physical computer and the entity record. 
 
In the OpenConnection command the iTV application (iTV) specifies its 
VerboseName and its required privilege. 
 
The schema for OpenConnection is: 
 <xs:element name="OpenConnection"> 
  <xs:annotation> 
   <xs:documentation>Entity Logs in for first time with CA. The connection is held pending. A manual 
admin operation is required to validate the identity of the entity. Only a single OpenConnection command can be 
pending per socket.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:sequence> 
    <xs:element ref="Entity"/> 
   </xs:sequence> 
  </xs:complexType> 
 </xs:element> 


Figure 7 OpenConnection element schema 


 
Here is an example of a service owner’s first OpenConnection command. 
 


<OpenConnection xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATH\XML Schema\CypherCA.xsd"> 
 <Entity ServiceOwner="1" > 
  <EntityID VerboseName=" iTV Manager Service Owner"/> 
 </Entity> 
</OpenConnection> 


Figure 8 OpenConnection Service Owner example 


Here is an example of an asset owner’s first OpenConnection command. 
 


<OpenConnection xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATH\XML Schema\CypherCA.xsd"> 
 <Entity AssetOwner="1" > 
  <EntityID VerboseName=" iTV Manager VOD"/> 
 </Entity> 
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</OpenConnection> 


Figure 9 OpenConnection Asset Owner example 


Here is an example of a subscriber owner’s first OpenConnection command. 
 


<OpenConnection xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATH\XML Schema\CypherCA.xsd"> 
 <Entity SubscriberOwner="1"> 
  <EntityID VerboseName=" iTV Manager SMS"/> 
 </Entity> 
</OpenConnection> 


Figure 10 OpenConnection Subscriber Owner example 


CA responds with an XML response. It will provide a unique non-zero CA_ID that 
must be stored by iTV application and used in subsequent communications. The 
actual privileges granted are also returned in the response for each connection. 
The schema for OpenConnectionResponse is: 
 
 <xs:element name="OpenConnectionResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds to Register. EntityID is returned if there is no error. 
</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:sequence minOccurs="0"> 
    <xs:element ref="Entity"/> 
   </xs:sequence> 
   <xs:attribute name="Errorcode" type="xs:int" use="required"/> 
  </xs:complexType> 
 </xs:element> 


Figure 11 OpenConnectionResponse element schema 


Here is an example of its use: 
 
<OpenConnectionResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATH\XML Schema\CypherCA.xsd" Errorcode="0"> 
 <Entity ServiceOwner="1" > 
  <EntityID CA_ID="123456" VerboseName=" iTV Manager Service Owner" /> 
 </Entity> 
</OpenConnectionResponse> 


Figure 12 OpenConnectionResponse example 


Subsequent OpenConnection commands can use either the verbose name or the 
return CA_ID as described in the ‘Flexible ID’ section. On subsequent instances 
the Cypher CA will not re-activate the calling application. 
 
 <xs:element name="CloseConnection"> 
  <xs:annotation> 
   <xs:documentation>Entity closes a connection</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="EntityID"/> 
     </xs:sequence> 







Widevine Cypher CA™ Entity API Programmer’s Reference Manual 
Version 2.3 


 


This document contains confidential information and is proprietary to the company, Widevine 
Technologies Inc., and may not be reproduced or redistributed without the express written 


permission of the company. 
 


Page 22  
Copyright 2002 and 2003 Widevine Technologies, Inc. 


    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 13 CloseConnection element schema 


 
 <xs:element name="CloseConnectionResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds to CloseConnection</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 14 CloseConnection example 


4.2 Sessions 
Once secure connections are established then iTV application needs to open a 
session with the CA using the OpenSession XML command. A unique 
Session_ID is supplied for each session. A sequence number is also provided to 
allow asynchronous responses to be matched up to the original commands. 
 
 <xs:element name="OpenSession" type="Command"> 
  <xs:annotation> 
   <xs:documentation>Entity opens a CA session. On an existing authenticated socket. 
   </xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 15 OpenSession element schema 


 
<OpenSession xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATHCypherCA.xsd"  
SessionID="123" SequenceNumber="1"/> 
Figure 16 OpenSession example 


The CA responds with an OpenSessionResponse message for each session.  
 
 <xs:element name="OpenSessionResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation> CA responds to OpenSession</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 17 OpenSessionResponse element schema 


 
<OpenSessionResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATH\XML Schema\CypherCA.xsd"  
SessionID=123" SequenceNumber="1" Errorcode="CA_OK"/> 


Figure 18 OpenSessionResponse example 


Sessions are closed with a CloseSession command followed by a 
CloseSessionResponse from the CA. 
 
 <xs:element name="CloseSession" type="Command"> 
  <xs:annotation> 
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   <xs:documentation>Entity closes a CA session</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 19 CloseSession element schema 


 <xs:element name="CloseSessionResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds to Close</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 20 CloseSession element response 


4.3 Entity Management 
The CA Owner can Add, Modify or Remove Entities. 
Each command has a corresponding response. 
 
 <xs:element name="AddEntity"> 
  <xs:annotation> 
   <xs:documentation>Entity with CAowner privileges can add another entity and assign privileges. 
   </xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="Entity"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 21 AddEntity element schema 


 
 <xs:element name="AddEntityResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds with the EntityID and the group privileges granted. 
   </xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Response"/> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 22 AddEntityResponse element schema 


 
 <xs:element name="ModifyEntity"> 
  <xs:annotation> 
   <xs:documentation>An entity with CA owner permission can modify another entity. 
   </xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="Entity"/> 
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     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 23 ModifyEntity element schema 


 
 <xs:element name="ModifyEntityResponse" type="Command"> 
  <xs:annotation> 
   <xs:documentation>CA responds to ModifyEntity</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 24 ModifyEntityResponse element schema 


 
 <xs:element name="RemoveEntity"> 
  <xs:annotation> 
   <xs:documentation>Entity with CAowner privileges can remove a entity.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="EntityID"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 25 RemoveEntity element schema 


 
 <xs:element name="RemoveEntityResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds to RemoveEntity</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 26 RemoveEntityResponse element schema 


4.4 Service and Asset Management 
In order to inform the CA of all the pay TV services the iTV manager application 
must use the AddNetworkResource and AddService commands.  
 
In the Cypher CA Overview it can be seen that the CA supports TV, PPV events 
and promotions. In order to facilitate this wealth of programming the CA model 
the iTV application must specify both the essential network resource (an IP 
address and port) as well as the service carried on the network resource (HBO, 
PPV boxing or CinemaxFreeWeekend for example). 
 
4.4.1 Network Resources 
In order to inform the CA of the network resources iTV must issue an 
AddNetworkResource command through the service owner connection. 
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 <xs:element name="AddNetworkResource"> 
  <xs:annotation> 
   <xs:documentation>Entity adds a new network resource</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="NetworkType"/> 
      <xs:element ref="NetworkResource"/> 
      <xs:element name="VerboseName" type="xs:anyType"/> 
      <xs:element name="Description" type="xs:anyType"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 27 AddNetworkResource element schema 


 
 <xs:element name="AddNetworkResourceResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds to AddNetworkResource</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Response"> 
     <xs:sequence> 
      <xs:element ref="NetworkResourceID"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 28 AddNetworkResourceResponse element schema 


 
 <xs:element name="ModifyNetworkResource"> 
  <xs:annotation> 
   <xs:documentation>Entity modifies a network resource</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="NetworkResourceID"/> 
      <xs:element ref="NetworkResource"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 29 ModifyNetworkResource element schema 


 
 <xs:element name="ModifyNetworkResourceResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds to modify network response</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 30 ModifyNetworkResourceResponse element schema 
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 <xs:element name="RemoveNetworkResource"> 
  <xs:annotation> 
   <xs:documentation>Entity removes a network resource</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 31 RemoveNetworkResource element schema 


 
 <xs:element name="RemoveNetworkResourceResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds to RemoveNetworkResource</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 32 RemoveNetworkResourceResponse element schema 


 
<AddNetworkResource xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATH\XML Schema\CypherCA.xsd"  
SessionID=123" SequenceNumber="2"> 
 <NetworkType>0</NetworkType> 
 <NetworkResource>10.1.10.127:5800</NetworkResource> 
 <VerboseName>PPV1</VerboseName> 
 <Description>Pay per view channel 1</Description> 
</AddNetworkResource> 


Figure 33 AddNetworkResource example 


 
The NetworkType = 0 denotes an IP network.  
The NetworkResource element is the A network resource can be removed using 
a RemoveNetworkResource command or modified using the 
ModifyNetworkResource command. 
 
4.4.2 Services 
In order to inform the CA of a TV service that operates for a time period on a 
network resource iTV must issue the AddService command. 
 
 <xs:element name="AddService"> 
  <xs:annotation> 
   <xs:documentation>Entity adds a new service and binds it to a network resource. </xs:documentation> 
   <xs:documentation source="Global">The global attribute defaults to 1 or TRUE. 
If it is set to zero or FALSE then access to the service by resellers (users with 'Subscriber Owner' privileges 
(SMSs)) is controlled by entitlements.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="Service"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 34 AddService element schema 
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 <xs:element name="AddServiceResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds to AddService. If there is no error then a ServiceID is 
returned.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Response"> 
     <xs:sequence minOccurs="0"> 
      <xs:element ref="ServiceID" minOccurs="0"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 35 AddServiceResponse element schema 


 
 <xs:element name="ModifyService"> 
  <xs:annotation> 
   <xs:documentation> Entity modifies and service</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="Service"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 36 ModifyService element schema 


 
 <xs:element name="ModifyServiceResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation> CA responds to ModifyService</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 37 ModifyServiceResponse element schema 


 
 <xs:element name="RemoveService"> 
  <xs:annotation> 
   <xs:documentation>Entity deletes service</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="ServiceID"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 38 RemoveService element schema 
 
 <xs:element name="RemoveServiceResponse" type="Response"> 
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  <xs:annotation> 
   <xs:documentation>CA responds to Remove Service</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 39 RemoveServiceResponse element schema 
 
<AddService xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATH\XML Schema\CypherCA.xsd"  
SessionID="123" SequenceNumber="3"> 
 <Service  start="2001-10-17T09:30:47-05:00"  
    end="2001-12-17T09:30:47-05:00"  
    ServiceKeyRotationPeriod="1000000"  
    ContentKeyRotationPeriod="10"  
    ServiceKeyChangeTime="2001-11-17T09:30:47-05:00"  
  <ServiceID CA_ID="0" VerboseName="HBO"/> 
  <NetworkResourceID CA_ID="28" VerboseName=" " /> 
 </Service> 
</AddService> 


Figure 40 AddService example 


 
 
Start is an optional argument denoting the start of the 


service 
End is an optional argument denoting the end of the 


service 
ServiceKeyRotationPeriod specifies in seconds how frequently the service 


key is to be rotated. Typically this is set to a 
month long period (~3 million seconds).  


ServiceKeyChangeTime Overlaying this periodic rotation is an explicit 
rotation that is specified in the 
ServiceKeyChangeTime argument. 


ContentKeyRotationPeriod  
 


specifies in seconds how frequently to rotate the 
content key embedded in the ECMs. This is 
typically set to 10 seconds or more. 


ServiceID In the ServiceID element the iTV specifies 
FlexibleID for the service. In the response the CA 
will return an id for the service. 


Table 2 Service parameters 


Services can be modified using the ModifyService command. The fields that can 
be modified exclude the ServiceID field. 
 
A service may be removed using the RemoveService command. 
 
4.4.3 VOD Assets 
In order to secure VOD, iTV must issue the AddAsset commands through the 
Asset owner connection. This will enable the pre-encryption operation to 
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proceed. The pre-encryption of VOD assets is thereafter control from another 
application directly connected to the Cypher VOD encryptor. 
 
 <xs:element name="AddAsset"> 
  <xs:annotation> 
   <xs:documentation>Entity adds new asset. If this command is issused for an existing asset then the 
information is used to update the details of the asset.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="Asset"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 41 AddAsset element schema 


 
 
 <xs:element name="AddAssetResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds to AddAsset. If there is no error then an AssetID is 
returned.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Response"> 
     <xs:sequence minOccurs="0"> 
      <xs:element ref="AssetID" minOccurs="0"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 42  AddAssetResponse element schema 


 
 <xs:element name="ModifyAsset"> 
  <xs:annotation> 
   <xs:documentation>Entity modifies an asset</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="Asset"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 43  ModifyAsset element schema 


 
 <xs:element name="ModifyAssetResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds to ModifyAsset</xs:documentation> 
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  </xs:annotation> 
 </xs:element> 


Figure 44 ModifyAssetResponse element schema 


 
 <xs:element name="RemoveAsset"> 
  <xs:annotation> 
   <xs:documentation>Entity removes asset</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="AssetID"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 45 RemoveAsset element schema 


 
 <xs:element name="RemoveAssetResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds RemoveAsset.</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 46 RemoveAssetResponse element schema 


 
The AddAsset command allows a service key to be generated to encrypt ECMs 
containing the content encryption keys.  
 
<AddAsset xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATH\XML Schema\CypherCA.xsd"  
SessionID="0" SequenceNumber="0"> 
 <Asset ContentKeyRotationPeriod="10"> 
  <AssetID VerboseName="Blade Runner" /> 
 </Asset> 
</AddAsset> 


Figure 47 AddAsset example 


 
The parameters to this XML command include: 
an AssetID of type FlexibleID 
an Asset element that includes a ContentRotationPeriod. 
 
Assets may be modified using the ModifyAsset command and removed using 
the RemoveAsset command. 
 
4.4.4 Franchises 
The Cypher CA systems allows for numerous service owners, asset owners and 
subscriber owners. 
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Transactions with each of these independent business entities are maintained in 
secure and segregated interfaces. 
In order to grant a subscriber owner (e.g. an SMS) the right to repackage and 
resell content iTV must use the AddFranchise command. A franchise is a 
representation of a contract that is registered with the CA by a service owner or 
asset owner allowing a subscriber owner to repackage and resell a service or an 
asset. 
 
 <xs:element name="AddFranchise"> 
  <xs:annotation> 
   <xs:documentation>Entity adds an entitlement to allow an SMS to repackage and resell 
content.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="FranchiseID"/> 
      <xs:element ref="EntityID"/> 
      <xs:choice> 
       <xs:element ref="AssetID"/> 
       <xs:element ref="ServiceID"/> 
      </xs:choice> 
     </xs:sequence> 
     <xs:attributeGroup ref="PermitTime"/> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 48 AddFranchise element schema 


 
 <xs:element name="AddFranchiseResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds to AddFranchise</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Response"> 
     <xs:sequence> 
      <xs:element ref="FranchiseID"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 49 AddFranchiseResponse element schema 


 
 <xs:element name="RemoveFranchise"> 
  <xs:annotation> 
   <xs:documentation>Entity removes a franchise.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="FranchiseID"/> 
     </xs:sequence> 
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    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 50 RemoveFranchise element schema 


 
 <xs:element name="RemoveFranchiseResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds to RemoveFranchise</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 51 RemoveFranchiseResponse element schema 


 
<AddFranchise xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATH\XML Schema\CypherCA.xsd"  
SessionID="0" SequenceNumber="0"  
start="2001-12-17T09:30:47-05:00"  
end="2002-12-17T09:30:47-05:00" 
 <FranchiseID VerboseName=" Plan Nine From Outer Space for YNOSMS" /> 
 <EntityID CA_ID="578" /> 
 <AssetID VerboseName="Plan Nine From Outer Space"/> 
</AddFranchise> 


Figure 52 AddFranchise example  


 
Start and end are optional.  
FranchiseID is an element of type FlexibleID. The AddFranchiseResponse 
returns the numeric part of the FranchiseID 
EntityID specifies which subscriber owner is permitted to resell the content. 
The AssetID or ServiceID is also a FlexibleID. This specifies the asset. 
 


4.5 Subscriber Management 
An important part of the Cypher CA Entity API is that used by subscriber owners. 
SMSes own the business relationship with the end-users and as such can  


• add customers using the AddSubscriber command;  
• add set-top boxes using the AddCPE command; 
• package multiple services using the AddServiceGroup command and 
• entitle subscribers or individual CPEs with the AddEntitlement command. 


 
4.5.1 Customers and CPE Devices 
 <xs:element name="AddSubscriber"> 
  <xs:annotation> 
   <xs:documentation>Entity adds new subscriber. There are two methods to reference subscribers. The 
user could provide its own name or it can use the compact ID returned by the CA. Access to subscriber records 
are faster using the compact ID.</xs:documentation> 
   <xs:documentation source="Usage">This command can be issues by a user with SubscriberOwner 
privileges.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
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     <xs:sequence minOccurs="0"> 
      <xs:element ref="SubscriberID" minOccurs="0"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 53 AddSubscriber element schema 


 
 <xs:element name="AddSubscriberResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds to AddNewSubscriber. If there is no error then a SubscriberID is 
returned.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Response"> 
     <xs:sequence minOccurs="0"> 
      <xs:element ref="SubscriberID" minOccurs="0"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 54 AddSubscriberResponse element schema 


 
 <xs:element name="RemoveSubscriber"> 
  <xs:annotation> 
   <xs:documentation>Entity deletes subscriber from CA system</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="SubscriberID"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 55  RemoveSubscriber element schema 


 
 <xs:element name="RemoveSubscriberResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds to RemoveSubscriber</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 56 RemoveSubscriberResponse element schema 


 
 <xs:element name="AddCPE"> 
  <xs:annotation> 
   <xs:documentation>Entity adds new CPE to subscriber.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
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      <xs:element ref="SubscriberID"/> 
      <xs:element ref="CPE"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 57 AddCPE element schema 


 
 <xs:element name="AddCPEResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds to AddNewSubscriberCPE. If there is no error then a CPEID is 
returned.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Response"> 
     <xs:sequence minOccurs="0"> 
      <xs:element ref="CPEID" minOccurs="0"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 58 AddCPEResponse element schema 


 
 <xs:element name="ModifyCPE"> 
  <xs:annotation> 
   <xs:documentation>A subscriber owner modifes a CPE.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="SubscriberID"/> 
      <xs:element ref="CPE"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 59 ModifyCPE element schema 


 
 <xs:element name="ModifyCPEResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds to ModifyCPE</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 60 ModifyCPE element schema 


 
 <xs:element name="RemoveCPE"> 
  <xs:annotation> 
   <xs:documentation>Entity removes a CPE</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Response"> 
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     <xs:sequence> 
      <xs:choice> 
       <xs:sequence> 
        <xs:element ref="SubscriberID"/> 
        <xs:element ref="CPELUN"/> 
       </xs:sequence> 
       <xs:element ref="CPE"/> 
      </xs:choice> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 61 RemoveCPE element schema 


 
 <xs:element name="RemoveCPEResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds to RemoveSubscriberCPE</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 62 RemoveCPEResponse element schema 


 
iTV adds customers using the AddSubscriber command. 
This command includes  
 
<AddSubscriber xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATH\XML Schema\CypherCA.xsd"  
SessionID="0" SequenceNumber="0"> 
 <SubscriberID VerboseName="Joe Smith"/> 
</AddSubscriber> 


Figure 63 AddSubscriber example 


 
iTV adds set-top boxes using the AddCPE command. 
 
4.5.2 Service Groups 
A service group is a package of services. 
The subscriber owner adds, modifies and removes service groups. 
Only service for which it owns franchises can be included in a service group. 
 
 
 <xs:element name="AddServiceGroup"> 
  <xs:annotation> 
   <xs:documentation>Add a group of services.</xs:documentation> 
   <xs:documentation>This is a powerful command. It allow the user to define or modify groups of 
services, assets or subscriber devices. The response returns a GroupID. The user can subsequently use the group 
ID in other commands - notably the AddEntitlement command. In this way a group or devices can be granted 
entitlements to a group of services. This minimizes the interface traffic between the SMS and the 
CA.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="GroupID" minOccurs="0"/> 
      <xs:sequence minOccurs="0" maxOccurs="unbounded"> 
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       <xs:element ref="ServiceID"/> 
      </xs:sequence> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 64 AddServiceGroup element schema 


 
 <xs:element name="AddServiceGroupResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds withe the GroupID</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Response"> 
     <xs:sequence> 
      <xs:element ref="GroupID" minOccurs="0"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 65 AddServiceGroupResponse element schema 


 
 <xs:element name="ModifyServiceGroup"> 
  <xs:annotation> 
   <xs:documentation>Entity modifies service group</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence maxOccurs="unbounded"> 
      <xs:element ref="Service"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 66 ModifyServiceGroup element schema 


 
 <xs:element name="ModifyServiceGroupResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds to ModifyServiceGroup</xs:documentation> 
  </xs:annotation> 
 </xs:element> 
 <xs:element name="RemoveGroup" type="Command"> 
  <xs:annotation> 
   <xs:documentation>Entity removes a group. Only the owning user can remove a 
group.</xs:documentation> 
  </xs:annotation> 
 </xs:element> 
 <xs:element name="RemoveGroupResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds to RemoveGroup</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 67 ModifyServiceGroupResponse element schema 
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<AddServiceGroup xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATH\XML Schema\CypherCA.xsd"  
SessionID="0" SequenceNumber="0"> 
 <GroupID VerboseName="Sports Gold"/> 
 <ServiceID VerboseName="PPV Boxing"/> 
 <ServiceID VerboseName="College Basketball"/> 
 <ServiceID VerboseName="ESPN"/> 
 <ServiceID VerboseName="ESPN2"/> 
 <ServiceID VerboseName="UK Soccer"/> 
 <ServiceID VerboseName="Fox Sports"/> 
 <ServiceID VerboseName="Football"/> 
</AddServiceGroup> 
Figure 68 AddServiceGroup example 


 
This command created a service group call ‘Sports Gold’ comprising 7 services. 
GroupID and ServiceID are elements of type FlexibleID. 
 
4.5.3 Entitlements 
 
A subscriber owner can entitle a subscriber or an individual device to access an 
asset, service or a service group with access criteria defined in an entitlement. 
Entitlements are controlled using the AddEntitlement, ModifyEntitlement and 
RemoveEntitlement commands. 
 
 <xs:element name="AddEntitlement"> 
  <xs:annotation> 
   <xs:documentation>Entity adds an entitlement.</xs:documentation> 
   <xs:documentation source="Group Entitlements">By using the group abstraction the subscriber owner 
can issue an entitlements for a package of TV channels (services) to a group of devices. 
If a group membership is changed then the entitlements are automatically updated to all the subscriber devices 
concerned.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:choice> 
       <xs:element ref="CPEID"/> 
       <xs:element ref="SubscriberID"/> 
      </xs:choice> 
      <xs:element ref="Entitlement"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 69 AddEntitlement element schema 


 
 <xs:element name="AddEntitlementResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds to AddEntitlement. If there is no error then an EntitlementID is 
returned.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
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   <xs:complexContent> 
    <xs:extension base="Response"> 
     <xs:sequence minOccurs="0"> 
      <xs:element ref="EntitlementID" minOccurs="0"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 70  AddEntitlementResponse element schema 


 
 <xs:element name="ModifyEntitlement"> 
  <xs:annotation> 
   <xs:documentation>Entity modifes an entitlement</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="EntitlementID"/> 
      <xs:element ref="Entitlement"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 71  ModifyEntitlement element schema 


 
 <xs:element name="ModifyEntitlementResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds to ModifyEntitlement</xs:documentation> 
  </xs:annotation> 
 </xs:element> 


Figure 72  ModifyEntitlementResponse element schema 


 
 <xs:element name="RemoveEntitlement"> 
  <xs:annotation> 
   <xs:documentation>Entity removes an entitlement</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="EntitlementID"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 73  RemoveEntitlement element schema 


 
 <xs:element name="RemoveEntitlementResponse" type="Response"> 
  <xs:annotation> 
   <xs:documentation>CA responds to RemoveEntitlement</xs:documentation> 
  </xs:annotation> 
 </xs:element> 
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Figure 74  RemoveEntitlementResponse element schema 


 
<AddEntitlement xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="WVPATH\XML Schema\CypherCA.xsd"  
SessionID="0" SequenceNumber="0"> 
 <CPEID CA_ID="1234" /> 
 <Entitlement > 
  <AssetID CA_ID="768945" /> 
   <TimeContiguous start="2001-11-17T09:30:47-05:00" end="2001-12-17T09:30:47-05:00"/> 
  </Permit> 
 </Entitlement> 
</AddEntitlement> 
Figure 75  AddEntitlement example 


 
This is a typical AddEntitlement message granting set top box CPEID 1234 
permission to play VOD asset 768945 for 1 month. 
 


4.6 Reports 
 
 <xs:element name="RequestReport"> 
  <xs:annotation> 
   <xs:documentation>Entity requests a subscriber report</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Command"> 
     <xs:sequence> 
      <xs:element ref="ReportSpec"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 76 RequestReport element schema 


 
 <xs:element name="RequestReportResponse"> 
  <xs:annotation> 
   <xs:documentation>CA responds to RequestSubscriberReport. If there is no error then a report is 
returned.</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:complexContent> 
    <xs:extension base="Response"> 
     <xs:sequence minOccurs="0"> 
      <xs:element ref="Report" minOccurs="0"/> 
     </xs:sequence> 
    </xs:extension> 
   </xs:complexContent> 
  </xs:complexType> 
 </xs:element> 


Figure 77 RequestReportResponse element schema 
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5. Glossary 
 
API – Application Programming Interface 
 
ATSC – American Testing Standards Committee 
 
CA System (CAS) – Conditional Access System is method (security system) where the 
broadcaster controls the subscriber's access to digital and ITV services 
 
CD – Compact Disk 
 
CPE – Consumer Premise Equipment (set top box, etc) 
 
Cypher BroadcastTM – Encryption appliance that encrypts media on the fly 
 
Cypher VODTM – Encryption appliance that pre-encrypts media files 
 
DRM – Digital Rights Management is a method (security system) where the content owner 
controls usage rights 
 
DVB – Digital Video Broadcasting 
 
DVD – Digital Versatile Disk 
 
DVR – Digital Video Recorder 
 
ECM - Entitlement Control Messages are encrypted data that contains access constraints and 
content keys 
 
ECMg – head end component that creates ECMs 
 
EMM - Entitlement Management Messages are encrypted data that contains entitlements and 
content keys 
 
EMMg – head end component that creates EMMs 
 
Entity - Entities are subscriber management systems, system operator, content delivery network 
owners, content aggregators etc. They are not the domestic end-users. An entity can be a 
computer program connected to the CA via a network or an individual at a terminal. Several 
entities can connect to the CA. Each entity will have any of 4 roles or classes of privileges. 
 
EntityAPI – Application Programming Interface for external Entities 
 
FIPS 4 – Federal Information Processing Standards Security Level 4 provides the highest level of 
security. Although most existing products do not meet this level of security, some products are 
commercially available which meet many of the Level4 requirements. Level 4 physical security 
provides an envelope of protection around the cryptographic module. Whereas the tamper 
detection circuits of lower level modules may be bypassed, the intent of Level 4 protection is to 
detect a penetration of the device from any direction. For example, if one attempts to cut through 
the enclosure of the cryptographic module, the attempt should be detected and 
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all critical security parameters should be zeroized. Level 4 devices are particularly useful for 
operation in a physically unprotected environment where an intruder could possibly tamper with 
the device. Level 4 also protects a module against a compromise of its security due to 
environmental conditions or fluctuations outside of the module's normal operating ranges for 
voltage and temperature. Intentional excursions beyond the normal operating ranges could be 
used to thwart a module's defense during an attack. A module is required to either include special 
environmental protection features designed to detect fluctuations and zeroize critical security 
parameters, or to undergo rigorous environmental failure testing that provides a reasonable 
assurance that the module will not be affected by fluctuations outside of the normal operating 
range in a manner that can compromise the security of the module. Level 4 allows software 
cryptography in multi-user timeshared systems when a B2 or equivalent trusted operating system 
is employed. A B2 trusted operating system provides additional assurances of the correct 
operation of the security features of the operating system. 
 
IP- Internet Protocol 
 
Implementation Process – The process of installing Cypher components into an operators 
network, configuring the system, training and testing the system before live use. 
 
MPEG – Moving Picture Experts Group, develops standards for digital video and digital audio 
compression. 
 
OS – Operating System 
 
PVR – Personal Video Recorder 
 
PPV – Pay Per View 
 
Service Key Scheduler (SKS) – Component responsible for scheduling the change of service 
keys managing access constraints. 
 
SMS - Subscriber Management System  
 
SNMP- Simple Network Management Protocol is a set of protocols for managing complex 
networks. 
 
UDP - user datagram protocol 
 
XML - eXtensible Markup Language 
 
 
 


  
 






