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2.1. SDX-300 7+ &

B — -~ SDX components

#i ERX £4684#%¢) SDX TR AT EHEAH (B —F
=) - SSP (Service Selection Portal) ~ LDAP - Radius ~ ERX -
Juniper NG FEAE T —4 GUI TE @A R EELABH Y > Lo
SDX Admin (e[ =) T B SA3Z 3 3 2% & Wholesaler 1 retailer &
service profile » # 31 subscriber i 3% & £ AR# A % ; Conf Magic (4w
B =) Ty & LDAP - Radius & ERX & &3 SSP T2 7
)3 1F ; Policy manager (4o v ) ¥ 3 administrator #| & 48 B &
policy group .L)Hi»fi SDX Admin i##E M ; SSP Server Admin # £&
SSP E 4k ey 48 B 3¢ -

&3 AdmissionControl
@ @3 AuthCache
- @3 Locks
- (23 Management

Audio-Silver
BBRASO1
nternet-Bronze

nternet- Gold
internet- Silver

ideo-Bronze
ideo-Gold




| i ‘orward
- 3] defaultingresshules
©- Bl internet-Fast
©- (@ internet-mediun
." 8 internet-slow
© [ 1P
©- [ PP
©- (B PPP-special

B = -~ SDX Admin Tool

[127.00.1

38 ¢ |o=Users, <base>

n=ssp,ou=Components,o=Operators,<base>

[127.001

|o=authCache, <base>

o=userProfileCache, <base>

c!l-np,ou-Compomntt,o-Oporaﬁurs,<bua>

1ou=Licenses,0=Management,<base>

p

,0=0p <base>




9 ~ Policy Manager Tool

2.2. SDX-300 £ A EHRE X Z A&

22.1.PPP A A BRBERRE

B ar 49 PPP B A # B PPPoE = PPPoA #t 2 # A
username@domainname & password & # X B A ERX » ERX # 4t &
it £ Radius #4 8 4303 0 685 > Radius @ %445 % LDAP &
W Fhpks LDAP Wey A Pt A E B4k 0 BB
B P13 T B2 4% [P address ; t£8%5 ERX € 4 F P 44 logical interface ~
IP address & PPP login name #21% £ SSP > UA{% E4%:8 % &9 policy
group « £ ¥ sbBF A P @& BB 4% 69 portal EAFAT A AR &) policy
group B SSP A92x 3t o fl4o 1 SSP T A4 T ubeFeh A F — 18
default PPP policy » & default PPP user & Portal £d& > A P f£3%
Portal & ¥ B A —=R SSP g4 BB T MU BRAMA 7 £4 4 SSP
Portal » it Bx #y1& A © 42 A &9 Service °

2.22.DHCP A £ 8RB EE R

DHCP A £ +] 4 A& # #a . Unauthenticated User ( A P & & &
40 ) R Specific User (f#i® SSP 2N AP HE 5 T4 ) -
Unauthenticated User = #] B DHCP H 4% — Token Address » i@ % & —
#& non-routable #j private IP address ; Specific User B 7] &R 1§ — & 2K
& IP firak » 4o 9] LA A Internet &) public IP 2 A VPN &9 private
IP firsuk - DHCP F P &9 BN 4% SSP login & ISP login - SSP
login Fr & 69 BB E M HF L LDAP ¢ - AR BEARF £



Radius > 3% 3% & 4% unauthenticated User ##& 3% g% Specific User » i B
#%3% Specific User # profile & Service - ISP login #32% @ ¢ -
ERX R|s4Z8i% & Radius $h47 » LB iB3REHH A P € 84F public IP
fihk o SSP Portal W E@MERAMBEAN ~EARETH JSP KX
#MEFLe st (SDX R4 = #4514 X * Normal - Virtual ISP
Equipment Registration &% F X4 H%#) - AHAMATEEL
KR o

Token IP /m +>( Public IP Address
Anon user profile B amevios 40 Anon user profile
S P

P service stop

Public IP Address
o Specific user profile

B % - DHCP A £ #9/K £ B

223. R ARG AMER

>  IP Filtering : % 7 3% SSP Portal 5[ 3% 3 = & A P 4k 3% 4] &
# z SSP Portal 8 #4 http request » H pb4448 4 SSP Portal & £ 4% b
R I MBERRE » AE L AA Destination IP frik R & %
SSP Portal £ #eh3t e -

1. Go to the IP Filter Directory by typing the following in a UNIX

session window:



cd /etc/opt/ipf

2. Create a file ipnat.conf in /etc/opt/ipf with the content:

rdr hme0 192.168.254.1/32 port 80 -> 192.168.254.1 port 8080 tcp
rdr hme0 0.0.0.0/0 port 80 -> 192.168.254.1 port 4444 tcp

>  Radius Server 2% & © 4 Merit Radius 2% & & %] » &% 2 H A4

b

2 authfile #% £3% A %A E3 (B8 domainname Ff ¥ &
LDAP search base & password % )

ispl.com PROLDAP localhost

!
1

Filter-Type BIN
Directory localhost
{
Host localhost
Port 389
Administrator "cn=radius,ou=components,o=operators.o=umc"
Password "radius"”
SearchBase "retailerName=isp1.com,0o=users,o=umc"

Authenticate search

——

1
)]
Clients #% % 2% & 3% Radius Server 7] 3 % #9 Radius Clients F # o

#Client Name Key [type] [version] [prefix]

#
7

# Localhost for testing purposes

127.0.0.1 secret type=Juniper:NAS vl
# Demo entry for a Juniper node (Enable the Juniper extensions)

10.13.7.1 secret type=Juniper:NAS vl
10.13.7.10 secret type=Juniper:NAS vl



»  SDX-300 License key &y%c# :SSP ¥ X B LB ARE
license key 4 F R E ¥ 3&4E » /A F R4 F ¢

1. Start SDX admin by typing:
/opt/UMC/smg/bin/sdxadmin

2. Connect to the directory with BaseDN=0=UMC , BindDN=cn=umcAdmin , o=umc ,

Password=admin123

* + SDX Admin$#LDAP#) &

3. Select Management >License .
4. Right click, and select New >License from the menu.
5. The New License window appears.

6. In the HostID field, enter the HostID value ,Click OK.



3+ B8 0=UMC
71— @3 AdmissionControl
&8 AuthCache
Locks
Management

| Wcsﬁs*h’xag@
lioenee.val capacity = 400000
1license,val ,component = 1

[ il aetry = 2005t
i {license,val .expiry =

[ ] @LicenseState ‘ liunse.val.r:Fl,e:gse =31
hcanse.val.seqm 00016

Operators
A @3 Parameters
B @3 Policies

i @ Scopes

B @3 UserProfileCache
B B8 Users
- B3 Workflows

B + ~ SDX Admin ¥ & license key
7. Enter the license key provided by Juniper Networks Customer Support under the

Main table of the License window.



2.3. Juniper E-series Router 142

ERX 1410

Small POP facilities, Medium POP facilities, Large POP locations,
Key Applications| BRAS & PL Aggregation BRAS & PL Aggregation high bandwith uplinks
System Bandwith 5 Ghps 10 Gbps 40 Gbps
___ Speedsto ... 0OC-12c/ STM4 OC-12c / STM4 OC48c/ STM-16
_ §yt;§cﬁr»ibe‘rggns‘q'g 16,000 32,000 64,000
Line Cards| 5 12 12
__.. _.Chassis per Rack 7 3 3
_Nx1Redundancy YES YES YES
__ Service Deployment YES YES YES

B\~ ERX % %] & &b

Juniper /&) A 4& & E-series Router £ £+ 4F % BBRAS B A
Edge Router & 438 > 40 T1 ~ E1 & 397 #] A & MPLS ~ IP QoS
B VPN SEshscZa A ER - b SHE A wmak ERX-1440 % 14 45
# -~ 40Gbps switching % &  ERX-1410 & 14 &4 - 40Gbps
switching & & ; ERX-705 % 7 &4 ~ 5Gbps switching % % ; ERX-
710 & 7 #&4% ~ 10Gbps switching &% « £ 4 %% 4#T» 4 Front
line modules ~ Rear I/O modules ~ Switch Route Processor ( f§ #%
SRP) - Line modules A & & 32 it forward 4t & ; I/O modules 1% A 14
1% physical port 4 % network connection Fi%& ; SRP #7#A switch
fabric (B /U ) &4 7 W2 AT A line module #y data path -~ $2fi
routing protocol &)/ 3% - 45 R EEE 0 Bk ERX-1410 1£ T4
A 12 18 line modules » M ERX-705 £ % =745 B 5 {B3HE4% - SRP N4f¢
A PCMCIA flash card £ 47 2t 8% image A & configuration #% % - R 32



% %R & Bt €4k ~ 3t & routing XA & #] A switch fabric & ¥ Py 2f
EH#iE - 518 ERX %18 SRP #E# > THABEER » &
primary SRP B # ¥ T4£# 4 £ Standby SRP 8% » A7 4 693% & 7T
F B2/, €% RIRFS T B 0 BF primary SRP A & E ¥ E/eFit
€ B ## %= primary SRP 4 - Line modules #|  UTOPIA II
(Universal Test and Operations Physical Interface ATM ) buses 2
switch fabric j# i@ » 418 slot group % 2 48 UTOPIA II 52 622Mbps i&
BEegry A% RLERAANEINE A LAY switch FH7
¥ ° £ #E3E line modules ééiﬁiﬁf °

Bl /L ~ #1 A switch fabric # P38 & &L 3%
# ¢, & ingress line module # A B > & P 3f IFC ( Ingress

Forwarding Controller ) sT# v A 4-byte & route tag » H & IFA

(Ingress Forwarding ASIC) & # queuing & scheduling )4k i i A
SRP #) switch fabric # 1% £ egress line module - F] 4% 4 & EFC

(Egress forwarding Controller) 3= route tag # /4 - it & 3744 layer 2
#% > & 1% B & EFA (Egress Forwarding ASIC) # i® schedule & i%
# o &7 518 line module #F B4 & 32 Ingress 31 6,44 IFC ~ [FA B &
32 egress 3t ¢,89 EFC - EFA » B 418 Ingress # Egress 4 4& & switch
fabric $# 3% 693848 & full mesh &4 » BT E 2| RR1EH - b >
line modules &) 4. 7] LA g, redundancy group BA4E & #5352 R -

10



ERX 3#%4#% CLI (command-line interface ) LAf4z% & » H&X T35
4 ¢1F k#1 CISCO Router JE #4842 » 242 A — BB A SDX E k8

AR B el
virtual-router default
aaa authentication ppp default radius none
aaa accounting ppp default radius none
!
ip address-pool local
service dhep-local equal-access
ip dhep-local pool default
network 10.10.10.0 255.255.255.0
domain-name default
default-router 10.10.10.1
lease 0 0 0 20

1p dhep-local excluded-address 10.10.10.1
ip dhep-local pool "ispl.com"”
network 212.26.100.0 255.255.255.0
domain-name "ispl.com"
default-router 212.26.100.1
lease 00 1
!

1p dhep-local excluded-address 212.26.100.1

interface loopback 0
1p address 10.10.10.1 255.255.255.0
1p address 212.26.100.1 255.255.255.255 secondary

ip local pool isplclients

ip local pool isplclients 212.26.100.100 212.26.100.116

radius authentication server 10.13.7.10

key secret

11



radius accounting server 10.13.7.10
key secret
!
radius update-source-addr 10.13.7.1
!
snmp-server community admin view user rw
snmp-server community private view user rw
snmp-server community public view user ro

snmp-server

sscc enable

sscc primary address 10.13.7.10 port 3288

virtual-router isp1
aaa authentication ppp default radius
aaa accounting ppp default radius
!
ip address-pool local
interface null 0
interface loopback 1001
ip address 172.68.101.254 255.255.255.255

12
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