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® =] A P (Availability)
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UTFHSH LR EABNEEEIZEERF & -

22.1.1 ZeFE#EEH
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% ZEEPROM% 24 X,
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eeprom security-mode=full
® &4 K £OpenBoot PROMK f& T & %15 sk EEPROMz% &

eeprom security-mode=command

2.2.1.3 rootéy 42 3%
I E root R AESE AM b Ak
® 2 /etc/default/system 4% % P& » CONSOLE=/dev/console 3] @2
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root 3% &A% H MR
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600 .cshre .profile .login .forward
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3# 31 /etc/init.d/nddconfig#g % - 3£ B 4# £ 2/etc/rc2.d/S70nddconfig * 4% T 5| &4

7 % ju ¥ "/etc/init.d/nddconfig"#% +

#//bin/sh
#
# /etc/init.d/nddconfig

# Fix for broadcast ping bug
Jusr/sbin/ndd -set /dev/ip ip respond to_echo_broadcast 0

# Block directed broadcast packets
fusr/sbin/ndd -set /dev/ip ip_forward_directed_broadcasts 0

# Prevent spoofing
/usr/sbin/ndd -set /dev/ip ip_strict_dst_multihoming 1
Jusr/sbin/ndd -set /dev/ip ip_ignore_redirect 1

# No IP forwarding
/usr/sbin/ndd -set /dev/ip ip_forwarding 0

# Drop source routed packets
/usr/sbin/ndd -set /dev/ip ip_forward src_routed 0



# Shorten ARP expiration to one minute to minimize ARP spoofing/hijacking
# [Source: Titan adjust-arp-timers module]
/usr/sbin/ndd -set /dev/ip ip_ire_flush_interval 60000

/usr/sbin/ndd -set /dev/arp arp cleanup_interval 60
e /etc/inet/inetd.conf 4% R4 @PATH K b B MB M LR XA R EHRS

B AP ARLENRHE LS T AT LA -

shell login exec
comsat talk uucp

tftp finger sysstat
netstat time echo
discard daytime chargen
rquotad sprayd walld
rexd rpc.ttdbserverd |dtspc
ufsd printer rpc.cmsd
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® PR BRI /etc/passwdFu/etc/shadow F MR
® IR IEM fetc/passwdn/etc/shadow F 454X

® & /etc/passwdFu/etc/shadowE £ F - 454E B eshell E gds
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O B A 4% A E/ete/host.equiv MR K& HAAME 3% T 49/ rhosts # £ -

® iE/etc/inetd.conf #E - M E Try MEBAMHEMSLBEL -

® ETHEH inetd FIRMHYBRENE °



2217 HEHBREE

tEletc/vistabfE ERE » AT 4B B L4 nosuid,ro

® /> /var’ lusre

& AT A setuid/setgid ey 4 R KRR EF AL FERFRABHRR
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O UTBERAKBTIHEG D SHMAEN -
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A8 B AR SR o0 SR R MR RATAE MR AL B R R K A5 EAE 0 BB

B 3% 4 32 o # 4% A SSH ~ SSLR& i % proprietary % # 3% & » SSLEE & AR

128-bit -

WWW Bk

3838 43 3% & Timeout B A o

%R IPACL RHIEZANR RIR -

3% & daemon £ A & 4 F R ASHE R MR I F v RRALBRFE -
B E 2447 Script 2 B 4k5h > A A BB LEFEARRITHE -
M BB T -

2 3k 4% A .htaccess & K B ATIRE -

RIRFTA R L RZ P BERMBMEE -

M BSRAEERTAHBEHER -

Ei®) SSL (128 bits s k) #ATE M Ao -

EL®) LOG #4104k F 32 8 -

# %4 A Alias ~ Script Alias 48 B 3% & -

SMTP iR

£ 123848 E 3% & Timeout BFF o

#xEIPACL R#EEAR RIR -

HEFA return SEAFRBEEBEZEHHAREE -
B2 &% A alias T -

3% & relay-domain # & # %] -

BB o FE AR A IR BAE A BRI -

B sy -

B By LOG Ml &8k B P F & #4448 B & -
WA IHIE R K size o

Mail Quota 4% 3 # #] -

e

% % i % 49 mail returning time °

DNS A%

E% % check-name # %] -

B # #E M & root file

% & IP ACL & #! Zone Transfer -

F2 %y DNS Security # 4] -

L8y IPv6 h A -

Ei#h LOG Bl fosk & R4 RAMHMAE -

FTP BRF
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R ALEF root B o

3% & chroot °

FR#| guest & anonymous € # 2 & R F iktEHE S -
TR BHATRAKNESHER —HE -

Bl BN RIBALHE

R BRI AH A -

PR AR -

MBI E LB -

Proxy BR¥

B & IP Forward -

ERBRELOEELS -

PR ] & 2264 IP fr ik »

AAHFEERE 2 ERZBRAEENT -
1A HTTP +SSL # A B 2 ehig ¥ -

2233 WBBRHEEEMERL
RBE-BAAETEE

FHERARMBERAZIHE (RHE)-

BB mEss -

GIEBBBERARLEEELBRERRL -

FrE BB mEF XA -

W B 4 2 34 2 s B 22 28 A (4 Telnet - WWW ~ SNMP ~ FTP ~ TFTP)
%4k M SSH ~ SSL ( A# 128 bits ) & Bk proprietary % i@ 3i%h & °
1938 48 F 2% & Timeout B3R -

4 ¥ SNMP FA3% 1% A 2 community string {& °

¥ B ICMP echo reply s 5 °

%A IPACL IRH|EEABRR -

% & SNMP ACL [ #] SNMP f2H -

2% &£ MAC ACL i#47 port-based 3% % #1 °

B gy LOG #H] sk M E -

Bl L4RKHE

EHERABRMETIRAZHE (BB -

Jo& L e S

GEEAREBTARXITEELBREBERL -

PR EHBERIEFXEHE -

B B 4 53R 1 2 s 3% B 32 o 45 (4 Telnet - WWW ~ SNMP ~ FTP ~ TFTP)
4k M SSH ~ SSL ( A#* 128 bits) & Bk proprietary % i@ % & ©
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#3188 F 3% Timeout B ©

% % SNMP 783% 4 A Z community string {4 °

i B ICMP echo reply zh 5k

i B &1 % L IP directed broadcasting # 45 °

R IPACL RHFEZAARR °

3% & SNMP ACL F&] SNMP 725 »

B4 ®) IP-Spoofing # & # 41

Ex %) SYN-Flood %3 #& 41 -

B ®h LOG #Hl fask BB M A »

s

EWERARMBERAZHE (HB)-

BB B -
FEPEREHARZEEELBREBBERE -

iR ERAE R mEH XM -

BB 4 R % 2 3R 3% B 32 2 45 (4 Telnet - WWW ~» SNMP ~ FTP ~ TFTP)
#3% M SSH ~ SSL ( A# 128 bits) B Bk proprietary @M & °
218k 42 £3% & Timeout 857 -

% £ SNMP 78 3% 1 A 2 community string 14 °

B B ICMP echo reply zh & -

B B3 & & L IP directed broadcasting  4& °

& IPACL IRHF| AR IR -

% Z SNMP ACL FR#] SNMP 28 °

£4®) IP-Spoofing #x & 4% %)

BL % SYN-Flood 4% 2% # 41 -
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¥ LM R DMZ & #4742 47 ICMP 23R -

# k4R ¥ DMZ & # 47 DNS Zone Transfer -

# 1k TFTP -

BEFIPAZERK - R AH PASVESR -

1% A non-transparent 4 X 32 4t Telnet ~ FTP - WWW £ R 7% -
4 — # policy & F B8 % -

#3077 42 deny all 2 £ # policy -
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