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The Role of the Justice Department’s Computer Crime & Intellectual Property Section
in Combating Internet-Related Crime and the Infringement of Intellectual Property Rights
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Background on the U.S. Department of Justice
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The United States Department of Justice was created by an act of Congress in 1789 and is
led by the Attorney General of the United States. The mission of the Department of Justice is: "To
enforce the law and defend the interests of the United States according to the law; to ensure public
safety against threats foreign and domestic; to provide federal leadership in preventing and
controlling crime; to seek just punishment for those guilty of unlawful behavior; ... and to ensure
fair and impartial administration of justice for all Americans." (This Mission Statement, as well as
other background information on the Department of Justice, can be found at
http://www.usdoj.gov.)
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The Department has many components, including the Federal Bureau of Investigation
(FBI), the Drug Enforcement Administration (DEA), the Bureau of Prisons, and ninety-four
federal prosecuting offices (or “U.S. Attorneys’ Offices™) located throughout the fifty states and
the U.S. Territories, which prosecute violations of federal law. The headquarters of the
Department of Justice, located in Washington, D.C., is comprised of a number of divisions,
organized around various subject matters, such as the Civil Rights Division, the Tax Division, the
Environment and Natural Resources Division, and the Criminal Division.
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The Criminal Division is charged with prosecuting violations of U.S. criminal law and developing
related policies. It has specific sections or offices that combat criminality such as fraud, trafficking
in narcotic and dangerous drugs, money laundering, child exploitation, terrorism, espionage,
organized crime, public corruption, and computer crime and theft of intellectual property.
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Creation of DOJ’s Computer Crime & Intellectual Property Section
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Although the Internet was invented in 1969, law enforcement in the United States did not
begin to comprehensively fight major Internet crime until 1986. That year, a $0.75 accounting
discrepancy led a California astronomer, Clifford Stoll, to discover an intruder in a University
computer for which he was the administrator. Because of the small monetary value involved, Stoll
had difficulty interesting U.S. law enforcement in the matter and, essentially without government
assistance, he discovered that the source of the intrusion was a hacker located in Germany who had
been paid by the Soviet KGB to steal U.S. military secrets. This case demonstrated that, with a
computer crime, confidentiality of data can be as important as monetary loss. (Stoll tells this story
in his 1989 book, "The Cuckoo's Egg.")
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Several subsequent events aided in further awakening U.S. law enforcement to the threat of
crime committed via the Internet. For example, in 1988, a university student named Robert Morris,
Jr. developed a program, or "worm," designed to attack computers throughout the Internet by
penetrating a computer, propagating itself until it consumed all available computer memory, and
thereby shutting down that computer. In fewer than forty-eight hours, this worm crippled
approximately 6,200 computers and caused over $98 million in damage. A third event was the
penetration of the computers of a regional telephone company, from 1987 to 1989, by a hacker
group known as the “Legion of Doom” (LOD), which used this ability to alter and disrupt local
telephone service. Considering the critical importance of communication facilities, the LOD
network intrusions exposed serious threats to the emerging computer revolution, and both the
Morris Worm and LOD cases demonstrated that, with a computer crime, the availability of a
computer can be of vital importance.
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Although these three cases were handled successfully, it was clear by the end of 1989 that
emerging computer and telecommunications technologies would pose new challenges for the law
enforcement community. The widespread integration of computers into our daily lives and
growing use of the Internet and other networked communications were not simply changing the
way we lived, but changing the way criminals operated. Recognizing this, the U.S. government
began to develop a comprehensive program to anticipate and respond to these changes and
resulting challenges.
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At the Department of Justice, the Criminal Division proposed to the Attorney General in
1990 a “Computer Crime Initiative,” which included as objectives: determining the scope of the
computer crime problem; instituting training for prosecutors; facilitating inter-agency cooperation
in computer crime cases; developing an international response to the threat of international
computer crime; commenting on and offering legislative proposals to address computer crime
issues; and formulating coherent policies that allow law enforcement to investigate and prosecute
aggressively computer crime while also protecting civil liberties. The initiative was adopted in
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1991 and a five-lawyer Computer Crime Unit was created.
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However, not long after the Computer Crime Unit began addressing computer and Internet
crime at the Federal level, another form of related criminality would be added to this new Unit’s
mission. As the 1990s progressed, increasing amounts of intellectual property — such as business
software, popular music, Hollywood movies, and video games — were being created and sold in
digital format. Growing (and, soon, exploding) access to the Internet meant that perfect digital
copies of copyright-protected property could be distributed worldwide, at little cost, and in great
quantities. Therefore, within a few years of its creation, the Computer Crime Unit also added to its
portfolio the responsibilities for criminal enforcement of intellectual property rights. In 1996 the
Computer Crime Unit was elevated to become the Computer Crime & Intellectual Property Section
(CCIPS) of the Justice Department. :

CCIPS EHIHFEan
CCIPS’s Current Mission
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Today CCIPS has forty lawyers. In addition, CCIPS trains and supports 200 more federal
prosecutors throughout each of the 94 U.S. Attomeys’ Offices and, in turn, those prosecutors
primarily focus on computer and intellectual property crime. CCIPS works closely not only with
these federal prosecutors, but also with representatives from many other areas of our government,
including the Department of Homeland Security, the FBI, the U.S. Secret Service, the U.S.
Customs Service, and state and local law enforcement throughout the country.
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CCIPS’s primary mission remains the enforcement of criminal laws relating to computer

crimes — such as those relating to computer intrusions, attacks on information networks, and
computer worms and viruses — and crimes relating to the infringement of intellectual property
rights. This work has expanded into many related areas, such as:
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combating international terrorism, where computers and the Internet are used for
communications among terrorists and to facilitate their acts;
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protecting critical infrastructures such as communications networks, banking, and
emergency services that rely heavily on computer networks and which remain vulnerable to
cyber-attack;
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promoting and facilitating international cooperation as we work with individual countries
on specific cross-border investigations and with multilateral groups — such as the G-8,
Council of Europe, European Union, Asia Pacific Economic Cooperation (or APEC) forum,
and Organization of American States — to develop better international laws, policies and
practices to combat international cybercrime;
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training investigators and prosecutors at the local, state and federal levels in the United
States and in many countries throughout the globe;
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proposing and commenting on legislation concerning cybercrime and intellectual property,
and assisting other countries that are drafting new domestic legislation; and
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working with representatives from industry and the private sector to ensure cooperation
and consideration of different relevant viewpoints.
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Prosecution of Intellectual Property Crimes in the United States
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Background
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The importance of intellectual property — whether it be inventions, literary or artistic works,
trade secrets, or symbols or designs used in commerce — has been recognized in the United States
since the earliest days of the nation’s founding. The United States Constitution, ratified in 1787,
expressly authorized the United States Congress to enact legisiation to “promote the Progress of
Science and useful Arts, by securing for limited Times to Authors and Inventors the exclusive
Right to their respective Writings and Discoveries.”
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Since the enactment of the first federal copyright legislation in 1790, protection of
intellectual property rights in the United States has been accomplished primarily through civil
actions initiated by rights holders themselves, without the need for government involvement.
Through such civil actions, a rights holder may collect money damages (including, in some cases,
attorneys fees and three times his actual losses) as well as injunctive relief and other remedies to
prevent the infringing conduct from continuing.
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Although criminal prosecution of intellectual property infringers is another essential tool
for the protection of intellectual property rights, the first criminal laws protecting intellectual
property rights were not enacted until 1897 and, even then, those laws did not punish infringement
as a felony until 1982. In the past two decades, however, criminal enforcement of intellectual
property rights in the United States has increased dramatically as part of a govemment-wide effort
to meet the rapidly growing threats of copyright piracy, trademark counterfeiting, and theft of trade

secrets.

The Basnc U.S. Statutorv Framework for Intellectual Property Crimes
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Under United States federal law, criminal penalties are available for primarily three types
of misappropriation of intellectual property: trademark counterfeiting, copyright infringement,
and theft of trade secrets. There are no criminal penalties in the United States for the infringement
of patents, as it is generally perceived that civil remedies are sufficient to protect the rights of
patent holders.

Trademark Counterfeiting
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United States trademark law protects words and symbols that identify goods and services.
The “swoosh” on Nike shoes and the “golden arches” of McDonald’s Restaurants are examples of
well-known trademarks. Like all intellectual property rights in the United States, trademark rights
are protected largely through private, civil actions initiated by rights holders themselves without
the involvement of the government. For a trademark infringement to rise to the level of a criminal

20



offense — which is known in the United States as “trafficking in counterfeit goods or services” —
several elements must be met: First, the defendant must have intentionally trafficked or attempted
to have trafficked in goods or services. Second, the defendant must have used a counterfeit mark
on, or in connection with, those goods or services. Finally, the defendant must have known that the
mark so used was counterfeit. Where these elements are met and the offense is established, the
court may impose penalties on individual defendants of up to ten years’ imprisonment and a
$2,000,000 fine or, for corporate defendants, a $5,000,000 fine. The elements and penalties for the
crime of trafficking in counterfeit goods or services are set forth in Section 2320 of Title 18 of the
United States Code.
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Criminal Copyright Infringement
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Copyright generally protects original forms of expression, such as books, plays, musical
compositions, computer software, movies, and other literary or artistic works. The law of
copyright grants rights holders certain exclusive rights with respect to their protected works, such
as the rights to reproduce and distribute those works.
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Copyright infringement is a federal crime, punishable by up to five years’ imprisonment, if
certain elements are met. If a defendant willfully infringes a copyright with the purpose of
profiting from the infringement, or if the defendant willfully and without authorization reproduced
or distributed copyrighted works with a total retail value of more than $1,000 within a 180-day
period, then the defendant may be sentenced up to one year in prison and be required to pay a
$100,000 fine. If the defendant willfully infringed, within a 180-day period, at least ten copies of
copyrighted works having a total retail value of more than $2,500, then the defendant may be
sentenced up to five years in prison and be required to pay a $250,000 fine.
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Although a commercial or financial motivation for the infringement can enhance the
criminal penalties, it is not necessary that the infringement was done for purposes of commercial
advantage or private financial gain in order to constitute a crime. Rather, as discussed in greater
detail below (see “Responding to Challenges of the Digital Age™), it is enough to meet the
elements of the offense that the infringement involved copyrighted works of the requisite retail
value, regardless of whether the defendant profited or intended to profit from his actions.
Moreover, the threshold of retail value is measured by the value of the legitimate works that are
infringed, not by the value of the infringing material. The elements and penalties for the crime of
copyright infringement are set forth in Section 506 of Title 17 of the United States Code, and
Section 2319 of Title 18 of the United States Code.
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Until recently, the U.S. federal government did not criminalize trade secrets, leaving the
protection of such matters to be handled by each of the individual governments of the fifty
constituent states of the United States. In 1996, the U.S. Congress enacted the “Economic
Espionage Act” which, for the first time, explicitly criminalized the theft of commercial trade
secrets at the federal level. Under the Economic Espionage Act, a “trade secret” is defined
generally as any form or type of financial, technical, or other business information that its owner
took reasonable steps to keep secret, and which derives an independent economic value from not
being known to the public. The statute makes it a federal crime to steal, copy or otherwise obtain
without authorization any trade secret that the defendant knows or believes to be a trade secret if
the defendant intended to convert the trade secret to the economic benefit of someone other than its
owner, and if the defendant knew or intended that his actions would injure the owner of the trade
secret. The punishment for this crime can be as high as ten years’ imprisonment and a $250,000
fine. If the theft of trade secrets was committed or attempted in order to benefit a foreign
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government, instrumentality or agent, the punishment can be as high as fifteen years’
imprisonment and a $500,000 fine. The Economic Espionage Act is set forth at Sections 1831
through 1839 of Title 18 of the United States Code.

Hith e S A AR SE
Other Significant Intellectual Property Crimes
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Although trademark counterfeiting, copyright infringement and theft of trade secrets are
the principal types of intellectual property crime in the United States, several additional statutes
criminalize other types of conduct involving intellectual property. For example, in certain
circumstances, it is a crime to knowingly traffic in counterfeit labels that are designed to be affixed
to particular products such as movies or computer software packaging. Similarly, it is also a crime
to traffic without authorization in recordings of live musical performances. Another statute, the
Digital Millennium Copyright Act, prohibits the circumvention of controls that are designed to
restrict access to copyrighted works, and prohibits the use and sale of devices that enable
circumvention of either access controls or controls designed to prevent copying of copyrighted
WOrKks.
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Responding to Challenges of the Digital Age
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The advent of computer technology — particularly the Internet — has made it extremely easy
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for individuals to copy and distribute protected works inexpensively and with relative anonymity.
Digital works such as music CDs, DVD movies, software and PC games are now distributed
worldwide over computer networks in a matter of seconds, each copy serving as a perfect master of
the same quality as the original. At the same time, intellectual property has become an increasingly
important part of the global economy, thereby making its theft more valuable — and more frequent.
To meet the growing challenges of piracy that these developments present, nations around the
world, including the United States, have expanded and enhanced their legal frameworks for
dealing with criminal violations in the digital age. Two significant U.S. developments in this
respect are the No Electronic Theft (or “NET”) Act of 1997 and the Digital Millennium Copyright
Act of 1998.

Ak == 3 “NET” N
The No Electronic Theft (“NET”) Act
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Until recently, the central concept that differentiated criminal from civil copyright
violations under United States law was that, to be a criminal act, the infringement must have been
undertaken for purposes of commercial or financial gain. Following a court case decided in1994,
however, the United States Congress decided that the requirement of a profit motive for criminal
copyright infringement was no longer sensible in the era of the Internet.
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In that case, United States v. LaMacchia, 871 F. Supp. 535 (D. Mass. 1994), a student at the
Massachusetts Institute of Technology encouraged individuals to upload to his site on the Internet
unauthorized copies of popular software to be downloaded by others around the world for free.
Although the student’s conduct resulted in losses to the software manufacturers of more than $1
million, the infringement was not undertaken for profit and the student derived no financial gain
from his actions. Because the copyright law then in existence required a profit motive in order to
constitute a crime, the government was unable to prosecute the student criminally for his actions,
despite the willfulness of the infringement and the substantial losses to the victims.
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In December 1997, the United States Congress passed the “No Electronic Theft” Act in
direct response to the LaMacchia case. The statute amended the copyright law to eliminate the
requirement of a profit motive for the crime of copyright infringement. Instead, a willful
infringement of copyright can now be a criminal offense, even in the absence of a profit motive, as
long as the amount of material that is infringed is of sufficient retail value to meet certain minimum
statutory thresholds. This change reflects the fact that, in the digital environment, the harm to
rights holders from the unauthorized reproduction and distribution of their works is no less
significant when committed by individuals who lack a commercial motive than when committed
by commercial pirates.

llz =>4 3 “DMCA”
The Digital Millenium Copyright Act (“DMCA™)
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A major challenge presented by the ever-increasing availability of copyrighted works in
digital formats is the ease with which individuals can make perfect, unauthorized copies of
protected works with inexpensive digital media, such as CD-Rs, DVDs and computer drives. One
way in which rights holders have attempted to protect themselves from such piracy is to embed
their digital works with protections that control the ability of users to access or copy the works.
The Digital Millennium Copyright Act of 1998, discussed above, helps preserve these protections
by criminalizing the act of circumventing access controls and the use or sale of devices designed to
circumvent access and copy controls, when done for purposes of commercial advantage or private
financial gain. The United States enacted this statute in part to fulfill its obligations under Article
11 of the World Intellectual Property Organization Copyright Treaty, which requires contracting
parties to “provide adequate legal protection and effective legal remedies against the
circumvention of effective technological measures that are used by authors in connection with the
exercise of their rights under this Treaty . ...”
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Deciding Whether To Bring A Prosecution
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The Department of Justice’s decision to bring a criminal prosecution rests on a variety of
considerations that depends on the facts and circumstances of each particular case. In general,
however, criminal prosecution is appropriate in those cases where civil remedies are inadequate
either to deter the infringing activity or to remedy a victim’s injuries, and where the infringement is
intentional. For example, if the infringement is conducted by an organized criminal enterprise that
is undeterred by civil penalties and views such penalties as a mere cost of doing business, or if the
infringing activity poses a serious threat to the health and safety of the public (as with such goods
as counterfeit airplane parts, car batteries, or medicines), or if the infringement is conducted on a
massive scale causing significant harm to the rights holder, the government may choose to
prosecute the case criminally rather than rely on civil remedies to address the problem.
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When the government decides to bring a criminal prosecution, it does not require the
permission of the victim or rights holder to do so and, instead, may bring the prosecution on its
own initiative. Nevertheless, the government may (and often does) rely on rights holders for
assistance in both the investigation and prosecution of intellectual property crimes. Unlike civil
cases, in which the rights holder need only prove by “a preponderance of the evidence” that his
rights have been infringed, the government, in a criminal prosecution, must prove all elements of
the crime of infringement “beyond a reasonable doubt,” which is a more exacting standard of
proof.
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Sentencn for Intellectual Property Crimes
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Sentencing for all federal crimes in the United States is governed by the Sentencing Reform
Act 0of 1984. The Sentencing Reform Act, which was intended to establish fairness,
proportionality, and certainty in sentencing, called for the creation of mandatory “Sentencing
Guidelines” that limit the discretion of federal judges in meting out punishments for crimes. These
“Sentencing Guidelines,” which were first issued in 1987 and are updated and revised regularly,
take into account all relevant factors for each federal crime and, based on the characteristics of the
offense conduct in question, prescribe a sentencing range within which the judge must choose,
absent exceptional circumstances.
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As with all federal crimes, the range of a defendant’s sentence for intellectual property
infringement under the Sentencing Guidelines will be affected by a variety of specific offense
characteristics. In particular, the extent of the sentence is substantially affected by the
infringement amount, which is, in most cases, determined by the retail value of the legitimate
goods that have been infringed rather than by the value of the infringing goods. The sentence will
also be increased if the infringement involved the manufacture, importation, or uploading of
infringing items, or if the offense was committed for purposes of profit or commercial gain. Other
factors affecting the sentencing range include the extent to which the defendant played a leadership
role in a conspiracy or organized criminal enterprise, whether the offense involved circumvention
of security measures or other special skills, and whether the defendant demonstrates an acceptance
of responsibility for his actions.

Crmunal Intellectual Propel;ty Enforcement Is A Department of Justice Priority
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The Department of Justice has made the criminal enforcement of intellectual property
rights a high priority. The Department has committed substantial resources to training specialized
prosecutors and developing aggressive prosecution strategies to deal with the growing threat of
piracy and high-tech crime. The Department ensures that each of the ninety-four (94) United
States Attorney’s offices throughout the United States employs prosecutors who specialize and are
regularly trained in the prosecution of computer and intellectual property crimes. In the past two
years, the Department established or expanded Computer Hacking and Intellectual Property units
in twelve United States Attorney’s offices nationwide where high-tech and intellectual property
crimes are of particular concern. These units are teams of specialized prosecutors focused
primarily on computer and intellectual property crimes whose expertise helps the Department of
Justice keep pace with the constantly changing nature of high-tech crime.
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At its headquarters in Washington, D.C., the Department of Justice maintains its Computer
Crime and Intellectual Property Section (CCIPS), an office of forty (40) lawyers who focus
exclusively on computer and intellectual property crime. CCIPS lawyers prosecute cybercrime and
intellectual property cases, advise and train other prosecutors and investigators in matters such as
intellectual property law and searching and seizing computers, coordinate international
enforcement and outreach efforts to combat intellectual property and computer crime worldwide,
and comment on and propose new legislation. CCIPS lawyers have successfully coordinated
international prosecutions of trans-border cyber and intellectual property crimes with other
countries and are regularly engaged in efforts to improve international cooperation in prosecuting
such crimes worldwide.
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The Department of Justice works with several law enforcement agencies to investigate
criminal violations of intellectual property laws. Those agencies include the Federal Bureau of
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Investigation (FBI), the Bureau of Immigration and Customs Enforcement (ICE) within the
newly-formed Department of Homeland Security, the United States Secret Service, and the United
States Postal Service. Both the FBI and ICE have specialized units within their agencies that are
dedicated to high-tech and computer crimes, including intellectual property crimes, that provide
critically important expertise in investigations of intellectual property crimes in the digital age.
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The Department of Justice also serves as co-chair of a multi-agency organization of the
United States government known as the “National Intellectual Property Law Enforcement
Coordination Council.” The purpose of this organization is to ensure a coordinated, U.S.
government-wide approach to intellectual property law enforcement both domestically and abroad.
Along with the Department, the organization consists of the United States Patent and Trademark
Office (which is the other co-chair of the group), the Department of State, the office of the United
States Trade Representative, the Commissioner of Customs, and the Department of Commerce.

#E5 |
Representative Prosecutions
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Operation Buccaneer:
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In October 2000, the Computer Crime and Intellectual Property Section (CCIPS) of the U.S.
Department of Justice, together with the U.S. Customs Service (now called the Bureau of
Immigration and Customs Enforcement), commenced an investigation code-named “Operation
Buccaneer,” which targeted a massive, international online copyright piracy conspiracy. The
conspiracy arose from the so-called “warez scene,” an underground culture on the Internet in which
highly organized groups disable (or “crack™) copyright protections on software, computer games,
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and digitized movies and music and then distribute virtually unlimited copies of those works
worldwide over the Internet. Warez groups compete against each other to be the first to release
“cracked” versions of the most recent digital works into the warez scene, often before those works
are commercially available. Typically, members of the warez scene engage in this activity not for
financial profit, but for the prestige of being the first to release a particular work, and for the ability
to obtain other pirated works without payment.
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On December 11, 2001, as part of Operation Buccaneer, law enforcement agencies in the
United States and five foreign countries conducted more than seventy (70) simultaneous searches
and seizures of computers and other digital evidence in each of their respective countries. This
coordinated international law enforcement action resulted in the seizure of over 150 computer
systems containing tens of thousands of pirated copies of software, movies, music and computer
games. As aresult of the investigation, which remains ongoing, twenty-five (25) members of some
of the highest-level warez groups have been convicted of felony copyright crimes, nine of whom
received prison sentences of between 33 to 46 months, the longest sentences ever imposed for
Internet copyright piracy.

ZE[E v. Mynaf (United States v. Mynaf) :
United States v. Mynaf:

2003 42 A 13 H > JMNEY Mohsin Mynaf RiE R £ IHSEZE(FREARMAERE (BFEE
R BITRFEFEER - SEPENEENRALEERES) MEPIRERERFER
TEER - Mynaf SEE—KFLHENPL > ZPLEETRTEHENERHET - R
& Mynaf FENINFF ST EHBSHHEE L - BT — T @A 896ERSt - 345 E Mynaf
AT 20 B ERTREEEZESR - HA = ARBBIFIEE) Mynaf ETIREEBHESE
I EFHEFUIE -

On February 13, 2003, Mohsin Mynaf of California was sentenced to twenty-four (24)
months in federal prison for multiple violations relating to copyright, including Digital Millennium
Copyright Act violations, criminal copyright infringement, and trafficking in counterfeit labels.
Mynaf operated a videocassette reproduction center that produced thousands of counterfeit movie
videocassettes, which Mynaf would then sell at various locations throughout California. In
addition to twenty-four (24) months in prison, Mynaf was also required to pay in excess of
$200,000 in restitution to the victims. Three other individuals have also been convicted of aiding
and abetting Mynaf in his illegal activity and are awaiting sentencing.
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Z£H] v. Min Zhu (United States v. Min Zh) ; 3£].v. Qiuhui Huang (United States v.
Qiuhui Huang) :

United States v. Min Zhu; United States v. Qiuhui Huang:
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On February 7, 2003, Min Zhu and Qiuhui Huang of New York were arrested and charged
with selling more than $200,000 worth of fake Louis Vuitton handbags to hundreds of victims
across the country through auctions on the Internet auction sites “eBay” and “Yahoo!” Each
individual was charged with conspiracy, mail fraud and trademark counterfeiting, and each faces a
maximum sentence of twenty (20) years in prison and a $250,000 fine.

ZE B v. Nguyen (United States v. Nguyen) :
United States v. Nguyen:
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In October 2002, Tony Minh Nguyen of California was arrested on federal charges of
manufacturing and trafficking in counterfeit Compaq computer memory modules. According to
the indictment, Nguyen, a director of sales and production at a California-based computer
company, instructed his employees to purchase out-of-date Compaq memory components and
remove the Compagq labels from those components. Nguyen then had his employees re-adhere the
Compagq labels to non-Compaq memory components, creating a product that would be
substantially indistinguishable in appearance from genuine Compaq products. Ultimately, Nguyen
directed his employees to sell these counterfeit parts as the genuine article. Nguyen faces a
maximum penalty of twenty (20) years in prison and a fine of up to $4 million.
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