


........................................................ 4

................................................................. 8

B e ————————————————————————— 10
B e — et — et e a et et e tentententeateerenrennenres 11
I SRS 11
3.2.2 Vulnerability ANAlYSIS oo 12
I USSR 13
B2 e ——————————————————————— 14
1T TSSO 15
B e ———————————————— et et tenteare e nrennenres 17
GRS 17
.............................. 20

o S 20
2 e e et ettt e e et et e tetentenaeareerenrens 21
L TS 21
S 22
................................................................................................ 24

S350 SO 24
B et e a—e e —ea—e e —e e e ate et eaaeeteaaeeteeaeeareeeeareerenaeenns 24
............................................................................................................................... 27

L ———————————e e esresresrenren 27
L ——————————————— 27

L 2 e —————————————— e e e e nre s 27

2 e e e— et et et et e tetentestenteanenres 27







THE BANK OF NEW YORK
STATEOFNEW YORK CITIBANK FEDERAL RESERVE BANK OF NEW
YORK FEDERAL DEPOSIT INSURANCE CORPORATION COMPTROLLER OF
THE CURRENCY ADMINISTRATOR OF NATIONAL BANKS BOARD OF
GOVERNORS OF THE FEDERAL RESERVE SYSTEM

2

2 William W. Ferguson, David Solo(Citibank);Edward Valdes, Ganny Y. Kwan, ReginaA. Stone,
Jacob Joseph(State of New York); Michael P. Wallas(Board of Governors of the Federal Reserve System);
Jean M. Dugan(Chase); Lanu T.Duffy, Kenyon T. Kilber, Thomas Tuzinski(Federal Deposit Insurance
Corporation); Hugh C. Kelly, Clifford A. Wilke, Susan C. Hopkins(Comptroller of the Currency



dynamononsi st®ency

Administrator of National Banks); Monroe L. Davis (The bank of New York)

3



ot
(any

73

E

#

R

A

on-11

per so

s ma l

ne

nal

banking

finance

I business banking

whost new

econo

mi ¢

commentary

empl oyment opportunities

shoppi ng@wwwbank

ma |

net si

tes

FDIC



1-800-numbers







client/ server

admini strator

cabl e hub router






10



1



cracker

Vul neAnaabiylsiitsy

o

12




13



89.

11.

14




15




16




17




OO
—




19



sinf fi

ng

20

hiTjraog kainngor ses



singl e

st gn

21

on



Web Mai l
DNS

WEB Server

DMbe Militari 888eZfanmne Server
Net wor Web Ser veDMZSSN

22



I P DNS Server

| P Dual DNS
DNS Server Ser \DNrS
Mail Server MaiSer ver
Mail Server

23



24



1o on-going basis

11

Y, affont and‘ATiThelbey of | nPceonctuirveerse nitn @8nd Regul ati or

2 90.12.7 6

25



:p

Knowl edge-based

Economy

26

12

branch,e DeaparRenzomur @ds | r



Two-person Login

0
0 Yenmtered an invalid | og
or password root
i rtusi on detection systems
vulnerability penetration a

27



agent
manager

consol e

anomal y-based

anomal y-based

28



host -based

net work-based

application-based

sever-based

web

router

break-1in

real ti me

29



Sni ffer

spoofing,

30

sni ffer

packet

I P

fl ood deni al

sl ow attacks

of



ore

+

setuid setgid

/' bin/ sh

.uni x

(pr ocaecscsount i

/ bg ent/ uii dne
find
set uriodo t S
find / -user
find / -group

uni x find "-xdev
find [/
setuid
/| dervsid0get
ncheck
s
l ogi n, su, tel net, n

[ etc/inetd. conf

31

"l ast

ng) ., sysl,og

set(ui d rooot

root
setuid setgid

etgid kmem

root -perm -4000
kmem -perm -2000
NFS/ AFS
-user root -perm

ncheck ) ,
ui d

-s / dev/rsdoOg

etstat, i fcomd¢, g,

-prir
-pri

-400(

| s,



sum

cmp, MD5 , Tri pwire ,

( PGP)

MD5Tri pwire :
P , sniffer
packet sniffer. sniffer
A cron' at' : cron' at'

(
) . "cron' "at'
(owrl d-writabl e).
¥ : te/inetd. conf
shell c/(bin/sh, [ bin/csh)
/ etc/inetd.vonf
inetd
e /| etc/ passwd . ,
, Ul D ( ul b 0)
S ,
/| etc/ hosts.equiv, [/ etc/ hosts. | pd . rhost
) L

£ ( : l's

) . uni X

NG find

32



fi

fi

‘\\,
Il

/| etc/ hosts

nd / - name

nd / - name

.equi v

33

N |

*

-print -xdev
-print -xdev
.rhost s
.rhost s

ot )



WFeder al Deposit Insurance Corporation(109
Banking: Safety and Soundness Examinati

“»FDI C Web Site Audit Checkl i st

#FDI C El ectronic Banking Technical Proced

wWFDI C El ectronic Banking Gl ossary

¥Faul kner & Gray (1997). Bank Technol ogy

“Mentis Corporation (1998). 1997 Remote E

WBOffice of the Comptroll erTedhndleo@wrRiesilc
Managem®e@€,Bulletin 98-3, February 4.

#wOf fice of the Comptroll erTedhndmleo®CurRieslc
Management: "PCCB8aBkl ngti n 98-38, August

wOoOffice of Thrift Supervision(199l7). Guid
Online PC banking, June 23.

#ZRi chards, HeNaw (BEI99Dc/t)r,.oni ¢ Payment Technq

at SecurityJosmrsmuals,BfanKketngi IServices, Vvo
no. 3, Autumn.

X*Federal Reserve Bank of New Yorke (1997).
on I nformation Security, Septemper.

#Federal Reserve Bank of New York©Oh997) . ¢
I nformation Security, September.

stGroup of Ten (1997). El ectronic Money: C
Enforcement, Supervisory and Cross Bor
I nternational Settl ements, April

1 nf ormation systems handbook, FFIEC 1996

BFDIsCEl ectronic Banking I nitiatives, Jun e

Bl nternet Bankings ,HLrodnpdolo,| | Oetrober 1999



WwCSBS internet banking taskforcebsupervi sc
12 2000.

MRIi sk- Focused Examination Case Study Sach
Feder al Reserve of New Yor k, May 2001.

4% Understanding 3G, summer 2001.

423

35



